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ABSTRACT
Many security and forensic analyses rely on the ability to fetch memory snapshots from a target machine. To date, the security community
has relied on virtualization, external hardware or trusted hardware
to obtain such snapshots. These techniques either sacrifice snapshot
consistency or degrade the performance of applications executing
atop the target. We present SnipSnap, a new snapshot acquisition
system based on on-package DRAM technologies that offers snapshot
consistency without excessively hurting the performance of the target’s applications. We realize SnipSnap and evaluate its benefits using
careful hardware emulation and software simulation, and report our
results.
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INTRODUCTION

The notion of acquiring memory snapshots is one of ubiquitous importance to computer systems. Memory snapshots have been used
for tasks such as virtual machine migration and backups [4, 19, 21,
23, 31, 34, 39, 45, 63, 71, 94] as well as forensics [18, 81], which is the
subject of this paper. In particular, memory snapshot analysis is the
method of choice used by forensic analyses that determine whether
a target machine’s operating system (OS) code and data are infected
by malicious rootkits [10, 17, 24, 25, 43, 72–74, 80]. Such forensic
methods have seen wide deployment. For example, Komoku [72, 74]
(now owned by Microsoft) uses analysis of memory snapshots in its
forensic analysis, and runs on over 500 million hosts [8]. Similarly,
Google’s open source framework, Rekall Forensics [2], is used to monitor its datacenters [68]. Fundamentally, all these techniques depend
on secure and fast memory snapshot acquisition. Ideally, a memory
snapshot acquisition mechanism should satisfy three properties:
1 Tamper resistance. The target’s OS may be compromised with
malware that actively evades detection. The snapshot acquisition
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mechanism must resist malicious attempts by an infected target OS
to tamper with its operation.
2 Snapshot consistency. A consistent snapshot is one that faithfully mirrors the memory state of the target machine at a given instant
in time. Consistency is important for forensic tools that analyze the
snapshot. Without consistency, different portions of the snapshot
may represent different points in time during the execution of the
target, making it difficult to assign semantics to the snapshot.
3 Performance isolation. Snapshot acquisition must only minimally impact the performance of other applications that may be
executing on the target machine.
The security community has converged on three broad classes of
techniques for memory snapshot acquisition, namely virtualizationbased, trusted hardware-based and external hardware-based techniques.
Unfortunately, none of these solutions achieve all three properties
(see Figure 1).
With virtualization-based techniques (pioneered by Garfinkel and
Rosenblum [35]), the target is a virtual machine (VM) running atop a
trusted hypervisor. The hypervisor has the privileges to inspect the
memory and CPU state of VMs, and can therefore obtain a snapshot
of the target. This approach has the benefit of isolating the target
VM from the snapshot acquisition mechanism, which is implemented
within the hypervisor. However, virtualization-based techniques:
• impose a tradeoff between consistency and performance-isolation.
To obtain a consistent snapshot, the hypervisor can pause the target
VM, thereby preventing the target from modifying the VM’s CPU
and memory state during snapshot acquisition. But this consistency
comes at the cost of preventing applications within the target from
executing during snapshot acquisition, which is disruptive if snapshots are frequently required, e.g., when a cloud provider wants to
monitor the health of the cloud platform in a continuous manner.
The hypervisor could instead allow the target VM to execute concurrently with memory acquisition, but this compromises snapshot
consistency.
• require a substantial software trusted computing base (TCB). The
entire hypervisor is part of the TCB. Production-quality hypervisors
have more than 100K lines of code and a history of bugs [26–30, 55, 79]
that can jeopardize isolation.
• are not applicable to container-based cloud platforms. Virtualizationbased techniques are applicable only in settings where the target is
a VM. This restricts the scope of memory acquisition only to environments where the target satisfies this assumption, i.e., serverclass systems and cloud platforms that use virtualization. An increasing number of cloud providers are beginning to deploy lightweight client isolation mechanisms, such as those based on containers
(e.g., Docker [1]). Containers provide isolation by enhancing the OS.
On container-based systems, obtaining a full-system snapshot would
require trusting the OS, and therefore placing it in the TCB. However,
doing so defeats the purpose of snapshot acquisition if the goal is to
monitor the OS itself for rootkit infection.
Hardware-based techniques reduce the software TCB and are applicable to any target system that has the necessary hardware support.

