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Multi-Level Security

high-level object-1

flow of
information

malicious subject
with high-level
security clearance

low-level object-1



Confidentiality Policies

e« Qverview
— What is a confidentiality model
e Bell-LaPadula Model

— General idea
— Informal description of rules



Confidentiality Policy

e Goal: prevent the unauthorized
disclosure of information

— Deals with information flow
— Integrity incidental

« Multi-level security models are best-
Known examples

— Bell-LaPadula Model basis for many, or
most, of these



Bell-LaPadula Model, Step 1

« Security levels arranged in linear
ordering

— Top Secret: highest
— Secret

— Confidential

— Unclassified: lowest

o Levels consist of security clearance L(S)
— Objects have security classification L(0)



Example

security level subject | object

Top Secret Tamara |Personnel Files
Secret Samuel |E-Mail Files
Confidential Claire Activity Logs
Unclassified Ursula Telephone Lists

e Tamara can read all files

e Claire cannot read Personnel or E-Mail Files

e Ursula can only read Telephone Lists




Reading Information

 Information flows up, not down

— “Reads up” disallowed, “reads down”
allowed

» Simple Security Condition (Step 1)

— Subject s can read object o iff L(o) < L(s)
and s has permission to read o

« Note: combines mandatory control (relationship
of security levels) and discretionary control (the
required permission)

— Sometimes called “no reads up” rule



Writing Information

 Information flows up, not down

— “Writes up” allowed, “writes down”
disallowed

e *-Property (Step 1)

— Subject s can write object o iff L(s) < L(0)
and s has permission to write o

« Note: combines mandatory control (relationship
of security levels) and discretionary control (the
required permission)

— Sometimes called “no writes down’ rule



Basic Security Theorem, Step 1

 |f a system is initially in a secure state,
and every transition of the system
satisfies the simple security condition,
step 1, and the *-property, step 1, then
every state of the system is secure
— Proof: induct on the number of transitions



Bell-LaPadula Model, Step 2

« Expand notion of security level to
iInclude categories

o Security level is (clearance, category
set)

« Examples
— ( Top Secret, { NUC, EUR, US })
— ( Confidential, { EUR, US })
— ( Secret, { NUC, US })



Levels and Lattices

e (A, C)dom (A, C)ift A<Aand C’'0OC
 Examples

— (Top Secret, {NUC, US}) dom (Secret, {NUC})

— (Secret, {NUC, EUR}) dom (Confidential, {NUC,
EUR})

— (Top Secret, {NUC}) -dom (Confidential, {EUR})

e Let Cbe set of classifications, K set of
categories. Set of security levels L = C x K,
dom form lattice
— lub(L) = (max(A), C)

— glb(L) = (min(A), )



Levels and Ordering

e Security levels partially ordered

— Any pair of security levels may (or may not)
be related by dom

e “dominates” serves the role of “greater
than” in step 1

— “greater than” is a total ordering, though



Reading Information

 Information flows up, not down

— “Reads up” disallowed, “reads down”
allowed

o Simple Security Condition (Step 2)
— Subject s can read object o iff L(s) dom

L(o) and s has permission to read o

« Note: combines mandatory control (relationship
of security levels) and discretionary control (the
required permission)

— Sometimes called “no reads up” rule



Writing Information

 Information flows up, not down

— “Writes up” allowed, “writes down”
disallowed

e *-Property (Step 2)
— Subject s can write object o iff L(o) dom

L(s) and s has permission to write o

« Note: combines mandatory control (relationship
of security levels) and discretionary control (the
required permission)

— Sometimes called “no writes down’ rule



Basic Security Theorem, Step 2

« |If a system is initially in a secure state, and
every transition of the system satisfies the
simple security condition, step 2, and the *-
property, step 2, then every state of the
system is secure

— Proof: induct on the number of transitions

— In actual Basic Security Theorem, discretionary
access control treated as third property, and

simple security property and *-property phrased to
eliminate discretionary part of the definitions — but
simpler to express the way done here.



Carla

level roles

operation
roles Y A J Y

v
B I P cl-g — read @: write cl-t —-@ cl-t — read

Exampl - .
a p e {a) Two new files are created: f1: cl-t; f2: cl-s

Carla

level roles

operation
roles

Y L J Y

cl-s — write cl-t —_@ cl-t — read
£3 ]
(comments to £2) = =

(b) A third file is added: f3: cl-s




Carla

level roles
operation
roles Y v Y Y
cl-s — read cl-s — write cl-t — write cl-t — read

A

,,
Example I

(c) An exam is created based on an existing template: f4: cl-t

cont.

Carla

level roles

operation
roles

cl-5 — read ¢l-5 — write cl-t — write ¢l-t — read

A

3 (comments 7 4 £l exam
to £2) EI exam Ij template

(d) Carla, as student, is permitted acess to the exam: f4: cl-s



BLP
Example
cont.

Carla

level roles

operation ¢
roles

cl-5 — read

cl-t — write cl-t — read

f3 (comments
to F2)

EXEM
template

(e} The answers given by Carla are only accessible for the teacher: f5: ¢l-t




Biba Integrity Model

Set of subjects S, objects O, integrity
levels /, relation < 00 / x | holding when
second dominates first

min. [ x | - [returns lesser of integrity
levels

. SO O - [gives integrity level of
entity

rrSx0OmeanssliScanread o1 O
w, x defined similarly



Intuition for Integrity Levels

* The higher the level, the more
confidence

— That a program will execute correctly
— That data is accurate and/or reliable

* Note relationship between integrity and
trustworthiness

o Important point: integrity levels are not
security levels



Integrity policies: Biba's Model

« Similar to Bell-LaPadula model
1. s Scanread o Oiff i(s) < i(0)
2. sl Scanwriteto ol Oiff (o) < i(s)
3. s, Scanexecutes,Siff i(s,) < i(s,)

* Information flow result holds
— Different proof, though



Biba Integrity Model

o strict integrity policy:
— simple integrity: 1(S) = 1(O)
— integrity confinement: I(S) < 1(O)
— invocation property: I(S;) = 1(S,)

Hiph-integrity file Low-integrity file

dddddd



Clark-Wilson Integrity Model

Integrity defined by a set of constraints

— Data in a consistent or valid state when it satisfies
these

Example: Bank

— Dtoday’s deposits, W withdrawals, YB yesterday’s
balance, TBtoday’s balance

— Integrity constraint: D + YB-W

Well-formed transaction move system from
one consistent state to another

Issue: who examines, certifies transactions
done correctly?



Entities

CDls: constrained data items
— Data subject to integrity controls

UDIs: unconstrained data items
— Data not subject to integrity controls

IVPs: integrity verification procedures

— Procedures that test the CDlIs conform to the
integrity constraints

TPs: transaction procedures

— Procedures that take the system from one valid
state to another



Certification Rules 1 and 2

CR1 When any IVP is run, it must ensure all
CDls are in a valid state

CR2 For some associated set of CDlIs, a TP
must transform those CDIs in a valid state
into a (possibly different) valid state

— Defines relation certified that associates a set
of CDIs with a particular TP

— Example: TP balance, CDIs accounts, in bank
example



Enforcement Rules 1 and 2

ER

ER2

The system must maintain the certified
relations and must ensure that only TPs
certified to run on a CDI manipulate that
CDiI.

The system must associate a user with
each TP and set of CDIs. The TP may
access those CDIs on behalf of the
associated user. The TP cannot access
that CDI on behalf of a user not
associated with that TP and CDI.

— System must maintain, enforce certified
relation

— System must also restrict access based on
user ID (allowed relation)



Users and Rules

CR3 The allowed relations must meet the
requirements imposed by the principle of
separation of duty.

ER3 The system must authenticate each user
attempting to execute a TP

— Type of authentication undefined, and
depends on the instantiation

— Authentication not required before use of the
system, but /s required before manipulation of
CDls (requires using TPs)



Logging

CR4 All TPs must append enough
information to reconstruct the
operation to an append-only CDI.

— This CDl is the log

— Auditor needs to be able to determine
what happened during reviews of
transactions



Handling Untrusted Input

CR5 Any TP that takes as input a UDI may
perform only valid transformations, or no
transformations, for all possible values of
the UDI. The transformation either rejects
the UDI or transforms it into a CDI.

— In bank, numbers entered at keyboard are
UDIs, so cannot be input to TPs. TPs must
validate numbers (to make them a CDI) before
using them; if validation fails, TP rejects UDI



Separation of Duty In Model

ER4 Only the certifier of a TP may
change the list of entities associated
with that TP. No certifier of a TP, or
of an entity associated with that TP,
may ever have execute permission
with respect to that entity.

— Enforces separation of duty with

respect to certified and allowed
relations



Clark-Wilson Integrity Model

USERS

CDI = constrained data item
IVP = integrity verification procedure )
TP = transformation procedure &J: sers are auﬂl.\mt‘:atea

L] = unconstrained data item

)
(h‘\ E2: Users authenticated| for TP
Ci: TVP validates CDI st ] (C3: Snitable separation f:iutj

( (C&: TPs validate [/DI

(@)

(C2: TPs preserve valid state )

Ed: Authorization
lists chanped only
by security officer

- h

VP , 17\ CDI a—

Y

§ C4: TPs write to log)
System in
somie state

E1l: CDIs changed only by authorized T,




Comparison With Requirements

1. Users can't certify TPs, so CR5 and ER4
enforce this

2. Procedural, so model doesn’t directly cover
it; but special process corresponds to using
TP

» No technical controls can prevent programmer
from developing program on production system;
usual control is to delete software tools

3. TP does the installation, trusted personnel
do certification



Comparison With Requirements

4. CR4 provides logging; ER3
authenticates trusted personnel doing
installation; CR5, ER4 control
installation procedure

 New program UDI before certification,
CDI (and TP) after

2. Log is CDI, so appropriate TP can
provide managers, auditors access

» Access to state handled similarly



Comparison to Biba

e Biba
— No notion of certification rules; trusted
subjects ensure actions obey rules

— Untrusted data examined before being
made trusted

e Clark-Wilson

— Explicit requirements that actions must
meet

— Trusted entity must certifty method to
upgrade untrusted data (and not certify the
data itself)



Chinese Wall Model

Problem:

— Tony advises American Bank about
iInvestments

— He Is asked to advise Toyland Bank about
iInvestments
o Conflict of interest to accept, because
his advice for either bank would affect
his advice to the other bank



Chinese Wall Model

Set of all objects

Conflict of
interest classes

oy (Banka)  (BankB) (Gasa) [Uua)(nu]B]

Individual

objects a7 T[T 7 [T [T [RT[i7

(a) Example set

Set of all objects Set of all objects

® D® & ©
) (40 (en) @D GE) @D (am) Goix) @D)
Lljﬁ_f'ffffﬂfﬂ 7 &7 ﬁ_g ﬂ?&?@ L7 [AS E?E

(b} John has access to Bank A and (il A (c) Jane has access to Bank A and il B



Organization

Organize entities into “conflict of
interest” classes

Control subject accesses to each class

Control writing to all classes to ensure
iInformation is not passed along Iin
violation of rules

Allow sanitized data to be viewed by
everyone



Definitions

e Objects: items of information related to a
company

« Company dataset (CD): contains objects
related to a single company
— Written CD(O)

o Conflict of interest class (COIl): contains
datasets of companies in competition
— Written COI(O)

— Assume: each object belongs to exactly one COI
class



Example

Bank COI Class

-

Bank of America

~

\L

Citibank

Bank of the West

Gasoline Company COI Class

-

Shell Oil

Standard Oil

~

1/

\L

Union 76

ARCO

1/




Temporal Element

 |[f Anthony reads any CD in a COl, he
can never read another CD in that COl

— Possible that information learned earlier
may allow him to make decisions later

— Let PR(S) be set of objects that S has
already read



CW-Simple Security Condition

e s canread o iff either condition holds:

1. There is an o0’ such that s has accessed o’ and
CD(o") = CD(o0)
— Meaning s has read something in 0's dataset

2. Forallo’ O, 0’0 PR(s) O COIl(o) = COIl(0)

— Meaning s has not read any objects in 0’s conflict
of interest class

« Ignores sanitized data (see below)

« Initially, PR(s) = 1, so initial read request
granted



Sanitization

* Public information may belong to a CD

— As is publicly available, no conflicts of interest
arise

— S0, should not affect ability of analysts to read

— Typically, all sensitive data removed from such
information before it is released publicly (called
sanitization)

* Add third condition to CW-Simple Security
Condition:

3. o0is a sanitized object



Writing
Anthony, Susan work in same trading
house

Anthony can read Bank 1’s CD, Gas’
CD

Susan can read Bank 2’s CD, Gas’ CD
If Anthony could write to Gas’ CD,

Susan can read it

— Hence, indirectly, she can read information
from Bank 1’s CD, a clear conflict of
Interest



CW-*-Property

e S can write to o iff both of the following
hold:

1. The CW-simple security condition
permits s to read o; and

2. For all unsanitized objects o’ if s can
read o', then CD(0o") = CD(0)
« Says that s can write to an object if all
the (unsanitized) objects it can read are
In the same dataset



Compare to Bell-LaPadula

 Fundamentally different
— CW has no security labels, B-LP does
— CW has notion of past accesses, B-LP does not

« Bell-LaPadula can capture state at any time
— Each (COl, CD) pair gets security category

— Two clearances, S (sanitized) and U (unsanitized)
e Sdom U
— Subjects assigned clearance for compartments

without multiple categories corresponding to CDs
in same COl class



Compare to Bell-LaPadula

« Bell-LaPadula cannot track changes over
time
— Susan becomes ill, Anna needs to take over

* C-W history lets Anna know if she can
* No way for Bell-LaPadula to capture this

« Access constraints change over time
— Initially, subjects in C-W can read any object

— Bell-LaPadula constrains set of objects that a
subject can access

« Can’t clear all subjects for all categories, because this
violates CW-simple security condition



Compare to Clark-Wilson

Clark-Wilson Model covers integrity, so
consider only access control aspects

If “subjects” and “processes” are
iInterchangeable, a single person could use
multiple processes to violate CW-simple
security condition

— Would still comply with Clark-Wilson Model

If “subject” is a specific person and
iIncludes all processes the subject
executes, then consistent with Clark-
Wilson Model



Reference Monitors

Reference ]
Monitor -
Subjects (policy) J Objects




Trojan Horse Defence

Boh

Boh

Alice

Bob: BW
“CPEITORS" E I
Program Diatn file
Alice: BW
IIIIII Rack-pncket
Program file
i
Bob: BW
“CPEITORS" E I
Program Diatn file
Alice: BW
: ~ : Bob: W,
IIIIIII Rack-pncket
Program file

(b}

Hab

Le

Alice

g

Hab

Alice

e Heference

Momitor

ek

e Heference

Momitor

Program

(di

Bob: RW
"CPEITDES" ; |
Diatn file
Alice: KW
: Bob: W
Rack-pncket
file
Bob: RW
"CPEITDES" ; |
Diatn file
Alice: KW
: Bob: W
Rack-pncket
file




Multilevel Security (MLS)

e a class of system that has system
resources (particularly stored
information) at more than one security
level (i.e., has different types of
sensitive resources) and that permits
concurrent access by users who differ
In security clearance and need-to-know,
but is able to prevent each user from
accessing resources for which the user
lacks authorization.



MLS Security for Role-Based
Access Control

* rule based access control (RBAC) can
implement BLP MLS rules given:
— Security constraints on users
— constraints on read/write permissions
— read and write level role access definitions
— constraint on user-role assignments



RBAC MLS
Example

In UA for Top
Secret users

ru, rs, rts

/

/

Not valid in any
user assipnment

ru, rs, ris
w5, wis

ru, rs
/’/" ws, wis

WS, wis / 4
ru, rs
ri, rs T —-
4 A
WS
In UA for
Secret users
ru, ws
i
ru2
&
In UA for
Unclassified
ml users rl.l3




Trusted Platform Module (TPM)

concept from Trusted Computing Group

hardware module at heart of hardware /
software approach to trusted computing
uses a TPM chip on

— motherboard, smart card, processor

— working with approved hardware / software
— generating and using crypto keys

has 3 basic services: authenticated boot,
certification, and encryption



Authenticated Boot Service

responsible for booting entire O/S in stages
ensuring each is valid and approved for use
— verifying digital signature associated with code
— keeping a tamper-evident log

log records versions of all code running

can then expand trust boundary

— TPM verifies any additional software requested
 confirms signed and not revoked

hence know resulting configuration is well-
defined with approved components



Certification Service
once have authenticated boot

TPM can certify configuration to others
— with a digital certificate of configuration info
— giving another user confidence in it

iInclude challenge value in certificate to
also ensure it is timely

provides hierarchical certification
approach
— trust TPM then O/S then applications



Encryption Service

* encrypts data so it can be decrypted
— by a certain machine in given configuration

e depends on
— master secret key unique to machine

— used to generate secret encryption key for
every possible configuration only usable in
it

e can also extend this scheme upward

— create application key for desired

application version running on desired
system version



TPM Functions

HMAC
engine

SHA-1
engine

Opt-In

Non-volatile
Memory

Trusted Platform Module (TPM)




Protected
Storage
Function

Symmeiric

Current

platform ___,,
software

environment

Decrypted

4.File
released /_y file
User application
(performs
decryption)
Encrypted
file

Proiectied
symmeiric
key

1. Loading of
encrypted key




Trusted Systems

e security models aimed at enhancing trust

« work started in early 1970’s leading to:

— Trusted Computer System Evaluation Criteria
(TCSEC), Orange Book, in early 1980s

— further work by other countries
— resulting in Common Criteria in late 1990s

 also Computer Security Center in NSA
— with Commercial Product Evaluation Program

— evaluates commercially available products
— required for Defense use, freely published



Common Criteria (CC)

« |SO standards for security requirements
and defining evaluation criteria to give:
— greater confidence in IT product security
— from formal actions during process of:
— development using secure requirements
— evaluation confirming meets requirements
— operation in accordance with requirements

» evaluated products are listed for use



Summary

« Bell-Lapadula security model
e other models

» reference monitors & trojan horse
defence

 multilevel secure RBAC and databases

o trusted platform module



