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ABSTRACT

Existing reputation systems used by online auction houseasotl
address the concern of a buyer shopping for commodities-afind
a good bargain. These systems do not provide informatiomen t
practices adopted by sellers to ensure profitable auctidhese
practices may be legitimate, like imposing a minimum shaytid
on an auction, or fraudulent, like using colluding biddersnflate
the final price in a practice known as shilling.

We develop a reputation system to help buyers identify ielle
whose auctions seem price-inflated. Our reputation systdrased
upon models that characterize sellers according to statishet-
rics related to price inflation. We combine the statisticaldels
with anomaly detection techniques to identify the set opsisus
sellers. The output of our reputation system is a set of galoe
each seller representing the confidence with which the systn
say that the auctions of the seller are price-inflated.

We evaluate our reputation system @ high-volume sellers
who posted37,525 auctions on eBay. Our system automatically
pinpoints sellers whose auctions contain potential stdtlérs. When
we manually analyze these sellers’ auctions, we find that/mém
ning bids are at about the items’ market values, thus untterga
buyer’s ability to find a bargain and demonstrating the effecess
of our reputation system.
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1. INTRODUCTION

Online auction houses such as eBay have emerged as a conve-
nient way to buy and sell items over the Internet. eBay alae h
over147 million registered users who posted ov&d million new
listings in the first quarter 02005 [12]. The presence and influ-
ence of such auction houses has been acknowledged by popular
traditional retailers who now use them to promote and selirth
products. Although online auctions sell commodities thratalso
sold by traditional retailers, the opportunity to find a gdzzdgain
is a primary motivation to favor online auctioning.

However, participating in an online auction often requibes-
ers to trust an inherently adverse environment. First, imzaell-
ers can register under pseudonyms, a buyer risks partimgpait
a transaction with an unknown seller rather than a trustwan-
tailer. Second, because of the large scale of online aubtoses,
many sellers advertise the same items and the buyer is fooced
choose from a large set of pseudonymous sellers. Recernestud
have shown that pseudonymous sellers, large scale, andtleven
policies of the auction house encourage users to cheat fL&-
gitimate bidder participating in an auction has no way t@detne
whether other bidders in the auction are honest or are skl b
ders who collaborate with the seller to artificially inflatetfinal
price [22, 27].

One tool to establish a trust between buyers and sellers is an
electronic reputation system [23]. Typically, a reputatgystem is
a bi-directional medium where buyers post feedback onrsebad
vice versa. In eBay, buyers voluntarily comment on the gy alf
service, their satisfaction with the item traded, and prioregs of
shipping. Sellers comment about prompt payment from buyers
respond to comments left by buyers.

However, these feedback-based reputation systems stdfer f
two drawbacks. First, the reliability of the feedback is aleible:
recent studies [7, 8, 24] have shown that bi-directionaltaton
systems tend to inflate positive feedback and deflate negtd-
back. Indeed, our own analysis of eBay auctions show#tatof
eBay sellers have good reputations and #1886 of their feedback
is positive. Second, existing reputation systems do nqt beyers
avoid sellers whose auctions regularly appear price-gdlafThe
systems do not account for tactics, either legitimate ardudent,
that a seller may use to ensure a profitable sale. A buyer tanno
rationally choose a seller from the many that advertise dysb

We propose a reputation system that addresses these dkawbac
Our system identifies sellers whose auctions appear to lee-pri
inflated. It does not determine the cause of price inflatian, it
does not determine whether the price inflation is legal cditiye
bidding or is fraudulent. In conjunction with a traditiori@eédback-
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based system, our system helps buyers avoid sellers whahbhade
feedback but whose auctions are likely to end with prices nea
above the items’ market values. Our system is robust adaigstd
feedback because it avoids voluntary feedback from users.

An example demonstrates the effectiveness of our system. Us
ing data collected from actual eBay auctions, we autonigtica
detected, out of more that2,000 sellers, a hard-disk seller with
the following behavior: all his auctions ended with a wirtioid,
while on average30% of the auctions posted by other hard-disk
sellers ended with no bids. The average number of bids in this
seller’s auctions was abnormally high. A group of bidderses-
edly participated, and lost, in his auctions, thus actinglals.
While our system cannot determine whether this behavioaisf
ulent or merely competitive, the patterns discovered ssigipat a
buyer is unlikely to find a bargain in this seller’'s auctiohsdeed,
the final prices in his auctions were comparable to marketeval
when coupled with shipping fees.

We build our system using principles of anomaly detectioar O
system is based upon the assumptions that most sellers are ho
est and their auctions are not artificially price-inflatede @éllect
data from the auctions of each seller, statistically compeach
seller’s data against the data of all other sellers, andiigeanoma-
lous sellers. We designed our statistical models to idgmptifice
inflation; consequently, anomalies indicate sellers yikel have
adopted questionable tactics and whose auctions are betieled.

Our reputation system is based upon three statistical motlak
first model correlates the number of auctions a seller postse

average number of bids in those auctions. We found an inverse

correlation—as the number of a seller’s auctions increabesav-
erage bid count decreases. This model identifies the firsbfset
anomalous sellers: those who post many auctions and afsotatt
many bidders. We assume that the auctions of some of thdeessel
are inflated.

The second model provides an explanation, in terms of tagit
behavior, for the anomalous sellers identified by the firsteho
The model correlates an auction’s starting bid to the nunaber
bids in the auction. We found that auctions with low startiids
receive more bids then auctions with higher starting bidende,
this model separates the anomalous sellers of the first meelél
ers whose auctions attracts abnormally high number of lnds,
two sets: those with low starting bids and those with hightistg
bids. We accept a low starting bid as a legitimate explandto
high number of bids. Therefore, auctions with many bids and |
starting bids are less likely to be price-inflated than aunstiwith
many bids and high starting bids.

The third model provides explanation for the anomalous £ase
identified by the first model in terms of fraudulent behavithe
model identifies a group of bidders who repeatedly partteipa
a seller’s auctions, and lose. We call this group of bidgerten-
tial shills because their behavior is consistent with shilling: they
inflate prices and let other people win. We use the third maalel
strengthen our belief that a seller’s prices are inflated.

To summarize, the contributions of this paper are as follows

e A new application of anomaly detection. We formulate the
problem of identifying unusual and possibly malicious isell
practices in auctions as an anomaly detection problem.

e A new behavior-based reputation systemWe introduce a rep-
utation system that is based upon sellers’ and buyers’ li@hav
rather than the feedback they give each other. We show that
our system helps honest, bargain-seeking buyers identify a
tions on which to place bids and avoid auctions which may be
price-inflated.

Real-world evaluation. We deploy our reputation system in a
large-scale experiment on real auctioning data from eBag. W
show how our reputation system effectively pinpoints tHeese
whose auctions seem price-inflated. We also find that eBay’s
reputation system assigns high reputation to sellers wam e
inflate prices, thus confirming our belief that eBay's refiota
system is not useful for finding bargains.

2. RELATED WORK

We review related work in reputation systems, fraud in etegt
transactions, and anomaly detection.

2.1 Reputation systems

A reputation system establishes trust in electronic tretieas.
Brinkmann and Seifert [4] argued that participation in afiren
transaction requires a feedback mechanism to establist fFbis
requirement arises from the fundamental difference betweéne
and real-life environments: in online systems, the panéiots have
not met and do not have the mutual information needed forishe r
assessment of the transaction. In an analysis of the eBajatem
system, Dellarocas [8] concluded that positive and negdéed-
back can affect the price and the probability of a sale, artdcho
that the feedback is overwhelmingly positive, a possibtication
that the present eBay feedback mechanism does not workidResn
and Zeckhauser [24], and, later, Resrgtlal. [25] uncovered simi-
lar limitations in the eBay system: feedback is not the besdiptor
of future behavior, and negative feedback has little impact

Attempting to address the shortcomings of the eBay feedback
based reputation system, Chen and Singh [6] proposed aareput
tion system for raters (providers of feedback), based orctime
sistency of a rater over time. This approach might improwe th
current eBay reputation system, but is still fundamentadstricted
to answering questions abaaeller behavior after an auction.e.,
after bidding has completed, but before the item has beedw-del
ered. Thus, this system can answer questions about theygo@li
the item, promptness in shipping, and so on. Our reputayistes
is complementary in that it describbglding behavior during an
auction Analogously to Chen and Singh’s system, our system au-
tomatically tracks both bidders’ and sellers’ auctionimpaviors.

These three models identify anomalous sellers who appear t02 .2 Fraud in electronic transactions

be artificially raising bids in their auctions. A seller wiihflated
prices is a seller who: (i) according to the first model, hasiyna
auctions that attract many bids, (ii) according to the sdaondel,
does not start auctions with a relatively low starting bidd iii)
according to the third model, has a group of bidders who tepea
edly participate in his auctions and lose. In addition tesifying

a seller as normal or abnormal, our system also providesra fmo
each seller. This score is a set of three values, one for eadelm
that represents confidence in the system’s classification.

Fraud is one cause of price inflation in an electronic transac
system.Fraud preventiorattempts to build marketplaces that limit
or eliminate fraud altogether, whifeaud detectioridentifies fraud
during or after a transaction. In online auctioning, fraveMgntion
is achieved using policies and regulation (e.g., eBay pitshauc-
tion shilling [11]) and feedback-based reputation systanesused
to report past cases of fraud.

Where fraud prevention and detection were insufficient or im
possible, researchers changed the transaction systenkédraad-
ulent activities undesirable. Hidvéet al. [13] addressed the prob-
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lem of shilling by proposing a Shill-Proof Fee (SPF) systéat t
countered the monetary benefit of shilling through a dyndiesc
based on the difference between the final price and the epene
(the lowest price at which the seller is willing to sell). SBFap-
plicable only to Independent Private Value (IPV) auctionbgere
each potential bidder has his own valuation of the item ftg.da
contrast, most eBay auctions are common value, where tinddte
sale has a common value (e.g., the market price of the iteovykn
to every potential bidder. The proposed SPF scheme is nctigak
in the eBay setting as some fees would be excessive, reatdng
or more of the final price.

Detecting fraud in online auctions is inherently differtérdn de-
tecting fraud in other Internet activities. In an auctiopaaticipant
might not know that fraud has occurred even after the audtam
concluded. Kauffman and Wood [16] used heuristics to dategm
when a bid is “questionable.” Labeling bids as “questioralar
“honest” before applying learning to derive a fraud-detettlgo-
rithm limits the scope of detection to specific types of fradi
avoid this limitation, we use unsupervised learning thagsdoot
require auctions to be labeledpriori. We identify sellers that are
dissimilar from a norm we believe is not fraudulent. As a tgsu
our system can detect price inflation regardless of its canske
provides the ability to compare the level in which a parécdeller
differs from all other sellers.

2.3 Anomaly detection

Fraud detection can be cast as a classification problemn give
transaction such as a credit card purchase or a bid in aroauycti
determine if it is fraudulent. Designing a fraud detectiool} then,
is the task of building or learning a classifier.

A classifier can be created using a database of past tramsscti
where each data item is labeled as fraudulent or legitinkat@yn
assupervised learninge.g., [10]). Such methods have been applied
for detecting fraud in electronic commerce: Braesal [3] pre-
sented a neural network algorithm for detection of credi éaud,
while the ASPeCT project [21] applied supervised neuralvost
learning to fraud detection in mobile phone systems. Fomenl
auctions, Kauffman and Wood [16] proposed the use of lagisti
regression to predict reserve-price shilling. In intrustetection
for computer security, Leet al. [19, 20] showed the importance of
data mining for training classifiers from labeled data arehthse
the trained classifiers to do anomaly detection.

As mentioned, in online auctions we do not have data labeled
as “bargains” or “shills”. Therefore, we use unsupervissathing
techniques to split the sellers into normal and abnormal. séte
then evaluate the relation between abnormal sellers and fia-
tion. To distinguish between normal and abnormal selleesuse
some of the features reported by Stedtal. [27]. They analyzed
eBay auction data and applied clustering (a form of unstpetv
learning) to classify bidders. They found several charasttes that
applied to shills: shills are a group of bidders with a strasgoci-
ation to a seller, shills are infrequent winners, and shilisearly
in the auction. In this work, we capture the first two featuresur
bidder profiles (Sectidi 4).

In computer security, intrusion detection benefited frommuper-
vised learning, as the labeling of data is cumbersome,-prare,
and time consuming. Krueget al. [18] proposed a system for
service-specific anomaly detection, where an anomaly sease
assigned to each network packet. Similarly, we build ountégue
on principles from anomaly detection, where we capture abrm
behavior and detect variations from the norm. This allowsech-
nique to adapt and evolve over time, characteristics nededck
the changes both in legitimate behavior and in fraud pat@h

3. REPUTATION VIA ANOMALY
DETECTION

Our work develops a reputation system that assigns low aeput
tion to sellers whose auctions are anomalous. We formaky-ch
acterize anomalous auctions using three statistical mpdath of
which provides different evidence for activity that artidiity in-
creases prices. We then apply anomaly detection technigues
these models and identify sellers with the strongest eceldar
price inflation. We assign low reputation to such sellers.

In this section, we give an informal overview of the models we
developed. We illustrate how the models automatically élps
identify a seller, called 0260, whose behavior corresponds to
price inflation. We inspectet)260’s auctions and found evidence
of bidder activity that appeared to artificially inflate ttgsller's
prices. A formal treatment of the models appears in SeElion 4

3.1 Models of Bidding Behavior

Our reputation system is based upon the conceptucfioning
reputation which we implement using three statistical models.

N Average number of bids in a seller's auctions This model
identifies sellers whose auctions, on average, attractge lar
number of bids as compared to auctions posted by other sell-
ers. Our analysis of eBay’s auction data shows that the numbe
of bids in a seller’s auction is inversely correlated to thenn
ber of auctions a seller posts: more auctions imply fewes bid
per auction. Thus, a seller is considered anomalous if he has
many auctions and most of his auctions attract a large number
of bids.

Note that the\V model does not provide an explanation for
price inflation. In particular, price inflation may be becao$
fierce bidder competition, which is legitimate, or because o
shilling, which is fraudulent.

The next two models provide explanations for the anomalous
cases identified by the first model.

M: The average minimum starting bid in a seller's auctions
For each eBay auction, the seller can limit the first bid to a
certain minimum, called theinimum starting bideBay will
not let bidders place bids unless their bid is equal to ordiigh
than this bid.

M identifies sellers with the following property: they have

a large number of bids in their auctions, but this behavior ca
not be accounted for by a low minimum starting bid. We found
that there is an inverse correlation between the minimurtrsta
ing bid and the number of bids received per auction. An auc-
tion with a low minimum starting bid is likely to attract more
bids than an auction with a high minimum starting bid. We use
M to reduce our suspicion of price inflation in the auctions of
a seller identified as anomalous .

‘P: The bidders’ profiles in a seller’s auctions This model deter-
mines, for each seller, whether there exists a group of bédde
that repeatedly participates, and loses, in the sellecians.

The existence of such a group explains a high average number
of bids as possible shilling activity.

We use each of the above models individually to split thees&ll
into normal and abnormal. We say that a selleatimormal with
respect toV if the seller’s average number of bids is statistically
different than that of other sellers. We say that a sellabisormal

1\We omit the username of the seller for privacy reasons.



Published in Proceedings of the 12th ACM Conference on Computer and Communications Security, November 2005

with respect taoM if the seller’s average number of bids cannot
be predicted with high confidence byt. We say that a seller is
abnormal with respect t@® if his profile is statistically different
than the profile of other sellers.

3.2 Using Anomaly Detection to Identify Price
Inflation

Consider a seller calleth260 who published345 auctions dur-
ing the three weeks in which we collected auction data fromyeB
According to our data, he is the ninth highest volume setighe
categoryLaptop Parts & AccessoriesWhile the average number
of bids across all sellers in this categorylig5 with a standard
deviation 0f2.7, the average number of bids i0260’s auctions
is9.75, which is significantly different than the average number of
bids across all sellers. Furthermore, sellers with a similanber
of auctions averaged less than one bid per auction. We adeclu
that 10260 is abnormal with respect t&'.

We tried to explainl0260’s high average number of bids using
the M model. 10260 usually set a minimum starting bid that was
67% lower than the market value of the iteriM predicts, with
95% confidence, that with such a minimume-starting bid, the -aver
age number of bids should I8el. 10260’s low average minimum
starting bid does not account for his high average numberdst b
We conclude that0260 is also abnormal with respect fot.

Next, we tried to explain0260's average number of bids us-
ing the’? model. We found that out di36 different bidders who
participated in10260’s auctions,5 bidders participated i65% of
the auctions. However, thegebidders only wonl% of 10260’s
auctions. If we define a bidder’s winning rate as the number of
auctions won by the bidder divided by the number of auctions i
which they participated, then theSdidders had a winning rate of
only 0.008. This rate is19 times lower than the average winning
rate of all other bidders who bid dr)260’s auctions. We conclude
that 10260 is abnormal with respect tB.

The bidding behavior 0f0260’s auctions is abnormal according
to all three of our models. While our system cannot prove that
10260 used shills, thé repeating bidders act consistently with the
shill behavior reported by Shaét al. [27]. We believe that the
anomalous behavior afd260 suggests that a buyer is unlikely to
find a bargain inl0260’s auctions.

10260 sells laptop computer hard-disks. In our three-week ex-
periment, we foun®58 other sellers who sell similar items. On
average30% of these sellers’ auctions ended up with no bids; this
is in stark contrast td0260’s auctions, which always attracted bid-
ders. There were no particular bargains that would havacitid a
disproportionate number of bidders16260’s auctions; with ship-
ping costs included, the auctions still ended with purchasees
comparable to market value.

3.3 From Bidding Behavior to Reputation

Using the three models, we identify the auctioning repatatf
each seller as &-tuple of anomaly scores. TaHl 1 provides our
proposed interpretation for various outcomes of our systém
abnormal value foV', M, or P indicates a high number of bids,
that the seller has a large number of bids not explained byva lo
minimume-starting bid, or that certain bidders repeatedbglin this
seller’s auctions, respectively. Although this table shdwolean
values for simplicity, Sectiof 4.5 explains that our systestually
assigns numeric anomaly scores that describe our confidetioe
normality or anomalousness of a seller.

10260 is abnormal with respect to all three of our models. This
is the strongest evidence we can provide for price inflatitmere
are cases in which one of the models classifies a seller asahorm

Evidence for price inflation
Strongest (e.g., selldn260)
Weak: unexplained high number of bids
Weak: potential shilling
No evidence
Weak: potential shilling
No evidence
Weak: potential shilling
No evidence

z|z|Z|z| > > > > =
zlz|>|>| z| z|>| >t
zZ| > zZ| > z| >z >

Table 1: Interpretation of model anomalies. NV, M, and P de-
note the models in the auctioning reputation. An “A” indicates
that a seller’s score for a model is anomalous, while an “N” in
dicates that the score is normal. In practice, numeric valus
express confidence in the anomalousness of a score (see Sec-

tion E£3).

while another model classifies him as abnormal. For exartipdeg

are sellers who have a high number of bids that can be explaine
by the minimum-starting bid model, but at the same time, fzave
abnormal set of repeating bidders. In such cases, we sapuhat
reputation system provides weak evidence of shilling. Caning
cases of weak evidence and determining the level of weakaess
beyond the scope of this paper.

4. FORMALIZING REPUTATION

We formalize the intuitive process presented in Sedfioht8.2
enable the automation of our reputation system. This secioe-
cisely defines the concepts “normal behavior” and “abnorieal
havior”. We first collected auction data from eBay and then an
alyzed the data according to our three models (Seéfidn 3ari).
each model, we divided the seller population into a normiaihes
contained95% of the sellers and an abnormal set containing the
remaining5% using a confidence interval with a coverage proba-
bility of 95% [26]. We define a seller as abnormal with respect to
a particular model if he falls outside the confidence inteofahe
model.

4.1 eBay Data

During a period of three weeks in Mar&@®05, we collected
data from eBay auctions that were listed in thaptop Parts &
Accessoriesategory.

For each auction, we collected the following data: the sslle
username, the seller’'s reputation according to eBay, amditis
that were placed. For each bid, we recorded its amount, tine ti
it was placed, and the bidder’s username. In total, we deitec
145,342 auctions.

Before we analyzed the auctions according to our models Jwe fi
tered out uninteresting auctions. An eBay auction can etidree
different ways. First, an auction can end using Bug-It-Nowop-
tion: a bidder buys the item by paying a predetermined pfites
can happen even if the auction has already started and dther b
ders have already placed their bids. Second, an auctiont migh
when the seller decides to accept the current highest bideand
minate the auction. Last, an auction might end when its atkxt
time has passed. In this case, the highest bid is the winrithg b
We are interested in this final category because, With815 auc-
tions, it forms the majority of the data collected and beeaurice
inflation can occur when auctions end in this manner. eBaglesa
auctions that last one, three, five, seven, or ten days. $iecdu-
ration of an auction affects the number of bids in the auctibis
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ers that posted7,525 auctions (0% of the seven-day actions).

Figure 1: Characterization of eBay data. We focused our repu
tation system on62,542 auctions in the 7-day category.

inaccurate to compare the number of bids in auctions of rdiffe
durations. Therefore, we learned behavioral models baseatieo
data from62,542 seven-day auctions which covered almi#o of
all auctions (Figurglla).

We observe that the market is dominated by high-volume sell-
ers. Figurdllb presents the accumulated market share efssell
In the seven-day category% of the sellers controlled0% of the
market. Consequently, we restricted our attention to kiglxme
sellers, defined as the t6p6 in terms of number of auctions posted.
While the total number of sellers in the seven-day aucticdegmy
is 12,331, only 604 are high-volume sellers who postéd,525
auctions. During our three-week experiment, each highel
seller posted at leastl auctions.

4.2 Average Number of Bids Model {)

We now define normal and abnormal sellers with respect to the
N model.

Figure[2a presents the distribution of high-volume selleith
respect to their average number of bids. The x-axis in thedigu
accumulates averages in the rang@d.5), [0.5,1), and so on.
Ninety-five percent of the high-volume sellers have, on ager
fewer than seven bids per auction. While this data alonecesffi
to define normal and abnormal sellers, we noticed that the ave
age number of bids is statistically correlatgav@lue smaller than
0.05 [26]) inversely to the total number of auctions posted by a
seller: sellers who post more auctions receive fewer bidbeir
auctions (Figur€l2b). Given this correlation, we use Fifllveas
the basis for defining a seller as normal (or abnormal) witipeet

5% . 5%

% of high-volume sellers
= N )
@ S a

=
1)

o

-
4 6 8 12
Average number of bids per auction

(a) Distribution of high-volume sellers based on the average-nu
ber of bids in their auctions.
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o
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Average number of bids per auction

(b) The ' model: correlation between average number of bids
and the number of auctions a seller posted.

Figure 2: Average number of bids analysis for604 high-volume
sellers that posted60% of the 7-day auctions.

to the N model. Figurdb suggests that an abnormal seller is a
seller with a large number of bids and a large number of anstio
We formally define this property using quantile regressiLy].
This method splits the plane of Figuile 2b into two half-pk&nEhe

first half-plane contain85% of the sellers whose behavior we de-
fine as normal. The second half-plane contdifis of the sellers
who have both a large number of auctions, and a high average nu
ber of bids in their auctions. We define the latter group desglas
abnormal. For the results reported in this paper, we sgipthne
with a piecewise linear function called thermal lineof \.

4.3 Average Minimum Starting Bid Model (Mm)

Sellers not adopting fraudulent tactics, such as shillimay also
be classified as abnormal with respect to.Menodel. Legitimate
bidder behavior, such as fierce competition on a high-derniand
posted with a low minimum starting bid, can explain a highrave
age number of bids. As a result, an honest seller who places an
item on sale at a low starting price may be identified as anoma-
lous with respect to the/ model. The average minimum starting
bid model (\) is designed to help differentiate between legitimate
and fraudulent behaviors producing an anomalduscore.

The goal of theM model is to predict the average number of
bids in the seller’'s auctions given the average minimumtiatar
bid set by the seller. To obtain a fair comparison betweemtime
imum bids imposed by sellers who sell different items, werdgefi
therelative minimum starting bidRMB) for each auction:
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On average, the winning bid of an auction represents thestem
market value [15]. Thu®MB, which is related to the ratio be-
tween the minimum starting bid and the winning bid, représen
how cheaply the item started off, as compared to its markeeya
anRMBclose to one indicates a low minimum starting bid. We de-
fine the seller’'s average minimum starting bid as the aveRigB
in the seller’s auctions. Intuitively, we expect more bidd® par-
ticipate in auctions of sellers whose average minimumistatid
is high.

Figure[3 confirms our intuition. It shows a strong positive-co
relation p-value less tha.02 [26]) between the seller’'s average
minimum starting bid and average number of bids. We define the
M model as the polynomial fit that describes this correlatioe (
dashed line in Figudd 3). We define any seller whose average mi
imum starting bid is not in the5% confidence interval (below the
solid line) of this model as abnormal with respectAt. Note that
some sellers, for exampl€)260 from Sectiod:3P, have both a high
average minimum starting bid and a high average number af bid
but are still classified as abnormal with respect to AMdemodel.
This indicates that the large number of bids in their auctican-
not be attributed solely to a low minimum starting bid, andtaer
explanation is necessary. The bidders’ profile model, whiehn-
troduce next, provides such an explanation.

4.4 Bidders’ Profile Model (p)

Thebidders’ profilemodel (P) identifies a group of bidders who
repeatedly bid, and lose, in a seller’'s auctions. Such apgodu
bidders act as shills for the seller: they participate in ynanc-
tions but let other bidders win. We assume that legitimatiel dxis
participating actively in many auctions posted by a sellgr auc-
tions at a rate similar to that of buyers participating lestivaly.
TheP model compares cumulative distribution curves of repgatin
bidders and winning bidders. A statistically significargaepancy
between these curves indicates the presence of biddersepbatr
edly lose.

To identify a group of bidders who repeatedly bid in a sedlsr
auctions, we construct theumulative bidder presence curver
s. This curve enables us to identify repeating bidders becéus
counts, for each bidder, the number«d auctions in which they
participated.

DEFINITION1 (BIDDER PRESENCH. Letb be a bidder and
s a seller. The presence 6fwith respect tos, denotedp(b, s), is
the number of’s auctions in whictb placed at least one bid.

The cumulative bidder presence curve describes how thg pre
ence is distributed among different biddersmauctions.

DEFINITION 2 (CUMULATIVE BIDDER PRESENCE(CBP)).
Lets be a seller. Le{by, ..., b,} be the set of bidders who par-
ticipated ins’s auctions ordered such that(b;, s) > p(bit1,s).
LetS; = i_,p(bj,s) for 1 < i < nandSy = 0. Thecumu-
lative bidder presence (CBP) curve for s is the piecewise linear
function connecting; to S;41 forall 0 < i < n — 1, scaled to the
continuous domaiff, 100].

The cumulative bidder presence curve helps us identify agro
of highly present bidders: they heavily participate, corapato
other bidders, ins’s auctions. Since the bidder presence values are
sorted in descending order, the existence of such a grougaapp
visually as a CBP curve lying well above the linear lifier) = z,
as in the case 0f0260 (Figure[@a). When all bidders are more
equally present, the curve is close to linear, as in the case4d 7
(Figurel3c).

To better understand the intuition behind the cumulaticlér
presence curve, compare the curve$@f60 and10417. Consider
pointAin the CBP curve of sellet0260 (Figurel3a). It shows that
10% of all bidders who participated ih0260's auctions partici-
pated in98% of his auctions. In comparison, Figdile 4c shows that
10% of the bidders inl0417’s auctions participated in onl§0%
of his auctions (poin€). In other words, when compared against
10417, the auctions ofl0260 contain a group of highly present
bidders: a small set of bidders who participate in many austi

We found tha95% of the sellers’ CBP curves passed below the
point (10%, 28%). That is, for95% of the sellers,10% of the
bidders participated in fewer thas% of that seller’s auctions. We
call the curve that passes througtt%, 28%) the normal bidder
presence curveshown as the bold line in FigurEk 4a &idd 4c. Note
that 10260's CBP curve is above the normal curve whil@417’s
is below.

To determine whether a group of bidders who repeatedlygarti
ipate in a sellew’s auctions also repeatedly lose, we construct the
cumulative bidder winsurve fors. This curve counts the number
of auctions won by each bidder.

DEFINITION3 (CUMULATIVE BIDDER WINS). Let s be a
seller. Let{bi,...,b,} be the set ofv bidders who participated
in s's auctions as identified in Definitidd 2. Denoteasgs, b;) the
number of times; won an auction ob. LetW; = $%_ w(s, b;)
forall 1 <i <nandW, = 0. Thecumulative bidder wins curve
for s is the piecewise linear function connectifig; to W, for
all 0 < i <n-—1,scaled to the continuous domdin 100].

When we compare this curve to the cumulative bidder presence
curve we can identify a group of bidders that repeatedlyi@art
pate and lose. Consider the cumulative bidder wins curu®@260
from Figurel@b. The samE)% of the bidders who place@R% of
the bids (pointd) won only 20% of the auctions (poirB). In com-
parison,10% of the bidders who placezd% of the bids inl0417’s
auctions also woR0% of the auctions (poin€ in Figure[3d).

When we plot the two curves on the same axes, the difference
betweenl 0260 and10417 becomes apparent. In the casa @260,
there is a gap between the two curves (Fifllire 4b); this gageites
that the most frequent biddersi0260’s auctions are also frequent
losers. In comparison, there is no gap between the curveslof;
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Seller 10260. A small set of bidders frequently participate inSeller 10417. Bidders win proportionally to their attempts. Visu-
10260's auctions and lose. Visually, this can be seen in as the gally, there is almost no gap between the curves in Fifllre 4d.

Figure 4: Bidders’ profiles for two sellers with inherently different ? models. Each panel presents the normal curve d common to
all sellers and each seller’'s unique cumulative bidder premnce curve and cumulative bidder wins curve.

this means that the most frequent bidder$(d17's auctions have
the same winning rate as other bidderslint17's auctions. For
each selles, we define itsP score as the difference between the
presence and win curves at th@% point on the x-axis.

We define an abnormal seller with respecPtas follows. First,
at the10% point, the value of the seller’s cumulative bidder pres-
ence curve must be above the value of the normal curve. Sec-

ond, the gap between the presence and the win curves should be

statistically high, defined as a value above the confiderteegvial
constructed around the average gap with a coverage pripafil
95%. By this definition, sellet0260 is abnormal and 0417 is
normal with respect to th® model.

4.5 Auctioning Reputation Score

Our auctioning reputation score is a vector of three vagbl
(Vw, Va, Vp), where each variable is a number betwéeand
100 and represents the coverage probability needed to inchele t
seller inside a confidence interval. For example, consigainethe
seller 10260, whose reputation score {99, 96,99). This means
that if we want to defind 0260 as normal with respect t&/, we
need to construct a confidence interval99®o. Similarly, if we
want 10260 to be normal with respect td1, we need to construct
a confidence interval 6f6%. Last, for normality with respect tB
we need an interval 6f9%.

The amount by which we need to increase the confidence ihterva
to redefine an anomalous seller as normal indicates the doasaa
ness of the seller. For example, if tiiescore for sellerS; is 96
and the score for selle$s is 99, it means thatS; is closer to the
normal curve and therefore is less anomalous #$ian

5. CASE STUDIES

Out of the604 high-volume eBay sellers contained in our dataset,
our reputation system identified (9%) as abnormal with respect
to at least one model. Of these fifty-four, eight are abnonwiti
respect to at least two models, and three are abnormal veiffece
to all three models. Figufd 5 shows the distribution of aldbnor-
mal sellers with respect to the three models. We now analyze f

Seller | Reputation Score | Empirical Evidence
(Vs Vs V)
10260 (99, 96,99) potential shill bidders
7504 (96,98, 96) low minimum starting bid;
potential shill bidders
672 (94, 98,97) potential shill bidders
7578 (99, 89, 96) potential shill bidders

Table 2: Reputation scores for four eBay sellers. A score inddd
indicates that it is abnormal with respect to the normality line
of the model.

of the abnormal sellers identified by our system and pressuirae
mary of our observations about these four sellers. Tdbleoish
the reputation scores of these four sellers, along with arsanmy of
the analysis.

Seller10260 is abnormal with respect to all three models: both
his N and P scores ar®9% However,10260 is only marginally
abnormal with respect to th&1 model, with a score 096% (Fig-
ure[@c). Our empirical analysis of sell&9260’s auctions revealed
that there was a group of bidders who always participatedsn h
auctions but rarely won (Secti@nB.2). This behavior patiecon-
sistent with shilling [27].

Seller7504 sold DVD drives for laptops and posted seventy-five
auctions that always started dt $Vith such a low minimum start-
ing bid, it is not surprising that his auctions received ansuwally
high number of bids (Figuld 5b). We identified a bidder whdipar
ipated in every one 0f504’s auctions and always placed an early
bid at a fixed price of . Although this bidder never won a single
auction, his bids always pushed the final price from less $5n
to more than 67. Our investigation showed that a price d@fchis
higher than the market value of the DVD drives, and we were abl
to find other eBay auctions for similar items that ended atgeto
price. This behavior is consistent with shilling.

Seller672 also sold DVD drives for laptops and post&@ auc-
tions during our data collection period. The winning rateéhaf top
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(a) Distribution of all abnormal sellers across the three m&del (c) Distribution of all abnormal sellers across thé model.
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(d) Distribution of some of the abnormal sellers acrosshaodel.

Figure 5: Analysis of abnormal sellers.

5% of the bidders in his auctions wa8bs, while the winning rate
of all bidders on his auction wds%. This classifie§72 as abnor-
mal with respect to th@ model (Figurdbc). The top two bidders
participated in fifteen of the twenty auctions but won nonthefm.
We found that these two bidders were exclusively buyers-y-ibick
on items but never sold items on eBay. These bidders alsdlyisua
placed bids at abo@0% of the final price. Again, this behavior is
consistent with shilling.

Seller7578 sold laptop batteries and post¢2b auctions248 of
which ended with at least one bid. The winning rate of thef¥p
of the bidders in his auctions wad%, while the average winning
rate across all other bidders wéd%. This classifies sellef578
as abnormal with respect to temodel (Figurélbd). Two top bid-
ders participated in forty auctions but won only one auctidhe
first bidder usually bid up t80% of the final price while the sec-
ond bidder only bid very early in the auction, usually withnazdl
bid. These two bidders are both exclusively buyers; they bay
on eBay. The abnormality af578 with respect to\ (Figure[®b)
can be explained by a normakt (Figure[$c). Overall, the only
evidence for price inflation is the existence of the two esiviel
buyers. Although these buyers may not be fraudulent, faiyers
have reduced chances to find bargains from this seller.

We hypothesize that an inexperienced buyer has diminished o
portunities to get a bargain from a seller identified as almabwvith
respect to at least two of our models:

e In the auctions posted by each of these abnormal sellersbwe o
served bidding behavior consistent with shilling. For eath
these sellers, there was a different set of bidders who tegiga
participated and lost in his auctions.

e Using an informal survey, we estimated that the final prices i
these auctions were close to prices at other online storesid-
ing reputable retailers.

e For at least one sellet504, we found a bidder whose activity
was highly suggestive of shilling. This bidder bid early aaid
ways at the same price. As a result, the final price of the item
sold was higher than the price of similar items found on eBay.

Interestingly, we note that the eBay reputations of these fo
sellers were overwhelmingly positive—on average, thebersee-
ceived98.7% positive feedback. However, as these sellers are so
abnormal with respect to other sellers, as determined byepu-
tation system, an inexperienced buyer is well-advised doetse-
where.

6. THREAT ANALYSIS

We now consider the techniques a malicious seller couldase t
appear normal in our reputation system. Our system usesayom
detection to identify sellers who have price-inflated aartdi pos-
sibly due to shilling. A malicious seller may try to lower héputa-
tion scores so that they are in the normal ranges of our modéds
say that such a seller attemptsitarmalizehis reputation scores.

We examine how a seller can normalize \Ais M, or P score.
We restrict ourselves to the case where the seller nornsatizactly
one of these scores; cases where a seller attempts to roemmudie
than one score are left for future work.

6.1 Normalizing ann Score

A seller is classified as anomalous according/tdf his auctions
attract more bids than the auctions of other sellers seflinggame
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product. Therefore, to normalize thé score, the seller must re-
duce the number of bids in his auctions. We consider threewvay
which a malicious seller could achieve this goal:

Using fewer shill bids per auction We assumed that a mali-
cious seller used fraudulent shill bidders to elevate thieeprof
his auctions. To reduce the average number of bids, the imadic
seller could use fewer shill bids per auction. We note thatenis-
ing fewer shill bids does not eliminate shilling activityjimits the
seller’s ability to inflate prices. Thus, a malicious selldro uses
fewer shill bids per auction to defeat our reputation systétrbe
unable to inflate prices as desired.

Creating a new identity. A malicious seller could create a new
identity, thus starting with an empty profile in our systeme-B
cause a new identity does not have a reputation score, inglud
feedback-based reputation as used by eBay, the sellertwdca
fewer buyers (as shown by recent research [1, 9, 24]). THisces
the average number of bids in the seller’s auctions. Thuil bitis
employed by the seller may not increase the average numbetof
above the normality line faiV'.

While this technique helps the seller stay within the nomraage
of \V, losing a good feedback-based reputation translatesadsto |
profits [9, 14, 25]. The malicious seller must decide betwiesn
ing his old identity, which had a good feedback-based rejouta
but a poor reputation according to our system, and starfir@gla
This example serves to demonstrate how our reputationreysda
complement a feedback-based reputation system.

Adding shill bids to auctions of other sellers. In a classical
poisoning attackan attacker alters the definition of “normal” to
include his behavior by poisoning the data used by the anomal
detection system to compute normality. A malicious seltaul@d
alter the AV model by adding shill bids to auctions of other sell-
ers at a level not expected to win. Sufficient change in theative
average may make the malicious seller's behavior appeanaior
To shill bid at a level high enough to sufficiently alter theeeage
number of bids, the attacker must place a large number ofibids
a large number of auctions. The attacker risks winning maty a
tions, particularly because eBay auctions regularly erid mo bids
and the malicious seller would be the only buyer bidding omyna
items. Although a poisoning attack is certainly possible believe
that it is unlikely to succeed without high financial cost.

6.2 Normalizing anm Score

that reducing the minimum starting bid is not an option fdlese
who already start their auctions at low prices.

6.3 Normalizing a» Score

A seller is classified as abnormal with respecPtdf the seller’'s
cumulative bidder presence curve is above the normal biolesr-
ence curve at theé0% mark and the gap between the cumulative
bidder presence curve and the cumulative bidder wins cerstat
tistically high. To normalize hi$P? score, an attacker should (a)
lower the cumulative bidder presence curve so that it fedlou
the normal bidder presence curve, or (b) reduce the gap batwe
the cumulative bidder presence curve and the cumulativéebid
win curve. We consider two techniques a seller may use teaehi
these goals.

Distributing shill bids . The seller may collude with more bid-
ders and distribute the shill bids between the expandedf $ed-0
ders. Distributing the shill bids of a single biddeamong many
bidders reducebs bidder presence. Therefore, the cumulative bid-
der presence curve of the seller is shifted towards the ridriader
presence curve. We however note that distributing shil hitiong
a larger group of bidders does not affé¢tand M and the seller
will have to normalize these metrics as well.

Letting some shill bidders win. To reduce the gap between the
cumulative bidder presence curve and the cumulative biddles
curve, the seller could occasionally let some of the shilts Whis
technique may not be economically appealing to the sellesure
the seller must pay a fee to the auction house for each success
ful auction. While we believe that a seller is unlikely to ogsto
this technique, it may be interesting to formally analyzs thch-
nigue using an economic model, such as the model of Kauffman
and Wood [16].

7. CONCLUSIONS

We have presented a new reputation system to rank sellens in o

line auction houses such as eBay. Our reputation systens skl

a concern that is ignored by current reputation systemsitifgieng
sellers who seem to inflate their prices. We used a combimafio
statistical modeling and automatic anomaly detection id iell-

ers and to identify suspicious sellers who use tactics stergiwith
artificial price inflation. We demonstrated the efficacy anaicf-
cality of our ideas by building a reputation system and usimm
real-world data gathered from eBay. We showed how our repu-

M classifies a seller as anomalous if the average number of bidstation system identified a small group of anomalous sell&e.

in his auctions is higher than the average predicted by the-mi
mum starting bids set by the seller. To normalize kisscore, a
malicious seller has two options:

e He can try to decrease the average number of bids in his auctio

using the techniques discussed in Sedfioh 6.1.

manually analyzed these sellers’ auctions and found evilémat
their auctions are price-inflated. Our findings also rewkakeat
eBay'’s reputation system assigned a high reputation toahers
we identified as anomalous, showing that our system offens ne
information to potential bidders.

e He can decrease his minimum starting bids so that the nunfiber o 8. ACKNOWLEDGMENTS
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