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Abstract

We are entering the mobile Internet era where people, vehicles, and hand-held devices are
connected at all times. Location-aware computing represents an emerging service platform
for many applications where location is one of the critical computing element for real
time information access and sharing, on-demand service discovery and delivery, and
continuous and personalized service provision. Location privacy has attracted attention
in location-aware computing and communication research over the past few years. Most of
the location privacy solutions try to prevent disclosure of wunauthorized location
information by techniques that explicitly or implicitly control what and how location
information is given to whom and when. These techniques can be classified into three
categories: (1) Location protection through user-defined or system-supplied privacy
policies; (2) Location protection through location anonymization, a system capability to
obfuscate the location information such that a state of a subject is not identifiable
within the anonymity set; and (3) Location protection through pseudonymity of user
identities, which uses an internal pseudonym rather than the user’s actual identity. In
this seminar, I will give an overview of location privacy research, focusing on essential
concepts, alternative models and techniques for anonymous usage of locations. The
discussion will address a number of important issues 1in location privacy research,
including how to model 1location privacy requirements of mobile users, how to find a
balance between user’s desired level of location privacy and the loss of location utility
or the quality of service provided by LBSs, how to combine policy-based location privacy
mechanisms with location anonymization techniques to enable users to tailor the system-
level privacy protection strategies to meet their personal privacy preferences. In order
to guarantee anonymous usage of location services, a strong guarantee is required such
that the precise location information transmitted by a user cannot be easily used to re-
identify the subject. We argue for the need of better understanding of location inference
attacks and the need for better quantitative measures of location privacy requirements
beyond location k-anonymity. I will end the talk with a list of open issues and technical
challenges in location privacy research.
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