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Abstract— It has been over a decade since Mobility considerations have lead to a questions being asked over
support for IPv4 was proposed and standardized by the the future of MIP.
IETF. The challenges of maintaining active sessions for |n this paper, we argue that inspite of its slow adoption
mobile users without modifying existing correspondent ey the last decade and inspite of its limitations, Mobile
hosts or the scalable nature of Internet routing were met IP will be one of the core technologies adopted by
by associating seperate IP addresses for routing and end- . . . .
wireless Internet service providers. We base this argu-

point identification. This approach resulted in a per-packe )
overhead of a certain number of header bytes as well as Ment on the fact that networks with the largest base

suboptimal routing — a packet destined for a mobile user Of mobile wireless customers, namely those belonging
needed to always visit the home network before being to the major cellphone service providers have already
sent to the actual location. Optimizations for routing as deployed Mobile IP in their networks. Additionally,

well as header compression techniques were proposed andyith these providers pushing towards replacing their
standardized subsequently. non-IP backbone infrastucture with IP, we expect this

The adoption of thi.s standard, however, has been much technology to be even more prevalent in the future
slower than was previously expected even though commer-, ¢ jq eventually replaced by its IPv6 version. The

cial routers have been shipping with support for over half . . . . .
a decade. Additionally, the seeming lack of applications, main factors influencing the deployment of Mobile IP in
cellular networks are:

poor handoff performance, suboptimal routing, signalling N _ _
overheads and security issues have raised questions about 1) the ability for providers to closely control, monitor

whether Mobile IP will ever see widespread adoption. In and optimize the service provided to customers
this paper, we take the position that inspite of its limitations even when they are in another provider's network,
and slow uptake, Mobile IP will see widespread commercial 2 the |ack of standardized alternatives,

deployment in the near future. The primary basis of our ) the ability to architect away the disadvantages,

argument is the adoption, and subsequent use, of Mobile

IP in the cellular service provider community. 4) inter-operability with other service providers,

5) the growing demand for data applications (as op-
posed to voice) and Internet connectivity,
6) support for incremental deployment,

Lack of support for host mobility in IPv4, the rapid 7) the general shift towards a common IP backbone
growth of the Internet and the rapid proliferation of  \ith all applications, including voice riding on top
powerful portable devices were the primary reasons of this network.
behind the proposal and subsequent standardization Ofne following sections elaborate on these issues in
the Mobile IP (MIP) protocol ([19], [22]). The main 5 pig to convince the reader that the benefits of MIP
design goal was to prevent the disruption of active agynyeigh its disadvantages and that MIP as a technology
plication sessions for a mobile user traversing multiplgy here to stay. In section!ll, we provide an overview
heterogenous networks while not requiring changes ¢ the hasic MIP protocol, followed by a discussion on
existing routers and hosts on the Internet. deployment issues in section Ill. Section 1V looks at the

However, even though its been over a decade singgcurity issues affecting deployment and in section V,

it was first proposed, the adoption of Mobile IP seemge address counter claims and arguments. Finally, we
to be not as prevalent as was previously predicted. Thignclude in section VI.

is certainly the case for networks which rely on IEEE

802.11 [14] where most laptops and desktops do not Il. MOBILE IP - OVERVIEW

use this technology. To add to this, the seeming lackA fundamental problem that needed to be addressed
of motivating applications, poor handoff performanceayhile attempting to achieve the design goal was the dual
sub-optimal routing, signalling overheads and securipurpose nature of an IPv4 address — it serves both as

I. INTRODUCTION



an end-point identifierand arouting directive Above network location to its home agent (via its foreign agent
the network layer, the IP address serves to uniquéfyone exists). On receiving this message, the home
identify the host butit the network layer, the IP addressgent knows that the mobile is no longer in its home
also serves to identify the network to which the hostetwork. It creates a mapping between the home address
belongs. In other words, applications require the I8f the mobile and its care-of-address and also sends
address to remain the same irrespective of host locat@mproxy ARP to the default router indicating that all
(or mobility) whereas Internet routing requires the IPackets for the home address should be sent to the
address to change when the host moves from one netme agent. Packets from hosts communicating with the
work to another. A possible solution to this conundrummobile (referred to asorrespondent hostsare addressed
would be to keep the same IP address as a host moieshe home address of a mobile. The home agent
across networks and propagate host-specific routesirttercepts these packets and forwards them to the care-
aid routing. However, this would break the hierarchicalf-address. It achieves this kdynnelling incoming IP
nature of Internet routing and compromise scalabilifyackets to the care-of-addredsOn receiving a packet
by causing an unbounded growth in the size of routifgom the home agent, the foreign agent (if it exists)
tables. strips off the extra IP header and forwards the packet
The solution proposed by MIP involves splitting théo the mobile. Alternatively, if the foreign agent does
dual roles of an IP address into two independent entitiemt exist, the mobile strips off the extra IP header on
Two IP addresses are associated with each mobile: packets arriving from the home agent before they reach
. one to denote the point of network attachmerhe higher layers.

referred to as theare-of-addressand Thus, the home agent is responsible for keeping track
« a second one that remains the same across netwofkhe mobiles and forwarding packets to their current
boundaries referred to as theme address network location. For this purpose, it maintains a registry

The home address of the mobile is allocated from tleé mappings between the home address and care-of-
homenetwork’s address space. Networks on the Internatjdress of all mobiles. The foreign agent is responsible
other than the home network, to which the mobile #r intercepting packets from the home agent, stripping
allowed to attach to are known ésreign networks. The off the extra IP header and forwarding the packet to the
care-of-address is allocated from the address spaceappropriate mobile.
these networks.

To support the two-tier addressing format without [1l. DEPLOYMENT ISSUES

requiring modifications to end-hosts and routers on theAS stated in section I, the primary driver for the

Internet, MIPintroduces two architectural Comloon(’:‘ngseployment of Mobile IP is the cellular service provider

_ thehhomi agent(HA) _a_nd theforeigr]]n agent(Fﬁ\_)l. community. The primary reasons why they pushed for
Toget .er,.t ese two entities ensure that the mobile cgf, eventually deployed Mobile IP, inspite of its limita-
maintain its home address as it moves across NetWOLKS o - e described in the following subsections

while maintaining connectivity with the rest of the In- Before we proceed to understand these factors, we

ternet, ould like to briefly touch upon the issue of the lack

A mobile expects to receive periodic advertisemen . . .
. ot (or slow) adoption of Mobile IP in the past. In our
from both types of agents and deduces that it has moved' . .
opinion, the primary reason was the lack of adequate

out of its home network when it stops receiving adve\rﬂ/ireless technologies that could support existing Inter-

tisements from its home agent. In a foreign network, the o . . :
- : . net applications for mobile users. Wide-area wireless
mobile listens for advertisements from foreign agents. It _ . . . . .
. ) . providers were previously focussing on voice and it was
it does not hear any advertisements for a certain peri . )
. o . . ?ot until 1999 that broadband data technologies were
of time, it tries to explicitly determine the presence o

s}Bndardized for both wide area wireless [7] and local

these agents. If one is found, the care-of-address is thearea wireless networks [14]. Thus even though MIP was

address of the foreign agent. Alternatively, if no foreign

agent exists and if the mobile can obtain a tem oral[?roposed in 1995, it was not until after 1999 that local-
9 Poral¥ea high speed wireless data links were available and

IP address from the foreign network (for e.g. using

DHCP [3]), the temporary address can be used as thelt appends another IP header to the incoming packet with the

Care'Of_'add.reSS- _ _ source IP set to that of the home agent and the destination IP set to
At this point, the mobile proceeds to convey its currerttie care-of-address.



not until 2003 [20] that providers started deploying wideb. Inter-operability
area high-speed wireless data links. Without such links, it competing service providers adopt a particular stan-
was infeasible to support Internet applications for mobilg;q and if peering arrangements with these providers is
users and hence MIP was never really used. unavoidable (as in the case of cellular networks), inter-
operability is an important factor when considering the
adoption of any protocol (and subsequent implementa-
An important factor in favor of MIP is that it pro-tion). Currently most major cellular service providers
vides service providers with a technique to route thesupport MIP ([30], [13], [26]) furthering the need for
customers’ traffic to their own network regardless dfthers to comply.
where the mobile is roaming. Thus, it is possible tg
maintain control over a majority of the network paths
that customer traffic will see. This implies that the same With the phenomenal growth of the Internet and the
user experience can be provided to customers rega®fival of powerful handheld PCs ([10], [9]), it was only a
less of whether they are within the service provider®atter of time before cellphone providers started offering
network or not. Customer profiles and preferences cwireless data services for these customers. Additionally,
be accessed in the same way that they were accedbgglast few years have seen a host of multimedia appli-
when the customer was in the home network. Providegations ([29], [25]) being offered by cellphone providers.
can leverage each other’s cellular infrastructure in aredguments in favor of deploying MIP are:
where their own infrastructure is lagging or non-existent 1) wide-area wireless speeds are still not high enough
and have customer data routed to their own networks to support very fast transfers (in seconds) and
with minimal additional deployment (home and foreign 2) customers are unlikely to to tolerate poor perfor-
agents) of Internet infrastructure. mance due to mobility for multimedia applications.
We also_ expect_that MIP simplifies the SI__As Wi'[l"I:. Incremental deployment path
other service providers — provider A has to just route _ _ _
provider B's traffic via its foreign agent to provider B's 1h€ design and architecture of MIP inherently sup-

A. Ability to control and optimize service provided

. Demand for Internet connectivity

home network. port an incremental deployment path, which is a strong
advantage for cellphone providers with pre-deployed
B. Lack of standardized alternatives networks.

Although a number of alternative approaches ha¥& Architectural direction towards all-IP backbone

been proposed ([21], [28], [27], [16], [15]), none of |nthe longer term, we expect cellular providers to start

these have been standardized. Moreover, only MIP dfasing out their non-IP infrastructure for the following
supported by commercial routers [2]. reasons:

1) Ease of maintenance (operational} currently,
the system architecture for cellular networks in-
Poor performance during handoff in the form of cludes a host of protocols between layers 2 and

increased latency and packet loss is often cited as a 3 that make management and debugging quite

drawback of Mobile IP. Similarly, increased signalling cumbersome. An all-IP network is expected to ease
overhead in the presence of large numbers of mobile these tasks by replacing these protocols with IP.

C. Minimizing limitations through “clever” engineering

stations and frequent handoffs is another limitation. 2) Reduction of protocol overhead- another advan-
To overcome these issues, cellular service providers tage would be a reduction in protocol overhead if
limit the number of network layer handoffs by engi- IP manages to replace all these protocols with a

neering the network such that these events are very cleaner design.

infrequent. Each HA or FA serves a large number of cell 3) Reduction in delays- not only are there various
sites (upto a thousand) and hence a very large number of protocols between layers 2 and 3, there also are
mobile users. In this way, although lower layer handoffs  corresponding network components that could po-
are taking place, there are very few instances of network tentially be replaced by a single network compo-
layer handoffs. Thus, signalling overhead as well as oc- nent. This design will thus cut delays correspond-
curences of packet loss and increased round-trip latency ing to the traversal of these multiple component
are reduced. paths.



4) Reduction in costs- due to the reasons abovechanges in this short interval, there is no real justification
overall operational costs are expected to be cut bya the deployment of Mobile IP. The second half of this
large enough factor so as to motivate this directioargument is that even if the IP address does change in

this short interval, users can “refresh” the webpage and

get content with the new IP address.

So far, we have looked at some of the major factorsIn our opinion, this argument is flawed because it is
that influenced cellular providers to adopt Mobile IP. lIlbased on the underlying assumption that very short-lived
this section, we look at the implications of this decisioapplications such as web browsing are going to be far
from the perspective of security. more popular than longer-lived multimedia applications

The basic security provided by Mobile IP is in thesuch as audio song or music video downloads. The recent
form of user authentication based on the MD5 messagest has shown this to be untrue — multimedia applica-
digest function [24] using a shared secret between ttiens form the fastest growing segment of the market. In
home agent and the mobile. Given that cellular providek®rea, with over 25 million customers and Japan, with
have contracts with specific equipment manufacturemsjer 20 million customers, the successful adoption of
we expect that it is not too difficult to store the key8G cellular technology is attributed to multimedia (from
for each provider inside each cellphone in a memoan applications perspective) ([20], [1]). We expect users
location that is inaccessible from the end-user. The satoebe far more intolerant of breaks in connectivity with
scheme using secret key cryptography is also propogsbdse applications. We also expect the trend to continue,
between home agents and correspondent hosts on wlih regards to the increasing popularity of multimedia
Internet and clearly in this case, this approach does ragtplications due to increased wide-area wireless broad-
scale. band capabilities ([7], [8], [11]) and the availability of

The initial draft proposed the use afoncesand cell-phones capable of handling such speeds ([6], [4]).
timestampgo protect against replay attacks. Howevel)nlike previous IP networks, we expect mobility to be
since these were relatively weak forms of protectioa first-class citizen with the ultimate “application pull”
from the point of view of an FA, a challenge-responseoming through the deployment of Voice over IP (VoIP)
mechanism was introduced by [23] for mobile noden top of these networks.
authentication by the FA. The authors of [12] also Additionally, this argument focuses only on the ap-
provide a requirements specification for Authenticatioplications and fails to take into account the deployment
Authorization and Accounting (AAA) services that aichdvantages (outlined in section IIl) that Mobile IP gives
in providing MIP service. to service providers.

These forms of authentication seem weak relative éo
other mechanisms that perform similar functions on the
Internet. However, from a deployment perspective, given The primary flaw in the MIP architecture is that
that cellular networks exercise tight control over botff triangular routing — packets traverse a sub-optimal
the network elements and the end-user, these mectRtentially longer) forward path from the correspondent
nisms suffice for the moment. We expect that stronge@sts to the mobile since they have to always go through
mechanisms will be needed by cellular networks in tHge home agent. This problem is exacerbated when,
future with more powerful end-hosts with potentially o two mobiles are communicating with each other and
more freedom [5]. « some network administrators prefer symmetric
paths (for ease of debugging) and hence force pack-
ets from the mobile to traverse the home network

In the following subsections, we attempt to address on the return path as well.
the claims which argue the opposite position, namely The Route optimization extension to Mobile IP [18]
that Mobile IP will never be successfully deployed. attempts to solve this problem. It provides for optimized
communications with mobile nodes by proposing the

modification of other Internet hosts and rouferst
The first half of this argument is that most application

sessions are short-lived. For e.g. HTTP sessions involve a\lote that in the case of two mobiles communicating with each
’ " other, no modifications are required of other Internet hosts or routers

query a_nd aresponse and the duration between these $0 home agents of the respective mobiles inform their foreign
events is usually quite small. Thus, unless the IP addregsnts, which then proceed to communicate directly.

IV. SECURITY CONSIDERATIONS

Sub-optimal network-layer routing

V. COUNTERARGUMENT

A. Application sessions are short-lived



proposes that foreign agents, correspondent hosts apdate the caches of the correspondent hosts, routers or
Internet routers maintain a cache storing the mappifgreign agents on the Internet.

between the home address and the care-of-address dfiowever, as stated earlier, the signalling overhead can
destination mobiles. This cache is populated by th® reduced by limiting the number of times a mobile
home agent after the first packet traverses through tin@ves from one IP network to another.

home network. A stale entry in the cache results in a

notific_ati(_)n frpm the older foreign agent stating that t_hg_ Handoff Latency

entry is invalid. The correspondent host (or the foreign

agent or the Internet router) then goes back to sending thé&imilarly, the occurence of poor handoff latencies can
packets to the home agent, which in turn sends an updakgo be reduced by architecting the network so as to
to the cache. The older foreign agent knows that ttieduce the frequency of handoffs.

mobile has moved since these extensions also allow for

communication between foreign agents while the mobiie Security Issues

moves from one foreign network to another. o o )
It can be argued that the benefits of these extensiondVe accept the criticism that security is weak in current

can only be derived if all communicating entities, namef§€Ployments. Known solutions [5] proposed to potential

the home and foreign agents as well as correspondéffiial-of-service (DoS) attacks include,

hosts and participating routers implement these exten- seperating voice and data traffic so as to protect

sions. In 3G networks, given the tight control exercised voice from malicious data traffic,

by service providers over their networks, we expect thate over-provisioning the network to deal with such

atleast all home agents, foreign agents and routers within short-term anomalies and

these networks will implement these extensions. Thus,e limiting the number of channels for data traffic.

the ill-effects of triangular routing can be minimized

if not completely eliminated. Further, although routing VI. CONCLUSIONS

is sub-optimal, we argue that unless applications are

adversely affected, there is no real cause for concern. If\When the topic of Mobile IP is broached, skepticism

the delays introduced are a small fraction of the overabout its future is the first reaction that comes to people’s

delay and they do not negatively impact applicatiominds. However, this is far from the truth — cellular

performance, it is a tradeoff that service providers witletworks have embraced this technology and deployed

be willing to make. it across their networks. They have managed to leverage

an aspect of this technology for their benefit, which for

C. Home Agents could be performance bottlenecks long was thought of as its weakness — that of routing
The home agent could potentially be a bottleneck a#l packets from/to a mobile via the home network. By

well as the single point of failure. However, organizadoing so, these tightly controlled networks have managed

tions can provide for redundancy among home agentsmaintain control over data traffic from their customers

as described in [17]. By linking together two or moreegardless of whether the mobile is in their network or

home agents behind an ethernet switch, a Virtual Horire another provider's network. By engineering the net-

Agent (VHA) can be formed. One physical home agemtork to reduce handoffs and signalling overheads, these

serves as the primary whereas the other serves as rthtworks have also managed to hide the limitations of

secondary or backup. Both physical home agents shtebile IP. After a decade of relative anonymity, Mobile

the same “virtual” IP and MAC addresses. Note that tHE has finally risen to be part of the core technologies

secondary home agent will have to be updated with #liat support a truly mobile Internet.

the registrations received by the primary (from mobile
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