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ABSTRACT mon to these domains is a general 3 step framework [24]: (1) de-
We demonstrate a framework for improving the availability of clus- compose the system into components isolated by well-defined in-
ter based Internet services. Our approach models Internet servicegerfaces; (2) characterize the fault behavior of each component as
as a collection of interconnected components, each possessing wekn isolated unit; and, (3) architect the system to tolerate expected
defined interfaces and failure semantics. Such a decompositionfailure scenarios based on components’ failure behaviors. The de-
allows designers to engineer high availability based on an under-sign of RAID systems is one example where a similar approach
standing of the interconnections and isolated fault behavior of eachhas been used successfully in the construction of highly available
component, as opposed to ad-hoc methods. In this work, we focusstorage systems.
on using the entire commodity workstation as a component because
it possesses natural, fault-isolated interfaces. We define a failureln this work, we apply the above framework to the construction
event as a reboot because not only is a workstation unavailable dur-of highly available Internet services. In particular, we identify the
ing a reboot, but also because reboots are symptomatic of a largecommodity workstation as a critical component, focus on charac-
class of failures, such as configuration and operator errors. Our ob-terizing its failure behavior, and present and evaluate a method for
servations of 3 distinct clusters show that the time between rebootshiding node failures from clients of an Internet service. We are mo-
is best modeled by a Weibull distribution with shape parameters tivated to focus on commodity workstations because many Internet
of less than 1, implying that a workstation becomes more reliable services run on workstation clusters [2, 10Further, a worksta-
the longer it has been operating. Leveraging this observed propertytion is often theunit of replacemeras failures occur. That is, when
we design an allocation strategy which withholds recently rebooted a sub-component such as a disk or card of a workstation fails, the
workstations from active service, validating their stability before al- entire workstation must be shut down and taken out of the clus-
lowing them to return to service. We show via simulation that this ter. When the operating system of a node crashes, all resources of
policy leads to a 70-30 rule-of-thumb: For a constant utilization, the node are lost to the service while the node is rebooting. Thus,
approximately 70% of the workstation failures can be masked from we view a workstation as a single black-box component of these
end clients with 30% extra capacity added to the cluster, provided services.
reboots are not strongly correlated. We also found our technique is
most sensitive to the burstiness of reboots as opposed to absoluté&nfortunately, the definition of what constitutes a failure of a work-
lengths of workstation uptimes. station can be ambiguous. For example, is a failed disk-request, re-
tried by the operating system, a failure? What about an OS memory
leak that makes socket connections painfully slow? We circumvent
1. INTRODUCTION this ambiguity by defining failure as the shutdown or crash of a
Recent years have seen the proliferation of large-scale Internet seryorkstation node, regardless of the cause. Thus, the central met-
vices. In spite of current economic conditions, these services will ic that we concentrate on is the Time-To-reBoot (TTB): that is the
continue to make inroads into everyday life. However, the con- {jme between pairs of adjacent reboots of a macni@B is an
struction of highly available Internet services is an inexact science appropriate metric in spite of its broad scope—it aggregates the
at best. Complete and partial outages due to failures are still com-fajjure and repair rates of myriad sub-components such as the oper-
mon. Indeed, failures of these services are now important enoughaﬂng system, the hardware, and the operator, into a single metric—
to make front-page news [8, 13, 20]. because, as already discussed, a node is often the unit of replace-
ment for cluster-based services.
For years, however, highly available systems have been produced

in a variety of contexts such as aerospace and manufacturing. Comyaying defined the component of interest, what constitutes failures,

LOf course, cluster-based systems include other important compo-
nents such as network-attached disks, hubs, switches, and cables.
Characterizing these components is beyond the scope of the imme-
diate paper but is clearly important to the overall application of the
framework to the design of Internet services.

%In actuality, a better metric is Time-To-Failure (TTF): that is, the
time from when a machine starts until it reaches some definition of
failure (e.g., a clean shutdown or crash). Unfortunately, the system
logs did not contain sufficient information to compute TTFs. Thus,
we were forced to approximate TTF with TTB.



and a metric, the next step in our methodology is to characterize thenode failures from end clients provided reboots are not highly cor-
component’s failure behavior with respect to the metric. A key ad- related. As excess capacity increases to 50%, as much as 85%
vantage of our definitions is that we reduce this characterization of the node failures can be hidden from end clients. As shall be
to a straightforward quantification of the statistical distribution of seen, however, correlation in reboots reduce the effectiveness of
TTBs. We analyze thiast  logs of 3 clusters operating in distinc-  our validation technique. Since correlated failures in general make
tively different environments to gather emperical TTB data. These it more difficult to achieve high availability—for example, no fault-
three clusters include 18 remote access workstations supporting aolerance technique except site-replication will tolerate the failure
general academic research workload, 19 general access workstasf the entire cluster due to external events such as a power or cool-
tions supporting undergraduate laboratory projects, and 89 work-ing outage—service designers and operators should strive to avoid
stations supporting a medium-scale Internet service. The obtainedcorrelated failures. Such efforts would maximize the benefits of
logs vary in length from slightly over one month to over three years, our validation-based technique.
giving a total of 3343 observed reboots.
Our analysis has two potential sources of inaccuracies: (1) TTB
Next, we fit the observed distribution of TTBs for each cluster to a includes the Time-To-Repair (TTR), which may distort our char-
number of theoretical distributions and compute which provides the acterization of nodes’ uptimes, and (2) it does not differentiate be-
best fit. Our analysis shows that the TTB for all 3 clusters is best tween when a node is up and functioning correctly as opposed to
modeled as a Weibull distribution with a shape parameter betweenwhen a node is up but its functionality is impaired because it is in
0.33 and 0.49. This has important implications. First, the distri- a non-crashed fault state. For example, slow socket connections
bution is not memory-less, suggesting models using exponentially or degraded file system performance because of intermittent disk
distributed times may not adequately describe node failure behav-failures. The fact that the failure distributions from all three ob-
iors. Second, a shape parameter of less than 1 impliesvibvit served clusters are best described by the Weibull distribution with
stations become more reliable with timEhat is, we can model a  a shape< 1 gives us some confidence that (1) is not a source of
workstation as a component that becomes increasingly reliable thesignificant distortion; TTR would have had to affect data from each
longer it has been operating. cluster in the same way even though the clusters were operating
in very different environments. The only real way to address this
Finally, we propose one possible resource allocation policy that concern, however, is to obtain better data. In Section 7, we propose
leverages the observed failure characteristics of cluster nodes tosome ideas on how to record more information. We believe that
hide node failures from end clients. In particular, given a cluster the second issue is not as serious. All three clusters that we studied
used to support some Internet service, we divide the available ma-were under 24x7 maintenance. Thus, machines were unlikely to be
chines into two pools: thstablepool and theroving groundpool. in severe non-crashed fault states for very long before they were
Each incoming client request is directed to a machine in the stablerebooted.
pool by a front-end load-director. When a machine in the stable
pool fails, it is moved to the proving ground. As the size of the sta- Despite the imprecisions introduced by the quality of data we were
ble pool decreases (because of reboots and subsequent migration @ble to obtain, we make several key contributions. First, we ar-
nodes to the proving ground), the overall load will increase. When gue that the entire workstation node is a primary component whose
the load crosses a threshold, we choose the workstation node thatailure behavior we should understand, rather than that of the pieces
has been up the longest in the proving ground and move it back intosuch as controllers, network interfaces, and operating systems. We
the stable pool. show that a gross measure such as TTB of workstation nodes is
good enough to improve service availability. In fact, we believe
Our allocation policy elucidates the fundamental trade off between that such a gross measure is actually more useful than a set of finer-
excess capacity and improved availability. As excess capacity in- grained measures because it is more difficult to incorporate the lat-
creases, rebooted machines can be kept in the proving ground foter into a design. Second, we show that data from clusters operating
longer periods of time. According to our observation of increasing in very different environments all suggest a distribution of uptime
reliability of nodes with uptime, the longer we can keep a machine that is not exponential and thus is not memory-less. Finally, we
in the proving ground, the less likely it will fail when broughtinto  show that appropriate policies can be designed and implemented to
service in the stable pool. Thus, many failures should occur while take advantage of an understanding of isolated component failure
machines are in the proving ground, where failures are maskedcharacteristics, provided the components have fault-isolated inter-
from clients because these machines are not being used to procesaces.
real client requests. Of course, the machines in the proving ground
should be placed under some test load, possibly a duplicate of soméhe remainder of the paper is organized as follows. Section 2 de-
part of the real load, as utilization is likely a significant factor for scribes the three clusters and our reboot measurement methodol-
node failures. ogy. In Section 3, we match the observed distributions to several
theoretical distributions and show how a Weibull is the best fit. Sec-
We evaluate the above allocation policy by simulating medium- tion 4 describes our resource allocation algorithm and evaluates it
sized clusters (100 nodes), using our fitted distributions to generateusing simulation. In Section 5, we discuss how the Weibull shape
reboot events. To validate these results, we also simulated smalleimpacts strategies to improve availability. Section 6 discusses re-
clusters, using our actual trace data from the observed clusters tdated work and Section 7 concludes with future work and implica-
generate reboot events. We found that results derived from thesetions.
two sets of experiments were mostly consistent, lending confidence

to the modeling of workstation uptimes as a Weibull distribution. 2. MEASURING THE TIME BETWEEN RE-
BOOTS

As part of the first step in our methodology, we must measure the
actual TTB of workstation clusters. We analyzed tast logs

Our results lead to a 70-30 rule-of-thumb: if 30% excess capac-
ity is available, it can be used to mask approximately 70% of the
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Figure 1: Reboots as a Function of Time This figure shows the raw reboots for (a) Machine Room Cluster, (b) Undergrad Cluster, and (c)
Internet Service Cluster. Time is represented on the X-axis, and machine number on the Y-axis. A point is plotted each time a reboot occurs.
The leftmost point of each line is the first data point that was available for that machine. Time lines for different machines in a cluster are
synchronized so that vertical lines imply correlated failures across machines.

| Cluster | Shortest Log | Longest Log | Average Log | Reboots Observed|
Machine Room 39 days 1178 days| 481 days 521
Undergraduate 153 days 871 days 794 days 979
Internet Service 15 days 240 days 141 days 1843

Table 1: Reboot Log Coverage. This table shows the minimum, maximum and average coverage periods of the reboot logs for the 3
clusters. The table also shows the average total number of reboots observed.

from three clusters operating in different environments: Whenever a Unix machine boots, it records the time inlése

log. We compute a set of TTBs from each sequence of boot times,

. . . ) ) Ts0, To1, T2, -.., given by dast log asTTB; = Tpi+1 — Th;-

Machine Room Clust_er This cluster is comprlsgd of 18 machines  pg already discussed, there is a discrepancy between our computed
that were physically housed in our machine room and were 15 and actual node uptimes, as the TTBs include repair times.
accessible only via remote login to faculty and graduate Stu- \ye \ere unable to remove this inaccuracy because most machines
dents. 16 of these machines were Sun Ultra-1 workstations giq not record the crash/halt/shutdown time when they went down.
and 3 were Sun Sparc-20 workstations. These machines were
managed by several different administrators who did not nec- g 595 vary in the amount of time covered, ranging from about
essarily coordinate maintenance schedules. The machines) ot to over 3 years: all time periods were in 1997 to 2000.

ran a mixture of Solaris 2.7 and 2.8. Figure 1 plots the raw reboot data; Table 1 shows the length of time

Undergraduate Cluster This cluster is comprised of 19 Sun Ultra-  for the logs and the number of reboots that we recorded for each
1 workstations running Solaris 5.8. All machines were phys- cluster.
ically housed in one laboratory and used exclusively by ju-

nior and senior undergraduate computer science students for3, THE SHAPE OF FAILURE
projects in upper division courses. A single system adminis- After gathering the raw TTB data, our next step is to see whether
trator manages the entire cluster. and how well the measured data fits some theoretical distribution.

Internet Service Cluster This cluster is comprised of 89 machines Figure 2 plots the cumulative fraction of TTBs less than or equal to
running Solaris 5.8. 43 of the machines were Ultra 5 work- atime period vs. time. These curves are, in effect, the Cumulative

stations, 4 were quad-processor Sun Enterprise 450's and thePistribution Functions (CDF) of our measured data, assuming re-
remaining 32 were Netra “T1” thin-cluster boxes. All were boots are completely independent. Our task is thus to fit the curves

physically housed in the machine room of an Internet service N Figure 2 to known CDF's. (Figure 2 also shows the CDFs of
company which had considerable physical security. A team the fitted Weibull distributions superlmposed on t_he observed da'ta,
of 3 system administrators was responsible for managing this zlnce), as shall be seen, the Weibull best describes our emperical
cluster. ata.

We fit the observed data for each cluster to the CDFs of several the-

We intentionally collected data from clusters operating in environ- oretical distributions, including exponential, Weibull, Pareto, and
ments with very different characteristics, such as accessibility (ma- Rayleigh. For each theoretical distribution, we used the Maximum
chine room or open), the number of administrators, the type of in- Likelihood Estimation (MLE) [19] to compute the needed parame-
stitution (university and corporate) and finally, the target user group ters (to match the distribution to the empirical data). We then com-
(faculty, undergraduates, and the general public). We show that inputed quantile—quantile plots [15] for each pair of empirical data
spite of the many differences, all three clusters exhibit similar re- and theoretical distribution. If the theoretical distribution matches
boot behavior. We are thus confident our results are widely appli- the empirical data, the quantile—quantile plot would give a straight
cable. line (intercept O, slope 1). Any variation away from this straight
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Figure 2: TTB distributions. Cumulative percentage of TTBs less than or equal to time. time for (a) Machine Room Cluster, (b)
Undergrad Cluster, and (c) Internet Service Cluster. For each cluster, the CDF of the MLE fitted theoretical Weibull distribution is also
shown superimposed on the observed data. The data points are plottexyasbols, while the fitted curve is shown as a dashed line.
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Figure 3: Fitting the Weibull distribution to the observed TTBs. Quantile—quantile plots for the Undergrad cluster using the MLE
parameters for (a) Weibull, (b) Exponential, and (c) Pareto distributions. Unit for both axes is day. In all three graphs, the diagonal dashed
line represents thg = x line which the quantile—quantile data should approximate. The dotted line in the graphs shows the 95th percentile
for the data.

Shape| Scale (minutes space). Comparing Weibull against exponential, we observe that
Machine Room Clustef 0.33 6000 the Weibull fits the emperical data much more closely until the 95th
Undergrad Cluster | 0.49 13200 quantile, after which, the theoretical distribution starts to give much
Internet Service Clustey 0.41 3850 longer TTBs than we observed. Table 2 gives the MLE parameters

of the matching Weibull for all clusters, providing further evidence
Table 2: Fitted Shape and Scale ParametersThis table shows  thatthe Weibull is a better fit for our data than exponential; all shape
the resulting shape and scale parameters of the Weibull distribu-parameters are well below 1. Finally, Figure 2 shows the good fit
tions fitted to the observed data. of the Weibull distribution by superimposing the theoretical CDFs
on the empirical ones.

Implications of the Distribution. An important question in the
line indicates a difference between the observed data and the theoédesign of highly available systemsiis particular component has
retical distribution. Finally, we decided which theoretical distribu- been operating for time, what is the likelyhood that it will fail at
tion best describes our empirical data, and whether it provides a reatime¢? We can answer this conditional probability by examining
sonable model, by visual inspection of the quantile—quantile plots. the hazardrate of our known distribution. The hazard rate for any
(For choosing between the Weibull and exponential, the MLE com- distribution is:
putation serves as a validation of our visual inspection. A Weibull
distribution with shape parameter of 1 is an exponential distribu-

tion.) __pdf(t)
M) =T @

The above process led us to conclude that the Weibull distribution

best describes the reboot behaviors of all three clusters. Figure 3

gives the quantile—quantile plots of the empirical distribution vs. whereh(t) represents the conditional probability density that a

the Weibull, exponential, and Pareto theoretical distributions for unit-old item will fail vs. time [19].

the Undergrad Cluster. Quantil-quantile plots for the other two

clusters are very similar. Clearly, Pareto is not a good fit (Raleigh Thepdf andcdf of the Weibull distribution are as follows:

is equally inaccurate and so is not shown in the interest of saving



)eere make the best validation load because that is what the workstation

would be supporting when put back into service. Once a machine
has proven to be stable by being up for a while, it can be placed
back into active service with confidence that, likely, it will not need
to be rebooted soon.

paf (1) = 252 () o~ (s

scale

t )shape

cdf(t) = 1 — e (e

leading to a hazard rate of:

shape t shape—1
scale \ scale

This hazard rate has the following implications. If the Weibull
shape is 1, then the hazard rate is constant and so the chance o
rebooting is independent of how long the node has been up. If . . .
shape > 1, then a reboot becomes increasingly likely as time 4.1 A Validation-Based POI|Cy

passes. On the other hand,sfiape < 1, which is true for all Assuming that cluster nodes are identical in that any node can ser-

of our clustersreboots become less likely the longer a node has Vice any client request, we propose the following resource alloca-
been up. tion policy to mask node failures from end clients:

This heuristic is quite intuitive and is already being used by system
administrators everywhere. However, previously, it was impossi-
ble to answer the questioimow long should a machine remain in
validation mode before it is placed back into active servitrethis
section, we present a resource allocation policy that provides an au-
tomatic and dynamic answer to this question. We then follow with
an evaluation of the policy’s effectiveness using simulation.

This increasing reliability may seem counter-intuitive. However,
many plausible scenarios can explain the observed hazard rates
such as: (a) when a machine is taken down for a hardware upgrade
the administrator may introduce configuration errors, requiring sev-
eral rounds of reboots before the machine becomes stable again,
(b) new hardware components often have a “burn-in” time during
which the probability of failure may be significantly higher than

e Divide cluster nodes into two logical pools, te&ablepool
and the proving groundpool. The original division can be
arbitrary except that the stable pool must start with at least
one machine.

¢ Direct client requests only to machines in the stable pool.

after they have been operating for a while, (c) installation of new
software or patches may introduce bugs, leading to frequent crashes
until the administrator finds a stable configuration, and (d) operator
confusion about configuration changes (such as mount-points) may
lead to several rounds of reboots until the correct setting is found.

Assumption of Independence. Our distribution-fitting method-
ology assumes reboots are independent events. However, visual
inspection of Figure 1 would lead an observer to think that some
dependency likely exist; for example, the vertical lines suggest re-
boots are often correlated across multiple machines. In the Internet

If the load on the stable pool exceeds a predefined threshold,
choose the node that has been up for the longest time from the
proving ground pool and move it to the stable pool. Repeat
until the load drops below the threshold. The threshold can
be specified using a variety of metrics depending on the ac-
tual configuration of the cluster. Possible metrics include av-
erage number of active client requests per stable node, queue
length at the front-end load-director, throughput of the stable
pool, or average latency for servicing client requests.

When a node in the stable pool fails, remove it from the stable

pool, repair and reboot. When the node is back in operational

Service cluster, for example, correlated reboots occurred often due . '
mode, move it to the proving ground pool.

to the failure of the air-conditioning system. Still, this does not pre-
clude the theoretical distribution from being useful. What it does
imply is that we must carefully validate that policies formulated
from properties of the theoretical distribution work well in prac-
tice. In Section 4, where we propose and evaluate one such policy,
we validate its practicality by using trace-driven simulation in ad-

dition to relying on synthetic reboot sequences generated from theRecall that our definition of failure includes the orderly shutdown
theoretical distribution. (and subsequent reboot) of a machine as well as operational crashes.

This means that even shutdowns of machines for patches, upgrade,
4. IMPROVING CLUSTER AVAILABILITY etc. are covered by our validation policy. One may ask why this is
Having characterized the failure characteristics of commodity work- so. Wouldn't the system administrator hold the machine out of op-
stations, the next step in our methodology is to leverage this knowl- eration until it could be validated somehow already? Yes. However,
edge to increase the availability of cluster-based services. The factcurrently, this validation is completely ad hoc. The load-driven mi-
that TTB for nodes in all three observed clusters are best describedgration of machines between the proving ground and the stable pool
by Weibull distributions with shape parameters less than 1, and thegives system administrators a well-defined validation process. In
corresponding monotonically decreasing hazard rate, leads to thepractice, we expect system administrators to perform whatever val-
following heuristic: idation they are doing now after modifying the configuration of a
machine. Once done, they would put this machine into the proving
ground pool for final validatich

¢ When a node in the proving ground pool fails, repair and
reboot. When the node is back in operational mode, leave it
in the proving ground pool, resetting its uptime to 0.

After a reboot, a machine should not be placed into
active service until it has proven to be stable by oper-
ating for some time without requiring another reboot.

3Current ad-hoc validation methods are often insufficient. For ex-
ample, numerous times a system administrator has told one of the
authors that a machine is operational when it is still mis-configured.

. o L We strongly believe that validation under realistic load in the prov-
Of course, a machine operating in suctididationmode must be  ing ground pool is necessary regardless of the cause for taking a
loaded somehow; likely, some duplication of the real load would machine out of active service.



4.2 Evaluation Metric Parameter| Distribution Value
Before evaluating our validation-based policy, we first consider the | Load Poisson Varies (% total capacity
question of which metric to use. We originally usgeld, first pro- Service Poisson 120 per minute
posed in [9], which is the percentage of successful requests. Yield, Repair Constant 2 minutes
however, turned out to be too coarse of a metric. In particular, yield | Lag Constant 10 seconds

is very sensitive to the time interval over which it is measured. For | Failures Weibull | Varies (according to shape and scale)

example, a service which loses 100 requests evenly spread over

100 hours is much different than one that loses 100 requests in onelable 3: Simulation Parameters. This table shows the constants
minute and none for the remaining 99 hours and 59 minutes. De-and distributions used in our event-driven Internet service simula-
spite this difference, both have equal yields over the 100 hour in- tion.

terval.

The second problem with yield is that one must make many as- When a Failure Occurs

sumptions about the cluster design and data-partitioning in order If the Failed Machine is in the Stable Pdlén
to compute it. While an Internet service designer must take all

of these into account, the focus of our work is on masking node

failures from end clients. Thus, we decided that the percentage of
reboots not observable by end clients is a more appropriate metric
and is the measure used in the remainder of this section.

Move the Machine to the Proving Ground Pool
Begin Repair and Reboot of the Machine
If SizeProvingGroundPool > Poolpaz then

Move the Machine with the greatest uptime

from the Proving Ground Pool to the Stable Pool

The percentage of reboots masked from end clients is easily com-

puted as the number of reboots that occur in the proving ground

pool divided by the total number of reboots. As we scale load, we where the maximum size of the proving ground pool is:
can generate aavoidance curveArmed with an avoidance curve

and enough data about actual numbers of reboots, a designer can
compute other metrics such as harvest [9], yield and availability

given a data-partitioning scheme and the parametric assumptionsg,,, is the average load ang},.q is the standard deviation of

Poolrmaz = (1 — (Tioad + 3010ad)) - NumberOf Nodes

in Table 3. the load. We use the average load plus 3 standard deviations to
ensure that the size of the stable pool is sufficient to service bursts
4.3 Simulation Model of requests.

We use a simple abstract model of cluster-based Internet services,
much like the one in [2]. The model is comprised of a front- 4.4 Evaluation
end load-director and a cluster of back-end nodes. The front-endwe performed four sets of experiments to study the effectiveness of
distributes client requests to the back-end nodes, using the queugur technique. We investigated the impact of changing the shape,
lengths at the back-end nodes as the means for load balancing. Thehanging the scale, changing the cluster size, and finally, compared
front-end never fails. A back-end node can only service one requestthe effectiveness of our technique on a real trace file to the synthetic
atatime; this is a simplification from real practice but one can think upset load.
of each request as representing a batch of client requests that is ser-
viced concurrently. Because our metric only centers around wherein the first set of experiments, we simulated the operation of clus-
reboots occur, this simplification does not affect the validity of our ters of 100 nodes for 200,000 minutes (approximately 139 days).
simulation. Again, we assume that data (and other resources) arene generated a random upset load from a Weibull distribution with
structured in such a way that any back-end node can service anya constant scale of 6000 minutes and varied the shape parameter.
client request. Table 4 gives the shape parameters that we studied and the corre-
sponding numbers of reboots.
Our event-driven simulator uses a file of reboot events to describe
the upset load or sequence of fault-events. By using input files, Inthe second set, we generated random reboot traces from a Weibull
either real traces or synthetic reboot events can be used in the sameistribution with a variable scale parameter and a constant shape of
simulation environment. Real traces come from processed l0gs,0.41; 0.41 is the average of the shape parameters for our empiri-
while synthetic event sequences are generated by a small externatal data (see Table 3). We again simulated clusters of 100 nodes
program. for 200,000 minutes. Table 4 gives the scale parameters that we
studied and the corresponding numbers of reboots.
Arrival of client requests is exponentially distributed with the aver-
age rate set to achieve a particular average work load on the serviceln the third set, we studied the effect of cluster size while keeping a
Request service times are also exponentially distributed. Node re-constant shape (0.41) and constant scale (6000) for the upset load’s
pair time is a constant. The lag time for the load-director to register distribution. We simulated clusters of different sizes under different
a node failure is also constant. Table 3 summarizes these parameeonstant loads for 200,000 minutes.
ters.
In the final set of experiments, we used the real reboot traces from
To keep the simulation from becoming overly complex, we use the the three observed clusters to assess the differences in the per-
known average load to drive our validation-based allocation policy. formance of our policy arising from the differences between the
In particular, we use the following algorithm: real reboot data and a synthetic upset load generated from known
Weibull distributions. Although a trace-driven simulation is more
realistic than using a theoretic distribution, it has the disadvantage
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Figure 4: Percentage of failures masked successfullyzigure (a) shows percentage of failures masked successfully vs. load as the shape
parameter is varied for a constant scale of 6000 minutes; Figure (b) shows the percentage of reboots masked successfully vs. load as the
scale is varied for a constant shape of 0.41. The Figure shows that our technique is sensitive to the shape and insensitive to scale, implying
that absolute uptime is not as critical as predictability.
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Scale = 10000 Shape =041 Masked Reboot Percentage vs. Cluster Size
Shape| Reboots|| Scale | Reboots Constant Shape, Scale, and Time
0.2 409 2000 3740 100 T T T T 010
0.3 673 4000 | 1750 R P
0.4 843 6000 1340 g U 7070
05 | 1062 | 8000 | 1062 g 0:%0
0.6 1382 10000 852 § 60 - 1
0.7 1719 s
0.8 1873 5 40T B ~
0.9 | 1876 3
1.0 1897 & 20r ’J 8
Table 4: Number of Reboots. This table shows how the number 0 — : ! !

100 150
Cluster Size

200 250

of reboots changes for a constant 200,000 minute interval as we (1)

keep the scale constant at 6000 minutes and change the shape and

(2) keep the shape constant at 0.41 and vary the scale. Figure 5: Effects of Cluster Size. This figure shows the percent-
age of reboots masked successfully vs. cluster size at different uti-
lizations for using a synthetic upset load.

that we can not scale our experiments beyond the observed cluster
size and time period. Also, studying the effects of scale and shape
would be difficult given the limited data. In addition, real traces not correlated. The “70” will change depending on the exact char-
contain external correlation effects that a designer may be able toacteristics of a particular cluster but is roughly accurate based on
mask. We use results derived from trace data as validation of resultsthe scale parameters we observed.
from the first three sets of experiments.
Availability is more sensitive to how well failures are predicted as
Synthetic Upset Load. Figure 4 shows the results of the first two opposed to the absolute length of the uptimé&sgure 4 shows
sets of experiments. Figure 5 shows the results of the third set ofthat our policy is much more sensitive to the shape parameter than
experiment. Based on these results, we make the following obser-the scale parameter. This result shows that improved overall sys-
vations. tem availability can come from concentrating on predicting failures
rather than simply improving component lifetimes. Recall that the
Validation-based allocation policies can successfully mask signifi- smaller the shape parameter, the higher the burstiness of the re-
cant numbers of reboot&or example, for a shape of 0.4, whichis  boots. Thus, the less the failure process exhibits memory-less be-
representative of our observed clusters, our policy masks close tohavior, as characterize by the shape, the better our algorithm can
75% of the reboots at 70% load. When the load increases to 80%,predict the likelihood of the next reboot, and the more effective the
our policy still masks over 60% of the reboots. proving ground will be.

Designers can take away a general 70-30 rule-of-thuifibat is, There must be sufficient excess capacity for validation-based poli-
a service that has 30% extra capacity in reserve can mask approxeies to work.There is a clear regime of operation where the avoid-
imately 70% of the reboots from end clients, provided reboots are ance curve changes slowly with offered load. For the shape pa-



Cluster Size | Simulated | Total Scale | varied in length, we thus used only a portion of each cluster trace.
Time (days)| Reboots| Shape| (days)

Machine Room| 13 244 123 0.39 | 13175| In choosing the time window we had to balance between maxi-

Undergraduate| 18 715 648 0.55 | 14850| mizing the cluster size and maximizing the time period (to observe
Internet Servicg 56 181 904 0.54 | 8375 | steady state behaviors). Table 5 gives the parameters for our trace-

driven simulations. Figure 7 gives an close-up view of a portion

Table 5:  Trace-Driven Simulation Parameters. This table (100 days) of the raw data that we selected for two clusters. Ta-

shows the cluster sizes, time periods, and total reboots eventsle 5 shows the shape parameters for the Undergraduate and Inter-
we were able to simulate using a trace-driven methodology. We net Service clusters are substantially higher (0.55 vs 0.41) for the
dropped several machines from each cluster because their logs werehosen time period.
much shorter than the rest, and so would have shortened the simu-
lated time too much. Figure 6 shows the avoidance vs. utilization curves for our three
clusters. Observe that all three avoidance curves follow the ex-
pected trend. For each curve, there is a stable operating regime
L followed by a sharp drop where the load exceeds the algorithm’s
Percent of Reboots Masked vs. Utilization . . .
Real Data ability to mask failures. However, the performance of our technique
100 . T T is worse than predicted by our earlier simulations in all cases.

Macﬁine
Undegraduate -------
g0 Internet - . Two effects can account for this discrepancy between the synthetic

and trace-driven upset loads. First, the small size of some of the
60 g clusters will degrade the performance. Even for the synthetic upset
N loads, Figure 5 shows a sharp drop in the avoidance curve below 15

w0l J workstations.

Percent of Reboots Masked

20 L | A second, more important effect is the degradation due to correla-
tion. If many workstations fail at once, there may not be enough

o . . . L excess capacity in the proving ground compared to when reboots
0 20 40 60 80 100 are not correlated. For example, an omitted component or factor
Utilization from our model, such as an air conditioning unit, may cause many

reboots at once. Such omitted components may make our policy

ineffective at a given load because a single reboot signifies the loss
of a large portion of the nodes closely spaced in time. Many ma-
chines will have to be rushed back into the stable pool before they

have shown themselves to be stable.

Figure 6: Failures Masked for Trace-Driven Simulation Ex-

periments. This figure shows the percentage of reboots masked
successfully vs. load when failures are driven by our collected
traces. Note that in this case we ignore the first, and therefore non-
maskable, reboot of each machine in the cluster. This allows us
to more closely approximate a steady-state system with our limited

Although the Machine Cluster had the smallest size (13), careful
trace data.

visual inspection of Figure 7(b) reveals that this cluster has the
least correlation. When coupled with the fact that this cluster has
the smallest shape parameter, this is consistent with the Machine
rameters of interest, the stable operating regime ends around 80"/?CIUSter giving the t_)est perform_ance and the sma”65t rate of per-
ormance degradation as load increases. In this case, our rule-of-

pissoagh I_Se_yond this inflection point, the avoidance curve drops thumb changes from 30-70 to approximately 40-60; that is, 40%
sharply. This is as expected because the stable pool must have some - b dt . e of 60% rabonte f

excess capacity to ensure reasonable service in the face of bursty a= cc - capacity can be used to mask upwards o © reboots from
rival of client requests. If there is little excess capacity, machines end clients.
will quickly migrate to the stable pool after a reboot, limiting the

effects of our policy. The avoidance curve for the Internet Cluster starts out much as ex-

pected, slightly worse than predicted when using the theoretical
distribution. Around 50% utilization, however, performance de-

Our technique is most effective when the cluster contains at IeaStgrades much more rapidly than predicted. We suspect that this is

15 machinesThis effect can be seen in Figure 5, where there is due to the very high correlation between reboots in this cluster;

a sharp drop at the left, even for modest utilizations. Cluster size . . . .

matters because workstations are moved between the two pools i ven casua_l inspection of Flgure_l shows many vertical bands, sug-
discrete units of entire workstations. The larger the cluster size, gaesgn?nichrllggf?ﬁgrcegrglg'?igr?ﬁu?;t;c;ﬁg \?vl:sh(;;sulgzgvgh:it; Icnotr?(f
the larger the proving ground pool. The larger the proving ground ' y

pool, the more choices we have between validated workstations totlpnlng ff"‘."“r.es In t_he m_achlne room. When_e\_/er one of a pair of
move back to the stable pool when necessary. air conditioning units failed, the system administrator powered off

most of the cluster. This correlation makes it difficult for any fault-
tolerance technique which focus only on the workstations and their
sub-components, including our approach, to mask failures. A better
method in that case would expand the set of modeled components
to include the air conditioners.

Trace-Driven Upset Load. An advantage of our simulator design
is that we can use actual reboot traces to drive a simulation, al-
lowing us to verify that our policy would be effective in practice.
In order to capture real correlation effects, which will degrade the

performance of the proving ground, we used a fix window of real- . )
time to generate an upset load instead of normalizing the time of The_ avoidance curve for the Undergrad Clus_ter Sh.OWS th_e same be
havior as the Internet cluster although the inflection point comes

each log to the same hypothetical starting point. Because the logs
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Figure 7: Enlargement of Timeline. Figure (a) shows an enlargement of 100 days of the Undergraduate Cluster, while Figure (b) shows
a similar enlargement of the Machine Room Cluster. Notice that more events are aligned in the Undergraduate Cluster, indicated a higher
degree of correlation.

even earlier and the performance degradation is sharper. We believa&Replication based approaches are most appropriate when the fail-

that this is due to high correlation between reboots. Figure 7(a) ure distribution is exponential, and hence, memory-less. Under

shows a number of vertical bands, again suggesting reboots werghese conditions, time cannot be used to predict component be-

highly correlated. Some factors causing correlations for this clus- havior. Thus, unless there’s another parameter that can be used

ter may have been that it was maintained by a single administratorto predict component failures, replicating the work is the only way

in an environment where it was most conveniently to shutdown the to bring about an increase in availability. Designs such as RAID

entire cluster for events such as upgrading of the operating systemtake this approach for storage, using either total replication or error-

Also, the relatively smaller cluster size (18 machines compared to correcting codes.

56 for the Internet Cluster) further reduces the ability of our valida-

tion algorithm to mask faults. Of course, these techniques are not mutually exclusive. For exam-
ple, it makes sense to use replication to hide failures that cannot be

Despite the differences, however, our results here are quite encourmasked by our validation-based policy.

aging because they show that our policy can still mask a significant

percentage of the failures despite the effects of smaller cluster sizesFinally, the choice of approach critically hinges on the definition

and, more importantly, potential correlation in reboots, as long as of a component. In all complex systems, components are deeply

the correlation is not overwhelming. nested. Choosing at what level to draw the line around component
boundaries is currently more of an art than a science. In general,
5. DISCUSSION a component must at least have a well defined interface and fail-

There are three broad approaches permeating the design space #€ Semantics. In the context of Internet Service design, choosing
mask component failures: (1) validation, (2) rejuvenation and (3) the entire workstation node as the component and reboots as the
replication. In this section, we argue that the choice of approach is failure semantic is a reasonable choice. However, future research
likely dependent on the nature of component behavior. In all cases,iS heeded to guide the designer in choosing component boundaries
excess capacity is required to mask the failures; what is distinct arePecause this implicitly permeates the resulting behavioral distribu-

the underlying assumptions about component behavior and usingion. the ease and cost of validation, rejuvenation and duplication
that knowledge to predict those failures. approaches for a given component. For example, in the Internet

service context, replacing an entire rack-mounted workstation is

In validation based approaches, the components are prevented fron§asier, and much more cost-effective in operator time, than replac-

acquiring system load until they have crossed a critical uptime thresi0d an internal component such as the motherboard.

old; they must pass a “burn-in” period. Time is used as a failure

predictor, where increasing uptime leads to decreasing likelihood 6. RELATED WORK

of failure. Our validation-based policy is an example of this tech- There is a vast amount of related work measuring software and

nigue applied to workstation clusters. Such techniques are most ef-hardware reliability and on schemes for improving system avail-

fective when the component’s hazard rate is decreasing with time, ability in many contexts. In this section, we focus on those contexts

as is true with respect to workstations. which are most applicable to clusters running scalable Internet ser-
vices.

On the other hand, rejuvenation techniques are most appropriate

when the hazard rate increases with time. If components behaveThe closest work related to this study characterized the behavior of

in this manner the system should be designed to avoid componenMicrosoft Windows NT machines [25]. That study examined 2,127

“burn-out” rather than “burn-in.” Several works have examined this reboots events of 503 machines recorded @a#4 month period. It

technique viewing the Operating System as a component (see Secis quite encouraging that the shape parameter of 0.49 for their fit-

tion 6). ted Weibull distributions for all failures is very close to our Weibull



distributions for Solaris clusters. In addition, they were able touse 7. CONCLUSION
Windows NT event logging to delve deeper into the causes of re- We have proposed the application of a general three-step frame-
boots than we were able to with the Udast logs. They found work to the construction of highly available Internet services. This
the majority of reboot events were caused by reasons other tharframework is based on understanding the individual failure behav-
hardware and software failures. They also observed correlated redor of components isolated by well-defined interfaces. We have
boots. However, they did not extend the result to workstation clus- demonstrated the use of this framework by defining the worksta-
ters in an Internet Service setting. Also, even though they found tion as one such component critical to Internet services, studying
Weibull shape parameters of less than 1, they did not use this in-its failure behavior, and designing a resource allocation algorithm
formation to propose any validation-based strategies for maskingto improve overall system availability.
failures. Another study by the same group [16] produced a detailed
state-machine model of a workstation node, and thus requires fairlyWhen viewed as a complete system of hardware and software, we
detailed knowledge of Windows NT. have found no indication that a system that has been “up” for an
extended period of time is more likely to be rebooted than any other
Another recent work examined the failure of components of an on- system. In fact, our results show the opposite: for Sun workstations
line image service [1, 21]. That work focused more on the failure running various versions of Solaris in three distinct environments,
rates of the node components rather than on examining the entirea machine that has been up for a long period of time should be left
node. Interestingly, they found that commonly blamed culprits of up.
failures, such as the operating system and the SCSI drives, were in
fact quite reliable. We demonstrated that a simple policy which takes advantage of
understanding this behavior can mask a significant percentage of
Much work has examined the causes of software failures. Typ- node failures from end clients. Our simulations show our validation
ically, these look at characterize application bugs [6, 14] or op- technique results in a 70%-30% rule: by adding an additional 30%
erating system errors [7, 23]. These works differ fundamentally excess capacity, 70% of the workstation node reboots in a cluster
from ours in their choice of component. While the applications can be masked from the clients provided the cluster is sufficient
and operating systems are large components, from an Internet serfarge (-15 machines) and reboots are not highly correlated.
vice perspective they are all nested in the larger component of the
workstation node. Our trace-driving simulation results show that high correlation be-
tween reboots can significantly degrade the ability of our algorithm
Rejuvenation approaches have been proposed in many differento mask faults. However, results for the cluster with the least corre-
contexts. The original work [14] looked at telecommunication swit- lation in reboots show that we should be able to achieve the above
ches and long-running scientific programs. Another study exam- rule-of-thumb in practice. Reboots in this cluster were less corre-
ined rejuvenation in the context of clusters [22] and found time- lated than in the other two because it was maintained by multiple
based rejuvenation policies effective. However, their models as- administrators and did not suffer from external faults such as air
sumed an increasing hazard function. Later empirical work by the conditioning failures. This points to the importance of ensuring
same group found that the expected mean time for the operatingnon-correlated reboots; that is, the administrator of an operational
system to run out of memory was 70 days [23], which is far longer cluster should not take the entire cluster, or even significant por-
than our observed average 14 day reboot interval. Other factorstions of the cluster, off-line for upgrades, patching, etc. Also, Inter-
leading to rejuvenation being effective for operating systems re- net service providers must take care to have adequate facilities so
quire much greater mean uptimes. Finally, recent work has pro- that external failures cannot lead to cluster failures.
posed extending the idea of rejuvenation throughout all layers of
software [5]. While all these works will improve software robust-  Like rejuvenation technigues, our proving ground algorithm relies
ness (and will likely mask software failures that do not lead to node on predicting component failures using time as the predictor. How-
reboot), our characterization shows that they are unlikely to im- ever, our data shows that the assumed direction of the prediction
prove the masking of node failures as the entire workstation node behind rejuvenation techniques, that components decay over time,
increases in availability with time. may be flawed, at least with respect to machines viewed in their
entirety. Given our results and those in [12, 17, 25], it seems most
The discrepancy between software failure and node reboots leadgprobable that the countless number of event types that can lead to
to a search for other causes. Studies of Tandem machines havevorkstation “failures,” far outweigh the effect of individual com-
suggested that in addition to hardware and software, the humansponent decay over time. However, our results did not cover time-
operators also play a key role in generating faults [11, 12]. How- scales on the order of many years. It may be the case that if we
ever, the context of these works was limited to specialized machinesextended our observations to these time-scales, that we would see
in tightly controlled environments. Indeed, one paper [4] argues increasing failure rates. Given that the useful operating range of
administrator and operator errors will soon become the dominant computer hardware is about 3-years, and software even less, such
factor in component failures. More recent work in the Windows long regimes may be irrelevant to the construction of highly avail-
NT context validates these arguments [17, 18, 25]. Expanding on able services.
this theme, work has emerged using human-factor studies on to
determine how actual humans behave in the context of RAID re- Another conclusion our results point to is that when a system starts,
pair [3]. While our choice of workstation reboot metric capture it may be far from a “clean” state. Indeed, configuration errors
human-factor effects to a large degree, our work leaves open theof different components may well cause the need for subsequent
question if the human factor is dominant cause of the observed re-reboots, leading to the idea that a machine’s infant mortality period
boot distribution. never fully goes away. This would also lend credibility as to why
when a system has been up for a while, it tends to stay up. We have
no evidence aside from our initial data of this claim being true, but



it does warrant further investigation. [12] J. Gray. A Census of Tandem System Availability Between
1985 and 1990EEE Transactions on Reliability
Finally, future research in this area would be greatly aided by in- 39(4):409-418, Oct. 1990.
stalling workstation nodes with much more detailed recording in-
formation; a "flight recorder” for the box. This observation was
also noted in [25], where even with detailed knowledge of Win-
dows NT event types 58% of all outages could still not be classi-
fied. We envision recording not just error messages, but also pro-[14]
actively recording machine load, configuration state, user and op-
erator actions. For example, by using NVRAM and an OS heart-
beat, we could not only record reboots but also accurately measure
downtime. Using file fingerprinting techniques, we could record
node configuration and application changes. Newer server ma-[15]
chines have temperature and intrusion-detection sensors, and these
should also be logged. Indeed, placing proximity detectors to record
human movement near a machine may prove quite valuable in pre-[1
dicting when a machine might fail. Given the very low cost of stor-
age today, it is possible to record many of these events for long peri-
ods. Analysis could then be performed both on a historical bases as
well as make predictions about the stability of individual machines [17]
in real time.
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