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Abstract

A large numberof enterprisesneed their commodity
databasesystemsto remainavailable at all times. Al-
though administratormistakes are a signi�cant source
of unavailability andcost in thesesystems,no studyto
datehassoughtto quantify thefrequency of mistakesin
the �eld, understandthecontext in which they occur, or
developsystemsupportto dealwith themexplicitly. In
this paper, we �rst characterizethetypical administrator
tasks,testingenvironments,and mistakesusing results
from anextensivesurvey wehaveconductedof 51expe-
riencedadministrators.Given the resultsof this survey,
we next proposesystemsupportto validateadministra-
tor actionsbeforethey are madevisible to users. Our
prototypeimplementationcreatesa validation environ-
ment that is an extensionof a replicateddatabasesys-
tem,whereadministratoractionscanbevalidatedusing
real workloads. The prototypeimplementsthreeforms
of validation,includinganovel form in whichthebehav-
ior of adatabasereplicacanbevalidatedevenwithoutan
exampleof correctbehavior for comparison.Our results
show that the prototypecandetectthe major classesof
administratormistakes.

1 Intr oduction

Most enterprisesrely on at leastonedatabasemanage-
mentsystem(DBMS) runningoncommoditycomputers
to maintaintheir data. A large fraction of theseenter-
prises,suchasInternetservicesandworld-wide corpo-
rations,needto keeptheir databasesoperationalat all
times.Unfortunately, doingsohasbeenadif�cult task.

A key sourceof unavailability in thesesystemsis
databaseadministrator(DBA) mistakes [10, 15, 20].
Databaseadministrationis mistake-proneasit involves
many complex tasks,suchasstoragespacemanagement,
databasestructuremanagement,and performancetun-
ing. Even worse,as shall be seen,DBA mistakes are

typically not maskableby redundancy (asin anunderly-
ing RAID subsystem)or standardfault-tolerancemech-
anisms(suchasa primary-backupscheme).Thus,DBA
mistakesarefrequentlyexposedto thesurroundingsys-
tems,databaseapplicationsandusers,causingunavail-
ability andpotentiallyhigh revenuelosses.

Previous work has categorized DBA mistakes into
broadclassesandacrossdifferentDBMSs [10]. How-
ever, no previous work hasquanti�ed the frequency of
the mistakes in the �eld, characterizedthe context in
whichthey occur, ordeterminedtherelationshipbetween
DBA experienceandmistakes.Furthermore,noprevious
work hasdevelopedsystemsupportto deal with DBA
mistakesexplicitly.

In thispaper, weaddresstheseissuesin detail.We�rst
characterize(in termsof classandfrequency) thetypical
DBA tasks,testingenvironments,andmistakes,usingre-
sultsfrom anextensive survey we have conductedof 51
DBAs with at least2 yearsof experience.Oursurvey re-
sponsesshow thattasksrelatedto recovery, performance
tuning,anddatabaserestructuringarethemostcommon,
accountingfor 50%of thetasksperformedbyDBAs. Re-
gardingthefrequency of mistakes,theresponsessuggest
that DBA mistakesare responsible(entirely or in part)
for roughly80%of thedatabaseadministrationproblems
reported. The mostcommonmistakesaredeployment,
performance,andstructuremistakes,all of which occur
onceper monthon average.Thesemistakesarecaused
mainly by the currentseparationof anddifferencesbe-
tweentestingandonlineenvironments.

Given the high frequency of DBA mistakes,we next
proposesystemsupportto validateDBA actionsbefore
exposingtheir effectsto the DBMS clients. As we de-
scribedin [16], thekey ideaof validationis to checkthe
correctnessof humanactionsin avalidationenvironment
that is an extensionof the online system. In particular,
thecomponentsundervalidation,calledmaskedcompo-
nents,aresubjectedto realistic(or evenlive)workloads.
Critically, theirstateandcon�gurationsarenotmodi�ed



whentransitioningfrom validationto liveoperation.
In [16], we proposedtraceandreplica-basedvalida-

tion for Web andapplicationservers. Both techniques
rely on samplesof correctbehavior. Trace-basedvali-
dationinvolvesperiodicallycollectingtracesof live re-
questsand replayingthe tracefor validation. Replica-
basedvalidationinvolvesdesignatingeachmaskedcom-
ponentasa “mirror” of a live component.All requests
sentto the live componentarethenduplicatedandalso
sentto the mirrored,masked component.Resultsfrom
themaskedcomponentarecomparedagainstthosepro-
ducedby thelive component.Here,we extendour work
to dealwith DBMSsby modifying a databaseclustering
middlewarecalledClustered-JDBC(C-JDBC)[7].

Furthermore,we proposea novel form of validation,
calledmodel-basedvalidation, in which thebehavior of
a maskedcomponentcanbevalidatedevenwhenwe do
nothaveanexampleof correctbehavior for comparison.
In particular, weusemodel-basedvalidationto verify ac-
tionsthatmightchangethedatabasestructure.

We evaluateourprototypeimplementationby running
a largenumberof mistake-injectionexperiments.From
theseexperiments,we �nd that the prototypeis easyto
usein practice,andthatvalidationis effectivein catching
a majority of themistakesthesurveyedDBAs reported.
In particular, our validationprototypedetected19 out of
23 injectedmistakes,coveringall classesof mistakesre-
portedby thesurveyedDBAs.

In summary, we makethreemaincontributions:

� Wepresentawealthof dataonthebehavior of expe-
riencedadministratorsof realdatabases.This con-
tribution is important in that actualdataon DBA
mistakesis not publicly available,dueto commer-
cial andprivacy considerations.

� We proposemodel-basedvalidation for the situa-
tionswhenthebehavior of thecomponentsaffected
by theDBA actionsis supposedto changeandthere
arenoinstancesof correctbehavior for comparison.

� Weimplementarealisticvalidationenvironmentfor
dealingwith DBA mistakes. We demonstratethe
bene�tsof theprototypethroughanextensivesetof
mistake-injectionexperiments.

The remainderof the paperis organizedas follows.
The next sectiondescribesthe relatedwork. Section3
describesour survey andanalyzesthe responseswe re-
ceived.Section4 describesvalidationandourprototype.
Section5 presentsour validationresults. In Section6,
we broadenthediscussionof theDBA mistakesandthe
validationapproachto awider rangeof systems.Finally,
Section7 drawsourconclusions.

2 RelatedWork

Databaseadministration mistakes. Only a few papers
have addresseddatabaseadministratormistakes in de-
tail. In two early papers[11, 12], Gray estimatedthe
frequency of DBA mistakesbasedon faultdatafrom de-
ployedTandemsystems.However, whereastoday'ssys-
temsaremostly built from commoditycomponents,the
Tandemsystemsincludedsubstantialcustomhardware
and software for toleratingsingle faults. This custom
infrastructurecould actuallymaskseveral typesof mis-
takesthattoday'ssystemsmaybevulnerableto.

Thework of Gil etal. [10] includedacategorizationof
administratortasksandmistakesinto classes,andacom-
parisonof their speci�c detailsacrossdifferentDBMSs.
VieiraandMadeira[20] proposedadependabilitybench-
mark for databasesystemsbasedon the injectionof ad-
ministratormistakesandobservationof their impact. In
this paper, we extend thesecontributions by quantify-
ing thefrequency of theadministratortasksandmistakes
in the �eld, characterizingthe testingenvironmentad-
ministratorsuse,andidentifying themainweaknessesof
DBMSs andsupporttools with respectto databasead-
ministration. Furthermore,our work developssystem
supportto dealwith administratormistakes,which these
previouscontributionsdid notaddress.

Inter net service operation mistakes. A few morepa-
pershave addressedoperatormistakes in Internetser-
vices. The work of Oppenheimeret al. [17] considered
the universeof failuresobserved by threecommercial
services. With respectto operators,they broadly cat-
egorizedtheir mistakes, describeda few examplemis-
takes, and suggestedsome avenuesfor dealing with
them.BrownandPatterson[4] proposed“undo” asaway
to rollbackstatechangeswhenrecoveringfrom operator
mistakes.Brown [3] performedexperimentsin whichhe
exposedhumanoperatorsto an implementationof undo
for an email servicehostedby a single node. In [16],
we performedexperimentswith volunteeroperators,de-
scribing all of the mistakes we observed in detail, and
designingand implementinga prototypevalidation in-
frastructurethat can detectand hide a majority of the
mistakes. In this paper, we extendtheseprevious con-
tributionsby consideringmistakesin databaseadminis-
trationandintroducinganew validationtechnique.

Validation. We originally proposedtraceand replica-
basedvalidationfor Web andapplicationservers in In-
ternet services[16]. Trace-basedvalidation is similar
in �a vor to fault diagnosisapproaches[1, 8] that main-
tain statisticalmodelsof “normal” componentbehavior
anddynamicallyinspectthe serviceexecutionfor devi-
ationsfrom this behavior. Theseapproachestypically
focuson thedata�o w behavior acrossthesystemscom-
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Figure1: Distribution of DBAsacrossteamsizes.
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Figure2: Distribution of DBAsacrossdatabasesizes.

ponents,whereastrace-basedvalidationinspectstheac-
tual responsescomingfrom componentsandcandosoat
varioussemanticlevels.

Replica-basedvalidationhasbeenusedbeforeto tol-
erateByzantinefailuresandmaliciousattacks,e.g.[5, 6,
13]. In this context, replicasarea permanentpartof the
distributedsystemandvalidationisconstantlyperformed
via voting.

Model-basedvalidation is loosely relatedto two ap-
proachesto softwaredebugging: modelchecking(e.g.,
[21]) andassertionchecking(e.g.,[9, 18]). Of these,it
is closestto the PSpecsystem[18] for assertioncheck-
ing. However, becausePSpecwasconcernedwith per-
formanceproblemsasopposedto detectinghumanmis-
takes,theauthorsdid not considerstructuralissuessuch
ascomponentconnectivity anddatabaseschemas.Be-
sidesits focuson humanmistakes,model-basedvalida-
tion differs from other assertion-checkingefforts (e.g.,
[9]) in thatour assertionsareexternalto thecomponent
being validated. Model-basedvalidation differs from
modelcheckingin that it validatescomponentsdynami-
cally basedon theirbehavior, ratherthanstaticallybased
on their sourcecodes.

In thispaper, weextendourwork ontraceandreplica-
basedvalidationto databaseservers,which posea num-
berof new challenges(Section6). For example,ourpre-
vious validationprototypedid not have to managehard
stateduring or after validation. In validating database
systems,weneedto considerthismanagementandits as-
sociatedperformanceandrequestbufferingimplications.
Furthermore,we proposemodel-basedvalidationto val-
idateactionswithout examplesof correctbehavior.

Other approachesto dealingwith mistakes.Validation
is orthogonalto Undo[4] in that it hideshumanactions
until they havebeenvalidatedin arealisticvalidationen-
vironment. A morecloselyrelatedtechniqueis “of �ine
testing”[2]. Validationtakesof�ine testingastepfurther
by operatingoncomponentsin anenvironmentthatis an
extensionof the live system. This allows validationto
catcha largernumberof mistakesasdiscussedin [16].

3 UnderstandingDB Administration

We have conductedan online survey to unveil the
most common tasks performed by DBAs, the prob-
lems and mistakes that occur during administration,
and aspects of the environment in which DBAs
carry out their duties. We have posted the survey
(available at http://vivo.cs.rutgers.edu/dbasurvey.html)
to the USENIX SAGE mailing list and the most
visible database-relatedUsenet newsgroups, namely
comp.databases.*and comp.data.administration. We
next presentananalysisof the51responseswereceived.

3.1 Main Characteristicsof the Sample

The DBAs who replied to our survey representa wide
spectrumof organizations,DBMSs, experiencelevels,
DBA team sizes, and databasesizes. In particular,
judging by the DBAs' email addresses,they all work
for different organizations. The DBAs use a variety
of DBMSs, including Microsoft SQL Server, Oracle,
Informix, DB2, Sybase,MySQL, PostgreSQL,Ingres,
IMS, andProgress.The mostcommonDBMSs in our
sampleare MS SQL Server (31%), Oracle(22%), and
MySQL (13%).

TheDBAs arehighly experienced:15of themhadbe-
tween2 and5 yearsof experience,16hadbetween5 and
10yearsof experience,and20hadmorethan10yearsof
experience.Figures1 and2 show thesizesof theadmin-
istrationteamsto which theDBAs belong,andthesizes
of thedatabasesthey manage,respectively. The �gures
show thebreakdown of DBAs perexperiencelevel.

FromFigure1, it is clearthatmostof theDBAs work
aloneor in smallgroups,regardlessof experiencelevel.
This resultsuggeststhat thesizeof DBA teamsis deter-
minedby factorsotherthanDBA experience.Neverthe-
less,a substantialnumberof DBAs do work in larger
teams,increasingthe chanceof con�icting actionsby
different teammembers. Finally, Figure 2 shows that
DBAs of all experiencelevels managesmall and large
databases.However, onetrendis clear: the leastexpe-
riencedDBAs (2–5yearsof experience)tendto manage
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Figure3: Taskcategories.Thelegendliststhecategories
in decreasingorderof frequency.
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Figure4: Testenvironmentcon�gurations.

smallerdatabases;they represent12% of the DBAs re-
sponsiblefor databasesthat are larger than50 GB, but
represent55%of thoseDBAs in chargeof databasesthat
aresmallerthan50GB.

Theexperiencelevel of theDBAs whoparticipatedin
our survey and the diversity in organizations,DBMSs,
andteamanddatabasesizessuggestthatthedatawecol-
lectedis representativeof commonDBA practices.

3.2 CommonDBA Tasks

We askedtheDBAs to describethethreemostcommon
tasksthey perform. Figure 3 shows the categoriesof
tasksthey reported,aswell asthebreakdown of how fre-
quently eachcategory was mentionedout of a total of
126answers(severalDBAs listedfewerthanthreetasks).

TheRecoverycategorycorrespondsto thosetasksthat
prepareor test the DBMS with respectto recovery op-
erations,suchasmakingbackups,testingbackups,and
performingrecovery drills. PerformanceTuning tasks
involve performanceoptimizations,suchascreatingor
modifying indexesto speedup certainqueries,andopti-
mizing thequeriesthemselves. TheDatabaseStructure
tasksinvolvechangingthedatabaseschemaby addingor
removing tablecolumns,or addingor removingentireta-
bles,for example. The SpaceMonitoring/Management,
SystemMonitoring, PerformanceMonitoring, and In-
tegrity/StatisticsCheckstasksall involvemonitoringpro-
cedures,suchas identifying the applicationsor queries
thatareperformingpoorly. TheData Modi�cation cate-
goryrepresentsthosetasksthatimport,export,or modify
actualdatain thedatabase.Finally, theCodingtaskin-
volveswriting codeto supportapplications,whereasthe
SoftwareUpgradetasksinvolvetheupgradeof theoper-
atingsystem,theDBMS, or thesupportingtools.

The threemostfrequentlymentionedcategorieswere
Recovery, PerformanceTuning,andDatabaseStructure,
respectively amountingto 19%, 17%, and 14% of all
tasksdescribedby the DBAs. If we collapsethe Space
Monitoring/Management,SystemMonitoring, andPer-

formanceMonitoringcategories,wecanseethat27%of
the reportedtaskshave to do with checkingthe system
behavior. Froma differentperspective,24%of all tasks
arerelatedto performance,in which casetheDBAs are
engagedin either identifying the reasonsfor poor per-
formance(PerformanceMonitoring) or looking for op-
portunitiesto further improve theoverall DBMS perfor-
mance(PerformanceTuning). If weconsiderthatcheck-
ing and updatingdatabasestatisticsare carried out to
allow for more accurateoptimizations,the fraction of
performance-orientedtasksis actually32%.

TwentyoneDBAs (41%)reportedthatthey usethird-
party supporttools for thesedifferent tasks. Several of
theseDBAs actuallyusemultiple typesof tools. In more
detail, 14 DBAs usetools for PerformanceMonitoring
tasks,12 DBAs usetools for Recovery tasks,12 DBAs
usetoolsfor DatabaseStructuretasks,7 DBAs usetools
for PerformanceTuningtasks,and7 DBAs usetoolsfor
granting/revoking accessprivileges;the latter toolsmay
be neededin DatabaseStructure,Coding,andSoftware
Upgradetasks.

3.3 TestingContext

Another importantset of questionsin our survey con-
cernedthe context in which the above tasksare per-
formed. More speci�cally, we soughtto understandthe
testingmethodologythat DBAs rely uponto verify the
correctnessof their actions. The next paragraphsde-
scribeour �ndings with respectto the environmentand
approachusedfor testing.

Testing envir onment. Figure4 depictsthe distribution
of testenvironments,breakingresultsdown with respect
to the DBA experiencelevels. We categorize the envi-
ronmentsaccordingto how similar they areto theonline
databaseenvironment:anexactreplica(Replica), anen-
vironmentthatdiffersfrom theonlineenvironmentonly
with respectto how powerful the machinesare(Almost
Replica), an environmentwith fewer machinesthanthe
onlineenvironment(FewerMachines), or othercon�gu-



Problemcategory Average Number of DBAs per experiencelevel % of all Causedby
fr equency 2–5years 5–10years > 10years problems DBA mistakes

Deploymentproblems Oncea month 4 3 3 11 most
Performanceproblems Oncea month 2 2 4 9 most
Generalstructureproblems Oncea month 2 4 3 10 most
DBMS problems Oncea month 1 1 2 5 none
Access-privilegeproblems Oncein 2 months 3 5 1 10 all
Spaceproblems Oncein 2 months 3 3 8 16 some
Generalmaintenanceproblems Oncein 3 months 6 5 5 18 most
Hardwareproblems Onceayear 3 6 5 16 none
Dataproblems Onceayear – 1 3 5 some

Table1: Reportedproblems,estimatedaverage frequencyof occurrence, numberof DBAswhomentionedeach prob-
lemas frequentbrokendownby DBA experience, percentage of DBAswhomentionedtheproblemasfrequent,and,
qualitatively, howoftenit is causedbyDBA mistakes.

rations(Other). Irrespectiveof thetestenvironment,the
testmachinesaretypically loadedwith only a fractionof
theonlinedatabase.

We can seethat 84% of the DBAs test their actions
in environmentsthat aredifferentfrom the online envi-
ronment. Further, DBAs of differentexperiencelevels
usethesenon-replicatestingpracticesin roughly simi-
lar percentages.We conjecturethat thesepracticesarea
resultof theperformanceandcostimplicationsof using
exact replicasfor testing.Regardlessof the reason,it is
possiblefor actionsto appearcorrectin theseenviron-
ments,but causeproblemswhenmigratedto theonline
environment.Not to mentionthe fact that themigration
itself is mistake-prone,sinceit is performedby theDBA
manuallyor via deploymentscripts.

Another interestingobservation is that 8 DBAs use
otherapproachesto testing.Threeof theseDBAs repli-
catethe online databaseson the online machinesthem-
selves,andusethereplicateddatabasesastestinstances.
This approachis problematicwhentheDBA actionsin-
volve componentssharedby onlineandtestingenviron-
ments,e.g.theoperatingsystemor theI/O devices.

Two of the most experiencedDBAs also mentioned
a well-structuredtestingenvironmentcomprisingthree
setsof machines:(1) “developmentmachines”usedfor
applicationdevelopersto ascertainthataparticularappli-
cationinteractswith thenecessarydatabasesasexpected;
(2) “integrationmachines”,which host all applications
andaresubjectedto moreaggressive tests,includingthe
useof loadgenerators;(3) “quality-assurancemachines”
usedfor ensuringthat the systemconformswith estab-
lishedstandardsbeforeit canbedeemeddeployable.

Testing approach. Another important issue is how
DBAs testmodi�cationsto existingdatabasesandnewly
designeddatabasesbeforedeploymentto theproduction
system.MostDBAs (61%)reportthatthey performtest-
ing manuallyor via their own scripts. Two otherDBAs

reportthat, dependinguponthe natureof the actionsto
be performed,they do not carry out any of�ine testing
whatsoever. Finally, 2 DBAs reportedtestingby means
of documentedoperabilitystandardsthatspecifyasetof
requirementsto be satis�ed beforedeployment to pro-
duction. In suchcases,to determineif the requirements
areobeyed,performancetests,designreviews,andsecu-
rity analysesarecarriedout.

3.4 Problemsin DB Administration

We asked the DBAs to describethe three most fre-
quentproblemsthatariseduringdatabaseadministration.
Basedon thedescriptionsthey provided,we derivedthe
categorieslisted in Table1. The table shows how fre-
quently(on average)theseDBAs estimateeachproblem
category to occur, how many DBAs with different ex-
periencelevels alludedto the category, the percentage
of DBAs who mentionedthecategory, andqualitatively
how oftenaproblemin thecategory is causedby a DBA
mistake. In the following paragraphs,we describethe
problems,theircauses,andhow they affect thesystem.

Deployment problems. This category of problems
occurs when changesto the online systemcausethe
databaseto misbehave, even though the changesmay
havebeentestedin anof�ine testingenvironment.These
problemsoccur in DBA tasks that involve migrating
changesfrom a testing environment to the online en-
vironment (i.e., PerformanceTuning, DatabaseStruc-
ture,DataModi�cation, Coding,andSoftwareUpgrade
tasks),andaretypically dueto DBA mistakescommitted
duringthismigrationprocess.Speci�cally, theDBAs re-
porteda numberof causesfor theseproblems:(1) bugs
in the DBA's deploymentscripts,which areaggravated
by theDBMSs' typically poorsupportfor debuggingand
loggingchanges;(2) DBAs forgetto changethestructure
of theonlinedatabasebeforedeployinganew or recently



modi�ed application;(3) DBAs accidentallypropagate
thechangesmadeto thedatabasein thetestingenviron-
mentto theonlinesystem;(4) DBAs makeinappropriate
changesdirectly to theonlinedatabase;(5) DBAs forget
to reapplyindexesin theproductiondatabase;and(6) ap-
plicationscompiledagainstthe wrong databaseschema
aredeployedonline.

Note that causes(1)–(5)areDBA mistakes. Someof
themaffect theinteractionbetweenthedatabaseandthe
applications.If the deployed databaseandthe applica-
tionsarenot consistent,non-existentstructuresmight be
accessed,thusgeneratingfatalSQLerrors.

As shown in Table1, deploymentproblemsoccurfre-
quently(oncea monthon average),accordingto the10
DBAs who mentionedthis category. Out of all DBAs,
40% of themmentionedthe lack of integratedversion-
ing control for the databaseand its applicationsas the
main weaknessof currentDBMSsandthird-partytools
with respectto deployment. Another 27%, 13%, and
13%mentionedthecomplexity of theDBMSsandtools,
poorsupportfor comparisonsbetweentestandonlineen-
vironments,andtheburdenposedby interdependencies
betweendatabaseobjects,respectively.

Performance problems. Typically, when the DBMS
deliverspoor performanceto applicationsor users,the
culprit is the DBA, the applicationdeveloper, or both.
Two DBA mistakes compromisingthe DBMS perfor-
mancewerementioned:(1) erroneousperformancetun-
ing, in thefaceof theplethoraof con�guration parame-
tersofferedby DBMSs; and(2) inappropriatedatabase
design,including databaseobject structuresand index-
ing scheme.Thesemistakescanoccurin DBA tasksthat
involve performancetuning, removing/addingdatabase
objects,or changingthesoftware(i.e.,PerformanceTun-
ing, DatabaseStructure,Coding,andSoftwareUpgrade
tasks). On the applicationdeveloper side, the DBAs
complainedaboutpoorlydesignedqueriesthattake long
to completeandconsumea lot of resources.

As shown in Table 1, performanceproblemshap-
pen frequently (once a month on average),according
to 8 DBAs. In fact, 4 of theseDBAs have more than
10 yearsof experienceandconsistentlycommentedon
DBA-inducedpoorperformancein particular.

General structur e problems. Pertainingto this cat-
egory are incorrect databasedesign and unsuitable
changesto thedatabase,bothproducedby theDBA dur-
ing DatabaseStructuretasksandleadingto malformed
databaseobjects,and ill-conceived code on the appli-
cationdeveloper's part. The DBAs mentionedtwo par-
ticular instancesof incorrectdatabasedesignin our sur-
vey: duplicatedidentity columnsandcolumnstoo small
to hold a particulartype of data. Four DBAs alsomen-
tionedthat mistakesin databasedesignandpoor appli-

cationcodeareresponsiblefor deadlocksthey have ob-
served. In fact, these4 DBAs observe deadlocksvery
frequently, oncein two weeksonaverage.

As Table1 shows, generalstructureproblemshappen
frequently(onceamonthonaverage),accordingto the9
DBAs whomentionedthem.

DBMS problems. Four DBAs werevictims of bugsin
DBMSs.Threeof themsaidthatthebugshadonly minor
impactson thedatabaseoperation,but theothersaidthat
a DBMS bug wasthecauseof anoutagethat lastedhalf
a day. DBMS bugswerenot mentionedby many DBAs,
but the4 DBAs who did mentionthemclaim that these
bugsoccuronceamonthonaverage.

Access-privilege problems. Anothercategory of prob-
lemsaffectstheprivilegesto accessthedatabaseobjects.
Theseproblemscan occur in DBA tasksthat involve
removing/addingdatabaseobjectsor changingthe soft-
ware(i.e.,DatabaseStructure,Coding,andSoftwareUp-
gradetasks).Accordingto theDBAs, theseproblemsare
causedby two typesof mistakes: (1) DBAs donot grant
suf�cient rightsto usersor applications,resultingin their
inability to accessthe whole (or partsof the) database;
and(2) DBAs grantexcessive privilegesto someusers
or applications.Obviously, the latter situationcausesa
serioussecurityvulnerability.

According to the 9 DBAs who mentionedthis cat-
egory, access-privilege problemsalso occur frequently
(oncein two monthson average).Interestingly, 1 DBA
who mentionedthis category usesa third-party tool
speci�cally for granting/revoking accessprivileges to
databaseobjects.

Spaceproblems. This category consistsof disk space
exhaustionandtablespace(i.e., thespacereservedfor a
setof tablesandindexes)problems.Theseproblemsare
mostseriouswhen the DBA fails to monitor andman-
age the spaceappropriately(i.e., Recovery and Space
Monitoring/Managementtasks). Disk spaceexhaustion
is causedchie�y by growing transactionlogs,alert logs,
and the like. SomeDBAs mentionedthat the unpre-
dictability of theapplicationusers'behavior makesit dif-
�cult to foreseea diskspaceshortage.

SomeDBAs also reportedtablespacesunexpectedly
�lling up. Further, a few DBAs mentionedthe impos-
sibility of extendinga completelyusedtablespace.An-
other tablespace-relatedproblemoccursin the context
of tablespacedefragmentation,an operationthat DBAs
perform to prevent performancedegradationon table
accesses.A typical procedurefor defragmentinga ta-
blespaceinvolvesexportingtheaffectedtables,dropping
them,andre-importingthem. During the defragmenta-
tion, 1 DBA wasunableto re-importthetablesdueto a
bug in thescript thatautomatedtheprocedureand,asa
result,thedatabasehadto becompletelyrestored.



Accordingto the14DBAs whomentionedspaceprob-
lems,they occuroncein two monthsonaverage.

General maintenanceproblems. This is the category
of problemsthat DBAs mentionedmost frequently;16
DBAs mentionedit. Theseproblemsoccurduringcom-
mon maintenancetasks,suchas software or hardware
upgrades,con�guring systemcomponents,andmanag-
ingbackups.Regardingupgrades,someDBAs alludedto
failuresresultingfrom incompatibilitiesthat aroseafter
suchupgrades.OtherDBAs mentionedmistakessuchas
theDBA incorrectlyshuttingdown thedatabaseandthe
DBA forgettingto restarttheDBMS replicationcapabil-
ity aftera shutdown. In termsof con�guration,3 DBAs
describedsituationsin which the DBMS wasunableto
start after the DBA miscon�gured it trying to improve
performance. Regarding the managementof backups,
DBAs listed faulty devicesandinsuf�cient spacedueto
poormanagement.

As Table1 shows,generalmaintenanceproblemshap-
pen frequently(oncein threemonthson average),ac-
cordingto theDBAs.

Hardware and data problems. Hardware failure and
datalossaretheleastfrequentproblemsaccordingto the
DBAs; they occuronly onceayearonaverage.14DBAs
mentionedhardwarefailures,whereasonly 4 mentioned
datalossasa problem.

3.5 Summary and Discussion

We can make several importantobservationsfrom the
datadescribedabove:

1. Recovery, performance,andstructuretasksarethe
mostcommontasksperformedby DBAs. Several cate-
goriesof tasks,including performancetuning,database
restructuring,anddatamodi�cation typically requirethe
DBA to performandtestactionsof�ine andthenmigrat-
ing or deploying changesto theonlinesystem.

2. The vast majority of the DBAs test their actions
manually(or via their own scripts)in environmentsthat
arenot exact replicasof the online system. The differ-
encesarenotonly in thenumbersandtypesof machines,
but alsoin thedataitself andthetestworkload.

3. A largenumberof problemsoccurin databasead-
ministration. The most commonlycited were general
maintenance,space,andhardwareproblems.However,
deployment,performance,andstructureproblemswere
estimatedby severalDBAs to bethemostfrequent.

4. Qualitatively, DBA mistakesarethe root causeof
all or mostof the deployment,access-privilege,perfor-
mance,maintenance,andstructureproblems;thesecate-
goriesrepresent58%of thereportedproblems.They are
alsoresponsiblefor someof thespaceanddataproblems,
which represent21% of the reportedproblems. Unfor-

tunately, the DBA mistakesare typically not maskable
by traditionalhigh-availability techniques,suchashard-
ware redundancy or primary-backupschemes.In fact,
themistakesaffect thedatabaseoperationin anumberof
waysthatmayproduceunavailability (or even incorrect
behavior), including: (1) databecomingcompletelyor
partially inaccessible;(2) securityvulnerabilitiesbeing
introduced; (3) performancebeing severely degraded;
(4) inappropriatechangesand/orunsuitabledesigngiv-
ing scopefor datainconsistencies;and(5) carelessmon-
itoring producinglatenterrors.

5. DBAs of all experiencelevelsmakemistakesof all
categories,evenwhenthey usethird-partytools.

6. Thedifferencesandseparationbetweenof�ine test-
ing andonlineenvironmentsaretwo of themaincauses
of themostfrequentmistakes. Differencesbetweenthe
two environmentscancauseactionsto be correctin the
testingsystembut problematicin theonlinesystem.Ap-
plying changesthathave alreadybeentestedin a testing
environmentto the online systemis often an involved,
mistake-proneprocess;even if this processis scripted,
mistakesin writing or runningthe scriptscanharmthe
onlinesystem.

Theseobservationsleadusto concludethatDBA mis-
takes have to be addressedfor consistentperformance
andavailability. We alsoconcludethat DBAs needad-
ditional supportbeyondwhat is providedby today's of-
�ine testingenvironments.Thus,we next proposevali-
dationaspartof theneededinfrastructuresupportto help
DBAs reducethe impactof mistakeson systemperfor-
manceandavailability. As we demonstratelater, valida-
tion hidesa largefractionof thesemistakesfrom appli-
cationsandusers,giving theDBA theopportunityto �x
his/hermistakesbeforethey becomenoticeable,aswell
aseliminatesdeploymentmistakes.

4 Validation

In this section,we �rst brie�y review the overall vali-
dationapproach.This review is couchedin the context
of a three-tierInternetservice,with the third tier being
a DBMS, to providea concreteexampleapplicationsur-
roundingthe DBMS. Then, we discussissuesthat are
speci�c to validatingDBMSsanddescribeourprototype
implementation.We closethesectionwith a discussion
of thegeneralityandlimitationsof our approach.

4.1 Background

A validation environmentshouldbe as closely tied to
the online environmentaspossibleto: (1) avoid latent
errors that escapedetectionduring validation but be-
comeactivatedin the online systembecauseof differ-
encesbetweenthe validationandonline environments;
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(2) loadcomponentsundervalidationwith asrealistica
workloadaspossible;and(3) enableoperatorsto bring
validatedcomponentsonline without having to change
any of thecomponents'con�gurations,therebyminimiz-
ing the chanceof new operatormistakes. On the other
hand,the componentsundervalidation,which we shall
call maskedcomponentsfor simplicity, mustbeisolated
from theonlinesystemsothatincorrectbehaviorscannot
causesystemfailures.

To meettheabove goals,we actuallyhostthevalida-
tion environmenton theonlinesystemitself. In particu-
lar, we divide thecomponentsinto two logical slices:an
onlineslice thathoststheonlinecomponentsanda val-
idationslice wherecomponentscanbe validatedbefore
beingintegratedinto theonlineslice.Figure5 showsthis
validationarchitecturewhena componentof theDBMS
tier is undervalidation.To protecttheintegrity of theon-
line servicewithoutcompletelyseparatingthetwo slices
(which would reducethe validation slice to an of�ine
testing system),we erect an isolation barrier between
theslicesbut introducea setof connectingshunts. The
shuntsduplicaterequestsandreplies(i.e.,inputsandout-
puts)passingthroughthe interfacesof the components
in the live service.Shuntseitherlog theserequestsand
repliesor forwardthemto thevalidationslice.

We thenbuild a validationharnessconsistingof proxy
componentsthat can be usedto form a virtual service
aroundthe masked components;Figure5 shows an ap-
plication proxy being usedto drive a masked DBMS.
Together, the virtual serviceand the duplicationof re-
questsandrepliesvia theshuntsallow operatorsto vali-
datemasked componentsunderrealisticworkloads. In
particular, the virtual serviceeither replayspreviously
recordedlogsor acceptsforwardedduplicatesof live re-

questsandresponsesfrom theshunts,feedsappropriate
requeststo themaskedcomponents,andveri�es that the
outputsof the masked componentsmeetcertainvalida-
tion criteria. Proxiescanbe implementedby modifying
opensourcecomponentsor wrappingcodearoundpro-
prietarysoftwarewith well-de�ned interfaces.

Finally, theharnessusesasetof comparator functions,
which computewhethersomesetof observationsof the
validationservicematcha setof criteria. For example,
in Figure 5, a comparatorfunction might determineif
thestreamsof requestsandrepliesgoingacrossthepair
of connectionslabeled(A) and(B) aresimilar enoughto
declarethemaskeddatabaseasworkingcorrectly. If any
comparisonfails, an error is signaledandthevalidation
fails. If aftera thresholdperiodof time all comparisons
match,thecomponentis consideredvalidated.

Given the above infrastructure,validation becomes
conceptuallysimple.First,ascriptplacesthesetof com-
ponentsto be worked on in the validationenvironment,
effectively maskingthemfrom the live service.Theop-
eratorthenactsonthemaskedcomponentsjustashe/she
would in the live service. Next, anotherscript instructs
the validation harnessto surroundthe masked compo-
nentswith a virtual service,load the components,and
checktheir correctness.If themaskedcomponentspass
this validation,thescript calls a migrationfunction that
fully integratesthecomponentinto theliveservice.

4.2 Validation Strategies

In [16], we proposedtwo validationapproaches:trace-
basedandreplica-basedvalidation. In trace-basedvali-
dation,for eachmasked componentto be validated,re-
questsandrepliespassingthroughtheshuntsof anequiv-
alentlivecomponentareloggedandlaterreplayed.Dur-
ing thereplay, theloggedrepliescanbecomparedto the
repliesproducedby the maskedcomponent.In replica-
basedvalidation,thecurrentofferedloadon theliveser-
vice is used,whererequestspassingthroughthe shunts
of an equivalentlive componentareduplicatedandfor-
wardedin real-timeto thevalidationharnessto drive the
maskedcomponent.Theshuntsalsocapturethe replies
generatedby thelivecomponentandforwardthemto the
harness,which comparesthemagainstthe repliescom-
ing from themaskedcomponent.

Unfortunately, trace-basedand replica-basedvalida-
tion are only applicablewhen the output of a masked
componentcanbecomparedagainstthatof aknown cor-
rect instance.Many operatoractionscancorrectly lead
to amaskedcomponentbehavingdifferentlythanall cur-
rent/known instances,posinga bootstrappingproblem.
An examplein the context of databasesis a changeto
the databaseschema(a task that is cited as one of the
mostcommonDBA tasksin our survey). After theDBA



changesthe schema(e.g.,by deletinga column) in the
validationenvironment,the masked databaseno longer
mirrorstheonlinedatabaseandsomaycorrectlyproduce
differentanswersto thesamequery. Thesameappliesto
a previouslycollectedtrace.

We proposemodel-basedvalidation to dealwith this
bootstrappingproblem. The key idea behind model-
basedvalidation is that a service,particularlyonewith
componentsthathave just beenactedon by anoperator,
shouldconformto an explicit model. Thus, in model-
basedvalidation,werequireanexplicit representationof
the intendedconsequencesof a set of operatoractions
in a modelof thesystem,andthenvalidatethat thedy-
namicbehavior of the masked componentmatchesthat
predictedby themodel.

For example,a simplemodelfor a servicecomposed
of afront-endloadbalancerandasetof back-endservers
couldspecifyanassertionto theeffect that the resource
utilizationat thedifferentback-endnodesshouldalways
bewithin a small percentageof eachother. This simple
modelwould allow us to validatechangesto the front-
enddeviceevenin thecontext of heterogeneousservers.

If wecanconvenientlyexpressthesemodelsandcheck
themduring validation,we canvalidateseveral classes
of operatoractionsthat cannotbe tackled by trace or
replica-basedvalidation.We envisiona simplelanguage
thatcanexpressmodelsfor multiplecomponents,includ-
ing loadbalancers,�re walls,andservers.

4.3 Implementing Validation for DBMSs

We now describeour prototypevalidationenvironment
for a servicewith replicateddatabases.A replicated
databaseframework allows DBAs to operateon the
masked DBMS andvalidateit while the online DBMS
is still servicinglive requests,an importantpropertyfor
systemsthatmustprovide24x7availability.

Our implementationleveragesthe C-JDBC database
clusteringmiddleware [7]. Brie�y , C-JDBC clustersa
collectionof possiblyheterogeneousDBMSsinto a sin-
gle virtual DBMS that exposesa single databaseview
with improved scalability and dependability. C-JDBC
implementsasoftwarecontrollerbetweenaJDBCappli-
cationand the back-endDBMSs. The controller com-
prisesa requestscheduler, a load balancer, and a re-
covery log. C-JDBC supportsa few data distribution
schemes.Our prototypeusesonly one: full datarepli-
cationacrossthe DBMSs comprisinga virtual DBMS.
Under full replication,eachreadrequestis sentto one
replicawhile writesarebroadcastto all replicas.

As shall be seen,critical to our implementationis C-
JDBC's capabilityto disableanddisconnecta back-end
DBMS, ensuringthat its contentis a consistentcheck-
point with respectto the recovery log, andlater reinte-

gratethis DBMS by replayingthe log to updateits con-
tentto thecurrentcontentof thevirtual database.

As shown in Figure5, our prototyperelieson the C-
JDBCcontrolleronly in theonlineslice; theapplication
proxycontactsthedatabaseundervalidationdirectly. We
implementthe isolationbarrierbetweenthe online and
validationslicesat the granularityof an entirenodeby
runningnodesoveravirtual network createdusingMen-
dosus[14], a fault-injectionandnetwork-emulationtool
for clusteredsystems.Thegeneralideais to useMendo-
susto partitionthevirtual network into two partssothat
onlinenodescanseeeachotherbut not thosein thevali-
dationsliceandvice-versa.Critically, however, Mendo-
suscanmigratea nodebetweenthetwo partsof thevir-
tual network without requiringany changeto thenode's
networkingparameters.

The shuntingof requestsand responsestakes place
inside the C-JDBC controller, as can be seenin Fig-
ure 5. A critical aspectto be observed when imple-
mentinga databaseshuntis that of ordering. Suppose
that the controllerhasthreerequeststo dispatchwithin
a singletransaction:two readrequests,R1 andR2, and
one write request,W. If the order in which the online
databaseexecutestherequestsis R1, W, andR2, whereas
thedatabaseundervalidationexecutesR1, R2, andthen
W, the databasereplicaswill reportdifferent responses
for R2 if thewrite requestmodi�es thedatareadby R2.
If a following requestdependson R2, the situationbe-
comesevenworse.This undesirableorderingmismatch
cannotonly triggerfalsepositivesduringvalidation,but
also,andmoreseriously, corruptthedatabasestate.

A logical conclusion from this scenario is the
paramountneedto enforcea partialorderof requestex-
ecution that both the online databasereplicasand the
databaseundervalidationmustabideby. A numberof
consecutive readrequestscanbe executedin any order,
but blocks of readsseparatedby writes (or commits)
mustbe executedin the sameorderwith respectto the
write (or commit)requests.

Although the C-JDBC controller guaranteesthat the
mirrored databasesconnectedto it are kept consistent
with respectto eachtransactionindependently, it does
not guaranteeordering acrosstransactions. In other
words, in the faceof concurrenttransactions,the con-
troller cannotdeterminewhethertheback-enddatabases
will executeareadrequestfrom onetransactionbeforeor
aftera write requestfrom anothertransaction.Theiden-
ti�cation numbersthat thecontrollerassignsto requests
have nothingto do with actualorderof execution. For
this reason,we hadto modify thecontrollercodeby in-
troducinga multiple-reader-single-writerlock usedonly
while requestsarebeingshunted.This lock is usedto en-
surethateachwrite is executedby itself on theback-end
DBMSs,providingacompleteorderingbetweenall pairs



of read-writeandwrite-write operations.By usingthis
extra lock andcapturingrequestsright beforethe con-
troller issuesthemto the back-ends,our shuntingcode
forwards/collectsrequestsin an order that the applica-
tion proxy canrely on. During validation,requestscan
bereplayedin this orderirrespective of the transactions
to which they belong.

We have implementedall three validation strategies
andtwo comparatorfunctions,a reply exact-matchand
a latency-matchcomparator. We describethe important
detailsof theseimplementationsnext.

Trace-based validation. Trace-basedvalidation re-
quirescollecting tracesfrom the online system. Given
the above infrastructure,collecting a trace is simple:
we ask the C-JDBC controller to createa copy of the
databaseon a “trace disk” andto start logging requests
andrepliesto it serializedto afterthecopy.

At a later point, supposethat the DBA wantsto op-
erateon oneof two back-endDBMSswithin a C-JDBC
virtual DBMS, say to createan index to improve per-
formance,andthenusetrace-basedvalidationto validate
his/heractions.He/shewouldruntwo scripts,onebefore
operatingoneachDBMS andtheotherafterdoingso:

Script 1 – take the DBMS to be worked on of�ine. (1)
InstructtheC-JDBCcontrollerto checkpointanddisable
the appropriateDBMS node. This meansthat the dis-
ableddatabaseis consistentwith aparticularpoint in the
controller's replay log. (2) InstructMendosusto move
themaskedDBMS into thevalidationslice. (3) Save the
maskedDBMS'scurrentstateto a persistentbackup.

Script2 – validatethemodi�ed DBMS andmoveit to the
online slice. (1) Initialize the DBMS with the database
on the tracedisk. (2) Start the applicationproxy. (3)
Oncevalidationcompletessuccessfully, reinitialize the
DBMS with the backupsaved in script 1. (4) Instruct
Mendosusto move the masked DBMS back to the on-
line slice. (5) Attach the newly modi�ed andvalidated
DBMS to the C-JDBC controllerand instruct the con-
troller to integrateit. If validationfails in step(3), the
DBA needsto �x any mistakes,andre-startthescript.

Replica-basedvalidation. Replica-basedvalidation is
quite similar to trace-basedvalidation and can also be
runusingtwo scripts.Script1 is thesameasthatusedfor
trace-basedvalidation.Script2 performstheactionsenu-
meratednext. (1) InstructMendosusto movethemasked
DBMS back into the online slice, andinstruct the con-
troller to bring the masked DBMS up-to-dateusing its
replay log, while keepingthe masked DBMS in a dis-
abledstate. (We actuallyhadto modify thecontrollerto
implementthis functionality, sincethecontrollerwould
automaticallyenablea DBMS nodeafter replayingthe
log.) (2) Now that the masked DBMS is againan ex-
act replica of the online DBMS, start buffering writes

(andcommits)to the online virtual DBMS, migratethe
maskedDBMS backto thevalidationslice,andstartthe
applicationproxy. (3) Enablethe shuntingof requests
and replies to the applicationproxy, and restartwrite
(andcommit)processingon theC-JDBCcontroller. (4)
Oncevalidationcompletessuccessfully, instructthecon-
troller to halt andbuffer all incomingrequests;migrate
themaskedDBMS to theonlinesliceandlet it connectto
theC-JDBCcontroller. Note that the two DBMSshave
exactly thesamecontentat this point, which makesthis
reintegrationquitefast. (5) Finally, instructtheC-JDBC
controllerto startprocessingrequestsagain.If validation
fails in step4, themaskedDBMS will remainin thevali-
dationsliceandwill beinitializedwith thestatesavedin
script 1, so that it canbe validatedagainafter theDBA
�x esany mistakes.

Note thatscript2 forcesthecontrollerto buffer write
(and commit) requeststo the virtual DBMS for a very
shortperiodin replica-basedvalidation;justenoughtime
to migratethemaskedDBMS to thevalidationsliceand
starttheapplicationproxy. Becausetheseoperationscan
beperformedin only a few milliseconds,theamountof
buffering thattakesplaceis typically verysmall.

Model-basedvalidation. Ourvisionis toallow theDBA
to specifyhis/heractionsin a simplecanonicalform and
associatea smallsetof assertionswith eachaction.The
systemcanthenvalidatetheactionsthatareactuallyper-
formedonthemaskedDBMS by checkingthattheasser-
tionshold. Thespeci�cationof actionsin thecanonical
form shouldbemuchsimplerthantheactualexecutionof
theseactions(say, asSQLqueriesandcommands).They
shouldalsobe independentof speci�c implementations
of DBMS, which is importantbecauseeachimplementa-
tion usesa differentvariantof SQL.This simplicity and
portabilityarethemainadvantagesof model-basedvali-
dation.For example,automaticallyexecutingtheneeded
actionsfrom the canonicaldescriptionswould require
extensive implementationsfor all possibleDBMSs C-
JDBCcanuse.

We have prototypeda simplemodel-basedvalidation
strategy asa proof-of-concept.Our implementationcur-
rently focusesondatabasestructurechanges,sincethese
taskswere identi�ed asvery frequentby the DBAs we
surveyed.It includesfour canonicalactions:adda table,
remove a table,adda column,andremove a column. It
also de�nes a setof assertionsthat must be true about
thedatabaseschemaafteranactionhasbeenperformed
comparedto theschemabeforetheaction.For example,
oneof the assertionsstatesthat, if the DBA will adda
table,theschemaafter the actionshouldcontainall the
tablesin thepreviousschemaplusthetablejust created.

While this prototypeimplementationis quite simple,
it is also powerful. The reasonis that eachcanonical



action, suchas addinga column, can correspondto a
lengthysetof real actions. For example,addinga col-
umnto themiddleof a tablemight bequitecomplicated
dependingontheDBMS beingused[15]. Thisoperation
might involve, amongmany otherthings,unloadingthe
datafrom thetableanddroppingit (which would in turn
drop all indexes and views associatedwith the table);
recreatingthe tablewith the new column; repopulating
thetable;recreatingall necessaryindexesandviews;and
checkingif theapplicationprogramswork correctlywith
the modi�ed table. In model-basedvalidation, we are
only concernedwith themodelof thedatabaseschema.
Thus,theoperatormightspecifyhis/heractionas“I will
adda columnto TableT betweentwo existing columns,
A andB.” This allows model-basedvalidationto check
that, indeed,in the new schema,tableT hasonemore
columnthatis betweenA andB.

To addressanothercommonsetof mistakesdescribed
by theDBAs, namelymismatchesbetweenapplications
andthedatabasestructure,wecombinemodel-basedval-
idationof theDBMSswith trace-basedvalidationof the
applicationsto checkthattheapplicationshavebeenup-
datedto correctlydealwith thenew schema.

In detail,thewholevalidationprocessfor actionsthat
changethedatabasestructureproceedsasfollows. First,
a script moves the DBMS to the validation slice, asks
the DBA to describehis/herintendedactionsin canon-
ical form, extractsthe currentschemafrom the DBMS,
andthenallows the DBA to act on the masked DBMS.
OncetheDBA completesthenecessaryactions,asecond
scriptusesmodel-basedvalidationto checkthatthecor-
respondingassertionshold. Finally, theDBA bringsany
applicationthatdependson thedatabaseinto thevalida-
tion slice andvalidatesthat it works correctlywith the
new schemausinga trace. In the context of the 3-tier
Internetserviceshown in Figure5, this meansthat the
DBA would moveeachof theapplicationnodesinto the
validationslicefor validation.

Thereare threesubtleissuesthat must be addressed
when the databaseschemachanges. To make the de-
scriptionof the issuesconcrete,supposethat we have a
serviceasin Figure5. First, if adatabaseschemachange
requireschangesto the applicationservers, then once
updated,theseserverscannotbe returnedto the online
sliceuntil thenew DBMS hasbeendeployed.Second,it
maynotbepossibleto properlyvalidaterepliesfrom the
applicationserversagainstrepliesthat were previously
loggedusinga strict comparator, suchasexact content
matching,whenthe applicationserversneedto change.
Replica-basedvalidationcanbe usedbut only after the
changesto at leastoneapplicationserverhavebeenvali-
dated.Third, duringDBMS reintegrationinto theonline
system,it maynot bepossibleto replaywritesthathave
beenexecutedon the online systemwhile the masked

DBMS wasbeingchangedandvalidated(e.g.,writesthat
dependon thedatain a columnthathasbeenremoved).

To dealwith the�rst issue,thevalidationof theappli-
cationserversandDBMSsneedsto occurin two phases
as follows. During a periodof low load, the DBA can
move one DBMS into the validation slice, changethe
schema,usemodel-basedvalidationto checkthecorrect-
nessof his/herchanges,thenmove1/2of theapplication
serversover to thevalidationslice,updatethemasnec-
essary, andusetrace-basedvalidationto checkthat they
work correctlywith the modi�ed DBMS. After valida-
tion is completed,he/shecantemporarilyhalt andbuffer
requestsfrom the �rst tier, move all validatedcompo-
nentsbackonline, andmove the remainingunmodi�ed
applicationserversandDBMS into the validationslice.
In essence,this is the point where the live serviceis
changedfrom operatingon the old databaseschemato
thenew schema.

To deal with the secondissue,we observe that it is
possibleto validatethe applicationserversusingtraces
collectedpreviously in situationswherewe know that
thechangesin schemashouldnotcauseSQLfatalerrors
in theapplicationservers. In this case,a previous trace
canbeusedtogetherwith acomparatorfunctionthatdis-
regardsthe contentof the applicationserver repliesbut
checksfor fatalSQL exceptions.(In fact, replica-based
validationcouldalsobeappliedusingthis weaker com-
paratorfunction.) In caseanexceptionis found,thevali-
dationprocessfails. Whenschemachangesshouldcause
theseexceptionsin applicationservers,asyntheticappli-
cationserver traceneedsto begeneratedthatshouldnot
causeexceptionswith thenew schema.Again,anexcep-
tion found during the validationprocesswould meana
potentialDBA mistake.

Finally, to dealwith the third issue,our implementa-
tion denieswrites to theonlinevirtual DBMS whenthe
databasestructureneedsto be changed.This behavior
is acceptablefor thesystemwe study(anonlineauction
service). To avoid denying writes, an alternative would
beto optimisticallyassumethatwritesthatcannotbere-
playedbecauseof a changein schemawill not occur. In
this approach,theC-JDBCcontrollercouldbemodi�ed
to �ag anerrorduringreintegration,if a write cannotbe
replayed.If suchanerroroccurred,it wouldbeup to the
DBA to determinethepropercourseof action.

4.4 Summary

In summary, we �nd that our threevalidationstrategies
arecomplementary. Trace-basedvalidationcanbe used
for checkingthe correctnessof actionsfor cornercases
that do not occur frequently. Replica-basedvalidation
canbe usedto placethe most realisticworkloadpossi-
ble on a masked component— thecurrentworkloadof



the live system. Trace-basedand replica-basedvalida-
tion allow the checkingof performancetuning actions,
suchasthecreationor modi�cation of indexes. Finally,
structuralchangescanbevalidatedusinga combination
of model-basedandtrace-basedvalidation.

With respectto themistakesreportedby DBAs, vali-
dationin anextensionof theonlinesystemallows us to
eliminatedeploymentmistakes, whereastrace,replica,
andmodel-basedvalidationdealwith performancetun-
ing and structuralmistakes. Thesethreecategoriesof
mistakesarethemostfrequentaccordingto oursurvey.

5 Evaluation

In this section,we �rst evaluateour validationapproach
using a set of mistake-injectionbenchmarks.We then
assessthe performanceimpactof our validationinfras-
tructureona liveserviceusingamicro-benchmark.

5.1 Experimental Setup

Our evaluationis performedin the context of an online
auctionservicemodeledafter EBay. The serviceis or-
ganizedinto 3 tiers of servers: Web, application,and
databasetiers. We useoneWebserver machinerunning
Apacheand three applicationservers running Tomcat.
The databasetier comprisesone machinerunning the
C-JDBCcontrollerandtwo machinesrunningback-end
MySQL servers(thatarereplicasof eachotherwithin a
singleC-JDBCvirtual DBMS). All nodesareequipped
with a 1.2 GHz Intel Celeronprocessorand512MB of
RAM, runningLinux with kernel2.4.18-14.Thenodes
areinterconnectedby a FastEthernetswitch.

A client emulatoris usedto exercisetheservice.The
workloadconsistsof a “bidding mix” of requests(94%
of thedatabaserequestsarereads)issuedby anumberof
concurrentclientsthatrepeatedlyopensessionswith the
service.Eachclient issuesa request,receivesandparses
the reply, “thinks” for a while, andfollows a link con-
tainedin thereply. A user-de�ned Markov modeldeter-
mineswhichlink to follow. Duringourmistake-injection
experiments,the overall load imposedon the systemis
60 requests/second,which is approximately70% of the
maximumachievablethroughput.The codefor theser-
vice, theworkload,andtheclient emulatorarefrom the
DynaServerproject[19].

5.2 Mistake-injection Experiments

We injected DBA mistakes into the auction service.
Speci�cally, wehavedevelopedanumberof scripts,each
of which emulatesa DBA performinganadministration
taskon the databasetier andcontainsonemistake that
mayoccurduringthetask.Thescriptsaremotivatedby

ProblemCategory # Mistakes # Mistakes
Injected Caught

Deployment 4 4
Performance 2 1
Generalstructure 6 5
DBMS 0 –
Access-privilege 2 1
Space 1 1
Generalmaintenance 6 5
Hardware 0 –
Data 2 2

Table3: Coverage in mistake-injectionexperiments.

oursurvey resultsandspanthemostcommonlyreported
tasksandmistake types. The detailedactionsandmis-
takeswithin thetaskswerederivedfrom severaldatabase
administrationmanualsandbooks,e.g.[15]. Table2 lists
themistakeswe injectedin our experimentscategorized
by DBA taskandproblem(seeSection3). Notethatwe
only designedmistakesfor problemcategorieswhereat
leastsomeproblemswerereportedasoriginating from
DBA mistakes(thosemarkedwith some,most,or all for
“Causedby DBA mistakes” in Table1).

Table3 lists thetotal numberof scripts(mistakes)for
eachproblemcategory reportedin our survey and the
numberof mistakescaughtby validation. Overall, val-
idationdetected19outof 23 injectedmistakes.

It is worth mentioninghow validationcaughttheper-
formancemistake “insuf�cient numberof indexes” and
thedeploymentmistake “indexesnot reapplied”.In both
cases,a performancedegradationwas detectedby the
performancecomparatorfunction.Thecomparatorfunc-
tion usestwo con�gurable thresholdsto decideon the
resultof validation: themaximumacceptableexecution
timedifferencefor eachrequest(setto 60secondsin our
experiments),andthemaximumtolerableexecutiontime
differenceaccumulatedduring thewholevalidation(set
to 30 secondstimesthe numberof requestsusedin the
validation). In our experiments,which werecon�gured
to execute10,000requestsfor validation,theabsenceof
an index causedtheexecutiontime differencefor 13 re-
queststo be greaterthan70 seconds.The averagetime
differenceamongthese13 requestswas32minutes,and
the total time differenceover all 10,000requestswas
7.5 hours.Note thatvalidationcouldhave stoppedlong
beforethe 10,000requestswereexecuted.However, to
seethecompleteimpactof themistakes,we turnedoff a
timeoutparameterthat controlsthe maximumtime that
eachrequestis allowedto consumeduringvalidation.

Our implementationof model-basedvalidationcaught
4 out of 5 mistakes from the Generalstructurecate-
gory for whichmodel-basedvalidationis applicable.We
did not catchthe “insuf�cient columnsizeassumedby



TaskCategory Problem Category Details of MistakesInjected UsingScripts
DB Structure Deployment Mismatchin schemausedby applicationandactualdatabaseschema

Unintendedmodi�cationsto thedatabaseschema
Indexesnot reappliedaftermodi�cationsto structure

Generalstructure Insuf�cient columnsizeassumedby databaseschema
Wrongtabledropped
New columngivenanincorrectname
Wrongcolumnremoved
Nameof existing tableincorrectlychanged
Deadlockscausedby erroneousapplicationprogramming

Access-privilege Accessto certaintablesnotgranted
Excessprivilegesgranted

SpaceManagement Space Miscon�guredautoextensionparameter:maximumdata�le sizetoosmall
Deployment Incompletedatareimportduringa defragmentoperation
Generalmaintenance Data�le parametersincorrectlycon�gured: sizeandpath(2 mistakes)

Log anddata�les mistakenly deleted(2 mistakes)
SoftwareUpgrade Generalmaintenance Incorrectdatareloadedpost-upgrade,e.g.,dueto mistakesin transforming

dataduringmigrationto a differentdatabase(from Oracleto MySQL)
PerformanceTuning Performance Miscon�gurationof buffer pool: sizeis too small

Insuf�cient numberof indexes
DataModi�cation Data Unchecked data loss/corruption resulting in loading of incom-

plete/incorrectdatainto productionsystem(2 mistakes)
Recovery Generalmaintenance Incompletebackupdueto erroneousbackupscriptsor inattentive space

management,resultingin incorrect/incompletedataduringrecovery

Table2: Operator mistake fault load usedin evaluatingvalidation.

databaseschema”mistake becauseit currentlydoesnot
include the notion of size. However, this can easily
be addedto a morecompleteimplementation.The 6th
structuralmistake, “deadlockscausedby erroneousap-
plicationprogramming,” couldnot have beencaughtby
model-basedvalidationbecausethemistakeoccursat the
applicationservers. This mistake wascaughtby multi-
componenttrace-basedvalidation,however.

We consideredthe performancemistake “buffer pool
size too small” not caught. In our experiment, we
changedthe MySQL buffer pool size from 256 MB to
40MB. Regardingits performanceimpact,theexecution
time differencefor 7 out of 10,000requestswasgreater
than1.5 seconds.Had the thresholdbeensetto at most
1.5 seconds,validationwould have caughtthis mistake.
This highlightshow importantit is to specifyreasonable
thresholdsfor theperformancecomparatorfunction.

Thesecondmistakethatvalidationcouldnotcatchwas
“excessprivilegesgranted”,a latentmistake thatmakes
thesystemvulnerableto unauthorizeddataaccess.Val-
idation is not ableto dealwith this kind of situationbe-
causethe live (or logged)requestsusedto exercisethe
masked componentscannotbe identi�ed asillegitimate
oncetheirauthenticationhassucceeded.

The last mistake that validationoverlookedwas“log
�les mistakenly deleted”. Thereasonis that theDBMS
did notbehaveabnormallyin thefaceof this mistake.
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Figure6: Performanceimpactof validation.

5.3 PerformanceOverheads

Having shown that validation is effective at masking
databaseadministrationmistakes,we now considerthe
performanceimpactof validationonourauctionservice.

Shunting. We start by consideringthe overheadof
shuntingC-JDBCrequestsand replies. To exposethis
overhead,we ran the two back-enddatabaseservers
on morepowerful machines(2.8-GHzXeon-basedma-
chines,eachwith at least1 GByteof memoryanda15K-
rpm disk) in theseexperiments.

Figure6 depictstheaverageservicethroughputs(left
axis)andaveragerequestlatencies(right axis)for a sys-
temperformingreplica-basedvalidationanda basesys-



temthatdoesnotshuntany requestsor replies,asafunc-
tion of the offeredload. The throughputsandlatencies
aremeasuredat theclient emulator. Notethatwe do not
presentresultsfor trace-basedvalidation,sincetheover-
headof loggingrequestsandrepliesis smallerthanthat
of forwardingthemacrosstheisolationbarrier.

These results show that the overheadof replica-
basedvalidation is negligible in terms of requestla-
tency, acrosstheentirerangeof offeredloads. With re-
spectto throughput,theoverheadis alsonegligible until
the C-JDBCcontrollerapproachessaturationat 120 re-
quests/second;evenat thatpoint, the throughputlossis
only around5%. The lossis dueto theadditionalCPU
utilizationcausedby forwarding.In moredetail,we �nd
thatforwardingimposesanadditional6–10%to theCPU
utilization at the controller, acrossthe rangeof offered
loads(logging imposes3–5%only). In contrast,shunt-
ing imposesa loadof lessthan1 MB/secondonnetwork
anddisk bandwidth,which is negligible for Gigabitnet-
worksandstoragesystems.

Databasestate handling. We alsomeasuredthe over-
headof preparingamaskedDBMS to undergovalidation
and the overheadof bringing the masked DBMS back
online after validationcompletessuccessfully. As dis-
cussedbelow, theseoverheadsdo not alwaysaffect the
performanceof theonlineprocessingof requests.

Whenusingreplicas,the time it takesfor the opera-
tor to act on themaskedDBMS affectstheoverheadof
preparingtheDBMS for validation,which is essentially
the overheadof resynchronizingthe online andmasked
DBMSs. For example,assumingthe sameinfrastruc-
ture as the experimentsabove, 60 requests/second,and
10 minutesto completetheoperator's task,we �nd that
preparingamaskedDBMS to undergoreplica-basedval-
idation takes51 seconds.For a tasktaking20 minutes,
preparingthe masked DBMS takes98 seconds.These
overheadsare directly relatedto the percentageof re-
queststhatinducedatabasewritesin ourworkload(6%).
During resynchronization,neitherthe averagethrough-
put nor theaveragelatency of online requestsis notice-
ably affected. However, resynchronizationdoesincur
anadditional24–31%of averageCPUutilization on the
controller. After a successfulreplica-basedvalidation,
reintegrationof the masked DBMS takesonly millisec-
onds,sincethetwo DBMSsarealreadysynchronized.

When using traces, the overhead of preparing a
masked DBMS for validation is not affected by the
lengthof theoperatortask.Rather, thisoverheadis dom-
inatedby thetimeit takesto initialize themaskedDBMS
with thedatabasestatestoredin thetrace.For our 4GB
auctiondatabase,this processtakes122 seconds.This
overheadhasno effect on the online requests,sinceit
is only incurredby themaskedDBMS. After a success-

ful trace-basedvalidation,the overheadof reintegration
is dominatedby the resynchronizationwith the online
DBMS. Resynchronizationtime essentiallydependson
how long tracereplaylasts,leadingto similar overheads
to preparinga masked DBMS for replica-basedvalida-
tion. For example,if replaylasts10 minutes,reintegra-
tion takesaround51 seconds.The impactof resynchro-
nizationon theprocessingof online requestsis alsothe
sameasin replica-basedvalidation.

Summary. Overall, theseresultsare quite encourag-
ing since the overheadswe observed only impact the
C-JDBC controller and only while validation is taking
place. Furthermore,servicestypically run at mid-range
resourceutilizations(e.g.,50%–60%)to beableto deal
with loadspikes,meaningthattheCPUoverheadof val-
idationshouldnot affect throughputsin practice.Oper-
atingon thedatabaseduringperiodsof low loadreduces
thepotentialimpactof validationevenfurther.

6 Discussion

In this section,we draw several interestingobservations
from our experiencewith DBA mistakes and database
validation,aswell asrelateour �ndings to our previous
validationwork [16] onWebandapplicationservers.

First, our survey clearly shows that most DBA mis-
takesaredueto the separationanddifferencesbetween
online andtestingenvironments.We believe that keep-
ing theseenvironmentssimilar (ideally equal) is more
dif�cult for databasesystemsthanfor Webandapplica-
tion servers. The reasonis that theamountof statethat
would needto bereplicatedacrosstheenvironmentscan
be ordersof magnitudelarger andmorecomplex in the
caseof databases.This observation leadsus to believe
that deploymentandperformancemistakeswill always
bemorecommonin databasesystems;structuremistakes
havenoclearequivalentin thecontext of Webandappli-
cationservers. In contrast,con�guration mistakes that
aredominantin the lattersystemsarenot so frequentin
databases.

Second,it is clearalsothatDBA supporttoolscanhelp
databaseadministration.However, thesetools arevery
speci�c to DBMS andto thetasksthatthey support.We
believe thatvalidation(or a validationtool) is moregen-
erally applicableandthuspotentiallymoreuseful. The
negative side is that a validationtool on its own would
not substantiallyreducetheamountof work requiredof
theDBA; instead,it wouldsimplify deploymentandhide
any mistakesthattheDBA might make.

Third, we found that implementing validation for
databasesystemsis substantiallymorecomplex thando-
ing sofor Webandapplicationservers.Thereare3 rea-
sonsfor the extra complexity: the amountof statein-



volved, the type of replicationacrossDBMSs, and the
consistency requirementsof the state. The amountof
statehasimplicationsonperformanceandrequestbuffer-
ing,sincerequestsneedto beblockedduringcertainstate
managementoperations. Further, since databasesys-
temsdealessentiallywith hardstate,replicationandstate
managementhaveto maintainexactdatabasereplicason-
line. Relatedto thehardstate,thestrongconsistency re-
quirementsof ACID forcerequeststo bereplayedin ex-
actly thesameorderat the replicateddatabases.Strong
consistency imposesextra constraintson how requests
canbeforwardedto (or replayedin) thevalidationslice.
In contrast,Web and applicationservers involve rela-
tively small amountsof soft state,do not require ex-
act replication(functionality replicationis enough),and
only requirethereplicatedorderingof therequestswithin
eachusersession(ratherthanfull strongconsistency).

Fourth, we observe that making databasestructure
changesandperformingmodel-basedvalidationwithout
blockingany onlinerequestsis a challenge(onethatC-
JDBCdoesnot addressat all). Theproblemis that,dur-
ing validation,theSQL commandsthatarrive in theon-
line slicemight actuallyexplicitly refer to theold struc-
ture. Whenit is time to reintegratethemasked DBMS,
any write commandsthatcon�ict with thenew structure
becomeincorrect. We did not facethis problemin our
previouswork,asoperationsthatwouldcorrectlychange
thebehavior of theserverswerenotconsidered.

Finally, despitethe above complexities, we believe
thatvalidationis conceptuallysimpleto applyacrossdif-
ferentclassesof systems.Thekey requirementsare: (1)
acomponentto bevalidatedmusthaveoneor morerepli-
casthatareat leastfunctionallyequivalentto thecompo-
nent; (2) the systemmustbe able to correctlyadaptto
componentadditionsandremovals; and(3) the system
mustsupporta meansfor creatinga consistentsnapshot
of its state. For a systemwith theserequirements,val-
idation involves isolating slices,shuntingrequestsand
replies,implementingmeaningfulcomparatorfunctions,
andmanagingstate.

7 Conclusions

In this paper, we collecteda largeamountof dataon the
behavior of DBAs in the�eld throughasurvey of 51ex-
periencedDBAs maintainingreal databases.Basedon
the resultsof our survey, we proposedthat a validation
infrastructurethatallowsDBAs to checkthecorrectness
of their actionsin an isolatedsliceof theonlinesystem
itself would signi�cantly reducethe impactof mistakes
on databaseperformanceandavailability. We designed
andimplementedaprototypeof suchavalidationinfras-
tructurefor replicateddatabases.One novel aspectof
this infrastructureis thatit allowscomponentsof a repli-

cateddatabaseto beacteduponandvalidatedwhile the
databaseitself remainsoperational. We also proposed
a novel validation strategy called model-basedvalida-
tion for checkingthe correctnessof a componentin the
absenceof any known correct instanceswhosebehav-
iors canbe usedasa basisfor validation. We showed
how even a simple implementationof this strategy can
be quite powerful in detectingDBA mistakes. We also
showedthatvalidationis quiteeffective at maskingand
detectingDBA mistakes; our validation infrastructure
wasableto mask19 out of 23 injectedmistakes,where
themistakesweredesignedto representactualproblems
reportedin oursurvey.

We now plan to explore model-basedvalidation fur-
ther, notonly in thecontext of databasesystemsbut also
for othersystems,suchasloadbalancersand�re walls.
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