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Abstract

A large numberof enterprisesneedtheir commodity
databasesystemsto remainavailable at all times. Al-
though administratormistales are a signi cant source
of unavailability and costin thesesystemsno studyto
datehassoughtto quantify the frequeng of mistalesin
the eld, understandhe contet in which they occur, or
develop systemsupportto dealwith themexplicitly. In
this paperwe rst characterizéhetypical administrator
tasks,testing ervironments,and mistales using results
from anextensve surey we have conductedf 51 expe-
riencedadministrators.Given the resultsof this suney,
we next proposesystemsupportto validateadministra-
tor actionsbeforethey are madevisible to users. Our
prototypeimplementationcreatesa validation environ-
mentthat is an extensionof a replicateddatabasesys-
tem, whereadministratoractionscanbe validatedusing
real workloads. The prototypeimplementsthreeforms
of validation,includinganovel formin whichthebehar-
ior of adatabaseeplicacanbevalidatedevenwithoutan
exampleof correctbehavior for comparisonOur results
shaw that the prototypecan detectthe major classeof
administratomistales.

1 Intr oduction

Most enterprisesely on at leastone databasenanage-
mentsystem(DBMS) runningon commoditycomputers
to maintaintheir data. A large fraction of theseenter
prises,suchasInternetservicesand world-wide corpo-
rations, needto keeptheir databasesperationalat all
times.Unfortunately doingsohasbeenadif cult task.
A key sourceof unavailability in thesesystemsis
databaseadministrator(DBA) mistales [10, 15, 20].
Databaseadministrationis mistale-proneasit involves
mary complex tasks suchasstoragespacemanagement,
databasestructuremanagementand performancetun-
ing. Evenworse, as shall be seen,DBA mistales are

typically not maskableby redundang (asin anunderly-
ing RAID subsystempr standardault-tolerancenech-
anisms(suchasa primary-backupgscheme) Thus,DBA
mistalesarefrequentlyexposedto the surroundingsys-
tems,databasepplicationsand users,causingunavail-
ability andpotentiallyhigh revenuelosses.

Previous work has categorized DBA mistales into
broadclassesand acrossdifferent DBMSs [10]. How-
ever, no previous work hasquanti ed the frequeng of
the mistales in the eld, characterizedhe contet in
whichthey occur, or determinedherelationshiphetween
DBA experienceandmistales. Furthermoreno previous
work hasdevelopedsystemsupportto deal with DBA
mistalesexplicitly.

In thispaperwe addresshesdssuesn detail. We rst
characteriz¢in termsof classandfrequeng) thetypical
DBA taskstestingernvironmentsandmistales,usingre-
sultsfrom anextensie surey we have conductedf 51
DBAs with atleast2 yearsof experience Our suney re-
sponseshaw thattasksrelatedto recovery, performance
tuning,anddatabaseestructuringarethe mostcommon,
accountingor 50%of thetasksperformedoy DBAs. Re-
gardingthefrequeng of mistales,theresponsesuggest
that DBA mistales areresponsiblgentirely or in part)
for roughly80%o0f thedatabasadministratiorproblems
reported. The mostcommonmistales are deployment,
performanceandstructuremistales,all of which occur
onceper monthon average. Thesemistalesare caused
mainly by the currentseparatiorof anddifferencesoe-
tweentestingandonline ervironments.

Giventhe high frequeny of DBA mistales, we next
proposesystemsupportto validate DBA actionshefore
exposingtheir effectsto the DBMS clients. As we de-
scribedin [16], thekey ideaof validationis to checkthe
correctnessf humanactionsin avalidationervironment
thatis an extensionof the online system. In particular
thecomponentsindervalidation,calledmasled compo-
nents,aresubjectedo realistic(or evenlive) workloads.
Critically, their stateandcon gurationsarenot modi ed



whentransitioningfrom validationto live operation.

In [16], we proposedraceandreplica-basedalida-
tion for Web and applicationseners. Both techniques
rely on samplesof correctbehaior. Trace-basedali-
dationinvolvesperiodically collecting tracesof live re-
guestsand replayingthe tracefor validation. Replica-
basedvalidationinvolvesdesignatingeachmasled com-
ponentasa “mirror” of alive component.All requests
sentto the live componentarethenduplicatedandalso
sentto the mirrored, masked component.Resultsfrom
the masled componentare comparedagainsthosepro-
ducedby thelive componentHere,we extendour work
to dealwith DBMSsby modifying a databaselustering
middlewarecalledClustered-JDBGC-JDBC)[7].

Furthermorewe proposea novel form of validation,
calledmodel-basedalidation, in which the behaior of
amasled componentanbe validatedevenwhenwe do
not have anexampleof correctbehaior for comparison.
In particular we usemodel-basedalidationto verify ac-
tionsthatmight changehe databasstructure.

We evaluateour prototypeimplementatiorby running
a large numberof mistale-injectionexperiments.From
theseexperimentswe nd thatthe prototypeis easyto
usein practice andthatvalidationis effectivein catching
a majority of the mistalesthe surveyed DBAs reported.
In particular our validationprototypedetectedl 9 out of
23injectedmistales,coveringall classe®f mistalesre-
portedby the surneyed DBAs.

In summarywe make threemain contributions:

We presenawealthof dataonthebehavior of expe-
riencedadministratorof real databasesThis con-
tribution is importantin that actualdataon DBA
mistalesis not publicly available,dueto commer
cial andprivacy considerations.

We proposemodel-basedralidation for the situa-
tionswhenthe behaior of thecomponentsaffected
by the DBA actionsis supposedo changeandthere
arenoinstance®f correctbehaior for comparison.

Weimplementarealisticvalidationenvironmentfor
dealingwith DBA mistakes. We demonstratehe
bene tsof theprototypethroughanextensve setof
mistale-injectionexperiments.

The remainderof the paperis organizedas follows.
The next sectiondescribeghe relatedwork. Section3
describesour surwey andanalyzeghe responsesve re-
ceived. Sectiond describewvalidationandour prototype.
Section5 presentsour validationresults. In Section6,
we broaderthe discussiorof the DBA mistalesandthe
validationapproacho awider rangeof systemsFinally,
Section7 draws our conclusions.

2 RelatedWork

Databaseadministration mistakes. Only a few papers
have addressediatabaseadministratormistalesin de-
tail. In two early papers[11, 12], Gray estimatedthe
frequeng of DBA mistalesbasedn faultdatafrom de-
ployed Tandemsystems However, whereadoday's sys-
temsaremostly built from commoditycomponentsthe
Tandemsystemsincluded substantialcustomhardware
and software for tolerating single faults. This custom
infrastructurecould actuallymaskseveral typesof mis-
takesthattoday's systemsnaybevulnerableto.
Thework of Gil etal. [10] includeda cateyorizationof
administratotasksandmistalesinto classesandacom-
parisonof their speci ¢ detailsacrosdifferentDBMSs.
VieiraandMadeira[20] proposedidependabilitypench-
mark for databasesystemsbasedon the injection of ad-
ministratormistalesandobsenation of theirimpact. In
this paper we extend thesecontributions by quantify-
ing thefrequeng of theadministratotasksandmistales
in the eld, characterizinghe testingernvironmentad-
ministratorsuse,andidentifying themainweaknessesf
DBMSs and supporttools with respectto databasead-
ministration. Furthermore,our work develops system
supportto dealwith administratomistales,which these
previouscontributionsdid notaddress.

Inter net sewvice operation mistakes. A few more pa-
pers have addressedperatormistalesin Internetser
vices. Thework of Oppenheimeetal. [17] considered
the universeof failuresobsenred by three commercial
services. With respectto operators,they broadly cat-
egorizedtheir mistales, describeda few examplemis-
takes, and suggestedsome avenuesfor dealing with
them.Brown andPattersorj4] proposedundo” asaway
to rollback statechangesvhenrecoveringfrom operator
mistales.Brown [3] performedexperimentsn which he
exposedhumanoperatorgo animplementatiorof undo
for an email servicehostedby a single node. In [16],
we performedexperimentswith volunteeroperatorsde-
scribing all of the mistales we obsenredin detail, and
designingand implementinga prototypevalidation in-
frastructurethat can detectand hide a majority of the
mistales. In this paper we extendtheseprevious con-
tributions by consideringmistalesin databasedminis-
trationandintroducinga new validationtechnique.

Validation. We originally proposedtrace and replica-
basedvalidationfor Web and applicationsenersin In-
ternetservices[16]. Trace-basedalidationis similar
in avor to fault diagnosisapproachegl, 8] that main-
tain statisticalmodelsof “normal” componenbehaior
anddynamicallyinspectthe serviceexecutionfor devi-
ationsfrom this behaior. Theseapproachesypically
focusonthedata o w behaior acrosghe systemsom-
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Figurel: Distribution of DBAsacrossteamsizes.

ponentswhereadrace-basedalidationinspectsthe ac-
tualresponsesomingfrom componentandcandosoat
varioussemantidevels.

Replica-basedalidationhasbeenusedbeforeto tol-
erateByzantinefailuresandmaliciousattackse.g.[5, 6,
13]. In this contet, replicasarea permanenpartof the
distributedsystemandvalidationis constantlyperformed
via voting.

Model-basedvalidationis loosely relatedto two ap-
proachego software dehugging: model checking(e.g.,
[21]) andassertiorchecking(e.g.,[9, 18]). Of these,it
is closestto the PSpecsystem[18] for assertiorcheck-
ing. However, becausd®’Specwas concernedwvith per
formanceproblemsasopposedo detectinghumanmis-
takes,the authorsdid not considerstructuralissuessuch
as componentonnectvity and databaseschemas.Be-
sidesits focuson humanmistales, model-basedalida-
tion differs from other assertion-checkingfforts (e.g.,
[9]) in thatour assertionsre externalto the component
being validated. Model-basedvalidation differs from
modelcheckingin thatit validatescomponentslynami-
cally basedntheirbehaior, ratherthanstaticallybased
ontheir sourcecodes.

In this paperwe extendourwork ontraceandreplica-
basedvalidationto databaseeners,which posea num-
berof new challengegSection6). For example,our pre-
vious validation prototypedid not have to managehard
stateduring or after validation. In validating database
systemswe needto considethis managemerdndits as-
sociatecperformanc@ndrequesbufferingimplications.
Furthermorewe proposemodel-basedalidationto val-
idateactionswithout examplesof correctbehaior.

Other approachedo dealingwith mistakes.Validation
is orthogonatlto Undo[4] in thatit hideshumanactions
until they have beenvalidatedin arealisticvalidationen-
vironment. A morecloselyrelatedtechniques “of ine
testing”[2]. Validationtakesof ine testinga stepfurther
by operatingpn componentin anernvironmentthatis an
extensionof the live system. This allows validationto
catchalargernumberof mistalesasdiscussedn [16].
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Figure2: Distribution of DBAsacrossdatabasesizes.

3 Understanding DB Administration

We have conductedan online surwey to unveil the
most common tasks performed by DBAs, the prob-
lems and mistakes that occur during administration,
and aspects of the ervironment in which DBAs
carry out their duties. We have postedthe surwey
(available at http://vivo.cs.rutgers.edu/dbaurvey.html)
to the USENIX SAGE mailing list and the most
visible database-relatedJsenet newvsgroups, namely
comp.databases.and comp.data.adminisaition. We
next presentinanalysisof the 51 responsewe recevved.

3.1 Main Characteristics of the Sample

The DBAs who repliedto our suney representa wide
spectrumof organizations,DBMSs, experiencelevels,
DBA team sizes, and databasesizes. In particular
judging by the DBAS' email addressesthey all work
for different organizations. The DBAs use a variety
of DBMSs, including Microsoft SQL Sener, Oracle,
Informix, DB2, Sybase MySQL, PostgreSQL)ngres,
IMS, and Progress.The mostcommonDBMSs in our
sampleare MS SQL Sener (31%), Oracle (22%), and
MySQL (13%).

TheDBAs arehighly experienced15 of themhadbe-
tween2 and5 yearsof experience;16 hadbetweerb and
10yearsof experienceand20 hadmorethan10yearsof
experience Figuresl and2 shav the sizesof theadmin-
istrationteamsto which the DBAs belong,andthe sizes
of the databasethey managerespectiely. The gures
shav the breakdaevn of DBAS perexperiencdevel.

FromFigurel, it is clearthatmostof the DBAs work
aloneor in smallgroups,regardlesof experiencdevel.
This resultsuggestshatthe sizeof DBA teamsis deter
minedby factorsotherthanDBA experience.Neverthe-
less, a substantiaihumberof DBAs do work in larger
teams,increasingthe chanceof con icting actionsby
differentteammembers. Finally, Figure 2 shavs that
DBAs of all experiencelevels managesmall and large
databasesHowever, onetrendis clear: the leastexpe-
riencedDBAs (2-5yearsof experienceendto manage
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Figure3: Taskcatgyories. Thelegendliststhecategories
in decreasingorder of frequency

smallerdatabasesthey representl2% of the DBAS re-
sponsiblefor databaseshat are larger than 50 GB, but
represenb5%of thoseDBAs in chaigeof databasethat
aresmallerthan50 GB.

The experiencdevel of the DBAs who participatedn
our suney andthe diversity in organizations DBMSs,
andteamanddatabassizessuggesthatthedatawe col-
lectedis representatie of commonDBA practices.

3.2 CommonDBA Tasks

We asledthe DBASs to describethe threemostcommon
tasksthey perform. Figure 3 shows the categories of
tasksthey reported aswell asthe breakdevn of how fre-
guently eachcategory was mentionedout of a total of
126answergseveralDBAs listedfewerthanthreetasks).

TheRecwerycatagyory correspondso thosetasksthat
prepareor testthe DBMS with respectto recovery op-
erations,suchas making backupstestingbackupsand
performingrecovery drills. PerformanceTuning tasks
involve performanceoptimizations,suchas creatingor
modifying indexesto speedup certainqueries andopti-
mizing the queriesthemseles. The DatabaseStructue
tasksinvolve changinghedatabasschemay addingor
removing tablecolumns or addingor removing entireta-
bles,for example. The SpaceMonitoring/Manayement
SystemMonitoring, PerformanceMonitoring, and In-
tegrity/StatisticsChedkstasksall involve monitoringpro-
ceduressuchasidentifying the applicationsor queries
thatareperformingpoorly. The Data Modi cation cate-
goryrepresentthosetasksthatimport, export,or modify
actualdatain the databaseFinally, the Codingtaskin-
volveswriting codeto supportapplicationswhereaghe
Softwae Upgradetasksinvolve the upgradeof the oper
atingsystemthe DBMS, or the supportingtools.

The threemostfrequentlymentionedcateyorieswere
Recawery, Performanc@uning,andDatabaseStructure,
respectrely amountingto 19%, 17%, and 14% of all
tasksdescribedoy the DBAs. If we collapsethe Space
Monitoring/ManagementSystemMonitoring, and Per
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Figure4: Testervironmentcon gurations.

formanceMonitoring cateyories,we canseethat27% of
the reportedtaskshave to do with checkingthe system
behaior. From a differentperspectie, 24% of all tasks
arerelatedto performancein which casethe DBAs are
engagedn eitheridentifying the reasondor poor per
formance(PerformanceMonitoring) or looking for op-
portunitiesto furtherimprove the overall DBMS perfor
mance(Performancduning). If we considerthatcheck-
ing and updatingdatabasestatisticsare carried out to
allow for more accurateoptimizations,the fraction of
performance-orientehsksis actually32%.

TwentyoneDBAs (41%)reportedthatthey usethird-
party supporttools for thesedifferenttasks. Several of
theseDBAs actuallyusemultiple typesof tools. In more
detail, 14 DBAs usetools for PerformanceMonitoring
tasks,12 DBAs usetools for Recwery tasks,12 DBAs
usetoolsfor Databasétructuretasks,7 DBAs usetools
for Performanc@uningtasks,and7 DBAs usetoolsfor
granting/reoking accesgrivileges;the lattertools may
be neededn DatabaseStructure,Coding,and Software
Upgradetasks.

3.3 TestingContext

Anotherimportantset of questionsin our surwey con-
cernedthe contet in which the above tasksare per
formed. More speci cally, we soughtto understandhe
testingmethodologythat DBAS rely uponto verify the
correctnesof their actions. The next paragraphsie-
scribeour ndings with respecto the ervironmentand
approachusedfor testing.

Testing ervironment. Figure 4 depictsthe distribution
of testervironments preakingresultsdown with respect
to the DBA experiencelevels. We cateyorize the ervi-
ronmentsaccordingto how similar they areto the online
databasernvironment;anexactreplica(Replicg, anen-
vironmentthatdiffersfrom the online ernvironmentonly
with respectto how powerful the machinesare (Almost
Replicg, anervironmentwith fewer machineghanthe
online environment(Fewer Machineg, or othercon gu-



Problem category Average Number of DBAs per experiencelevel | % of all Causedby
frequency 2-5years | 5-10years | > 1lOyears | problems | DBA mistakes

Deploymentproblems Onceamonth 4 3 3 11 most
Performanceroblems Onceamonth 2 2 4 9 most
Generaktructureproblems Onceamonth 2 4 3 10 most
DBMS problems Onceamonth 1 1 2 5 none
Access-pnilege problems Oncein 2 months 3 5 1 10 all
Spaceproblems Oncein 2 months 3 3 8 16 some
Generamaintenanc@roblems | Oncein 3 months 6 5 5 18 most
Hardwareproblems Onceayear 3 6 5 16 none
Dataproblems Onceayear - 1 3 5 some

Tablel: Reportedoroblems estimatedaverage frequencyof occurrence numberof DBAswho mentionedead prob-
lem as frequentbroken downby DBA experience percentage of DBAs who mentionedhe problemas frequent,and,

qualitatively howoftenit is causedby DBA mistales.

rations(Other). Irrespectve of thetestervironment,the
testmachinesretypically loadedwith only afractionof
theonlinedatabase.

We can seethat 84% of the DBAs testtheir actions
in ernvironmentsthat are differentfrom the online ervi-
ronment. Further DBAs of differentexperiencelevels
usethesenon-replicatesting practicesin roughly simi-
lar percentagesWe conjecturghatthesepracticesarea
resultof the performanceandcostimplicationsof using
exactreplicasfor testing. Regardlessof thereasonit is
possiblefor actionsto appearcorrectin theseerviron-
ments,but causeproblemswhenmigratedto the online
ervironment. Not to mentionthe factthatthe migration
itself is mistale-pronesinceit is performedby the DBA
manuallyor via deploymentscripts.

Another interestingobsenation is that 8 DBAs use

otherapproacheso testing. Threeof theseDBAs repli-
catethe online databasesn the online machinegshem-

seles,andusethereplicateddatabaseastestinstances.

This approachs problematicwhenthe DBA actionsin-
volve componentsharedby online andtestingerviron-
ments.e.g.the operatingsystemor thel/O devices.

Two of the most experiencedDBAs also mentioned
a well-structuredtesting ervironmentcomprisingthree
setsof machines:(1) “developmentmachines’usedfor
applicationdeveloperdo ascertairthataparticularappli-
cationinteractswvith thenecessargatabaseasexpected,;
(2) “integration machines”,which hostall applications
andaresubjectedo moreaggressie tests,ncludingthe
useof loadgenerators(3) “quality-assurancenachines”
usedfor ensuringthat the systemconformswith estab-
lishedstandarddeforeit canbe deemedieployable.

Testing approach. Another important issue is how
DBAs testmodi cationsto existing databaseandnewly
designeddatabasebeforedeploymentto the production
system Most DBAs (61%)reportthatthey performtest-
ing manuallyor via their own scripts. Two otherDBAs

reportthat, dependinguponthe natureof the actionsto
be performed,they do not carry out ary of ine testing
whatso®er. Finally, 2 DBAs reportedtestingby means
of documenteaperabilitystandardshatspecifya setof
requirementgo be satis ed before deploymentto pro-
duction. In suchcasesto determinégf the requirements
areobeyed, performanceests designreviews, andsecu-
rity analysesrecarriedout.

3.4 Problemsin DB Administration

We asled the DBAs to describethe three most fre-
guentproblemshatariseduringdatabasadministration.
Basedon the descriptionghey provided, we derivedthe
catgyorieslistedin Table 1. The table shavs how fre-
quently(on averagelheseDBAs estimatesachproblem
categgory to occur how mary DBAs with different ex-
periencelevels alludedto the cateyory, the percentage
of DBAs who mentionedthe category, andqualitatively
how oftena problemin the categoryis causedy a DBA
mistale. In the following paragraphsye describethe
problemstheircausesandhow they affectthe system.

Deployment problems. This cateyory of problems
occurswhen changesto the online systemcausethe
databasdo misbeha&e, even thoughthe changesmay
have beentestedn anof ine testingervironment.These
problemsoccur in DBA tasksthat involve migrating
changesfrom a testing ervironmentto the online en-
vironment (i.e., PerformanceTuning, DatabaseStruc-
ture, DataModi cation, Coding,and Software Upgrade
tasks)andaretypically dueto DBA mistalescommitted
duringthis migrationprocessSpeci cally, the DBAs re-
porteda numberof causedor theseproblems: (1) bugs
in the DBA's deploymentscripts,which are aggrarated
by theDBMSs' typically poorsupporfor deluggingand
loggingchanges(2) DBAs forgetto changahestructure
of theonlinedatabaséeforedeploying anew or recently



modi ed application;(3) DBAs accidentallypropagate
the changesnadeto the databasén thetestingerviron-
mentto theonlinesystemy(4) DBAs makeinappropriate
changedlirectly to the online database(5) DBAs forget
to reapplyindexesin theproductiondatabaseand(6) ap-
plicationscompiledagainstthe wrong databaseschema
aredeployedonline.

Notethat causeg1)—(5) are DBA mistales. Someof
themaffecttheinteractionbetweerthe databasandthe
applications. If the deployed databasendthe applica-
tionsarenot consistentnon-eistentstructuresnightbe
accessedhusgeneratingatal SQL errors.

As shavn in Table1, deploymentproblemsoccurfre-
guently (oncea monthon average),accordingto the 10
DBAs who mentionedthis category. Out of all DBAS,
40% of them mentionedthe lack of integratedversion-
ing control for the databasend its applicationsas the
mainweaknes®f currentDBMSs andthird-partytools
with respectto deployment. Another 27%, 13%, and
13% mentionedhe compleity of the DBMSsandtools,
poorsupporfor comparisonbetweertestandonlineen-
vironments,andthe burdenposedby interdependencies
betweerdatabasebjects respectiely.

Performance problems. Typically, when the DBMS
delivers poor performanceo applicationsor users,the
culprit is the DBA, the applicationdeveloper or both.
Two DBA mistales compromisingthe DBMS perfor
mancewerementioned:(1) erroneougperformancedun-
ing, in thefaceof the plethoraof con guration parame-
tersofferedby DBMSs; and (2) inappropriatedatabase
design,including databasebject structuresand index-
ing schemeThesemistalkescanoccurin DBA tasksthat
involve performanceuning, removing/addingdatabase
objectsor changinghesoftware(i.e., Performancdun-
ing, DatabaseStructure,Coding,and Software Upgrade
tasks). On the applicationdeveloper side, the DBAs
complainedaboutpoorly designedjuerieghattake long
to completeandconsumea lot of resources.

As shown in Table 1, performanceproblemshap-
pen frequently (once a month on average),according
to 8 DBAs. In fact, 4 of theseDBAs have more than
10 yearsof experienceand consistentlycommentecbn
DBA-inducedpoorperformanceén particular

General structure problems. Pertainingto this cat-
egory are incorrect databasedesign and unsuitable
changeso thedatabasehothproducecdby the DBA dur-
ing DatabaseStructuretasksandleadingto malformed
databaseobjects, and ill-conceived code on the appli-
cationdevelopers part. The DBAs mentionedwo par
ticular instance®f incorrectdatabaselesignin our sur
vey: duplicatedidentity columnsandcolumnstoo small
to hold a particulartype of data. Four DBAs alsomen-
tionedthat mistalesin databaselesignand poor appli-

cationcodeareresponsiblgor deadlockshey have ob-
sened. In fact, these4 DBAs obsere deadlocksvery
frequently oncein two weekson average.

As Table1 shaws, generalstructureproblemshappen
frequently(oncea monthon average) accordingo the 9
DBAs who mentionedhem.

DBMS problems. Four DBAs werevictims of bugsin

DBMSs. Threeof themsaidthatthebugshadonly minor
impactson thedatabaseperation put the othersaidthat
a DBMS bug wasthe causeof an outagethatlastedhalf

aday DBMS bugswerenot mentionedoy mary DBAS,

but the 4 DBAs who did mentionthemclaim thatthese
bugsoccuronceamonthon average.

Access-prvilege problems. Anothercateyory of prob-
lemsaffectsthe privilegesto accesshe databasebjects.
Theseproblemscan occur in DBA tasksthat involve
removing/addingdatabas@bjectsor changingthe soft-
ware(i.e.,Databasé&tructure Coding,andSoftwareUp-
gradetasks).Accordingto theDBAS, theseproblemsare
causedy two typesof mistales: (1) DBAs do not grant
sufcient rightsto usersor applicationsresultingin their
inability to accesghe whole (or partsof the) database;
and (2) DBAs grantexcessve privilegesto someusers
or applications.Obviously, the latter situationcausesa
serioussecurityvulnerability.

According to the 9 DBAs who mentionedthis cat-
egory, access-prilege problemsalso occur frequently
(oncein two monthson average).Interestingly 1 DBA
who mentionedthis categyory usesa third-party tool
speci cally for granting/reoking accessprivileges to
databasebijects.

Spaceproblems. This cateyory consistsof disk space
exhaustionandtablespacédi.e., the spacereseredfor a
setof tablesandindexes)problems.Theseproblemsare
mostseriouswhenthe DBA fails to monitor and man-
agethe spaceappropriately(i.e., Recwery and Space
Monitoring/Managementasks). Disk spaceexhaustion
is causecthie y by growing transactioriogs, alertlogs,
and the like. SomeDBAs mentionedthat the unpre-
dictability of theapplicationusers’behaior malesit dif-
cult to foreseeadisk spaceshortage.

SomeDBAs also reportedtablespacesinexpectedly
lling up. Further a few DBAS mentionedthe impos-
sibility of extendinga completelyusedtablespaceAn-
other tablespace-relategroblem occursin the context
of tablespacalefragmentationan operationthat DBAs
perform to prevent performancedegradationon table
accessesA typical procedurefor defragmentinga ta-
blespacénvolvesexportingtheaffectedtables,dropping
them, andre-importingthem. During the defragmenta-
tion, 1 DBA wasunableto re-importthetablesdueto a
bug in the scriptthat automatedhe procedureand,asa
result,the databaséadto be completelyrestored.



Accordingto the14 DBAs whomentionedspaceprob-
lems,they occuroncein two monthson average.

General maintenanceproblems. This is the category
of problemsthat DBAs mentionedmostfrequently; 16
DBAs mentionedt. Theseproblemsoccurduringcom-
mon maintenanceasks, such as software or hardware
upgradesgcon guring systemcomponentsand manag-
ing backupsRegardingupgradessomeDBAs alludedto
failuresresultingfrom incompatibilitiesthat aroseafter
suchupgradesOtherDBAs mentionedmistalessuchas
the DBA incorrectlyshuttingdown the databasendthe
DBA forgettingto restartthe DBMS replicationcapabil-
ity aftera shutdavn. In termsof con guration, 3 DBAs
describedsituationsin which the DBMS was unableto
startafter the DBA miscon guredit trying to improve
performance. Regarding the managemenbf backups,
DBAs listed faulty devicesandinsufcient spacedueto
poormanagement.

As Tablel shows, generamaintenanc@roblemshap-
pen frequently (oncein three monthson average),ac-
cordingto the DBASs.

Hardware and data problems. Hardware failure and
datalossaretheleastfrequentproblemsaccordingo the
DBAs; they occuronly onceayearonaverage.14 DBAs

mentionedhardwarefailures,whereaonly 4 mentioned
datalossasa problem.

3.5 Summary and Discussion

We can make several importantobsenationsfrom the
datadescribedhbove:

1. Recovery, performanceandstructuretasksarethe
mostcommontasksperformedby DBAs. Sereral cate-
goriesof tasks,including performanceuning, database
restructuringanddatamodi cation typically requirethe
DBA to performandtestactionsof ine andthenmigrat-
ing or deplgying changedo the online system.

2. The vastmajority of the DBAs testtheir actions
manually(or via their own scripts)in ervironmentsthat
are not exact replicasof the online system. The differ-
encesarenotonly in thenumbersandtypesof machines,
but alsoin the dataitself andthetestworkload.

3. A large numberof problemsoccurin databased-
ministration. The most commonly cited were general
maintenancespace and hardware problems. However,
deployment, performanceand structureproblemswere
estimatedy several DBAs to bethe mostfrequent.

4. Qualitatively, DBA mistalesarethe root causeof
all or mostof the deployment,access-prilege, perfor
mance maintenanceandstructureproblemsthesecate-
goriesrepresenb8%of thereportedoroblems.They are
alsoresponsibldor someof thespaceanddataproblems,
which represen1% of the reportedproblems. Unfor-

tunately the DBA mistales are typically not maskable
by traditionalhigh-availability techniquessuchashard-
ware redundang or primary-backupschemes.In fact,

themistalesaffectthedatabaseperatiorin anumberof

waysthat may produceunavailability (or evenincorrect
behaior), including: (1) databecomingcompletelyor

partially inaccessible{2) securityvulnerabilitiesbeing
introduced; (3) performancebeing severely degraded,;
(4) inappropriatechangesand/orunsuitabledesigngiv-

ing scopefor datainconsistenciesand(5) carelessnon-

itoring producinglatenterrors.

5. DBAs of all experiencdevels make mistalesof all
catgyories,evenwhenthey usethird-partytools.

6. Thedifferencesandseparatiobetweerof ine test-
ing andonline ervironmentsaretwo of the main causes
of the mostfrequentmistales. Differencesdbetweenthe
two environmentscan causeactionsto be correctin the
testingsystembut problematidn the online system Ap-
plying changeghathave alreadybeentestedin atesting
ervironmentto the online systemis often an involved,
mistale-proneprocess;evenif this processs scripted,
mistalesin writing or runningthe scriptscanharmthe
onlinesystem.

Theseobsenationsleadusto concludethatDBA mis-
takes have to be addressedor consistentperformance
and availability. We also concludethat DBAs needad-
ditional supportbeyondwhatis provided by today's of-

ine testingervironments. Thus,we next proposevali-
dationaspartof theneedednfrastructuresupporto help
DBAs reducethe impactof mistakeson systemperfor
manceandavailability. As we demonstratéater, valida-
tion hidesa large fraction of thesemistalesfrom appli-
cationsandusers giving the DBA the opportunityto x
his/hermistalesbeforethey becomenoticeable aswell
aseliminatedeploymentmistales.

4 Validation

In this section,we rst briey review the overall vali-
dationapproach.This review is couchedn the context
of athree-tierinternetservice,with the third tier being
aDBMS, to provide a concreteexampleapplicationsur
roundingthe DBMS. Then, we discussissuesthat are
speci c to validatingDBMSsanddescribeour prototype
implementation.We closethe sectionwith a discussion
of thegeneralityandlimitations of our approach.

4.1 Background

A validation ervironmentshould be as closely tied to
the online ervironmentas possibleto: (1) avoid latent
errors that escapedetectionduring validation but be-
comeactivatedin the online systembecauseof differ-
encesbetweenthe validation and online ervironments;
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(2) load componentsindervalidationwith asrealistica
workloadas possible;and (3) enableoperatorgo bring
validatedcomponentnline without having to change
ary of thecomponentston gurations,therebyminimiz-
ing the chanceof new operatormistales. On the other
hand,the componentsindervalidation, which we shall
call masled componentsor simplicity, mustbeisolated
fromtheonlinesystensothatincorrectbehaiors cannot
causesystemfailures.

To meetthe above goals,we actuallyhostthe valida-
tion ervironmenton the online systemitself. In particu-
lar, we divide the componentsnto two logical slices:an
online slice thathoststhe online component@anda val-
idation slice wherecomponent&anbe validatedbefore
beingintegratedinto theonlineslice. Figure5 shavsthis
validationarchitecturevhena componenbf the DBMS
tieris undervalidation. To protecttheintegrity of theon-
line servicewithout completelyseparatinghetwo slices
(which would reducethe validation slice to an of ine
testing system),we erectan isolation barrier between
the slicesbut introducea setof connectingshunts The
shuntduplicaterequestandreplies(i.e.,inputsandout-
puts) passingthroughthe interfacesof the components
in the live service. Shuntseitherlog theserequestsand
repliesor forwardthemto the validationslice.

We thenbuild a validationharnessonsistingof proxy
componentghat can be usedto form a virtual service
aroundthe masled componentsFigure5 showvs an ap-
plication proxy being usedto drive a masked DBMS.
Togethey the virtual serviceand the duplicationof re-
guestsandrepliesvia the shuntsallow operatorgo vali-
datemasled componentainderrealisticworkloads. In
particular the virtual serviceeither replayspreviously
recordedogsor acceptdorwardedduplicatesof live re-

questsandresponsefrom the shunts feedsappropriate
requestgo the masledcomponentsandveri es thatthe

outputsof the masked componentsneetcertainvalida-

tion criteria. Proxiescanbe implementedy modifying

opensourcecomponent®r wrappingcodearoundpro-

prietarysoftwarewith well-de ned interfaces.

Finally, theharnessisesasetof compaator functions
which computewhethersomesetof obsenationsof the
validationservicematcha setof criteria. For example,
in Figure 5, a comparatorfunction might determineif
the streamf requestandrepliesgoingacrosshe pair
of connectiondabeled(A) and(B) aresimilar enoughto
declarethemasleddatabasasworking correctly If any
comparisorfails, an erroris signaledandthe validation
fails. If afterathresholdperiodof time all comparisons
match,the components considered/alidated.

Given the above infrastructure,validation becomes
conceptuallysimple.First,ascriptplaceshesetof com-
ponentsto be worked on in the validationervironment,
effectively maskingthemfrom thelive service.The op-
eratorthenactsonthe masledcomponentgustashe/she
would in the live service. Next, anotherscriptinstructs
the validation harnessto surroundthe masked compo-
nentswith a virtual service,load the componentsand
checktheir correctnesslf the masked componentpass
this validation, the script calls a migrationfunction that
fully integratesthe componentnto thelive service.

4.2 Validation Strategies

In [16], we proposedwo validationapproachestrace-
basedandreplica-basedsalidation. In trace-basedali-

dation, for eachmasled componento be validated,re-

questandrepliespassinghroughtheshuntsof anequi-

alentlive componenareloggedandlaterreplayed.Dur-

ing thereplay theloggedrepliescanbe comparedo the
repliesproducedby the masled component.In replica-
basedvalidation,the currentofferedloadonthelive ser

vice is used,whererequestpassingthroughthe shunts
of anequvalentlive componentare duplicatedandfor-

wardedin real-timeto thevalidationharnesgo drive the
masked component.The shuntsalsocapturethe replies
generatedby thelive componenandforwardthemto the
harnesswhich compareghemagainstthe repliescom-
ing from themasked component.

Unfortunately trace-basednd replica-basedralida-
tion are only applicablewhen the output of a masled
componentanbecomparedgainsthatof aknown cor-
rectinstance.Many operatoractionscan correctlylead
to amaskedcomponenbehaing differentlythanall cur-
rent/knavn instancesposinga bootstrappingproblem.
An examplein the context of databasess a changeto
the databaseschema(a task that is cited as one of the
mostcommonDBA tasksin our suney). After the DBA



changeghe schemale.g., by deletinga column)in the
validation ervironment,the masled databaseo longer
mirrorstheonlinedatabasandsomaycorrectlyproduce
differentanswergo the samequery Thesameappliesto

apreviously collectedtrace.

We proposanodel-basedvalidation to dealwith this
bootstrappingproblem. The key idea behind model-
basedvalidationis that a service,particularly one with
componentshathave just beenactedon by anoperatoy
shouldconformto an explicit model. Thus,in model-
basedvalidation,we requireanexplicit representationf
the intendedconsequencesf a setof operatoractions
in a modelof the system,andthenvalidatethatthe dy-
namic behaior of the masled componenmatcheghat
predictedby the model.

For example,a simplemodelfor a servicecomposed
of afront-endloadbalancerandasetof back-endseners
could specifyan assertiorto the effect thatthe resource
utilization atthedifferentback-enchodesshouldalways
be within a small percentag®f eachother This simple
modelwould allow us to validatechangedgo the front-
enddevice evenin the context of heterogeneouseners.

If wecancorvenientlyexpresgshesemodelsandcheck
themduring validation, we canvalidateseveral classes
of operatoractionsthat cannotbe tackled by trace or
replica-basedalidation. We ervision a simplelanguage
thatcanexpresamodelsfor multiple componentsnclud-
ing loadbalancersre walls,andseners.

4.3

We now describeour prototypevalidation environment
for a servicewith replicateddatabases. A replicated
databaseframavork allows DBAs to operateon the
masled DBMS andvalidateit while the online DBMS
is still servicinglive requestsanimportantpropertyfor
systemghatmustprovide 24x7 availability.

Our implementationleveragesthe C-JDBC database
clusteringmiddleware[7]. Briey, C-JDBC clustersa
collectionof possiblyheterogeneouBBMSsinto a sin-
gle virtual DBMS that exposesa single databasesiew
with improved scalability and dependability C-JDBC
implementsa softwarecontrollerbetweera JDBC appli-
cation andthe back-endDBMSs. The controller com-
prisesa requestscheduler a load balancer and a re-
covery log. C-JDBC supportsa few data distribution
schemes.Our prototypeusesonly one: full datarepli-
cation acrossthe DBMSs comprisinga virtual DBMS.
Underfull replication,eachreadrequestis sentto one
replicawhile writesarebroadcasto all replicas.

As shall be seencritical to our implementations C-
JDBC's capabilityto disableanddisconnect back-end
DBMS, ensuringthat its contentis a consistentcheck-
point with respectto the recovery log, and later reinte-
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gratethis DBMS by replayingthelog to updateits con-
tentto the currentcontentof thevirtual database.

As shown in Figure5, our prototyperelieson the C-
JDBC controlleronly in theonlineslice;the application
proxy contactgshedatabasendervalidationdirectly. We
implementthe isolation barrier betweenthe online and
validationslicesat the granularityof an entire nodeby
runningnodesover avirtual network createdusingMen-
dosug[14], afault-injectionandnetwork-emulationtool
for clusteredsystemsThegeneraideais to useMendo-
susto partitionthe virtual network into two partssothat
onlinenodescanseeeachotherbut notthosein thevali-
dationslice andvice-versa.Critically, however, Mendo-
suscanmigratea nodebetweerthe two partsof thevir-
tual network without requiringary changeto the nodes
networking parameters.

The shuntingof requestsand responsegakes place
inside the C-JDBC controller, as can be seenin Fig-
ure 5. A critical aspectto be obsened when imple-
mentinga databaseshuntis that of ordering. Suppose
that the controller hasthreerequestdo dispatchwithin
a singletransaction:two readrequestsR1 andR2, and
one write request,W. If the orderin which the online
databasexecutegherequestss R1, W, andR2, whereas
the databaseindervalidationexecutesR1, R2, andthen
W, the databaseeplicaswill reportdifferentresponses
for R2if the write requesimodi es the datareadby R2
If afollowing requestdependson R2, the situationbe-
comesevenworse. This undesirableorderingmismatch
cannotonly triggerfalsepositivesduringvalidation,but
also,andmoreseriously corruptthe databasstate.

A logical conclusion from this scenario is the
paramounneedto enforcea partial orderof requesex-
ecution that both the online databaseeplicasand the
databaseindervalidationmustabideby. A numberof
consecutie readrequestanbe executedin ary order,
but blocks of readsseparatedby writes (or commits)
mustbe executedin the sameorderwith respectto the
write (or commit)requests.

Although the C-JDBC controller guaranteeshat the
mirrored databasegonnectedo it are kept consistent
with respectto eachtransactionindependentlyit does
not guaranteeordering acrosstransactions. In other
words, in the faceof concurrenttransactionsthe con-
troller cannotdeterminewvhetherthe back-enddatabases
will executeareadrequestrom onetransactiorbeforeor
afterawrite requesfrom anothertransactionTheiden-
ti cation numberghatthe controllerassigngo requests
have nothingto do with actualorderof execution. For
this reasonwe hadto modify the controllercodeby in-
troducinga multiple-readessingle-writerlock usedonly
while requestarebeingshuntedThislockis usedto en-
surethateachwrite is executedoy itself onthe back-end
DBMSs,providing acompleteorderingbetweerall pairs



of read-writeandwrite-write operations.By usingthis
extra lock and capturingrequestsight beforethe con-
troller issuesthemto the back-endspur shuntingcode
forwards/collectgequestdn an order that the applica-
tion proxy canrely on. During validation,requestsan
bereplayedin this orderirrespectve of the transactions
to which they belong.

We have implementedall three validation stratgyies
andtwo comparatofunctions,a reply exact-matchand
a lateng/-matchcomparatar We describethe important
detailsof theseimplementationgext.

Trace-based validation. Trace-basedvalidation re-
quirescollecting tracesfrom the online system. Given
the above infrastructure,collecting a trace is simple:
we ask the C-JDBC controllerto createa copy of the
databas®n a “trace disk” andto startlogging requests
andrepliesto it serializecto afterthecopy.

At a later point, supposehat the DBA wantsto op-
erateon one of two back-endDBMSswithin a C-JDBC
virtual DBMS, sayto createan index to improve per
formanceandthenusetrace-basedalidationto validate
his/heractions.He/shewould runtwo scripts,onebefore
operatingon eachDBMS andtheotherafterdoingso:

Script 1 — take the DBMS to be worked on of ine. (1)

Instructthe C-JDBCcontrollerto checkpointanddisable
the appropriateDBMS node. This meansthat the dis-

ableddatabasés consistentvith a particularpointin the
controller's replaylog. (2) InstructMendosugo move
themasled DBMS into thevalidationslice. (3) Save the
masked DBMS's currentstateto a persistenbackup.

Script2 —validatethemodi ed DBMS andmoveit to the
online slice. (1) Initialize the DBMS with the database
on the tracedisk. (2) Startthe applicationproxy. (3)
Oncevalidation completessuccessfullyreinitialize the
DBMS with the backupsavedin script1. (4) Instruct
Mendosusto move the masled DBMS backto the on-
line slice. (5) Attach the newly modi ed andvalidated
DBMS to the C-JDBC controllerand instructthe con-
troller to integrateit. If validationfails in step(3), the
DBA needdgo x ary mistales,andre-startthescript.

Replica-basedvalidation. Replica-basedalidationis
quite similar to trace-basedalidation and can also be
runusingtwo scripts.Script1 is thesameasthatusedfor
trace-basedalidation.Script2 performstheactionsenu-
meratechext. (1) InstructMendosugo movethemasled
DBMS backinto the online slice, andinstructthe con-
troller to bring the masled DBMS up-to-dateusing its
replaylog, while keepingthe masled DBMS in a dis-
abledstate (We actuallyhadto modify the controllerto
implementthis functionality, sincethe controllerwould
automaticallyenablea DBMS node after replayingthe
log.) (2) Now that the masled DBMS is againan ex-
act replica of the online DBMS, start buffering writes

(andcommits)to the online virtual DBMS, migratethe
masled DBMS backto the validationslice,andstartthe
applicationproxy. (3) Enablethe shuntingof requests
and repliesto the applicationproxy, and restartwrite
(andcommit) processingn the C-JDBCcontroller (4)
Oncevalidationcompletesuccessfullyinstructthe con-
troller to halt andbuffer all incomingrequestsmigrate
themaslkedDBMS to theonlinesliceandlet it connecto
the C-JDBCcontroller Note thatthetwo DBMSs have
exactly the samecontentat this point, which makesthis
reintegrationquite fast. (5) Finally, instructthe C-JDBC
controllerto startprocessingequestsgain.If validation
failsin step4, themaskedDBMS will remainin thevali-
dationsliceandwill beinitialized with the statesavedin
script1, sothatit canbe validatedagainafterthe DBA
X esary mistales.

Notethatscript 2 forcesthe controllerto buffer write
(and commit) requestdo the virtual DBMS for a very
shortperiodin replica-basedalidation;justenoughime
to migratethe masled DBMS to thevalidationsliceand
starttheapplicationproxy. Becauseheseoperationgan
be performedin only a few millisecondsthe amountof
buffering thattakesplaceis typically very small.

Model-basedvalidation. Ourvisionisto allow theDBA
to specifyhis/heractionsin a simplecanonicaform and
associate small setof assertionsvith eachaction. The
systencanthenvalidatetheactionsthatareactuallyper
formedonthemasledDBMS by checkingthattheasser
tions hold. The speci cationof actionsin the canonical
form shouldbe mud simplerthantheactualexecutionof
theseactionsg(say asSQL queriesandcommands)They
shouldalsobe independenbf speci ¢c implementations
of DBMS, whichis importantbecause@achimplementa-
tion usesa differentvariantof SQL. This simplicity and
portability arethe mainadwantage®f model-basedali-
dation. For example,automaticallyexecutingthe needed
actionsfrom the canonicaldescriptionswould require
extensize implementationdor all possibleDBMSs C-
JDBCcanuse.

We have prototypeda simple model-basedalidation
strat@y asa proof-of-conceptOur implementatiorcur-
rently focuseson databasetructurechangessincethese
taskswereidenti ed asvery frequentby the DBAs we
suneyed. It includesfour canonicaklctions:addatable,
remove a table,adda column,andremove a column. It
alsode nes a setof assertionghat mustbe true about
the databasaschemaafteran actionhasbeenperformed
comparedo the schemaeforethe action. For example,
one of the assertionstatesthat, if the DBA will adda
table,the schemaafter the actionshouldcontainall the
tablesin the previousschemaplusthetablejust created.

While this prototypeimplementationis quite simple,
it is also powerful. The reasonis that eachcanonical



action, suchas addinga column, can correspondo a
lengthy setof real actions. For example,addinga col-
umnto themiddle of a tablemight be quite complicated
dependingonthe DBMS beingused15]. Thisoperation
might involve, amongmary otherthings, unloadingthe
datafrom thetableanddroppingit (whichwouldin turn
drop all indexes and views associatedvith the table);
recreatingthe tablewith the new column; repopulating
thetable;recreatingall necessarindexesandviews; and
checkingif theapplicationprogramswork correctlywith
the modi ed table. In model-basedsalidation, we are
only concernedvith the modelof the databaseschema.
Thus,the operatomight specifyhis/heractionas”l will
adda columnto TableT betweerntwo existing columns,
A andB." This allows model-basedalidationto check
that, indeed,in the new schematable T hasone more
columnthatis betweerA andB.

To addresanothercommonsetof mistakesdescribed
by the DBAs, namelymismatchesetweenapplications
andthedatabasstructurewe combinemodel-basedal-
idation of the DBMSswith trace-basedalidationof the
applicationgo checkthatthe applicationshave beenup-
datedto correctlydealwith the new schema.

In detail,thewhole validationprocesdor actionsthat
changethe databasstructureproceedsasfollows. First,
a script moves the DBMS to the validation slice, asks
the DBA to describehis/herintendedactionsin canon-
ical form, extractsthe currentschemarom the DBMS,
andthenallows the DBA to act on the masled DBMS.
OncetheDBA completeshenecessaractionsasecond
scriptusesmodel-basedalidationto checkthatthe cor-
respondingassertion$iold. Finally, the DBA bringsary
applicationthatdepend®on the databasénto the valida-
tion slice and validatesthat it works correctly with the
new schemausinga trace. In the context of the 3-tier
Internetserviceshavn in Figure5, this meansthat the
DBA would move eachof the applicationnodesinto the
validationslicefor validation.

Thereare threesubtleissuesthat must be addressed
when the databaseschemachanges. To make the de-
scriptionof the issuesconcrete supposehat we have a
serviceasin Figure5. First,if adatabasechemachange
requireschangeso the applicationseners, then once
updated theseseners cannotbe returnedto the online
sliceuntil thenew DBMS hasbeendeployed. Secondit
maynot be possibleto properlyvalidaterepliesfrom the
applicationseners againstrepliesthat were previously
loggedusinga strict comparatarsuchas exact content
matching,whenthe applicationsenersneedto change.
Replica-basedalidationcanbe usedbut only after the
changego atleastoneapplicationsener have beenvali-
dated.Third, duringDBMS reintggrationinto the online
system,t may not be possibleto replaywritesthathave
beenexecutedon the online systemwhile the masled

DBMS wasbeingchangedndvalidated(e.g.,writesthat
dependbnthedatain acolumnthathasbeenremoved).

To dealwith the rst issue thevalidationof theappli-
cationsenersandDBMSs needgo occurin two phases
asfollows. During a period of low load, the DBA can
move one DBMS into the validation slice, changethe
schemausemodel-basedalidationto checkthecorrect-
nessof his/herchangesthenmove 1/2 of theapplication
senersover to the validationslice, updatethemasnec-
essaryandusetrace-basedalidationto checkthatthey
work correctlywith the modi ed DBMS. After valida-
tion is completedhe/shecantemporarilyhalt andbuffer
requestsrom the rst tier, move all validatedcompo-
nentsback online, and move the remainingunmodi ed
applicationsenersand DBMS into the validationslice.
In essencethis is the point where the live serviceis
changedrom operatingon the old databaseschemao
thenew schema.

To dealwith the secondissue,we obsere that it is
possibleto validatethe applicationsenersusingtraces
collectedpreviously in situationswherewe know that
thechangesn schemahouldnotcauseSQL fatalerrors
in the applicationseners. In this case,a previoustrace
canbeusedtogethemwith acomparatofunctionthatdis-
regardsthe contentof the applicationsener repliesbut
checksfor fatal SQL exceptions.(In fact, replica-based
validationcould alsobe appliedusingthis weaker com-
paratorfunction.) In caseanexceptionis found,thevali-
dationprocesdails. Whenschemahangeshouldcause
theseexceptiondn applicationseners,a syntheticappli-
cationsenertraceneedgo be generatedhat shouldnot
causexceptionswith thenew schemaAgain,anexcep-
tion found during the validation processwould meana
potentialDBA mistale.

Finally, to dealwith the third issue,our implementa-
tion denieswritesto the online virtual DBMS whenthe
databasestructureneedsto be changed. This behaior
is acceptabldor the systemwe study(anonline auction
service). To avoid derying writes, an alternatve would
beto optimisticallyassumehatwritesthatcannotbere-
playedbecaus@f a changan schemawill notoccur In
this approachthe C-JDBC controllercould be modi ed
to ag anerrorduringreintggration,if awrite cannotbe
replayed.f suchanerroroccurredjt would beupto the
DBA to determinghe propercourseof action.

4.4 Summary

In summarywe nd thatour threevalidation stratgies
arecomplementaryTrace-basedalidationcanbe used
for checkingthe correctnes®f actionsfor cornercases
that do not occurfrequently Replica-basedalidation
canbe usedto placethe mostrealisticworkload possi-
ble on a masked component— the currentworkload of



the live system. Trace-base@ndreplica-basedalida-
tion allow the checkingof performancduning actions,
suchasthe creationor modi cation of indexes. Finally,

structuralchangesanbe validatedusinga combination
of model-base@ndtrace-basedalidation.

With respecto the mistalesreportedby DBAs, vali-
dationin anextensionof the online systemallows usto
eliminate deployment mistales, whereastrace, replica,
andmodel-basedalidationdeal with performanceun-
ing and structuralmistales. Thesethree categories of
mistalesarethe mostfrequentaccordingto our suney.

5 Evaluation

In this sectionwe rst evaluateour validationapproach
using a set of mistale-injectionbenchmarks.We then

assesshe performancampactof our validationinfras-

tructureon alive serviceusingamicro-benchmark.

5.1 Experimental Setup

Our evaluationis performedin the context of anonline

auctionservicemodeledafter EBay The serviceis or-

ganizedinto 3 tiers of seners: Web, application,and
databasdiers. We useoneWeb sener machinerunning
Apacheand three applicationseners running Tomcat.
The databasdier comprisesone machinerunning the

C-JDBCcontrollerandtwo machinesunningback-end
MySQL seners(thatarereplicasof eachotherwithin a

single C-JDBCvirtual DBMS). All nodesare equipped
with a 1.2 GHz Intel Celeronprocessoand512 MB of

RAM, runningLinux with kernel2.4.18-14.The nodes
areinterconnectetby a FastEthernetswitch.

A clientemulatoris usedto exercisethe service.The
workload consistsof a “bidding mix” of request494%
of thedatabaseequestarereads)ssuedby a numberof
concurrentlientsthatrepeatedlyopensessionsvith the
service.Eachclientissuesarequestrecevesandparses
the reply, “thinks” for a while, andfollows a link con-
tainedin thereply. A userde ned Markov modeldeter
mineswhichlink to follow. Duringour mistake-injection
experiments the overall load imposedon the systemis
60 requests/secondyhich is approximately70% of the
maximumachiezablethroughput. The codefor the ser
vice, theworkload,andthe client emulatorarefrom the
DynaSererproject[19].

5.2 Mistake-injection Experiments

We injected DBA mistales into the auction service.
Speci cally, we have developedanumberof scripts,each
of which emulatesa DBA performinganadministration
task on the databaseier and containsone mistale that
may occurduringthe task. The scriptsaremotivatedby

Problem Category | # Mistakes | # Mistakes
Injected Caught
Deployment 4 4
Performance 2 1
Generaktructure 6 5
DBMS 0 -
Access-pnilege 2 1
Space 1 1
Generamaintenance 6 5
Hardware 0 -
Data 2 2

Table3: Coverage in mistale-injectionexperiments.

our sunwey resultsandspanthemostcommonlyreported
tasksand mistale types. The detailedactionsand mis-
takeswithin thetaskswerederivedfrom severaldatabase
administratiormanualsandbooks,e.g.[15]. Table2 lists
the mistaleswe injectedin our experimentscatayorized
by DBA taskandproblem(seeSection3). Notethatwe
only designednistalesfor problemcategorieswhereat
leastsomeproblemswere reportedas originating from
DBA mistalkes(thosemarkedwith somemost,or all for
“Causedby DBA mistales”in Tablel).

Table3 lists the total numberof scripts(mistales)for
eachproblem category reportedin our surwey and the
numberof mistales caughtby validation. Overall, val-
idationdetectedL9 out of 23 injectedmistales.

It is worth mentioninghow validationcaughtthe per
formancemistale “insuf cient numberof indexes” and
thedeploymentmistale “indexesnot reapplied”.In both
cases,a performancedegradationwas detectedby the
performance&omparatofunction. Thecomparatofunc-
tion usestwo con gurable thresholdsto decideon the
resultof validation: the maximumacceptablexecution
time differencefor eachrequestsetto 60 secondsn our
experiments)andthemaximumtolerableexecutiontime
differenceaccumulatediuring the whole validation (set
to 30 secondgimesthe numberof requestauisedin the
validation). In our experimentswhich werecon gured
to executel0,000requestdor validation,the absencef
anindex causedhe executiontime differencefor 13 re-
queststo be greaterthan 70 seconds.The averagetime
differenceamongthesel 3 requestsvas32 minutes,and
the total time differenceover all 10,000requestswas
7.5 hours. Note thatvalidationcould have stoppedong
beforethe 10,000requestavere executed. However, to
seethe completempactof the mistales,we turnedoff a
timeout parametethat controlsthe maximumtime that
eachrequests allowedto consumeduring validation.

Ourimplementatiorof model-basedalidationcaught
4 out of 5 mistales from the Generalstructurecate-
gory for which model-basedalidationis applicable We
did not catchthe “insuf cient columnsize assumedy



Task Category Problem Category Details of Mistak eslnjected Using Scripts
DB Structure Deployment Mismatchin schemausedby applicationandactualdatabasechema
Unintendedmodi cationsto the databasschema
Indexesnotreappliedaftermodi cationsto structure
Generaktructure Insufcient columnsizeassumedby databasechema

Wrongtabledropped

New columngivenanincorrectname

Wrongcolumnremoved

Nameof existing tableincorrectlychanged

Deadlockscausedy erroneouspplicationprogramming

Access-pnilege

Accesdgo certaintablesnot granted

Excesrivilegesgranted

SpaceManagement Space Miscon guredautoetensionparametermaximumdatale sizetoosmall
Deployment Incompletedatareimportduringa defragmenbperation
Generamaintenance Data le parameterscorrectlycon gured: sizeandpath(2 mistales)
Log anddata les mistalenly deleted2 mistales)
SoftwareUpgrade Generamaintenance Incorrectdatareloadedost-upgradeg.g.,dueto mistakesin transforming

dataduringmigrationto a differentdatabasé¢from Oracleto MySQL)

Performanc@uning Performance Miscon guration of buffer pool: sizeis too small
Insufcient numberof indexes
DataModi cation Data Unchecled data loss/corruption resulting in loading of incom-

plete/incorrectatainto productionsystem(2 mistales)

Recwery Generamaintenance

Incompletebackupdueto erroneoushackupscriptsor inattentve space
managementgesultingin incorrect/incompletelataduringrecovery

Table2: Operator mistale fault load usedin evaluatingvalidation.

databaseschema’mistale becauset currentlydoesnot
include the notion of size. However, this can easily
be addedto a more completeimplementation.The 6th
structuralmistale, “deadlockscausedby erroneousap-
plication programming, could not have beencaughtby
model-basegalidationbecauséhemistale occursatthe
applicationseners. This mistake was caughtby multi-
componentrace-basesalidation,however.

We consideredhe performancenistale “buffer pool
size too small” not caught. In our experiment, we
changedthe MySQL buffer pool size from 256 MB to
40 MB. Reyardingits performancémpact,theexecution
time differencefor 7 out of 10,000requestsvasgreater
than 1.5 seconds Hadthe thresholdbeensetto at most
1.5 secondsyalidationwould have caughtthis mistale.
This highlightshow importantit is to specifyreasonable
thresholddor the performanceomparatofunction.

Thesecondnistalethatvalidationcouldnotcatchwas
“excessprivilegesgranted”,a latentmistale that makes
the systemvulnerableto unauthorizedlataaccessVal-
idationis not ableto dealwith this kind of situationbe-
causethe live (or logged)requestaisedto exercisethe
masked componentgannotbe identi ed asillegitimate
oncetheirauthenticatiorhassucceeded.

The last mistale that validation overlooked was “log
les mistalenly deleted”. The reasonis thatthe DBMS
did notbehae abnormallyin thefaceof this mistale.
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Figure6: Performancempactof validation.

5.3 PerformanceOverheads

Having showvn that validation is effective at masking
databasedministrationmistales, we now considerthe
performanceémpactof validationon our auctionservice.

Shunting. We start by consideringthe overheadof
shuntingC-JDBC requestsaandreplies. To exposethis
overhead,we ran the two back-enddatabaseseners
on more powerful machineq2.8-GHz Xeon-basedna-
chinesgachwith atleastl GByte of memoryanda 15K-
rpm disk)in theseexperiments.

Figure 6 depictsthe averageservicethroughputgleft
axis)andaveragerequestatencieqright axis)for a sys-
tem performingreplica-basedalidationanda basesys-




temthatdoesnotshuntary request®r replies,asafunc-
tion of the offeredload. The throughputsandlatencies
aremeasureat the clientemulator Notethatwe do not
presentesultsfor trace-basedalidation,sincethe over
headof logging requestandrepliesis smallerthanthat
of forwardingthemacrosgheisolationbarrier

These results shav that the overhead of replica-
basedvalidation is negligible in terms of requestla-
tengy, acrossthe entirerangeof offeredloads. With re-
spectto throughputthe overheads alsonegligible until
the C-JDBC controllerapproachesaturationat 120 re-
guests/secondven at that point, the throughputiossis
only around5%. Thelossis dueto the additional CPU
utilization causedy forwarding.In moredetail,we nd
thatforwardingimposesanadditional6—10%to the CPU
utilization at the controller, acrossthe rangeof offered
loads(loggingimposes3—-5%only). In contrastshunt-
ing imposesaloadof lessthan1 MB/secondon network
anddisk bandwidth,which is negligible for Gigabitnet-
worksandstoragesystems.

Databasestate handling. We alsomeasuredhe over
headof preparingamaslkedDBMS to undegovalidation
and the overheadof bringing the maslked DBMS back
online after validation completessuccessfully As dis-
cussedbelaw, theseoverheadslo not always affect the
performancef theonline processin®f requests.

Whenusingreplicas,the time it takesfor the opera-
tor to acton the masled DBMS affectsthe overheadof
preparingthe DBMS for validation,which is essentially
the overheadof resynchronizinghe online and masled
DBMSs. For example, assumingthe sameinfrastruc-
ture asthe experimentsabove, 60 requests/seconénd
10 minutesto completethe operatorstask,we nd that
preparingamaskedDBMS to undegoreplica-basedal-
idation takes51 seconds.For a tasktaking 20 minutes,
preparingthe masked DBMS takes 98 seconds.These
overheadsare directly relatedto the percentageof re-
guestghatinducedatabasevritesin ourworkload(6%).
During resynchronizationneitherthe averagethrough-
put nor the averagelateng of online requestss notice-
ably affected. However, resynchronizatiordoesincur
anadditional24—-31%of averageCPU utilization on the
controller After a successfuleplica-basedsalidation,
reintegrationof the masked DBMS takesonly millisec-
onds,sincethetwo DBMSsarealreadysynchronized.

When using traces, the overheadof preparing a
maslked DBMS for validation is not affected by the
lengthof the operatotask.Ratherthis overheads dom-
inatedby thetime it takesto initialize themasledDBMS
with the databasastatestoredin the trace. For our 4GB
auctiondatabasethis processtakes 122 seconds. This
overheadhasno effect on the online requestssinceit
is only incurredby the maslked DBMS. After a success-

ful trace-basedalidation, the overheadof reintegration
is dominatedby the resynchronizatiorwith the online
DBMS. Resynchronizatioime essentiallydependson
how long tracereplaylasts,leadingto similar overheads
to preparinga masked DBMS for replica-basedalida-
tion. For example,if replaylasts10 minutes,reintegra-
tion takesaround51 secondsTheimpactof resynchro-
nizationon the processingf online requestss alsothe
sameasin replica-basedalidation.

Summary. Overall, theseresultsare quite encourag-
ing since the overheadswe obsened only impact the
C-JDBC controller and only while validationis taking
place. Furthermoreservicegypically run at mid-range
resourcautilizations(e.g.,50%—60%)to be ableto deal
with load spikes,meaninghatthe CPU overheadf val-
idation shouldnot affect throughputsn practice. Oper
atingon the databaseluring periodsof low loadreduces
the potentialimpactof validationevenfurther.

6 Discussion

In this section,we draw severalinterestingobsenations
from our experiencewith DBA mistales and database
validation,aswell asrelateour ndings to our previous
validationwork [16] on Webandapplicationseners.

First, our suney clearly shavs that most DBA mis-
takesare dueto the separatiorand differenceshetween
online andtestingenvironments. We believe that keep-
ing theseernvironmentssimilar (ideally equal)is more
dif cult for databaseystemshanfor Web andapplica-
tion seners. The reasonis thatthe amountof statethat
would needto bereplicatedacrosgheervironmentscan
be ordersof magnitudelarger and more complex in the
caseof databasesThis obsenation leadsusto believe
that deploymentand performancemistaleswill always
bemorecommonin databassystemsstructuremistales
have no clearequivalentin the context of Webandappli-
cationseners. In contrast,con guration mistales that
aredominantin the latter systemsarenot so frequentin
databases.

Secondit is clearalsothatDBA supporttoolscanhelp
databaseadministration. However, thesetools are very
speci c to DBMS andto thetasksthatthey support.We
believe thatvalidation(or a validationtool) is moregen-
erally applicableandthuspotentially more useful. The
negative sideis that a validationtool on its own would
not substantiallyreducethe amountof work requiredof
theDBA, insteadijt would simplify deploymentandhide
ary mistalesthatthe DBA might male.

Third, we found that implementing validation for
databassystemss substantiallynorecomplex thando-
ing sofor Webandapplicationseners. Thereare 3 rea-
sonsfor the extra complexity: the amountof statein-



volved, the type of replicationacrossDBMSs, and the
consisteng requirementf the state. The amountof
statehasimplicationson performanceandrequesbuffer-
ing, sincerequestsieedo beblockedduringcertainstate
managemenbperations. Further since databasesys-
temsdealessentiallywith hardstate replicationandstate
managemertiave to maintainexactdatabaseeplicason-
line. Relatedto the hardstate the strongconsisteng re-
quirementf ACID forcerequestdo bereplayedn ex-
actly the sameorderat the replicateddatabasesStrong
consisteng imposesextra constraintson how requests
canbeforwardedto (or replayedn) thevalidationslice.
In contrast,Web and applicationseners involve rela-
tively small amountsof soft state,do not require ex-
actreplication(functionality replicationis enough),and
only requirethereplicatedorderingof therequestsvithin
eachusersessior(ratherthanfull strongconsisteng).

Fourth, we obsere that making databasestructure
changesandperformingmodel-basedalidationwithout
blocking ary online requestss a challenge(onethat C-
JDBCdoesnotaddresatall). The problemis that, dur-
ing validation,the SQL commandghatarrive in the on-
line slice might actuallyexplicitly referto the old struc-
ture. Whenit is time to reintegratethe masled DBMS,
ary write commandghatcon ict with thenew structure
becomeincorrect. We did not facethis problemin our
previouswork, asoperationghatwould correctlychange
thebehaior of the senerswerenot considered.

Finally, despitethe above compleities, we believe
thatvalidationis conceptuallysimpleto applyacrosdif-
ferentclasse®f systemsThekey requirementsare: (1)
acomponento bevalidatedmusthave oneor morerepli-
casthatareatleastfunctionallyequivalentto thecompo-
nent; (2) the systemmustbe ableto correctly adaptto
componentadditionsand removals; and (3) the system
mustsupporta meangor creatinga consistensnapshot
of its state. For a systemwith theserequirementsyal-
idation involvesisolating slices, shuntingrequestsand
replies,implementingmeaningfulcomparatofunctions,
andmanagingstate.

7 Conclusions

In this paperwe collecteda large amountof dataon the
behaior of DBAs in the eld througha surwey of 51 ex-
periencedDBAs maintainingreal databasesBasedon
the resultsof our surwey, we proposedhat a validation
infrastructureghatallows DBAs to checkthe correctness
of their actionsin anisolatedslice of the online system
itself would signi cantly reducethe impactof mistales
on databas@erformanceandavailability. We designed
andimplementedh prototypeof suchavalidationinfras-
tructurefor replicateddatabases.One novel aspectof
thisinfrastructurds thatit allows component®f arepli-

cateddatabasé¢o be acteduponandvalidatedwhile the
databassétself remainsoperational. We also proposed
a novel validation stratgyy called model-basedralida-
tion for checkingthe correctnes®f a componenin the
absenceof arny known correctinstancesvhosebeha-
iors canbe usedas a basisfor validation. We shoved
how even a simpleimplementationof this strateyy can
be quite powerful in detectingDBA mistales. We also
shavedthatvalidationis quite effective at maskingand
detectingDBA mistales; our validation infrastructure
wasableto mask19 out of 23 injectedmistales,where
the mistalesweredesignedo represenactualproblems
reportedn our suney.

We now plan to explore model-based/alidation fur-
ther, notonly in thecontext of databaseystemsut also
for othersystemssuchasloadbalancerand re walls.
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