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Abstract erators, who are constantly in high demand. A recent IDC

In this paper, we propose a management framework for pro_study [7] shows that labor costs accounted for roughly 60%
of the spending on server systems in 2006, far outweighing

tecting large computer systems against operator mistakes. X ;
By detecting and confining mistakes to isolated portions of ("€ spending on new servers, and power and cooling. Even
the managed system, our framework facilitates correctoper WOrSe, the same study shows that labor costs have recently
ation even by inexperienced operators. We built a prototype P€€n increasing at around 10% per year. ,
management system called Barricade based on our frame- R€SPonses from a survey of experienced network admin-
work. We evaluate Barricade by deploying it for two differ- istrators and DBAs (Database Administrators) [2, 12] farth

ent systems, a prototype Internet service and an enterprisetPstantiate this problem. Among the most common system

computer infrastructure, and conducting experiments with failures reported by network administrators, 43% of them
20 volunteer operators. Our results are very promising. For €& be attributed to operator actions. Also, accordingéo th

example, we show that Barricade can detect and contain 39D|_3AS’ m_istakes are responsible for roughly 80% of the ad-
out of the 43 mistakes that we observed in 49 live operator ministration problems they reported, corroborating aryear

experiments performed with our Internet service. study that illustrates the extent of DBA mistakes [6]. Fipal
for three commercial Internet services, such as Google or

Categories and Subject Descriptors  K.6 [Managementof  Epay, Oppenheimer et al. have shown that operator mistakes
computing and information systemSystem management  are a dominating cause of unavailability [14].

General Terms  Design, experimentation, management The characteristics of the mistakes are environment-
specific, but across many environments, common mistakes
include software misconfigurations and improper deploy-

. ment of new or upgraded software. Another key problem is
1. Introduction that mistakes made on one or a few machines are propagated
The complexity of today’s enterprise computing systems to many others via scripts, increasing the scope of the prob-
poses a major challenge to system administrat@arrent lem and the subsequent repair time.

systems comprise a multitude of inter-related software-com  These observations suggest the need for mistake-free
ponents running on many machines. To make matters worse systems management, hopefully by fewer and less experi-
as computers permeate all aspects of our lives, higher de-enced (i.e., less costly) operators. Along these linesjipre
mands are placed on the availability and correct operation ous works have proposed (1) to automate certain operator
of these systems. Many studies have shown that human mistasks [9, 19, 22], (2) to guide operator tasks that need to be
takes are an important source of unavailability and incor- performed manually [2, 3], (3) to audit changes to the sys-
rect behavior [6, 12, 14]. When mistakes are made, repair-tem’s persistent state [21], and (4) to isolate and validpte

ing them can be time-consuming [14]. Because mistakes erator actions before they become visible to the users or the
can be so costly, enterprises need to hire many expert oprest of the system [11, 12]. A related approach is to undo the
operator’s actions when a mistake is detected [4].

Although useful in many cases, these approaches have
limitations. Automation can only be applied to repetitive
tasks that can be easily parameterized; moreover, a buggy
automated process can rapidly spread mistakes throughout
Permission to make digital or hard copies of all or part o$ thiork for personal or the system. Guidance, auditing, and validation require the
classroom use is granted without fee provided that copesar made or distributed operatorto follow recommendations and/or abide by rules of
for profit or commercial advantage and that copies bear titiseand the full citation . . . . .
on the first page. To copy otherwise, to republish, to posteswess or to redistribute behavior. Validation does not protect agamSt actionsdhat
to lists, requires prior specific permission and/or a fee. performed directly on the production system, as it requires

EuroSys’10, April 13-16, 2010, Paris, France. i i i i
Copyrghi(@ 2010 AGM §78-1-60558.577.2/16/04. .. $10.00 the operator to act on machines taken off-line. Finallyjud
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ing and undo systems do not prevent mistakes from occur-
ring in the first place and possibly spreading across the sys- :
tem. For example, it is impossible to undo operator mistakes Ve ] g E

. . Diagnosis Mistake Prediction Testing
that have side effects, such as sending messages to users. ‘ Hodue ‘/ Module @‘ Module

In this paper, we advocate a radically different approach ;
to dealing with operator mistakes, calleistake-aware sys- @V/
tems managementhat can be easily combined with the _
previous approaches and has none of the limitations listed Figure 1. A general framework for mistake-aware systems.
above. In a mistake-aware system, an omnipresent manage-
ment infrastructure defends the system against mistakes. T
accomplish this goal, the infrastructure constantly mmmsit ~ dure for performing the task on the remaining nodes, possi-
the operator actions and the system state to decide whethebly scripting it. Fourth, she tests the procedure. Finalhg
or not it should react to what the operator is doing. The re- applies the procedure to all nodes hosting the component’s
action can prevent an observed (or potential) mistake from replicas to complete the task.
compromising the system (and possibly requiring a lengthy ~ Unfortunately, (1) the operator may take the wrong nodes
repair process). For instance, while the operator is eglgin ~ off-line, (2) she may not have adequately tested her changes
critical configuration file on a Web server, the infrastruetu  t0 the off-line nodes, (3) she may make a mistake in scripting
may decide to preventively make the same file immutable on the dissemination procedure, and (4) the testbed may not be
all other Web server replicas (calledcking action, until an exact mirror image of the online nodes [12]. All of these
it has verified that the edits are valid. Atthat point, theasf ~ can either harm the live system or lead to a dissemination
tructure would re-enable writes to the blocked configuratio  Script that contains mistakes; when this script is applied,
files (called difting action). Interestingly, the blocks are of- ~ these mistakes will be spread to the entire system.
ten erected and lifted before they are perceived by the oper-  This situation calls for a mistake-aware management sys-
ator. When this is not the case, the operator can query the intem that can take the appropriate nodes off-line, recognize
frastructure to understand the reason for the blocks. Bypas the task being performed, and block that task from being
ing the blocks manually is possible, but only with permissio ~ carried out on all replicas if the expected cost of mistakes
from an identifiedsuper-operator Mistake-aware manage- IS high. The operator actions should only be allowed to dis-
ment is most useful to prevent mistakes of less-experiencedseminate to the other nodes after they have been tested and
operators, but it is effective for experienced ones as well. ~ verified to be correct by the management system.

We propose a genera| framework for bu||d|ng mistake- Note that in mistake-aware management there is no need
aware systems and build Barricade, a prototype managemento distinguish between human operators and scripts. The ap-
system based on the framework. As our main case study, weProach handles scripts as though the operator were execut-
apply Barricade to protect a multi-tier Internet servicelan ing each step by hanéor this reason, we do not differenti-
perform 49 experiments with 18 volunteer operators, lgstin ~ ate them hereafter.
more than 45 hours. Further, we analyze 43 trace-based ex- To accomplish its goals, a mistake-aware management
periments, representing more than 67 hours of interactionsSystem requires that nodes to be operated upon should never
with the system. Our results are very promising. For exam- be disconnected from the management system, even when
ple, we show that Barricade was able to detect and containthe operator has taken them off-line. This allows our man-
81 out of 85 observed mistakes. Importantly, our interviews agement system to (1) monitor the operator actions, (2)
with the volunteers suggest that they do not find Barricade Predict the task that the operator is attempting to perform,

to be intrusive; quite the opposite, they frequently resbrt  (3) identify a localizedsite of operationa subset of nodes
to Barricade to guide their actions. within which the operator may be confined with respect to

the task being performed, and (4) decide whether to erect
blocks to limit the operator’s action to the site of operatio

We propose a general framework, shown in Figure 1, that
We frame our idea of mistake-aware managementin the con-provides the basis for different implementations of mistak
text of large computer systems comprising interrelated and aware management systems. Our framework comprises six
replicated components running on multiple nodes. In such aninteracting modules: task prediction, diagnosis, misfaiee
environment, the typical procedure for carrying out an eper diction, cost estimation, blocking, and testing. The task p
ation task, e.g., upgrading the software of a replicated-com diction module uses observations of operator actions ob-
ponent, involves many steps. First, the operator (or acrip tained from the monitoring infrastructure and attempts to
takes one or more nodes hosting the component’s replicaspredict the operator task. Each task is associated witkea sit
off-line (i.e., out of active service). Second, she perfethe of operation. The mistake prediction module combines ob-
task on these nodes, either manually or using a script, andservations of operator actions and results from the test mod
tests if its outcome is correct. Third, she derives a proce- ule to compute the probability of mistakes. The cost module

Task Prediction

Module Module Module

Cost Blocking
=) = g

2. Framework for Mistake-Aware Management



uses the outputs of the task and mistake prediction modules === __ "~ ~——-___ 2
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together with a cost model to compute the expected cost due R s\évrssm
to operator mistakes. The blocking module contains a set of
\
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internal estimates of the cost of actuating blocking aation
to decide if and when blocks should be put in place or lifted.
Typically, blocking actions erect a barrier to confine opera
activities to the site of operation. Finally, the testingdno A\
ule contains a set of tests for validating the correctness of R
each known task. When outputs of the task prediction mod-
ule converge to a high likelihood for one task (or a small set
of tasks), the test module may decide to periodically rutstes
associated with the task. Successful (unsuccessfulytests
lead to lower (higher) mistake probabilities.

1
|
1
blocking actions and uses the output of the cost module and |
1
\

Figure 2. Barrier (dashed) erected in a 3-tier service when the
operator is adding a new 2nd-tier server.

blocks should be erected or lifted as the operator tries-to di
agnose and repair the problem(s). When such diagnose-and-
Containment vs. disseminationSo far, we have discussed repair tasks are performed by the operator, the logicaldyarr
the behavior of the management system when the operatoicreated by blocking actions aims to prevent her from modi-
is performing a task within the site of operation. We call fying the behavior of software and hardware components not
this the containmentphase. However, many tasks eventu- affected by the system problem(s).
ally require disseminating changes to replicas outside the
site of operation. In our framework, the testing module-veri
fies when the operator has completed a task within the site of
operation. If all tests succeed, the system will end the con-
tainment phase and entedimseminatiophase, in which the
operator is allowed to disseminate her changes.

Since the operator may make a mistake during
dissemination—e.g., repeat the procedure incorrectlyior r
a buggy dissemination script—this phase must also be con-
blocking mocule may only ft e blocks fiom a subset of © 16 new appiiation serve.

. . As the operator adds the new node to the management

nodes. The operator would then disseminate her changes

o these nodes. and the management svstem would test thsystem and starts to install and configure the application
' Y y wou erver software, the system would recognize the task via the
changes. If the tests run successfully, the system wowddall

her to disseminate changes to more nodes. eventuall reachtask prediction model. The site of operation associateld wit
. gest T y this task would include the new server node and a subset of
ing all that need to be modified. Note that this assumes the

) . . : ... Web servers. When the task is first recognized (with high
operator or the dissemination script can communicate with

the management svstem to learn the dissemination order Ir{zrobability), the new node (application server- 1) would
geme yst ! inatl ' have been identified as being part of the site of operation.
fact, we envision an infrastructure that allows the operato

to querv the svstem to understand what it is doing and wh Any block erected at this point would limit access to the
query y ) 9 Y- database server and other application server nodes. Waen th
Our prototype includes such a guidance feature.

operator starts to work on a Web server node, say Web server
Diagnosis and repair.The process described above occurs n, that node would be added to the site of operation. Then, if
when the operator is performing a scheduled-maintenancea block was already up, it would be extended to limit access
task. In essence, it is initiated by the task prediction n@du  to the other Web servers as well, as shown by the hatched
An analogous process is triggered by the diagnosis modulearea in Figure 2. Plausible containment blocks could be: (1)
when one or more monitors (Figure 1) flag a possible systemfor all Web servers not being operated on, prevent configura-
malfunction, requiring an operator to determine the prob- tion changes and the shutdown of the Web server software;
lem and fix it. The diagnosis module transforms the moni- and (2) for all previously existing application servers &mal

tors’ output into a probability distribution of likely syesin database server, prevent configuration changes and the shut
problems. Each problem is associated with its correspond-down of the server software.

ing site of operation. The distribution and the output of the  As the operator proceeds, the system may periodically
mistake module (i.e., the probabilities that the operatir w  run the tests associated with the task on Web servand
make a mistake in trying to fix each problem) are used by the application servef + 1. Plausible tests include checking
cost module to compute the expected costs of operator mis-if the application server software is running and if the Web
takes. The blocking module uses the expected costs of mis-server has been configured correctly. If the servers do not
takes and the output of the testing module to decide whetherpass the tests, the containment blocks will remain in effect

An example.Next, we describe how a management system
based on our framework would behave for a specific example
task: add an application server to the second tier of ther3-ti
Internet service shown in Figure 2. After the task has been
completed, the application server+ 1 should be integrated
into the live service. To that end, the operator needs talinst
configure, and startup the application server software en th
new machine. She also needs to modify the configuration of
all Web servers in the first tier so that they can direct retgues



If the tests are successful, the probability that a mistake w

In this section, we describe the parts of Barricade that are

or will be made decreases, thereby increasing the chantce thageneral and can be reused across different target systems.

the containment blocks will be lifted.

The service-specific parts, e.g., the task set and corrdspon

Once the containment phase is over, the operator needsng test suites, are described in Section 4.
to disseminate changes to the other Web servers. If the ex-
pected cost of mistakes remains high, dissemination would3.1 Monitoring

be a controlled process as explained above. The managemengne monitoring infrastructure comprises four components:

system may allow the operator to modify the configuration
of one additional Web server, say Web server 1. Only after

a command-shell monitoa persistent-state monitpa uti-
lization monitor and a set ofliagnosis monitorsThe first

such actions have been tested would the system allow her ta 5 modified version of the bash shell that informs the man-
operate on Web server 2, and so on. The same restrictionygement server of the execution of relevant commands. A

would be imposed on dissemination scripts.

Management roles.We consider 3 types of management
roles: service engineers, operators, and super-operators
Service engineermstantiate and configure the manage-

relevant command is any command that the service engineer
considers important for task and mistake prediction. Befor
executing any relevant command (or commands that operate
on any relevant file, as described below), the Barricadd shel

ment system. They must know the architecture and topology sends arevidence message the management server re-

of the target service, as well as the operator tasks.
Regular operatorgperform scheduled maintenance and

porting the imminent command execution. Every new shell
process started by the operator, directly or indirecthy| wi

diagnose-and-repair tasks. Our framework is designed toregister itself with the management server and forward ev-
protect the managed service against mistakes that these opidence messages. In additiadl commands executed from

erators may make as they perform their normal dufias.
work assumes that operators are not malicigiey simply
make honest mistakes.

Super-operatohas privileges to work around the man-

shell scripts interpreted by the Barricade shell are morgitb
in the same way as any command issued from the command
line. We currently support bash scripts.

The persistent-state monitor running on each server also

agement system. For example, if the system mis-predicts andelies on a list of relevant file/directory names. This monit
blocks a regular operator from progressing with a task, the sends evidence messages to the management server after any
super-operator can take down the block. Moreover, compli- such file/directory is created, deleted, or modified.
cated tasks that can significantly impact the service, a.g.,  The utilization monitor sends the management server a
software upgrade that requires a switch over of the entire se time series of dynamic properties such as CPU and memory
vice, likely will have to be performed by the super-operator utilization. The time series can be used by test procedures.
as the framework would naturally block regular operators ~ Finally, diagnosis monitors (Section 3.9) inform Barri-
from such actions. cade when some service components may be misbehaving.

In summary, service engineers configure the management
system that monitors operators and may block their actions.3.2 Actuation

The blocks are lifted either automatically or, in rare cases The actuator carries out blocking and lifting actions. The
by the super-operator. blocking actions currently supported a@mmand blocking
which prevents the execution of a command, &kedblock-
3. Barricade ing, which makes a file (or directory) immutable. Obviously,
We now describe Barricade, a prototype management sys-the antithetical lifting z_;\ctions are also supported. .
' The actuator running on each server interacts with the

tem based on our framework. In Barricade, all nodes in . . . . - .
u N Barricade shell by inserting entries to and removing estrie
the managed (or “target”) system are connected to a man- : :
from a list of forbidden commands used for command block-

agement server. Aactuatorand monitorsrun on each of ing. In addition, to enforce or lift a file block, the actuater

the target system’s servers. The monitors constantly @bser . N )
. .spectively turns on or off the file’s immutable attribute.tBlo
shell commands, changes to the persistent state, and vari: .
) that only the super-operator is allowed to execute the com-
ous system state attributes, and report them to the manage- ) :
i ! . . mand ¢hattr) that changes file attributes.
ment server. As it collects information from the monitors,
the management server executes models for task prediction
mistake prediction, diagnosis, and cost estimation, ander o _ o )
the actuators to run tests and erect or lift blocks as appropr The task prediction, mistake prediction, cost, blocking] a

list of tasks that operators may perform. This extensilste li

should contain, for each task:checklist a description of
blocks, and a template for the site of operation.

3.3 Task Description

2We assume that the management server runs on a full-fledgekimea
rather than any sort of resource-limited, embedded seprimeessor.



<task name"Add application server"> <task name"Add application server">

<checklist> <containment-reactions>
<step name:"apachectl start"/> <component type="WEB_SERVER" >
<step name"apachectl stop"/> <blockdir name"/etc/httpd"/>
<step name"startup.sh"/> <blockcommand name"apachectl stop"/>
<step name"server.xml"/> </component>
<step name"mcast_heartbeat_db.conf/> L
<step name"workers.properties" > < /containment-reactions>
<influence>apachectl start</influence> </task>
</step> B -
< /checklist> Figure 4. Sample containment blocks.
</task>

Figure 3. Checkist for "Add application server” possibly with arguments. Blocks associated with a task are

grouped petypeof server. In the example of Section 2 and

The purpose of a checklist is to allow the testing mod- Figure 2, the blocks for the task “add an application server”
ule to verify if the operator has finished key steps of a task. and the server type “Web server” may be described as shown
Therefore, a checklist is merely a list containing key com- in Figure 4: (1) blocking configuration changes on the Web
mands that must be executed and key files that must be modserver corresponds to blocking a file (or a directory); and
ified as part of the task. It does not list all commands that an (2) preventing the shutdown of the Web server software is
operator or a script may use; for instance, general-purposedenoted by blocking a command.
commands (e.g. 'ps’ or’ls’) are not part of a checklist. More Finally, each task needs a definition of tsige of oper-
over, a checklist does not include all details about how to ation: the number of servers of each type that the operator
execute the commands (e.g., it may omit some or all argu- must work on during the containment phase. For instance,
ments) and does not specify how to change files. in the example of Section 2, the site of operation of the

For example, let us consider the task depicted by Figure 2,task “add an application server” could be defined as one
assuming Apache Web servers in the first tier, Tomcat appli- application server and one Web server. The actual servers
cation servers in the second, and a MySQL DBMS in the are dynamically determined based on the interactions of the
third. In this environment, a script to perform the task vebul ~ operator with the system. Currently, Barricade relies on a
have to: (1) copy the Tomcat distribution from an existing simple heuristic. For each server type specified by the ser-
application server to the corresponding location on the new vice engineer (e.g., application server or Web server)én th
server; (2) modify 2 Tomcat configuration files by replacing site of operation definition, the servers that have repdrted
all occurrences of the name of the server from which Tomcat largest number of evidence messages until Barricade decide
was copied with the name of the new server; (3) start Tom- to erect blocks will be part of the site of operation.
cat; (4) modify, in each Web server, 1 Apache configuration o
file to add a 4-line description of the new server containing 34 Task Prediction Module
the server name, the protocol to be used for communication, The task prediction module implements a model that takes
the communication port, and a load balancing parameter thatthe evidence messages sent by the shell and persistent-stat
determines what fraction of the second-tier load should be monitors as inputs. It produces a probability distributiep-
serviced by the new server; (5) modify, in each Web server, resenting the likelihood that the operator is currently-per
that same Apache configuration file to add the name of the forming each task from a pre-specified task set. Next, we de-
new server to the end of a list; (6) restart Apache in all Web scribe the simplest of the two task prediction models that we
servers. In comparison, the checklist for the same task ishave implemented, and briefly comment on the other model,
much simpler than the script, as shown in Figure 3. which is fully described in our technical report [13].

Note that a checklist is necessary even when a script isOrder-oblivious Bayesian model. This task prediction

used, as they serve different purposes: the former cheeks th model useRecursive Bayesian Estimatigt0] as follows.
latter's progress. Importantly, however, a checklist can b Given:

written even when it is impossible to automate a task with
a script, as checklists only contain high-level informatio e a setT of tasks{ty, to, ..., t, }, with one, sayt,, repre-
Although the checklist's steps are unordered, the service  senting arunknowrtask,
engineer may optionally specify dependencies among them. e a setA of operator action$ay, as, ..., a, } (the union of
For instance, in Figure 3, the “influence” tag expresses a the actions in the tasks’ checklists),
dependency between “apachectl start” and the file “work- e a prior probability distributiodp(¢)|t € T}, wherep(t)
ers.properties”: whenever that file is modified, the testing  is the probability of task being executed in the absence
module will mark the step “apachectl start” as pending. of any evidence, and
In addition to writing a checkilist, the service engineer e for each taskt, a set of conditional probabilities
has to describe containment and dissemination blocks for  {p(alt)|(a € A) A (t € T)}, > ,cap(alt) = 1,
each task. A file block is identified by a file/directory name, wherep(a|t) gives the conditional probability that action
whereas a command block is identified by a command name, « would be observed if the operator is executing tgsk



the probability that each tagks the one being executed after o Ao i\lddA tL2J Web tsM. o8 t4U )
. . t 1 —
an actionz has been observed is computed as: perator Actions (a; —a15) o P =D 09 nnown

a1: hitpd.conf 0.01 0.13 0.01 0.0667

az: apachectl start 0.116 0.13 0.095 0.0667

Psfl(t)P(aH) asz: server.xml 0.116 0.01 0.01 0.0667

Py(t) = p - as: mcastheartbeatib.conf | 0.116 0.13 0.01 0.0667

Y over Pso1(t')P(alt’) as: startup.sh 0116 001 0095  0.0667

ag: apachectl stop ) 0.116 0.13 0.095 0.0667

where P,_,(t) is the probability that task is being exe- e properties Que s oot 9006
cuted immediately before was observed, withP(t) = ag: mysgldump 0.01 0.01 0.095  0.0667
; ; i a1o: my.cnf 0.01 0.01 0.095  0.0667

p(t). The d_enomlnator is a normalizing factor to ensure that 7' mysqlinstalLdb 001 0oL 0095 00667
> er P(t) is always 1. a12: mysqidsafe 0.01 0.01 0095  0.0667
The prior probability distribution of each tagkan be set et 0ue 001 0% 00887
top(t) = 1/|T| and adjusted over time as Barricade collects  a;5: make 0.01 0.13 0095  0.0667

information about relative task frequencies. The condélo
probabilities are defined as follows. We define signature Table 1. Task prediction parameters used in our case study of
Sig(t) for each task as the set of actions itis checklist Section 4.

independent of any dependencies specified in the checklist.

(A filename in a checklist matches any action that would

modify that file.) Then, for all tasks signatures are unique aadk < p(alt),Va € Aandvt € T.
This is the case even when there is some overlap among
Va € (A — Sig(t)), plalt) =, task signatures. For example, Table 1 shows a significant
overlap between the signatures of taskandt.: 57% of the
. _1-F actions ofty’s signature also belong t3's. Even so, in all
va € Sig(t), plalt) = |Sig(t)] live and synthetic experiments we performed with our case
whereE = (|A| — |Sig(t)])e. study (see Sections 5.1 and 5.2), our task prediction model

was accurate.

Second, if some tasks of the set are so similar as to render
the probability distribution inconclusive, it is unnecagsto
distinguish among them because the blocking actions asso-
ciated with them would be the same. In this case, those tasks

be chosen so that< < p(alt) for all actionsa in a taski's must be grouped as a single one. Recall that the purpose of
signature Barricade is not task prediction; it is to guard the system

To clarify our task prediction model, consider Table 1, against potent_|ally harmiul operator actions.
which shows how we instantiated the model for the case Third, the signature of a task is merely a list of represen-

study we shall present in Section 4. The leftmost column tar':lve ;:omn;]ands and f|Ies|; itis not meantlio b_ehexgausnvgz.
shows the union of the actions in the checklists of three |1€refore, however complex a certain task might be, mod-

known tasks, namely; (“Add an application server’)t, eling it entails just producing a partial list of key command
(“Upgrade the Web servers”), ag (‘Migrate the database and configuration files, which can be done provided that one
server”). The last column represenis a general unknown knows what the task must accomplish. In fact, not only is the
task. We chose = 0.01 and assumed the same prior proba- signature incomplete, but each individual action can aéso b
bilities for all tasks, i.e., the priori probability distribution ~ Ncomplete. For example, all actions in Table 1 do not spec-
is {0.25,0.25, 0.25, 0.25}. As described above, each cel ify how th_e conflg_qratlon files must be changed, neither do
t,) is set to a probability larger than01 or 0.01 depending they provide specific arguments to complex commands, such

on whether; is in ¢,'s signature. Thus;,’s signature con- asmysqldump. Also, note thatj is a fairly complex task (see
tains actionsiy, as, 34' as, ag, ar, as, andass. Section 4.3) whose signature omits some steps, e.g., import

Now, suppose that the first operator action is to mod- N9 the database to the new MySQL installation.
ify the configuration file ‘workers.properties’ (actiary), Order-aware Bayesian model.The above model abstracts
which is part of the signature of andt,. After applying the away some details that could intuitively improve predic-
Bayesian update, the new probability distribution of tasks tion accuracy, including the order of action occurrences. F
will be {0.36,0.41,0.03,0.20}. Next, if the operator mod-  completeness purposes, we also define and investigate a task

The above equations assign equal conditional probabili-
ties to all actions in a signature. They also assign a small
(e) conditional probability to each action not in a task’s sig-
nature to prevent a mistake or an irrelevant command from
driving the predicted probability of that task to Oshould

ifies the configuration file ‘httpd.conf’ (action;), which prediction model that does allow the expression of actien or
belongs tots’s signature only, the updated task probability dering[13]. In a nutshell, we extend the above model in such
distribution would be{0.05,0.75,0.004, 0.196}. a way that sequences of actions can be part of task signa-

It is worth emphasizing three key characteristics of our tures. The model augments the process of updating the prob-
model. First, even if the task set hlagndredsof tasks, the ability distribution by adjusting it upon any order violati.
model can converge towards the right one, as long as the taskrhis model complicates task modeling considerably and re-



guires more state at runtime. As we shall see, the order-the more frequently mistakes in a category were observed,
oblivious task prediction model is extremely accurate in ou the more difficult it will be for the operator to pass the as-
extensive operator experiments. Thus, we do not discuss thesociated test(s), and thus the higher the reward shoulahbe. |
order-aware model further. Section 3.8 we show how the tests can be written.

Despite its simplicity, this prediction model also works

3.5 Mistake Prediction Module very well, as we shall demonstrate in Section 5.

The mistake prediction module implements a model that re-

ceives operator actions and test results as inputs, and com3.6 Cost Module

putes the probability that the operator will make one or more The cost module uses the outputs of the task and mis-
mistakes. Barricade computes the probabilities of mistake 5ye prediction modules to compute a currexpected cost
being made, one per task in the task set, since our model usegf mistakefor each task. Specifically, it computes the ex-

task-specific information in its prediction. Next, we again pected cost of mistake for a taskas ECM (t) = P(t) x
only describe one of the two models we implemented. The P(mistake|t) x CM(t), whereP(t) is the current prob-

other is described in our technical report [13]. _ ability of ¢ being the task the operator is performing,
_ Our m_odel uses h|stor!cal information together with run- P(mistakelt) is the current probability of a mistake being
time testing as follows. Given: made during, andC' M (t) is the estimated cost to the target
* a set of prior probabilitie§p(mistake|t)|t € T}, where ~ System of one or more mistakes being made dufing
T is the set of tasks, CM (t) can be expressed using several metrics, including
o for each task, a set of testgter, tes, ..., te, }, and aset ~ Monetary loss, service capacity loss, or downtidi@/ (¢)
of weights{w;, ws, ..., w, }, and must be expressed in the same unit for all tasks; in our pro-
* a testing factofl’F whose range if, 1], totype, we use percentage of capacity loss. WeCsef(¢)

to the average loss of system capacity across all mistakes

when an operator first starts a taskour model predicts  jpserved during prior executionstof

that the probability of her making one or more mistakes
is p(mistakel|t). As the operator proceeds, Barricade will 3.7 Blocking Module
periodically run the set of tests associated witfihe result

of each test, denoted byR(te;), is mapped to 1 if it ends
successfully, and 0 otherwise. Then, Barricade gives tredi
to the operator for tests that complete successfully using:

Our blocking module is based on simple expected-cost
thresholds. For each task, service engineers should define
a thresholdT'C(t). Blocks should be put into place if
ECM(t) ever becomes greater thanC(¢). The blocks
)1 — >y R(tei)w; TF) should be lifted if ECM(t) subsequently drops below
S w; TC(t). We could have implemented two thresholds (low and
high) to prevent oscillation, but our experiments so farehav
not suggested the need for this extra sophistication.

Note that our current approach does not explicitly model
the cost of blocking (and lifting) actions; this cost is indi
rectly factored intdl’C(t). The reason is that the blocks we
have needed so far incur relatively small overheads. Never-
theless, we can envision actions with high costs, e.g. backi
up a database before allowing the operator to modify it. To
account for these costs, one could organize the blocks into
layers of protection, where each layer may be more expen-
sive to put up but may also provide stronger protection. In
this scenario, the blocking module would need to estimate
the costs of each subset of blocks for each task. Then, as the
expected cost of mistake increases beyond the cost of erect-
ing some subset of blocks, those blocks would be put into
place. As our experiments have not required them, we leave

P(mistakelt) = p(mistakelt

The weights provide a method for differentiating the
importance of individual tests. Similarly'F' provides a
method for relative weighing of the importance of test re-
sults and the prior probabilities. Note, also, that the tgpda
probability of mistakeP (mistakel|t) will never surpass the
prior probability of mistakep(mistake|t); in other words,
the operator is not punished by steps not yet performed, but
only rewarded by successfully finished ones.

A simple way to instantiate the prior mistake probabil-
ity p(mistakelt) for a taskt is to rely on past executions of
t. Specifically, if we have observed a taskeing executed
n times, with mistakes being made in executions, then
we definep(mistakel|t) to bem/n.2 This approach dynam-
ically updates the prior probabilities based on past hystor

A possible approach to derive the weights from histor-
ical information is as follows. For each task, map the ob-
served mistakes into a set of categories. Then, map each testpeSe models for future work.
to a mistgke cat_egory that the test is designed to detect. Fi'3.8 Testing Module
nally, assign weights to the tests proportionally to the fre
quency of mistakes in their categories. The intuition ig tha Tests.In general, the tests for checking the correctness of
3|f this history stretches over a long period of time, thenéynbe desirable a task can take a_ny form, e.g., running previously CO".eCted
to use some form of aging to account for changes in the seancor traces and checking the results. Currently, we have arsinfra
operator behaviors over time. tructure for service engineers to write tests as asserieers




01: newApp = getServeOPERATION APPSERVER; i i i i
D O omerOm OPERATION. WEBSERVER: to undergo dissemination. It will move to the next round,

03: allApp = getServerGrp(ALL, APPSERVER; i.e., to the nextk servers, when all assertions evaluate to
04: newhpp.process"/scratch/jdk/bin/java ~server —Xmx384m"); true and no steps are pending on the dissemination checklist
05: webGrp.config("/scratch/httpd/conf/workers.properties", SET, . . . .
"/root/workers/worker/balanced workers") == allApp.hostname that can be OptIOI’la”y SpeCIfIEd. In performlng fUnCtlonﬁ (1

and (2), the testing module keeps synchronizing with the
blocking module, since blocks need to be erected and lifted
when switching from containment to dissemination, as well
as from each dissemination round to the next.

To accomplish function (3), the testing module provides
the mistake prediction module with information about when
assertions are run and their results.

Finally, for function (4), Barricade allows service engi-
eers to associate English text with each assertion. When
he commangetinfo is executed, the shell gets from the

management server the texts associated with each failing as
sertion and presents the information to the operator.

Besides explaining the possible problems or remaining
steps based on the assertions evaluating to fatseinfo
provides more information, including the task Barricade
thinks the operator is performing, or, during disseminatio
the dissemination sequence that has been establishedeand th
servers currently allowed to undergo dissemination.

Figure 5. Sample pseudo-code of assertions.

the system state, including configuration and log files. We
leveraged our previous work in which we modeled the cor-
rectness of online services with assertions [20]. Othekwior
have taken similar approaches [15, 16].

Recall that the management server receives periodic in-
formation about each node under management from the
monitors. These properties are collected and encapsulate
in two forms: statistical objects encapsulate the timeeseri
generated by the periodical sampling of properties, such as
CPU and memory utilization; configuration and log objects
encapsulate information about the configuration of servers
and their logs. These objects are associated with server ob
jects and can be programmatically checked by assertions,
which are Boolean expressions. In order to run an assertion
against a particular server (or group), an APl allows fodbin
ing server objects to actual servers of the target system.

For example, let us consider both the scenario portrayed3 g  pjagnosis Module
by Figure 2 and the pseudo-code shown in Figure 5. The
code in lines 01-03 binds objects to actual servessApp Monitors. The diagnosis module is activated only when
and webGroup are bound, respectively, to an application Barricade operates in diagnosis mode, which begins when
server (if any) and to all Web servers (if any) in the site of op  any diagnosis monitoflags a possible malfunction. These
eration, whereasl1App is bound to all application servers monitors are also written as sets of assertions.

of the system. The assertion in line 04 checks whether theDiagnosis model.This model converts the output of the
application server software is running on the new applica- g nitors into a probability distribution of possible sewi
tion server by searching the given string againstthe lisllof  pjems. Problems should be defined in terms of the cov-
currently running processes; the assertion in line 05 check erage of the diagnosis monitors. For instance, we can de-
whether a configuration parameter (whose XPath is given) fine the service probleriP1 as follows: wherS P1 occurs,

of all Web servers in the site of operation has as its value ., onitorsm1 andm2 would detect it with probability, and

a set of strings containing the hostnames of all application qnitor/,,3 with probability0. All problem definitions con-
servers, including the new one. These assertions can be eXgiitite the table of monitor coverage.

ecuted efficiently and so can be run frequently to check the o, diagnosis model implementation is similar to that

operator’s progress. proposed in [8] in that it converts monitors’ output into a

Module logic. The testing module has four important func- probability distribution of possible problems using Bages

tions: (1) to determine when the containment phase of a taskestimation and the table of monitor coverage.

is over; (2) to determine when each dissemination round is  The output of the model triggers a flow of information

finished; (3) to provide feedback to the mistake module; and analogous to that initiated by the task prediction modelis o

(4) to provide guidance to the operator. put. Blocking actions are associated with each defined prob-
To accomplish function (1), the testing module verifies if lem, and blocking decisions are based on comparing the cost

the checklist of any task has been completed, and execute®f potential mistakes made in trying to fix a problem against

all containment assertiorsssociated with each of the tasks a cost threshold. The goal of the blocks is to prevent the op-

for which containment blocks have been erected. The con-erator from mistakenly acting on servers or subsystems un-

tainment assertions run on the dynamically determined siterelated to the problem.

of operation of the corresponding task. If the checklist of _

a task has no more pending steps and all containment asS-10 Barricade Networks

sertions associated with it evaluate to true, the contamime Our framework distinguishes between target and manage-

phase is over and dissemination will begin for that task. ment networks. When blocks are erected during contain-
To accomplish function (2), the testing module runs the ment, the servers in the site of operation are automatically

proper dissemination assertions on theservers allowed  taken out of the target network by Barricade. They become



off-line for the target network, but are still accessible to 4.3 Scheduled-Maintenance Tasks

Barricade via the management network. Barricade will re- o ) ]
integrate them into the target network right before thetstar 1aSk 1: add an application server.This task requires the
of the dissemination phase. Similarly, servers whose diisse  OPerator to: (1) copy the Tomcat binary distribution fromy an

ination blocks have been lifted will remain off-line untild machine in the second tier to the new machine and configure

next dissemination round. it properly; and (2) reconfigure (and restart) the Web server
so they will direct client requests to the new Tomcat server.

4. Case Study: Internet Service The containment blocks for this task prevent the operator

from changing the behavior of the Apache and Tomcat in-
stances running on servers outside the site of operation. In
particular, we defined blocks to prevent the operator from
configuring, stopping, or restarting them in a way similar to
rﬁhe example given in Figure 4. In this task, dissemination
involves propagating the Web server configuration changes
to all remaining Web servers (those not in the site of oper-
ation); for this reason, the dissemination blocks we chose
4.1 Managed System prevent the Web servers other than the dissemination target

As a case study, we chose the same service, software andfOm being configured, stopped, or restarted.

hardware configurations, and tasks that we used in our first Ve used a test suite comprising 25 assertions. These as-

study of operator mistakes [11]. Keeping everything the Sertions check if Apache and Tomcat are running, and ver-

same allowed us to leverage the operator traces we collectedfy configuration parameters specifying the connectivigy b

at the time in the evaluation of Barricade as well. tween Web and application servers, and between application
The system is an online auction service modeled after S€rvers and the database server.

EBay [17]. Itis organized into three tiers, Web, applicatio  Task 2: upgrade the Web serversHere, the operators are

and database. The service cluster comprises two nodes inequired to upgrade Apache in all first-tier machines. The

the first tier running the Apache Web server (version 1.3.27) task entails downloading Apache’s source code, compiling

five nodes running the Tomcat servlet server (version 4)1.18 it, configuring it properly, and integrating it into the sk

in the second tier, and one node running the MySQL DBMS  Containment (dissemination) blocks protect both Apache

(version 4.12) in the third tier. All machines run the Red Hat versions from being configured, stopped, or restartedd®itsi

8.0 Linux distribution with kernel 2.4.18-14 to reprodubet  of the site of operation (dissemination target). 27 assesti

same setup of our previous study [11]. The service uses acheck Apache processes, their versions, and connectivity

heartbeat membership protocol to dynamically reconfigure between tier 1 and tier 2.

itself when nodes become unavailable.

We now describe our experience using Barricade to make
a prototype three-tiered Internet service mistake-awave.
have also applied Barricade to a small enterprise systeim tha
mimics our department’s common computing infrastructure.
Because of space constraints, we do not describe this syste
here although we do briefly summarize results from our
experimentation with this system at the end of Section 5.)

Task 3: migrate MySQL. This task requires the migra-
4.2 Barricade Configuration tion of the DBMS to another machine: (1) compile and

We considered the same scheduled maintenance tasks as iﬁSta”_ MySQL on the new machine; (2) bring the service
our earlier study: add a new application server, upgrade the own; (3) dump the database tables from the old MySQL

Web servers, and migrate the DBMS to a different machine. installation and copy them t_o_ the new machine; (4) config-
We used our knowledge of the service [11, 20] to derive ure MySQL properly_; (5) initialize MySQ_L af?d create an

a signature, checklist, and suite of tests for each task. AsEMPL database; (6) import the dumped files into the empty
shown in Figure 3 and Table 1, the checklist of each sched-database; (7) modify the relevant configuration files in all
uled maintenance task comprises commands dealing withapplication servers, so t_hat Tomcat can forward requests to
starting, shutting down, and configuring the relevant servi the new database machine; and (8) start up MySQL, all ap-

components (Apache, Tomcat, and/or MySQL), as well as plication servers, and Web servers.

key configuration files. We configured Barricade to allow ~ Containment (dissemination) blocks prevent the configu-
dissemination one server at a time ration and start-up of Web and application servers outdide o

Furthermore, the prior probabilities of mistakes and the the site of operation (dissemination target). Stoppingéhe
costs of mistakes were computed based on our earlier ob-S€TVers is allowed because the service should be shut down
servations [11]. The metric we use f6tM(¢) is the ex- during this task. The dissemination phase involves recenfig

pected percentage of capacity loss. We configured the bIOCk_uring and restarting the Web servers and application server

ing module to erect blocks whenever the'M () exceeds that arﬁ Ollj(tSIde the_§|teb0f operatl((;n. A tot_al of 14-assher-
a threshold percentage of capacity loss (10%). tions check connectivity between adjacent tiers, veribt t

Finally, for the diagnosis module, we have implemented Apache, Tomcat, and MySQL processes are running, and

high-level monitors that check if each server component of check MySQL's configuration.
the managed system is responding to requests.



4.4 Diagnose-and-Repair Tasks Tasks Operator Experience Avg. Time (min)
Nov. | Int. Exp. Nagaraja [11] | Barricade
We also studied the diagnose-and-repair tasks from our ear- Task1 8 4 2 60 45
l | h task of this t iniected bl Task 2 - 2 3 120 117
lier paper. In each task of this type, we injected a problem Task 3 4 5 > 140 04
into the service and asked the operator to diagnose and fix it. Problem1 | 3 3 2 80 48
The blocki ti t th tor f difvi Problem2 | 2 1 1 90 61
e blocking actions prevent the operator from modifying Problem 3 | — I 120 14

the behavior of the components not affected by the problem.
For instance, if a diagnosis monitor complains about a Web Tapje 2. Experiments using the base Barricade configuration.
server and Barricade decides to protect the system, the logi Nov. = Novice, Int. = Intermediate, and Exp. = Expert.

cal barrier will not allow the operator to stop or reconfigure

any application server, the database server, and the healththe former professional developer were considenguerts

Web servers. Below, we describe each problem. 4 graduate students and the 2 part-time staff members were
Problem 1: Web server misconfiguration and crash.To consideredntermediatesand the remaining 8 graduate stu-
inject this problem, we first modify the Apache configura- dents wereovices Table 2 summarizes this information.

the ability to forward requests for dynamic content to Tom- drive the service at 200 requests/sec, which is approxiinate
cat — in such a way that an Apache restart will cause a seg-35% of the maximum throughput and consistent with cur-

mentation fault. Next, we force an Apache crash. rent server provisioning practices. The throughput is moni
tored and presented to the operator graphically, so that she

can see how her actions or the problems we inject affect
erformance. Also, she can consult monitors that check if
Apache, Tomcat, and MySQL are responding. These moni-
tors are used by the diagnosis module.
Problem 3: disk fault in the DB server. This scenario Using Barricade’s own infrastructure, we monitored ev-
portrays a disk fault. We inject periodic disk timeouts in ery command and file change executed by the opera-
the database server, according to an exponential inteabrr  tors during the experiments. These traces are available at
distribution with an average rate of 0.03 occurrences/sec. vivo.cs.rutgers.edu.

Problem 2: application server hang.Here, we force Tom-

cat to hang on 4 out of 5 second-tier machines. The affected
application servers become unresponsive, causing the We
servers to stop forwarding requests to them.

. Base configuration.In 43 of the 49 live experiments, we
5. Evaluation used the basic Barricade implementation (Section 3) and its
We now evaluate Barricade’s ability to identify and contain configuration for the auction service (Section 4.2).
mistakes in the auction service through 49 live experiments  We observed a total of 37 mistakes during the 43 exper-
with volunteer operators, as well as 43 off-line experirsent iments. Figure 6(a) summarizes the mistakes and their po-
with traces collected in our previous study [11]. We also tential impact on the service. We grouped the mistakes into
evaluate Barricade’s intrusiveness by surveying and-inter five categoriesunnecessary restart of SW componaeans
viewing the operators after they completed the experiments that the operator restarted (or tried to restart) a componen
Further, we gauge the accuracy and convergence of our taskhat was working correcthstart of wrong SW versiomeans
prediction model through 114 trace-replay experiments. that the operator restarted a component using the wrong ex-
ecutablejncorrect restartrefers to the operator’s starting a
component in a way that prevented it from working prop-
We ran 49 experiments using 18 volunteers, none of whom erly; global misconfiguratiorsignifies that the operator left
participated in our earlier study. Each experiment reqlire inconsistencies in one or more configuration files that com-
the operator to perform one of the six tasks described in Sec-promised the communication between multiple service com-
tion 4. As we had done before, we briefed each operator onponents; andocal misconfiguratiordenotes the operator's
the service’s architecture, design, and interface befacke  misconfiguring a component, causing it to misbehave. The
experiment using a graphical diagram. We also provided the X-axis distinguishes three ways in which the mistakes could
same written instructions for each task in both studies. have potentially affected the servicgegraded throughput
For comparison, we ensured that the number of experi- or service inaccessiblmeans that the mistake led to partial
ments with each task and the experience level of the oper-or complete loss of service capacitgcomplete component
ators that performed the task exactly matched those of ourintegrationmeans that the mistake led to a newly added com-
earlier study. In particular, the volunteers were 13 grad st ponent not being seen by other components; sexlrity
dents, 3 full-time system administrators, and 2 students em vulnerabilityrefers to a security hole that could be exploited
ployed as part-time operators. One of the grad students wasby a malicious attacker. For each of the three classes of po-
formerly a professional developer at a commercial Internet tential impact, the chart has two stacked bars. The left bar
service. We classified them into three categories based orshows the number of observed mistakes, whereas the right
a pre-experiment interview. The system administrators and bar shows the number of mistakes contained by Barricade.

5.1 Live Operator Experiments
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Figure 6. (a) Observed mistakes and their potential impact on theicger(b) Mistakes made by the three categories of operatoys.
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Figure 6(b) gives a breakdown of the mistakes across the In our experiments, mistakes of type 1 did not become
experience level of the operators who made them. As no op-type 2 because the operator realized and fixed them by re-
erator performed all types of experiments, we normalized th sorting to guidancegetinfo command). Barricade’s guid-
number of mistakes by dividing it by the total number of ex- ance also helped operators recover from mistakes of types 2
periments performed by operators of the same category. Forand 3, and focus on the problematic components during
each mistake class, the left bar represents the total numbediagnose-and-repair tasks.

of observed _mistakes, Wh_ereas the right bar represents th‘bverlooked mistakes. Barricade overlooked 3 out of 37
number of mistakes contained by Barricade. mistakes. Two of those were global misconfigurations: one

_ F:jom gigures_ 6(‘3) and (b),fwe ﬁrt')d that(;Bar_ricalije r€CO9- made by a novice while adding an application server, and the
nized and contained 34 out of 37 observed mistakes. More-yipo 1y an intermediate operator while upgrading a Web

over, corroborating our earlier results, mistakes wereenad server. In the first case, a bug in the Barricade driver that

by all types of operators, even highly experienced ones. parses an Apache configuration file prevented one of the

Tat_)le |2 ShOW.S thde f,:lverage time spentl by th_e operators. INgq procedures from recognizing a configuration problem.
terestingly, Barricade’s operators spent less time ore@eer 15 second unnoticed global misconfiguration was due to

than those of our previous study. We conjecture that this dif 5 nigging test. Finally, the third overlooked mistake was an
ference stems from Barricade’s guidance and Conta'nmemc’funnecessary restart of SW component made by a novice in
mistakes. Nonetheless, although we rigorously reproduceddiagnosing the Tomcat hang problem. Barricade overlooked
our earlier testbed and followed the same methodology to it because the way in which the affected component was
categorize operators, we recognize that other factors mayyegiarted was not included in the set of blocking actions.

have contributed to this result. For instance, we usedrdiffe Critically, Barricade did not overlook these mistakes hesea
ent pools of volunteers. of mispredictions or faulty logic; rather, it did so becao$e
Contained mistakes.We identified four types of contained implementation bugs and incomplete testing and blocking
mistakes. Mistakes of type 1 were made in the site of opera-actions provided to Barricade, all of which can easily be
tion (during the containment phase) and fixed before the op- corrected and/or improved over time.

erator tried to operate on other servers. Blocks were efecte 14 (ole of guidance.To gauge the effectiveness of guid-
but the operator did not attempt actions that would be pre-

vented by them. Mistakes of type 2 were also made in earlier study. Previously, 7 operators could not complete

the site of operation d_uring containment. Differently, how 1 ¢, 1, and 3 operators incorrectly finished Task 3. This
ever, the blocks effectively stopped the operator from-erro time, all operators were able to finish their tasks. Also, for

neously changing the behavior of other servers. Mistakes OfTask 3 and all diagnose-and-repair tasks, the current opera
type 3, on the other hand, were made during a dissemina-tors were faster than those from the earlier study.

tion round and were contained there. Finally, type 4 applies  gegjqes the 43 experiments with Barricade’s default im-
to diagnose-and-repair tasks and represents situatioe®wh 1o entation, we conducted 6 more in which we disabled
the blocks prevented the operator from modifying the be- gqyintq We observed 6 additional mistakes: 2 misconfigu-
havior of server components not affected by the problem Sherations of type 2, 1 unnecessary restart, and 3 mistakes of
was {rying to repair. Figure 6(c) shows the number of con- type 4. Barricade contained 5 of them, but overlooked the

tained mistakes of each type. unnecessary restart due to an incomplete list of blocks.

ance, we compared our 43 experiments with those from our



Predicted | Command (%) Evidence (%) maintenance tasks, task prediction was 100% accurate, as
Task 3tasks | 15tasks | 3tasks | 15 tasks . . . . .
Task 1 75 75 = =3 it was in our live operator experiments. Most importantly,
Task 2 22 28 9 16 all 42 mistakes we recorded in our earlier study would have
Task 3 27 34 24 32

been contained by Barricade. In addition, Barricade would
have stopped the operators from inadvertently bringing the
service down by killing all Web servers.

Barricade could have misbehaved in 5 of the replayed

We conjecture that, with no guidance, when the operator traces. In 1 trace of Task 1, Barricade identified a wrong site
makes mistakes they are more likely to be of type 2 than Of operation in exactly the same manner as the 2 cases men-
of type 1. The reason is that the operator might not notice tioned before (due to a bug), and the super-operator would
a mistake as easily and might try to affect multiple system have had to intervene. Furthermore, in 4 of the 8 traces of
components and be stopped by blocks. Task 3, we considered that the super-operator could have

Overall, considering the 43 experiments with the default been required, depending on how the operators would have

implementation and the 6 no-guidance ones, Barricade rec-0ehaved had they used Barricade. In these cases, due to
ognized and contained 39 out of 43 mistakes. a task signature overlap, blocks for the wrong task were

erected in the beginning of Task 3 (during service shut-

Supgr-gpe;at?trh m;grventhn. Tthel iuper-op;]erator \g]as i down). However, the blocks would not have prevented the
neededin 5 oTthe 49 experiments. in two such cases, the si eoperatorfrom completing Task 3 and would have been lifted
of operation was incorrectly detected, whereas in the other

incident blocks for th task ted. Th th automatically as soon as the operator performed the next
Incident blocks forthe wrong task were erected. 1hese r.eesteps, allowing the task prediction model to converge. We
cases were caused by bugs in our implementation, not by in-

f dels. F detail th (?bserved the same scenario in one of our live experiments
accuracy ot our models. ~or more details on INese cases anf, ragx 3 and the super-operator was not needed.
on the no-guidance experiments, please refer to [13].

Table 3. Convergence of task prediction.

Task prediction accuracy and convergencelo gauge the
accuracy and convergence of our task prediction model in
a more challenging setting, we expanded the task set by
generating and adding signatures for 12 more tasks, bdngin
the total to 15 and increasing the sum of actions of all
checklists from 15 to 78. The new tasks included general
management and network-related tasks, such as adding a
user, changing the DNS setting, and upgrading the kernel.

In our evaluation, we used 57 traces of scheduled-
maintenance tasks: the 27 we collected earlier [11], and the
30 we recorded from our recent live experiments. We re-
played these traces twice: first, considering only the pabi
3 tasks; then, using the extended set of 15 tasks. Note that
our automatic trace replayer can only receive input from the
command-shell monitor. Disregarding the persistenestat

Operator interviews. In order to understand how the oper-
ators felt about Barricade, we interviewed them after each
experiment and asked them to fill out a questionnaire. We
asked the operators who usgetinfoto rate it, on a scale
from 0 to 10, on how much it helped them (1) complete the
task, (2) diagnose their mistakes, and (3) fix their mistakes
The average ratings were 7.4, 8.9, and 6.0, respectively.
Importantly, despite the fact that we configured Barricade
to be aggressive about erecting barriers, Barricade did not
unnecessarily disrupt the operators, except in 3 out of 49
cases that called for the super-operator. In addition, 6 op-
erators stated that they would have liked to see more infor-
mation than what was actually given Iggtinfa Our most
experienced expert operator, who was legitimately blocked

once, stated that Barricade can be helpful for inexperignce change monitor made our data analysis rather conservative,

operators, stopping them from making common mistakes. : :
He added that he had made in real life the same mistake healS the ignored data would have considerably sped up the

. ! model convergence in all 114 cases. Convergence would
mad_e durmg Task 3sfart of wro“ng SW versu)nand”that have been improved because each unreported file change
Barricade is a good tool to stop “cowboy operators.

translated into one fewer probability distribution update

Overhead. We measured the overhead imposed by Barri-  The task was predicted correctly in all 3-task and 15-task
cade on the managed servers. It adds 7% of CPU utilizationruns, except for the one misprediction mentioned in Sec-
on average, and takes 170 MB of RAM. Both are mainly due tion 5.1 (super-operator intervention). Table 3 shows how
to the persistent-state change monitors and the machioery f task prediction converged to the task being replayed with
running the test assertions. The network and disk overheadsmore than 80% of certainty, considering the 3-task and the

are negligible. 15-task scenarios. The second and third columns express
) ) convergence as the percentage of the total number of com-
5.2 Off-Line Data Analysis mands executed, whereas the last two columns express it

as the percentage of all pieces of evidence that influenced
task prediction. Overall, these results show that havingemo
tasks slows down prediction somewhat, but prediction accu-
racy remains close to 100%.

Traces of operator commands.To further evaluate Barri-

cade, we replayed the operator traces we collected in our
previous study. Of the 43 traces, 14 were mistake-free; the
others had at least one mistake. In all 27 traces of scheduled



5.3 Case Study: Enterprise Infrastructure adding its (1) checklist, (2) test procedures, (3) list aidhis,
Recall that we also instantiated Barricade for an entezpris (4) Prior mistake probability, and (5) average cost of nkista
system. This system comprises eight machines: two desk- OPViously, the service engineer must have knowledge
tops, one DNS server, two mail servers, and three authenti-aPout the task in order to produce effective checklist, test
cation servers. Blocks in this system prevent operatooasti procedures, and blocking actions. However, as discussed in

on replicas. To evaluate Barricade, we performed 15 experi- S€ction 3.3, the service engineer can ignore many details

ments (5 per scheduled-maintenance task) with 6 operators©f @ t@sk when specifying its checklist, thereby minimizing

2 of which did not participate in the other case study. Bar- the required effort. Also, while Barricade’s effectiveaele-

ricade contained 36 of the 39 mistakes the operators madeP€nds on comprehensive testing and blocking, their specifi-
The super-operator was needed in 2 out of the 15 eXperi_cations do not have to be perfect for Barricade to be useful.

ments. More details can be found in [13]. Finally, the values for the task’s prior mistake probaipilit
and average mistake cost may either derive from any pre-
6. Discussion vious executions of the task (without Barricade), or be as-
signed by the service engineer based on her knowledge and
Scope.Currently, Barricade targets systems with replicated experience. Critically, all aspects of a task specificatian
components (at the entire node granularity). That is, Barri be improved over time.

cade seeks to contain a particular task within a small part operator monitoring. The current Barricade prototype re-
of the overall system (the site of operation) and attempts 10 |ies on an instrumenteshsh shell. In a production system,
ensure that the task has been performed correctly before itine interface between the operator and Barricade willyikel
is repeated on (disseminated to) all replicas. Howeves, thi e richer. However, this interface must be carefully con-

does not mean that mistake-aware management cannot bgied as Barricade needs to accurately monitor and poten-
extended to tasks that involve non-replicated components.tia”y block operator actions.

For example, one could imagine the partitioning of a com-
plex task into multiple phases. In this case, the mistake-
aware system would try to ensure that each phase has bee

completed successfully before allowing the operator t6 pro. ,q at0r hehavior and mistakes.Despite their critical im-

ceed to the next phas_e. We. leave this fpr fl_Jture work since portance, few papers have studied operator mistakes [4, 6,
complex systems tYF"Ca”V _mv_o_lve replication and so our 11,12, 14]. Gray [6] studied the causes of outages of Tandem
current system provides a significant advance. systems, concluding that operator mistakes were a dominant
Models. The models used in our current prototype do not reason. Similarly, Oppenheimetal.[14] studied the causes
rely on machine learning techniques. A service engineer is of outages of three large-scale Internet services, regt¢he
expected to instantiate them explicitly. In fact, as seesuin same conclusion and characterizing the nature of the mis-
results, service engineer’s mistakes can lead to Barricate  takes. We [12] previously conducted a survey with database
detecting mistakes or requiring super-operator inteigant ~ administrators to study and characterize the problems they
However, as already showBarricade does not have to be face, also concluding that human mistakes was a major cause
perfect.lt only has to be sufficiently accurate to contain most of the reported problems.
mistakes while not annoying operators with false negatives Brown [4] conducted a few operator experiments with
Clearly, the task prediction and diagnosis models provide a one-node prototype email system supporting system-wide
the foundation for the rest of the Barricade infrastructise undo. In our previous work [11], we conducted extensive live
shown in Figure 1, they are the starting points for the flow operator experiments with our prototype auction servige. |
of information through the framework. The convergence of this work, we extend these results by performing even more
these two models determines which mistake and cost pre-experiments with both the auction service and an additional
dictions must be used, what test procedures must be runtarget system, adding more publicly available data on epera
and, ultimately, what blocks must be erected. If these n®odel tor behavior and mistakes to this body of knowledge.

are inaccurate, Barricade could potentially block parthef Dealing with operator mistakes.As we mentioned in the
system that the operator needs access to and not block part?htroduction, some works have focused on dealing with mis-

of th_e system that should be p_ro.tected. . takes|[3,4,9,11,12,19, 21, 22]. These approaches, hamely
Finally, note that task prediction would not be needed if automation [9, 19, 22], operator guidance [2, 3], persisten
the operator could be trusted to accurately state the task bestate auditing [21], system-wide undo [4], and validatién o
fore beginning. However, task prediction would still be ex- operator actions [11, 12] have limitations. This paper pro-
tremely useful for detecting deviations leading to mistake poses a novel approach that does not have the limitations of
Scalability. As the target system evolves, the service engi- the previous approaches and can nicely be combined with
neer may have to update task descriptions (see Section 3.3}hem. For example, validation [11, 12], which we previously
or add new tasks to Barricade. Adding a new task consists ofproposed to verify the correctness of operator actions in an

{. Related Work
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