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Abstract.  With the rapid advance of the Internet, a large amount of
sensitive data is collected, stored, and processed by di erent parties. Data
mining is a powerful tool that can extract knowledge from lar ge amounts
of data. Generally, data mining requires that data be collec ted into a cen-
tral site. However, privacy concerns may prevent di erent p arties from
sharing their data with others. Cryptography provides extr emely power-
ful tools which enable data sharing while protecting data pr ivacy.

In this paper, we briey survey four recently proposed crypt ographic
techniques for protecting data privacy in distributed sett ings. First, we
describe a privacy-preserving technique for learning Bayesian networks
from a dataset vertically partitioned between two parties. Then, we de-
scribe three privacy-preserving data mining techniques in a fully dis-
tributed setting where each customer holds a single data record of the
database.

1 Introduction

The advances in networking, data storage, and data processgy make it easy to
collect data on a large scale. Data, including sensitive dat, is generally stored by
a number of entities, ranging from individuals and small busnesses to national
governments. By sensitive data, we mean the data that, if usé improperly, can
harm data subjects, data owners, data users, or other releva parties. Data
mining provides the power to extract useful knowledge from arge amounts of
data. However, most data mining techniques need to collect dta from di erent
parties; in many situations, privacy concerns may prevent derent parties from
sharing their data with others. An important technical chal lenge is how to enable
data sharing while protecting data privacy.

Data privacy is an important issue to both individuals and organizations.
Loosely speaking, data privacy means the ability to protectselected information
against selected parties. More precise de nitions of data pgvacy have been pre-
sented in di erent circumstances. It is still an area of active study to determine
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the best de nition of data privacy in an environment where many uses are to be
enabled (some of which are unknown at the time of initial dataprocessing) and
many privacy requirements are to be met (again, some of whictare unknown at
the time of initial data processing).

Privacy-preserving data mining provides methods that can @mpute or ap-
proximate the output of a data mining algorithm without reve aling at least part
of the sensitive information about the data. Existing solutions can primarily be
categorized into two approaches. One approach adopts crypgraphic techniques
to provide secure solutions in distributed settings (e.g.,[LP02]). Another ap-
proach randomizes the original data so that certain underlyng patterns, such
as the distribution of values, are retained in the randomizel data (e.g., [AS00]).
Generally, the cryptographic approach can provide solutims with perfect ac-
curacy and perfect privacy. In contrast, the randomization approach is much
more e cient than the cryptographic approach, but appears t o su er a tradeo
between privacy and accuracy.

In principle, the elegant and powerful paradigm of secure mitiparty com-
putation provides general-purpose cryptographic solutims for any distributed
computation [GMW87, Ya086]. However, because the inputs oflata mining al-
gorithms are huge, the overheads of the general-purpose siilons are intolerable
for most applications. Instead, research in this areas seskmore e cient solutions
for speci ¢ functions.

Privacy-preserving algorithms have been proposed for di eent data mining
applications, including privacy-preserving collaborative ltering [Can02], deci-
sion trees on randomized data [AS00], association rules miimg on randomized
data [RH02,ESAGO02], association rules mining across multile databases [VCO02,
KC02], clustering [VC03,JWO05, JPWO06], and naive Bayes clasi cation [KV03,
VCO04]. Additionally, several solutions have been proposedbor privacy-preserving
versions of simple primitives that are very useful for desiging privacy-preserving
data mining algorithms. These include nding common elemeits [FNP04,AES03],
computing scalar products [CIK* 01,AD01,VC02,SWY04,FNP04,GLLMO04], and
computing correlation matrices [LKRO3].

In this paper, we survey four of our recently proposed cryptgraphic privacy-
preserving techniques for data mining in distributed settings [YWO06, YZWO05b,
ZYWO05, YZWO05a]. Speci cally, we consider two di erent dist ributed settings.
In the rst setting, data is distributed between two parties . The challenge is
to protect data privacy while enabling the cooperation amorg those parties.
In Section 3, we describe a privacy-preserving solution fothe two parties to
compute a Bayesian network on their distributed data.

In the second setting, called thefully distributed setting, each party holds
one record of a virtual database. The fully distributed setting is particularly well
suited towards the setting of mobile ad hoc networks becauseach party retains
control of its own information. The parties can decide when tey are and are not
willing to participate in various data mining tasks. In this setting, we consider
the scenario where a data miner wants to carry out data miningapplications.
The challenge is to enable the miner to learn the results of d@ mining tasks



while protecting each party's privacy. We describe privacy-preserving solution
for three tasks in the fully distributed model in Section 4.

2 Privacy De nition in Secure Multiparty Computation

In this work, we de ne privacy by adapting the general privacy de nition in
secure multiparty computation [GMW87, Yao86, Gol04]. As usial, we make the
distinction between semi-honest and malicious adversaries in the distributed
setting. Semi-honest adversaries only gather informatiorand do not modify the
behavior of the parties. Such adversaries often model attdes that take place
after the execution of the protocol has completed. Malicios adversaries can
cause the corrupted parties to execute some arbitrary, matiious operations.
Here, we review the formal privacy de nition with respect to semi-honest adver-
saries [Gol04].

De nition 1.  (privacy w.r.t semi-honest behavior) Letf : (X1; ;Xm) !

(y1;  ;Ym) be an m-ary function and denote (x1; ;Xm) by X. For | =
fil;Q vitg [m] = f1;  ;mg, we letf,(X) denotey = fy;,; ;vi,g and
let be a m-party @otocol for computing f. The view of thei®™ party dur-
ing an execution of = is denoted byview (X) which includes x;, all received

messages, and all internal coin ips. For| = fiy; ;itg, we let view (X) =
(view, (X);  ;view, (X)). We say that = privately computesF against up tot
semi-honest adversaries if for alll f 1;:::;mg (jlj = t), for all X, there exists

a probabilistic polynomial-time algorithm (a simulator), denotedS, such that
FS((xis ixi)if (R (view (X); OUTPUT (X);g

where OUTPUT(X) denotes the output of all parties during the execution repre
sented inview (X).

This de nition asserts that the view of the parties in | can be e ciently simulated
based solely on their inputs and outputs. In other words, theadversaries can-
not learn anything except their inputs and nal outputs. The privacy de nition
related with malicious adversaries can be found in [GolO4]For two-party compu-
tation, privacy can be de ned in a way slightly di erent from the above [Gol04].

3 Privacy-Preserving Distributed Data Mining

Cryptographic techniques provide the tools to protect data privacy by exactly
allowing the desired information to be shared while conceahg everything else
about the data. To illustrate how to use cryptographic techniques to design
privacy-preserving solutions to enable mining across distbuted parties, we de-
scribe a privacy-preserving solution for a particular data mining task: learning
Bayesian networks on a dataset divided among two parties whevant to carry out

data mining algorithms on their joint data without sharing t heir data directly.



3.1 Bayesian networks

A Bayesian network (BN) is a graphical model that encodes prbabilistic rela-
tionships among variables of interest [CH92]. This model ca be used for data
analysis and is widely used in data mining applications.

Formally, a Bayesian network for a setV of m variables is a pair Bs; Bp).
The network structure Bs = (V; E) is a directed acyclic graph whose nodes are
the set of variables. The parameters B, describe local probability distributions
associated with each variable. There are two important isses in using Bayesian
networks: (a) Learning Bayesian networks and (b) Bayesianmnferences. Learning
Bayesian networks includes learning the structure and the orresponding param-
eters. Bayesian networks can be constructed by expert knowtge, or from a set of
data, or by combining those two methods together. Here, we adress the problem
of privacy-preserving learning of Bayesian networks from adatabase vertically
partitioned between two parties; in vertically partitione d data, one party holds
some of the variables and the other party holds the remainingvariable.

3.2 The BN Learning Protocol

A value x is secret shared(or simply shared) between two parties if the parties
have values §hares) such that neither party knows (anything about) x, but given
both parties' shares ofx, it is easy to compute x. Our protocol for BN learning
uses composition of privacy-preserving subprotocols in wibh all intermediate
outputs from one subprotocol that are inputs to the next subprotocol are com-
puted as secret shares. In this way, it can be shown that if edt subprotocol is
privacy-preserving, then the resulting composition is al® privacy-preserving.

Our solution is a modi ed version of the well known K2 protocol of Cooper
and Herskovitz [CH92]. That protocol uses a score function @ determine which
edges to add to the network. To modify the protocol to be privacy-preserving, we
seek to divide the problem into several smaller subproblemshat we know how
to solve in a privacy-preserving way. Speci cally, noting that only the relative
score values are important, we use a new score functiog that approximates
the relative order of the original score function. This is oltained by taking the
logarithm of the original score function and dropping some bwer order terms.

As a result, we are able to perform the necessary computatiain a privacy-
preserving way. We make use of several cryptographic subptocols, including
secure two-party computation (such as the solution of [Yao8], which we ap-
ply only on a small number of values, not on something the sizef the original
database), a privacy-preserving scalar product share pratcol (such as the solu-
tions described by [GLLMO04]), and a privacy-preserving prdocol for computing
x Inx (such as [LP02]). In turn, we show how to use these to computetmres of
the parameters j and j that are required by the protocol.

Our overall protocol of learning BNs is described as followslIn keeping with
cryptographic tradition, we call the two parties engaged in the protocol Alice
and Bob.



Input: An ordered set ofm nodes, an upper boundu on the number of parents
for a node, both known to Alice and Bob, and a databaseD containing n
records, vertically partitioned between Alice and Bob.

Output: Bayesian network structure Bs (whose nodes are then input nodes,
and whose edges are as de ned by the values of at the end of the protocol)

As the ordering of variables inV, Alice and Bob execute the following steps at
each nodey;. Initially, each node has no parent. After Alice and Bob run the
following steps at each node, each node has as its current set of parents.

1. Alice and Bob execute privacy-preserving approximate sgre protocol to
compute the secret shares ofj(i; ;) and g(i; ;[f zg) for any possible addi-
tional parent z of v;.

2. Alice and Bob execute privacy-preserving score compaias protocol to com-
pute which of those scores in Step 1 is maximum.

3. If g(i; ) is maximum, Alice and Bob go to the next nodevj+; to run from
Step 1 until Step 3. If one z generates the maximum score in Step 2, ther
is added as the parent ofv; such that ; = ; [f zg and Alice and Bob go
back to Step 1 on the same node;.

4. Alice and Bob run a secure two-party computation to compute the desired
parameter ik = jj .

Further details about this protocol can be found in [YWO06], where we also
show how a privacy-preserving protocol to compute the pararetersB,. Experi-
mental results addressing both the e ciency and the accurag of the structure-
learning protocol can be found in [KRWFO05].

4 Privacy Protection in the Fully Distributed Setting

In this section, we consider the fully distributed setting, in which each party
holds its own data record. Together these records make a \viual database".
We assume there is a data miner that wants to learn some informtion about
this virtual database. We call each of the data-holding parties \respondents".

First, let us consider a typical scenario of mining in the fuly distributed set-
ting: the miner queries large sets of respondents, and eactespondent submits
her data to the miner in response. Clearly, this can be an e cient and con-
venient procedure, assuming the respondents are willing teubmit their data.
However, the respondents’ willingness to submit data is a eted by their pri-
vacy concerns [Cra99]. Furthermore, once a respondent sulita her data to the
miner, the privacy of her data is fully dependent on the miner. Because the miner
is interested in obtaining a good and accurate response ratg¢he protection of
respondents' privacy is therefore important to both the suaess of data min-
ing and the respondents. By using cryptographic techniqueswe describe three
techniques for di erent mining or data collection tasks in the fully distributed
setting.



4.1 Privacy-Preserving Learning Classi cation Model

In this section, we provide a privacy-preserving protocol b enable a data miner
to learn certain classi cation models without collecting respondents' raw data
such as to protect respondents' privacy in the fully distributed setting.

To solve this problem, we propose a simple e cient cryptographic approach
which provides strong privacy for each respondent and doesat give up any
accuracy as the cost of privacy. The critical technique is a fequency-learning
protocol that allows a data miner to compute frequencies of alues or tuples of
values in the respondents' data without revealing the privecy-sensitive part of
the data. Unlike general-purpose cryptographic protocolsthis method requires
no interaction between respondents, and each respondent gnneeds to send a
single ow of communication to the data miner. However, we ae still able to
ensure that nothing about the sensitive data beyond the desed frequencies is
revealed to the data miner. We note that this choice of compuation can itself be
considered a tradeo between privacy and utility. On one hand, the frequencies
have reasonably high utility, as they can be used to enable aumber of di erent
data mining computations, but they have less privacy than requiring a di erent
privacy-preserving computation of each kind of data mining computation the
miner might later carry out with the frequencies. On the other hand, (except
in degenerate cases), the frequencies have less utility thasending the raw data
itself, but more privacy.

The protocol design is based on the additively homomorphic pperty of
a variant of ElGamal encryption, which has been used in, e.q.[HS00]. The
protocol itself uses the mathematical properties of exponetiation, which allows
the miner to combine encrypted results received from the rgsondents into the
desired sums.

Let G be a group wherejGj = q and q is a large prime, and letg be a
generator of G. All computations in this section are carried out in the group G.
We assume a prior set-up that results in each respondenit); having two pairs of
keys: xi; Xi = g*);(y;;Yi = ¢). De ne

A
X=X 1)

Y= Y, 2)

The values x; and y; are private keys (i.e., eachx; and y; is known only to
respondentU;); X; andY; are public keys (i.e., they can be publicly known). In
particular, the protocol requires that all respondents know the valuesX and Y.
In addition, each respondent knows the groupG and the common generatorg.

In this protocol, egch respondentU; holds a Boolean valued;, and the miner's
goal is to learnd = i”:l di. The privacy-preserving protocol for the miner to
learn the frequencyd is shown in Figure 1.

Using the frequency-learning protocol, we can design a pracy-preserving
protocol to learn naive Bayes classi ers which are enableddely by frequency



Ui ! miner:m; = g% XVi;
hi = YXi.
miner. r= Qinzl e
ford=1to n
if g% = r output d.

Fig. 1. Privacy-Preserving Protocol for Frequency Mining.

computation. Details about this protocol can be found in [YZWO05b]. To test the
e ciency of the protocol, we implemented the Bayes classi er learning protocol
by using OpenSSL libraries, and we ran a series of experimentin the NetBSD
operating system running on an AMD Athlon 2GHz processor with 512M mem-
ory, using 512 bit cryptographic keys. Figure 2 studies how he server's (miner's)
learning time changes when both the respondent number and th attribute num-
ber vary. In this experiment, we xed the domain size of each ron-class attribute
to four and the domain size of the class attribute to two.
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e
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Fig. 2. Server's Learning Time for Naive Bayes Classi er vs. Number of respondents
and Number of Attributes

4.2 Fully Distributed k-Anonymization

The frequency-learning protocol can be used to learn only t models which are
enabled by frequency computation. However, very often a da miner wants to



collect the respondents' data for the general purpose suchhiat those data can
be used for learning any model. An intuitive solution is that each respondent
submits their data without any identi ers such that the mine r cannot link each
respondent with their submitted data and then respondents'privacy can be pro-
tected. However, even if the respondents' data do not includ explicit identi able
attributes, respondents may often still be identi ed by using a set of attributes
that act as \quasi-identi ers," e.g., fdate of birth, zip codeg. By using quasi-
identi ers, Sweeney [Swe02b] pointed out a privacy attack n which one can nd
out who has what disease using a public database and voter s

K-anonymization was rst proposed by Samarati and Sweeney [SS98] to ad-
dress the privacy problem of quasi-identi ers. The basic icka is that a data table
is k-anonymized by changing some attributes such that at leat k rows have the
same quasi-identi er. The existing k-anonymization methods work in the central-
ized setting in which the data table is located in. K -anonymization techniques
include suppression and generalization methods. Supprassi methods substi-
tute the values of some attributes in quasi-identi ers with * but generalization
methods substitute the values with more general ones.

K -anonymization of data can be viewed as another privacy/utlity trade-
0. It publishes data that is not as useful as the original data, but that is in-
tended to be more private. However, existingk-anonymization techniques (such
as [Swe97,SS98, Sam01, Swe02b, Swe02a, MWO04, BAO5]) asstina the data is
rst available in a central location and then modi ed to prod uce k-anonymous
data. In contrast, we add additional privacy protections to the k-anonymization
process: distributed respondents holding their own data iteract with a miner so
that the miner learns a k-anonymized version of the data but no single partic-
ipant, including the miner, learns extra information that ¢ ould be used to link
sensitive attributes to corresponding identi ers.

We give two di erent formulations of this problem:

In the rst formulation, given a table, the protocol needs to extract the
k-anonymous part (i.e., the maximum subset of rows that is already k-
anonymous) from it. The privacy requirement is that the senstive attributes
outside the k-anonymous part should be hidden from any individual respor
dent including the miner. This formulation is only suitable if the original
table is already close tok-anonymous, as otherwise the utility of the result

will be signi cantly reduced.
In the second formulation, given a table, the protocol needsto suppress

some entries of the quasi-identi er attributes, so that the entire table is k-
anonymized. The privacy requirement is that the suppressedentries should
be hidden from any individual participant. This formulatio n is suitable even
if the original table is not close to k-anonymous.

In [ZYWO05], we present e cient solutions to both formulatio ns. Our solu-
tions use cryptography to obtain provable guarantees of thé privacy properties,
relative to standard cryptographic assumptions. Our soluton to the rst prob-
lem formulation does not reveal any information about the sesitive attributes
outside the k-anonymous part. Our solution to the second problem formulaion



is not fully private, in that it reveals the k-anonymous result as well as the dis-
tances between each pair of rows in the original table. We pree that it does
not reveal any additional information. Our protocols enhance the privacy of k-
anonymization by maintaining end-to-end privacy from the original data to the
nal k-anonymous results.

4.3  Anonymity-Preserving Data Collection

We next consider another task in the fully distributed setti ng, which can again be
considered as di erent point on the utility/privacy tradeo . This task is suitable
for data collection when the data is considered to provide su cient privacy as
long as it can be collected anonymously (i.e., without the dé&a collector learning
which data belongs to which respondent). An example of this senario might be
if the miner is a medical researcher who studies the relatioship between dining
habits and a certain disease. Because a respondent does naant to reveal what
food she eats and/or whether she has that disease, she may gifalse information
or decline to provide information. However, even if each ragsondent's data does
not contain any identi able attribute, the privacy of each r espondent cannot
be guaranteed because the miner can link the respondent's éhtity with their
submitted data through the communication channel, e.g., by IP address. One
possible solution is that the miner collects dataanonymously That is, he collects
records from the respondents containing each respondent'dining habits and
health information related to that disease, but does not knaw which record came
from which respondent. In some settings, this idea that a reponse is \hidden"
among many peers is enough to make participants respond.

We generalize this idea to propose an approach called anonyity-preserving
data collection. Speci cally, we propose that the miner shauld collect data in such
a way that he is unable to link any piece of data collected to the respondent who
provided that piece of data. In this way, respondents do not reed to worry about
their privacy. Furthermore, the collected data is not modi ed in any way, and
thus the miner will have the freedom to apply any suitable mining algorithms to
the data. As discussed above, this is therefore only usefubf providing privacy
if each respondent's data does not contains identi able attibutes and if the
responses themselves do not provide too many clues to the gendent's identity.

We summarize our protocol here. Respondents are divided it many smaller

larger N will provide more anonymity but less e ciency, and vice versa. Our goal
is that the miner should obtain a random permutation of the respondents’ data

To achieve this goal, we use ElGamal encryption together wih a rerandomiza-
tion technique and ajoint decryption technique. In the ElGamal encryption
scheme, one cleartext has many possible encryptions, as thbandom number r
can take on many di erent values. ElIGamal supports rerandonization, which
means computing a di erent encryption of M from a given encryption of M. A
related operation is permutation of the order of items, which means randomly
rearranging the order of items. If we rerandomize and permut a sequence of



ciphertexts, then we get another sequence of ciphertexts wh the same mul-

tiset of cleartexts but in a di erent order. Looking at these two sequences of
ciphertexts, the adversary cannot determine any informaton about which new

ciphertext corresponds to which old ciphertext.

In our solution against semi-honest players including all espondents and
the miner, t of the N respondents act as \leaders". Leaders have the special
duty of anonymizing the data. At the beginning of the protocol, all respondents
encrypt their data using a public key which is the product of all leaders' public
keys. Note that the private key corresponding to this public key is the sum of
all leaders' private keys; without the help of all leaders, robody can decrypt
any of these encryptions. The leaders then rerandomize thesencryptions and
permute them. Finally, the leaders jointly help the miner to decrypt the new
encryptions, which are in an order independent of the origiml encryptions. By
using digital signature and non-interactive zero-knowledje proofs, we also design
the protocols against malicious miner and respondents. Fuher details can be
found in [YZWO05a].

To measure the e ciency of our protocols in practice, we implemented them
using the OpenSSL libraries and measured the computationabverhead. In our
experiments, the length of cryptographic keys is 1024 bitsThe environment used
is the NetBSD operating system running on an AMD Athlon 2GHz processor
with 512M memory. In the protocol against semi-honest partcipants, we measure
the computation times of the three types of participants: regular (i.e., non-leader)
respondents, leaders, and the miner. A regular responders’ computation time
is always about 15ms regardlessl and t. A leader's computation time is linear
in N and does not depend ont. For a typical scenario whereN = 20, the
computation time of a leader is about Q47 seconds. The miner's computation
time is linear in both N and t. For a typical scenario whereN =20 and t = 3,
the computation time of the miner is about 40ms. In the protocol against the
malicious miner, the leader has a 10% increase over the coggonding overhead
of the semi-honest protocol. The increased overhead for rear participants and
the miner is negligible.

5 Discussion

We have described several privacy-preserving protocols.fis remains a ripe area
for research. We brie y describe some areas worthy of furtheinvestigation.

In practice, participants in a privacy-preserving protocol might behave ma-
liciously in order to gain maximum bene ts from others. Most existing work on
very e cient privacy-preserving data mining, including mo st of ours, only pro-
vides the protocols against semi-honest adversaries. Althugh in principle those
protocols can be modi ed using a general method to defend agast malicious
behaviors, the overhead of doing so is intolerable in practie. An important area
for future research is the design of e cient mining protocols that remain secure
and private even if some of the parties involved behave maliously.



Because it aims to guarantee strong privacy for all possibities, the general
de nition of privacy in secure multi-party computation is v ery strictly de ned.
Cryptographic approaches can achieve perfect privacy in gnciple, but one typi-
cally pays a high computational price for such privacy. For eci ¢ applications,
a relaxed privacy de nition might help to design e cient sol utions while still be
good enough to satisfy practical privacy requirements. Corputing approximate
mining results rather than the accurate ones might also helpget the bene t
of e ciency. A particularly interesting question is whethe r one can identify the
quantitative tradeo among e ciency, privacy, accuracy, a nd utility, as well as
identifying solutions that achieve \good" points in that tr adeo space.

Another interesting question is how to deploy privacy-presrving techniques
into practical applications. The techniques of privacy-preserving distributed data
mining can be used to learn models across distributed datatses. Is it feasible
to de ne a general toolkits which are suitable for all kinds of databases with
di erent data types? Another question is how to implement our methods without
introducing covert channels to breach any party's privacy.

Particularly in the fully distributed setting, a question t hat remains is how
to ensure either that participants provide accurate data, a that the miner can
produce results in a way that is not heavily dependent on all he data being
accurate. Although cryptographic techniques can force edt participant to follow
the protocol speci cations so as to protect data privacy, bu they cannot prevent
participants from providing faked data to the protocols. An onymity and privacy
remove some disincentive for participants to provide fake dta, but it would also
be useful to design mechanisms that speci cally incent paricipants to provide
their original data.
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