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Shared Statistical Data

Large collections of personal information
• census data
• medical/public health data
• social networks
• recommendation systems
• trace data: search records, etc
• intrusion-detection systems, botnet research, ...

Recently:
• larger data sets
• more types of data
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• One context

• Two conflicting goals
Utility: Users can extract “global” properties

Confidentiality: Individual information stays hidden

• (How) can we distinguish “global” from “individual” 

information?
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“Privacy” for Statistical Data

Large collections of personal information
• census data
• medical/public health data
• social networks
• recommendation systems
• trace data: search records, etc
• intrusion-detection systems
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Privacy in Statistical Databases

Image credit: Triangle Birth Network
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Privacy in Statistical Databases
• Variations on model studied in

 Statistics (“statistical disclosure control”)

Data mining / database (“privacy-preserving data mining” *)

Image credit: Triangle Birth Network
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Privacy in Statistical Databases
• Variations on model studied in

 Statistics (“statistical disclosure control”)

Data mining / database (“privacy-preserving data mining” *)

• No coherent theory and many failures

• This project: rigorous foundations, coherent field

new attacks (“cryptanalysis” for statistical data)

precise definitions

provably private algorithms/protocols

Image credit: Triangle Birth Network



what is this not?
... not cryptography as usual

• Normally in crypto and access control: 

clear boundary between inside and outside

Model: psychiatrist-patient records

Goal: technical enforcement of boundary

• Here: fluid boundary

Model: census publication

Goal: publish as much “global” information as possible
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What makes this problem hard?

• External information

• Data are not atomic

• Related data appear in many places
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Challenge: External Information
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Challenge: External Information

• Users have external information sources
 Can’t assume we know the sources
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Challenge: External Information

• Users have external information sources
 Can’t assume we know the sources

• Anonymization schemes regularly broken, e.g.

Netflix via IMDB [Narayanan-Shmatikov]

“Composition attacks” [GKS]
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Netflix Data Release [Narayanan-Shmatikov 2008]
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• Ratings for subset of 

movies and users

• Usernames replaced 

with random IDs

• Some additional 

perturbation

Credit: Arvind Narayanan



Use Public Reviews from IMDB.com
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Some other attacks...
• Web search: 

AOL release [New York Times, 2006]

De-tokenizing search [Kumar et al, 2007]

• Social networks [Backstrom-Dwork-Kleinberg’07, NarayananS’09]

Reidentifying individuals in a social

network with node labels removed

• Computer networks 

[Coull et al., NDSS ’07, Ribeiro et al, NDSS ‘08]

Relabeling computers and users in a network traffic dataset

• Genetic data [Homer et al. PLoS Genetics ’08]

 Identifying individuals in aggregate genomic data
10



What makes this problem hard?

• External information

• Data are not atomic

• Related data appear in many places

11



Data are not atomic
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Data are not atomic
• Myth: PII, sensitive, nonsensitive information

 geographic location + d.o.b. predict SSN
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Data are not atomic
• Myth: PII, sensitive, nonsensitive information

 geographic location + d.o.b. predict SSN

• Some aggregate statistics leak lots about individuals 

 Support vector machine described by subset of data 
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Data are not atomic
• Myth: PII, sensitive, nonsensitive information

 geographic location + d.o.b. predict SSN

• Some aggregate statistics leak lots about individuals 

 Support vector machine described by subset of data 

• Every aggregate statistic leaks something

 “Innocuous” pieces of information can be combined 

• How many diabetics in Manhattan?

• How many diabetics in Manhattan not named “Adam Davison Smith”?

Even unrelated questions cause problems [Dinur-Nissim, PODS ’03]

• Answering too many questions too precisely 

reveals almost the whole data set
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“Composition” Attacks [Ganta-Kasiviswanathan-Smith, KDD 2008]

• Example: two hospitals serve overlapping populations
 What if they independently release “anonymized” statistics?

• Composition attack: Combine independent releases 
 popular anonymization schemes leak lots of information

 Litmus test for a proposed scheme’s reasonability?

13

Individuals

Hospital 
B statsB

statsAHospital 
A

Servers

Attacker sensitive 
information



“Composition” Attacks [Ganta-Kasiviswanathan-Smith, KDD 2008]

• Example: two hospitals serve overlapping populations
 What if they independently release “anonymized” statistics?

• Composition attack: Combine independent releases 
 popular anonymization schemes leak lots of information

 Litmus test for a proposed scheme’s reasonability?

13

Individuals

Hospital 
B statsB

statsAHospital 
A

Servers

Attacker sensitive 
information



“Composition” Attacks [Ganta-Kasiviswanathan-Smith, KDD 2008]

• Example: two hospitals serve overlapping populations
 What if they independently release “anonymized” statistics?

• Composition attack: Combine independent releases 
 popular anonymization schemes leak lots of information

 Litmus test for a proposed scheme’s reasonability?
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“Composition” Attacks [Ganta-Kasiviswanathan-Smith, KDD 2008]

• “IPUMS” census data set. 70,000 people, randomly split 

into 2 pieces with overlap 5,000. 
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Figure 1: Severity of the intersection attack - perfect breach (a) Adult database (b) IPUMS database.
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Figure 2: Severity of the intersection attack - partial breach (a) Adult database (b) IPUMS database.

anonymities. The situation only gets worse (drops get larger) when

presumed anonymities are used.

3.4 !-diversity and t-closeness
We now consider the !-diversity and t-closeness extensions to

the original k-anonymity definition. The goal is to again quantify
the severity of the intersection attack. We achieve this by measur-

ing the extent to which a partial breach occurs with varying levels

of adversary confidence levels. Figure 5 plots the percentage of

vulnerable population for whom the intersection attack leads to a

partial breach for the IPUMS database. Here, we anonymize both

the subsets of the database with the same definition of privacy. Fig-

ure 5(a) plots the result for the !-diversity using the same ! for both
the subsets (!1 = !2) and with k = 10. Figure 5(b) plots the same
for t-closeness. Even though these extended definitions seem to

perform better than the original k-anonymity definition, they still
lead to considerable breach in case of an intersection attack. This

result is fairly intuitive in the case of !-diversity. Consider the def-
inition of !-diversity: the sensitive value set corresponding to each
partition should be “well” (!) diverse. However, there is no guar-
antee that the intersection of two well diverse sets leads to a well

diverse set. t-closeness fares similarly. Also, both these defini-
tions tend to force larger partition sizes, thus resulting in heavy

information loss. Figure 6 plots the average partition sizes of the

individuals corresponding to the overlapping population. It com-

pares the partition sizes observed for k-anonymity, !-diversity, and

t-closeness. For k = 10 and l = 5, the average partition size was
close to 450 while a combination of k = 10 and t = 0.4 yield
partitions of average size close to 1300. We also observed similar
results for the Adult database (omitted due to space constraints).
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IPUMS database.

4. DIFFERENTIAL PRIVACY

With popular technique 
(k-anonymity, k=30) 
for each database, 
can learn “sensitive” 
variable for 40% of 
individuals



Differential privacy

(How) can we distinguish global 

from individual information?
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Defining Privacy [Dwork-McSherry-Nissim-Smith 2006]
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• Intuition: 
Changes to one person’s data not noticeable by users

• Data set  x 
Domain D can be numbers, categories, tax forms
Think of x as fixed (not random)

• A = randomized procedure run by the agency
A(x) is a random variable distributed over possible outputs
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Defining Privacy [Dwork-McSherry-Nissim-Smith 2006]
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Definition:  A is ε-differentially private if, 
for all neighbors x, x’, 
for all subsets S of outputs

Neighboring databases 
induce close distributions 
on outputs

Pr(A(x) ∈ S) ≤ eε · Pr(A(x′) ∈ S)



Why is this a good approach?
• “Composition”: If algorithms A1 and A2 are ε-differentially 

private then the outputting results of both algorithms 
A1(x),A2(x) is 2ε-differentially private

• Meaningful in the presence of arbitrary external information
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Definition:  A is ε-differentially private if, 
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A differential guarantee
• Suppose you know that I used to smoke

A public health study could teach you that I am at risk for 

cancer

But it didn’t matter whether or not my data was part of it.

Has my “privacy” been compromised? 

• Differential privacy implies:

Whatever you know ahead of time, 

you learn (almost) the same things about me 

whether or not my data is used
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• “Privacy” = change in one input leads to small change in 

output distribution

What computational tasks can we achieve privately?

• Lots of recent work, open questions

What can we compute privately?
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A sampling of results (STOC,FOCS,PODS,VLDB,KDD,CRYPTO,...) 

• Basic Techniques, e.g.

noise addition [Dwork-McSherry-Nissim-S.’06, NRS’07, ...] 

• Optimizations [BCDKMT’07, HRMS’10,LiHRMM’10,...]

• Programming tool “PInQ” [McSherry’09]

 “exponential sampling” [McSherry-Talwar’07]

• Broad feasibility statements, e.g.

PAC Learning / classification [KasiviswanathanLNRS ’08]

 Statistical estimation [Wasserman-Zhou ’09, S. ’09, Dwork-Lei ’09] 

 Synthetic data [Blum-Ligett-Roth ’08, DNRRV ’09, DRV ’10]

• Distributed models [DKMMN’06, BNO’08, DMPR’10]

• Impossibility results [Dinur-Nissim’03, DMT’07,DY’08,KRSU’10, HT’10]
22



Example: Statistical Estimation [S’08]

• Theorem: For any well-behaved parametric family, one 
can construct a diffe. private efficient estimator A

A(X) converges to MLE

• Question: 
How well does error scale with dimension (# of parameters)?
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• Given a parametric model

• Goal: given samples                      , estimate 

• Maximum likelihood estimator (MLE)

MLE has optimal error (asymptotically) 
for well-behaved families of distributions

{fθ : θ ∈ Θ}

= argmaxθ(fθ(x))

x1, x2, . . . , xn θ



Technique: “sample-and-aggregate” [NRS]
• Break data into k blocks of n/k points

• For block i, (i=1, 2, ..., k)
compute MLE 

• Correct for bias:

where the bias function 
depends on family 

• Output aggregate: 
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For example, if we are estimating a single (one-dimensional) parameter, and we use the mean as

our aggregation function, then

T ∗(x)
def
=

(
1

k

k∑

i=1

θ̂
(
x(i−1)t+1, ..., xit

)
)

+ Lap

(
Λ

kε

)
(1)

where Λ is the diameter of the parameter’s range, and Lap(λ) is a random variable drawn according to
the Laplacian distribution with parameter (standard deviation) λ.

!!!!!!"
#

#$

%%%%%%&

' ' '
((((((()

*
*
**+

,,,,,,,-

x

xi1 , . . . , xit xj1 , . . . , xjt . . . xk1 , . . . , xkt

! ! !
!

" " "
"

θ̂ θ̂ θ̂

g

z1 z2 · · · zk

aggregation function

'
. ."+noise calibrated

to sensitivity of g
output

Figure 1: Sample-and-aggregate

For concreteness, we first analyze the one-dimensional estimator described in (1).

Lemma 2.2 ([1, 2]). For any choice of the number of blocks k, the estimator T ∗ is ε-indistinguishable.

Proof. Fix a particular value of x, and consider the effect of changing a single entry xi to obtain a

database x′ (for any particular index i). At most one of the numbers zj can change, depending on

the block which contains xi. The number zj that changes can go up or down by at most Λ, since the
parameter takes values in [0, Λ]. This means that the mean g(z1, ..., zk) can change by at most Λ/k.

The random variables T ∗(x) and T ∗(x′) are thus Laplacian random variables with identical standard
deviations and means differing by at most Λ/k. By the reasoning in [1], for any measurable set S ⊆ R
with non-zero measure, the ratio Pr(T ∗(x) ∈ S)/ Pr(T ∗(x′) ∈ S) is between e−ε and eε. This is exactly

the requirement of differential privacy.

Theorem 2.3. If the MLE is asymptotically normal and efficient, and ε = ω( 1√
n), then the estimator

T ∗ with θ̂ = θ̂MLE is asymptotically unbiased, normal and efficient, i.e.

√
n · T ∗(X)

P−→ N(θ, If (θ)) if X = X1, ..., Xn ∼ f(·, θ) are i.i.d.

Proof. We will select k as a function of n and ε. For now, assume that t = n
k goes to infinity with n.

Then by Lemma 1.1, each Zi = θ̂MLE
(
X(i−1)t+1, ..., Xit

)
is close to normal, and so the average of the

Zi’s also converges to normal. Specifically:
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θ̂i

θ̃i ← θ̂i − bias(θ̂i)

A(x) =
1
k

( ∑

i

θ̃i

)
+ noise

{fθ : θ ∈ Θ}



Synthetic Data

• Goal: new data set with “similar” statistical properties

 Specify precisely the set of preserved properties

 [Blum, Ligett, Roth 2008, Dwork-Naor-Reingold-Rothblum-Vadhan 2009] 

broad theoretical possibility results

 [Machanavajjhala, Kifer, Abowd, Gehrke, Vilhuber 2008, McSherry-Talwar 2008]

Differentially private geographic data, in use at the US Census
25
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Distributed Private Data Mining

• Eliminate the trusted server/agency

• Use cryptographic protocols to jointly mine shared data

 Individuals retain data

Mining algorithm still needs to respect (differential) privacy

• “Our Bodies, Ourselves” (Dwork)

26

Individuals Users
x1

x2

xn

...

Government,
researchers,
businesses

(or) 
Malicious
adversary

protocol 
simulating A

Data

A(x)



A Brief History of Privacy

Analyst Data set

?

PINQ

?

?
Data set

Privacy Integrated Queries:
+: Analysis runs against raw data, gives high fidelity results.
+: Provider doesn’t need to understand or trust the analyst.
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A programming tool [McSherry ’09]
• PInQ: database query language

based on LInQ (~ SQL)

Ever valid query is 

differentially private

• Available online
http://research.microsoft.com/en-us/projects/PINQ/

• Demo by Common Data Project
http://demos.commondataproject.org/PINQDemo.html
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Perspective
• Goal: rigorous foundations for privacy of statistical data

Differential privacy is one approach

• What other notions provide similar guarantees?
Can we exploit uncertainty about data, computational limits?

• When are aggregate statistics a problem?
E.g. gov’t stats may leak classified info

How can we distinguish good information from bad? 

• How to reason about privacy & anonymity more 
generally? 
Where else can a similar perspective be applied?
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