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L Transport Layer J

Transport Layer
— Provides logical communication channels
between apps

.

Transport layer managed by end systems
Intemet Technolon — Routers are unaware; they provide network layer

05. Transport Layer senices

Multiple transport protocols available
— Under IP: TCP, UDP, SCTP, and more
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Rutgers University

Spring 2016
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L Transport Layer

« Network Layer Today, we’'ll discuss

— Logical connection between hosts
« Transport Layer « Transport lay er multiplexing/demultiplexing
— Logical connection between processes

— Transport layer multiplexing & demultiplexing * Reliable data transfer

* Most common transport-layer protocols in IP:
TCP &UDP

— UDP: unreliable data transfer

Reliable data transfer

In-order delivery =1
Flow control
Congestion control

Internet Protocol Layers

L J L /
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L Transport Layer Multiplexing J

 Problem:
Multiple communication channels ov er one network link
— This is a problem whenever a protocol at one layer is used by
Transporl Layer multiple protocols or or communication sessions at a higher layer

Multiplexing & Demultiplexing

Logical view of four transport layer communication streams
- / - J
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L Transport Layer Multiplexing L Multiplexing & Demultiplexing

[ ]

L ]

* Problem: ] )
Multiple communication channels over one network link Multiplexing

— This is a problem whenever a protocol at one level is used by
multiple protocols or or communication session at one

* Need toidentify which segment belongs to which channel

mutiplexing demuliplexing

Demultiplexing

Logical view at the network layer
|\ J/ |\ J
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L How is it done? | L UDP multiplexing & demultiplexing J
« Transport layer protocols inIP have port numbers * A UDP socket is identified by its port number
— 16 bit integers (0 .. 65535)
— IP header (network layer) has source address, destination address AllUDP @ " i 4 will be delivered h
’ . segments addressed to a specific port # will be delivered to the
— TCP/UDP headers (transport layer) have source port, destination port . o
( P ver) P P socket identified by that port number
. . . . . X — A socket will request data via recv(), recvfrom(), or recvmsg() system calls
+ Each socket is uniquely identified in the operating system — OS looks for a UDP socket with a matching destination port: hashtable of
socket structures; hash key created from UDP destination port
* Before a socket can be used, itis created & named
- s?cket system call crea.tes aunique socket . « Limited demultiplexing
- bmd. system call assodides a local addre$ with the socket . — Segments addressed to the same (host, port) from different processes or
+ With an address of INADDR_ANY, the socket is associated with ALL local interfaces different systems will be delivered to the same socket!
* With rt of 0, the OS assil ol ed port ber to the ket "
apo © assigns & random unused port number: fo the socke — The receiver can get the source address & port to know how to address reply
messages
L / L J
Nerch 29, 2016 CS 3520 20132016 P Kzyzarowsk 9 Nerch 29, 2016 CS 3520 20132016 Paud Kzyzarowsk 10

[, Why use UDP? ) [L_UDP Structure J

« Control the timing of data » Definedin RFC 768

— A UDP segment is passed to the network layer immediatly for . Ei
transmission Eight by te header

— TCP uses congestion control to delay transmission 22
4bytes

» Preserve message boundaries

— With TCP, multipe small messages may be consolidated into one
TCP segment

s | o

Lengin I Checksum

» No connection setup Applicaion Dita
— TCP requires a three-way handshake to establish a connection

» No state to keep track of
— Less memory, easier fault recovery, simple load balancing

* Less network overhead
— 8-byte header instead of TCP’s 20-byte header
\ y, \ V,
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L UDP Structure in context L UDP Checksum
o o
Eight by te header within a 20 byte IP header * IP does not guarantee error-free packet delivery
« The UDP header contains a 16-bit checksum
& VAN > — Checks for data corruption
« 4Dytes v . .
glmlm & I « Checksum is generated by the sender and validated only by the
H ) ’ -
= receiver only. segments with bad checksums are simply dropped
o 8] e,
i < 2
m I Proto Checksum < 4,,% >
Souce 1P Addess Souce 1P Addess
IP header fields are used s do head
Destiation P Address to protect against 4 Destinaion 1P Address WPSE” o header
P optons [ misrouted segments 20 | pooo [ o tean
Souce Por # ] Dest por # [ sowe pocs | estpors Set 1o Oto compute inital checksum
UDP header %
ez I gz=tEm L [EiED gzzizm Padded with 0 at the end o get o
a 16 bit boundary (if needed)
t T itted;
st o oot o ey e
\ y, \ /
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L UDP Checksum Calculation | L One’s Complement Checksum Example J
« Sender * How to compute a One’s complement
— Iterate over 16-bit words in the Pseudo header + UDP segment — Sum the numbers
— UDP checksum field = 0 — Add any overflow carry to the result
. 0110 1011 0000 1010
— Create a one’s complement checksum « Create checksum for: 1011 0001 1100 1000
+ Add two 16-bit values. If overflow, add 1 to the resuit 1100 0000 1111 0101
+ Do this for all the data you need to checksum
+ Invert the bits of the result to get the checksum value 0110 1011 0000 1010
+1011 0001 1100 1000
=10001 1100 1101 0010
* Receiver + 1
, . . =0001 1100 1101 0011
— Perform the same one’s complement sumon all data including +1100 0000 1111 0101
the checksum field =1101 1101 1100 1000
— The result should beall 1s (0xf£££) . .
« Then inert the bits
The same checksum calculation is used for the IP header, UDP header, & TCP header ~1101 1101 1100 1000
=0010 0010 0011 0111 checksum
L / L J
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One’s Complement Checksum Example i L TCP multiplexing & demultiplexing .
« Validate « Every TCP socket is identified by:

— Sum the numbers, including the checksum N .

(source address, destination address, source port, destination port)
0110 1011 0000 1010
1011 0001 1100 1000 * ATCP socket has a state:

1100 0000 1111 0101 — LISTEN: the socket is used only for accepting comections
add the checksum ====gp 0010 0010 0011 0111
— ESTABLISHED: the socket is connected

0110 1011 0000 1010 — Other states that we’ll ignore for now:

+1011 0001 1100 1000 CU’;{(‘?‘C‘:ETI‘WT[UD:'D b .
= ~ SYN_SENTtying to establish a conrecion
+1 0001 1100 110 1 ooLo ~ SYN_RCVD:received acomectionrequest

=0001 1100 1101 0011 Connection  teardown:

— FIN_WAT_L:sockethas bythe local fromremde
+1100 0000 1111 0101 — FIN_WAIT_2:sockethas bythe local
=1101 1101 1100 1000 — CLOSIN local apps;remote has rotacknowledgedclose

+0010 0010 0011 0111
=1111 1111 1111 1111

g add checksum| — TIME_WAIT.connectionsclos ed; waing to be sure thatthe remote side receivedthe last ACK

- « Let's look at an example
« Aresultof all 1's (= -0) means the transmission was good

(& / (& J

March 29, 2016 ©S 3520 20132016 Paul Kizyzarowsk 17 March 29, 2016 CS 3520 2013:2016 Paul Kizyzarowsk 18

Paul Krzyzanowski 3



Internet Technology

L Sener: Create a new socket

svr = socket (AF_INET, SOCK_STREAM, 0);
Create a new socket at the server: it has no addresses so far

Client (135.10.10.1)
| LocalAddr | LocalPort | Remote Addr | Rem Port | State |

Server (192.115.8

svr =

syshem specific but this data. is generally stored in alist of socket buffer stuctures. On Linu, for example, the kemel function
tcp_vé lookup  will search for either a listening or an established Socket with specific addresses and pors (see

N.B.: Werefer to asocket table here for convenience but itis just a logical construct. The actual implementation  is operating-
netipydfcp_ipvd.c, _aound line 507)

(& J/
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L Server: Make it a listening socket i
— e
listen(svr, 10);
Set the state of the socket to listen. This socket can only be used to accept connections
Client (135.10.10.1)
LocalAddr | LocalPort | Remote Addr | RemPort | State |
svr = | 0000 1234 LISTEN
\ J
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~
L Client: Create a new socket |
s = socket();
Create an new socket at the client: no addresses so far
Client (135.10.10.1)
LocalAddr | LocalPort | Remote Addr | RemPort | State |
\ \ \ \ [+
svr = | 0000 1234 LISTEN
\ J
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L Senver: Bind — assign a local address

bind(svr);
Assign a local address (INADDR_ANY) and port (1234) to the socket

Client (135.10.10.1)

| LocalAddr | Local Portl Remote Addr | Rem Port | State |

Server (192.115.8)

svr = | 0000 1234

March 29, 2016 €S 3520 20132016 Paul Kizyzarowsk

L Senver; Wait for a connection

snew = accept(svr);
Wait for an incoming connection on this socket
Client (135.10.10.1)
| Local Addr LocaIPmtl Remote Addr | Rem Port | State |
svr = | 0000 1234 LISTEN
|
arch 29, 2016 CS 3520 20132016 Paul Kzyzarowsk 2

L Client: Assign a local address & port #

bind(s) ;
Assign any local address (INADDR_ANY) and have the OS pick a port (port=0)
Client (135.10.10.)
| LocalAddr | Local Pnrtl Remote Addr | RemPort | State |
‘ 0000 7801 ‘ ‘4' s
svr = | 0000 1234 LISTEN
L
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Client: Connect to the server

connect (s, dest_addr);
Connect to address 192.11.5.8, port 1234

Client (135.10.10.1)

| LocalAddr | LocalPort | Remote Addr | Rem Port | State |
‘ 0000 7801 ‘ ‘ ‘ ‘4' s

connection Server (192.115.8

svr = | 0000 1234 LISTEN

snew P> | 1921158 [ 1234 [ 135.10.10.1 [ 7801 [ SYN_RCVD l

Send a connection establishment request to address 1921158, port 1234
(TCP segment to port 1234 with a connection setup bit set; we'l look at the exact handshake later)
On the server,searchthe table for aLISTEN socketwhere

packets destinaion addr== table’s local addr (0.0.0.0 matches any incoming addr)

packets destinaion port == table’s local port
+ Create anew socketfor the connection

\ J
= S oemmra—

. N\

Communicate i

Client-to-server communication

— Server finds socket by searching for a TCP socketwith these properties:
ESTABLISHED

EISEAENEN

Client (135.10.10.1)

| LocalAddr | LocalPort | Remote Addr | RemPort | State |
‘ ESTABLISHED ‘4- s

-
N
)
g

‘ 0000 7801 ‘ 19211538

Server (1921158

svr = | 0000 1234 LISTEN
snew P> | 1921158 [ 1234 [ 13510.10.1 [ 7801 [ ESTABUSHED
L J
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£ li haring the A
Different source address disambiguates the sessions
Client (135.10.10.2
| LocalAddr | LocalPort | Remote Addr | Rem Port | State |
> 0000 7801 1921158 ‘ 1234 ‘ ESTABLISHED‘
Client (135.10.10.1)
| LocalAddr | LocalPort | Remote Addr | Rem Port | State |
‘ 0000 7801 ‘ 1921158 ‘ 1234 ‘ ESTABUSHED‘
Server (192.1.
svr - 0000 1234 LISTEN
snewl P> | 1021158 | 1234 135.10.10.1 7801 ESTABUSHED
------------- snew2 P | 1021158 | 1234 13510101 7801 ESTABLISHED
\ /
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L Client: Complete the connection

connect (s, dest_addr);
Server acknowledges the connection; Client fills in the entry

Client (135.10.10.1)

| LocalAddr | Local Portl Remote Addr | Rem Port | State |

‘ 0000 7801 ‘ 1921158 ‘ 1234 ESTABLISHED ‘4— s

Server (192.115.8)

svr = | 0000 1234 LISTEN

snew P> | 1921158 [ 1234 [ 13510101 [ 7801 [ ESTABUSHED

Now we can talk!

March 29, 2016 €S 3520 20132016 Paul Kizyzarowsk 2

L Communicate

Server-to-client communication

— Client finds socket by searching for a TCP socket with these properties:
Status == ESTABLISHED

IP src addr==remde addr

TCPsrc port=renote part

IP destaddr cal addr

TCPdestport==locd port

=

o wen

Client (135.10.10.1)
[ocatadar [ Locaiport | Remoteaddr | RemPort | state |

‘)‘ 0000 7801 ‘ 1921158 ‘ 1234 ‘ ESTABLISHED ‘4— s

Server (19211538

svr * 0000 1234 LISTEN
snew ¥ | 1021158 [ 1234 [ 135.10.101 [ 7801 [ ESTABLISHED
\ /
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L Two endpoints sharing the same address

J
The OS will not allow two sockets to share the same port onone client
Client (135.1010.1)
Local Addr LocalPort | Remote Addr Rem Port State
0000 7801 1921158 1234 ESTABLISHED
0000 7802 1921158 1234 ESTABLISHED
Server (192.1158’
svr -» 0000 1234 LISTEN
L
—p—— = snewt P | 1021158 | 1234 13510101 7801 ESTABUSHED
b > snew2 P> | 1921158 | 1234 135.10.10.1 7802 ESTABLSHED
\ /
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Reliable Data Transfer

L

March 29, 2016 €S 3520 20132016 Paul Kizyzarowsk

L RDT over a reliable channel

» Assume the channel is reliable
« Trivial — nothing to do!

Here’s the finite state machine (FSM):

Event
-
rdt_send(cata) <€

— Ac i
Packer= make pR(GEae = = 10"
udt_send(packet) deliver(daa)

rdt_rcv (packe)
extactpadket, daia)

Wait for
send
Sender Receiver
.
March 29, 2016 CS 352 © 20132016 Paul Kizyzarowsk B

£ We need to support three capabilities

1. Error detection
— How do we know if the packet is corrupt?
— Use achecksum (error detecting code)

2. Receiver feedback

3. Retransmission
— If a sender gets a NAK, the packet will be retransmitted

(&

— The receiver will acknowmledge each packet with an ACK or NAK

March 29, 2016 ©S 3520 20132016 Paul Kizyzarowsk
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L Reliable Data Transfer (RDT) Goal

Dev elop a protocol for transmitting data reliably over an
unreliable network

transfer _protocol

unreliable channel A
Vot s received by e host

\

1

1

I
1
/

data is delivered 1 the app

.

[ ]

March 29, 2016 €S 3520 20132016 Paul Kizyzarowsk

L RDT over a channel with bit errors

« All packets are received
* Some might be corrupt

» Approach

— Acknowledge each packet
« Positive acknowledgement (ACK): ‘I got it; looks good!”
« Negative acknowledgement (NAK): ‘Please repeat”

— Sender retransmits a packet if it receives a NAK

— ARQ (Automatic Repeat reQuest)
« Set of protocols that use acknowledgements & retransmission

L
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£ RDT over a channel with bit errors

o_senddata)
packet = make_pkidata,  checksum)
(datz)

ua_send
Sender

START

rd_rov(evpkt) _ && iSNAK (cvpkt)
Transmita packet oo
RetransmitifNAK
he receiver gata goodpad

trov(ovpk) _&& ISACK (ovpkt)

rd_rcy_(rcvpk) _&& comuplevpkl)

sndpl_=make_pINAK)
Receiver t_send(sendpk) Send a NAK

ot rov_(ovpkt) _&& not_comipiovpk)
extractovpkt,  data)

B Deliver itto the app
skt =make_ph
Wi send(sndpkd) Send an ACK
.
Nerch 29, 2016 CS 320 20132016 Paud Kzyzarowsk E)
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L Stop-and-wait ( What about a corrupted ACK/NAK message?
] g J
» The sender cannot send any data until it receives an ACK » The sender does not know whether the last packet was
forthe previously sent packet receiv ed correctly or not
. . . * Wecan
« This ty pe of protocolis a stop-and-wait protocol )
— Have the sender send a “please repeat” in response to a corrupt
ACK/NAK
« But what if that gets corrupted?
— Add arobust error correcting code
* Works for a channel that does notlose data
— Resend the data in response to a corrupted ACK/NAK
« Duplicate packets may be received
« Receiver needs to distinguish between new data & a retransmission
« Use asequence number. Here, we only need a 1-bit number.
\ V. \ /
Va5, 2006 TS %26 20132016 Paut Wzyzawnek B Va9, 206 TS %206 20132016 Paut Wzyzawnsk =
. ) . -
A 1-bit sequence number | L RDT over a channel with bit errors .
i rdt_send(data)
Sequence bit flip-flops between consecutive messages packet =reke 0, . creckeum) T,
. . - (comupi(ovpkt) _[|isNAK (cvpk)
Alternating bit protocol Transnita packet o)
(seq=0) Retransmitif NAK or corrupt
=] = | =] = | =l = | =] ==
The receiver gata goodpacket
o rov(ovpk)  && The receiver gata goodpadket
_______________________________________ o Compovpk)_ &8 SACK (cvpk)) LK) 88
- not_conuptircvpkt)  && iSACK (rcvpkt)
Retransmitif
[sero | wmao | [eewo] wmo | [sewr | mar | [sewr ] s NAKor corrupg
Wat fo
Transmita packet
retransmission of previous packet -
ook &8
retransmission of previous packet (compiovpk) [ SNAK (ovpkt) d_senddatz)
udt_send(sendpkt) packet =meke pki(l, data, checksum)
udt_send(data)
\. J \ /
Varen 29,2016 S 326 20132016 Paut Hzyzansk ) Vech 20, 2006 C5 3520 20132016 P Keyzaronh ©
. - M . -
RDT over a channel with bit errors | L RDT over a channel with bit errors n
B e endACK « If acorrupted packet is received
e 68wk — Send a NAK
[ET——— " . .
Corruptdata— sendNAK delvercata) Corruptdata - sendNAK « If aduplicate packet is received
R _64 comptoipk) el Lo &k conmok) :
fera——— eenered = = — Send an ACK since we already processed the packet
wei. sendsndpk) . ‘sndpk makepkt(NAK,  checksum)
udt_send(sndpkt)
e .
L revevpk) &8 not_conpevpk) * We can get rid of NAKs
Duplicate data— && has_seqO(fcpkt) X
send ACK Skt —mokepkiACK, _checksu) — Send an ACK for the last correctly received packet
o_rev(revpkt)  && not_comup(rovpk § Recevedsea1 & sendisndon A X
b sy Delver © apn: SendACK - — If a sender receives duplicate ACKs,
prysimi el e 6wk Duplicate daim - serl ACK itknows that the previous packet has not been received correctly
exvaci(ovpki,  data) — Modify protocol: add sequence numbers to ACKs
deliver(data)
Skt = make(ACK, checksum)
e sencisncpi)
\ J \ /
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L RDT over a channel with bit errors — no NAK

rdt_send(data)
packet =make pkt(0, data, checksum)

(comupi(rovpk)

Transmita packet

START.

wrong ACK

The receiver gata goodpadket
_rcv(cvpkt)  &&
not_comptevpkt)

&& ISACK (ovpkt, 1)) nov(ovpk)  &&

Retransmitif
corruptor wiog
ACK.

uk_sendata) drev(ovpk) 2&

u_send(sendpk)

Retransmitifcoruptor

The receiver gota goodpadket

nol_compifcvpkt)  && ISACK (cvpkd, 0))

IliSACK (rcvpkt.1))

Transmita packet iSACK check

ACK #.

L revievpk) &8

Like the previous FSM but
isSNAK is replaced with an

for the wrong

(comuptfcvpkt) || iSACK. (revpkt, 0)) rdt_send(data)
ryT— ke =l ot ata checksu)
. serce)
|\ J/
Ve 25, 2005 S %26 S iG Pl Keyzaon =
~
RDT over a lossy channel |
» We considered only bit errors
— Packets were always delivered
* How do we detect & deal with packet loss?
L /
Vercn 25,2016 TS %26 0152016 Pad Keyzaronk 0
£ RDT over lossy channel —with a timer
rit_send(data) Retransmitifcornpt, wongACK, or timeaut |

make_pit(0, data, checksum)

start_imer (comupi(revpkt)

Transmita packet
s
timeout

start_timer

The receiver gaag\mdpad«:
TdL_rov(epk)
not cormmtvcvvkl)

&& ISACK (cvpkt, 1)) o ev(evpk) &&

ue_send(sendpkt)

a sww,s) ook &8

IliSACK (rcvpkt.1))

(do nothing;  wait for a timeou)

The receiver gata gnodpackm

not_comupt(cvpkt) _ && ISACK (cvpk, 0))

tmeout 2
prp— stop_timer
start_timer
Retransmitif
corrupt,wroy Like the previous FSM but
ACK, or timeo, with a timer set on
Transmita packet transmit and a timeout
VTV &S check when waiting for an
(compi(ovpkt) | ISACK (rovpkt, 0) ot sendcatz) ACK
(6o nothing; - wait for atimeou) packel =meke_pki(l, data. checksum)
wot_senciea)
startimer
.
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L RDT over a channel with bit errors — no NAK

Receivedseq=0

Deliver to app; SendACK #0
o rev(cvpk) &8 nol_compi(ovpk )
&& has_seq0(rcvpkt)

extract{icvpkt, - data)

deliver(data)

sndpkt. =make(ACK, 0, checksum)
udt_send(sndpkt)

Corruptor dulicate packet
Corruptor dwplicate packet Send ACKwith previous# (0)

Send ACKwith previous## (1)

L rcu(epk) &
(eomipi(cvpke) |l has._seqd(vpi))
sndpkt. = makepki(ACK, 0, checksum)
udt_sendisndk)

rdt_rev(evpkt)  &&

(comupi(cvpk) _ [ has_sequrevpk))
Receivedseqrl

Deliver to app; SendACK #1
rdt_rev(revpkt)  && not_comupt(revpk t)
& has_seq(ovpk)

exiact(ovpk, _data)

deliver(data)

sndpkt =make(ACK, 1, checksum)
udt_send(sndpkt)

sndpid_=makep(ACK, 1, checksum)
ud_sendisndpkt)

March 29, 2016 €S 3520 20132016 Paul Kizyzarowsk a4

L Dealing with packet loss

 Burden of detection & recov ery is on sender

« If sender’s packet is lost OR receiver's ACKis lost
— Sender will not get a reply from the receiver

* Approach
— Introduce acountdown timer. Set the timer at transmit
— Iftime-out and no reply, retransmit
— How long to wait? Maximum round-trip delay?
« Long wait until we initiate error recovery
* Picka ‘likelyloss” time
+ Retransmit if no response within that time

« Introduces possibility of duplicate packets
— But we already know how to deal with them

March 29, 2016 CS 3520 20132016 Paul Kizyzarowsk 46

RDT —Alternating Bit Protocol: no loss

Receive PO
Send ACKO
Receive ACK0

<
.</'

Rece\ve P1

Receive PO
Send ACKO

V

(& J
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L RDT —Alternating Bit Protocol: lost Packet

®
Sender | | Receiver
|
Receive PO
1 2O Send ACKO
Receive ACKO 1
Send P1
Timeout —no ACK 1
Resend P1
1 Receive P1
oKL Send ACKL
Receive ACKL |
Send PO I
l\ﬂ;s s
1 »CKO Send ACKO
B v
£
(& J/
Merch 29,2016 CS 352 © 20132016 Paul Kzyzarowsk 0
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L RDT —Alternating Bit Protocol: early timeout _

Sender | | Receiver
o~
Receive PO
1 ACKO Send ACKO
Receive ACKO 1
Send PL 1
I Receive PL
Send ACKL
Timeout - delayed ACK o
Resend P1
P1
Receive ACKL Receive P1 (cetectdupiicae)
Send PO Send ACKL
Receive ACKL Py Receive PO
Discard nl YO ] Send AGKD

m%_
6—

L

March 29,2016 CS 352 2013:2016 Paul Kizyzarowsk

L Improve Network Utilization: Pipelining

» Don’t wait foran acknowledgement before sending the
next packet

* But then we need to
1. Increase the range of sequence numbers
« Each in-transit packet needs a unique number
2. Hold on to unacknowiedged packets at sender
3. Hold on to out-of-sequence packets at receiver

» Two approaches for pipelined error recovery
— Go-Back-N
— Selective Repeat

(&

March 29,2016 CS 3520 20132016 Paul Kizyzarowsk
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L RDT —Alternating Bit Protocol: lost ACK J

Sender | | Receiver
Send PO [
'\% Receive PO
1 A Send ACKO
Receive ACKO |
Send P1
| Receive P1
Send ACKL

e

Timeout —=no ACK
send P1 |

Receive P1 (cetectduplicae)
Send ACKL

s

Receive ACKL
Send PO

| Receive PO
VMHCIACKU
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time,

L Network utilization with stop-and-wait J

* Astop-and-wait protocol gives us horrible network utilization

.

Consider

— Cross-country link = Round-trip propagation delay (RTT)=30 ms
— Assume 1 Gbps link (ignore router delays), R = 10° bits/second

— Assume 1,000-byte packets (L = 8,000 bits)

— Time to transmit the packet: Gyns = L+ R = 8,000+ 10° = 8 ps

.

With a stop-and-wait protocol

— one-way delay = Ogns + Gyop = (30 Ms + 2) + 8 ps = 15.008 ms

— Assume ACK packets are tiny; one-way delay for ACK packet = 15 ms
+ ACK isreceived at 15.008 + 15 =30.008 ms

— Next packet can be sent (15.008 + 15) = 30.008 ms after the first one

— Utilization = fraction of time sender is sending bits into the channel

y=_ L/R 0008 _, 00027 =0027%
RTT +(L/R) 30.008

The sender can transmit 1,000 bytes in 30.008 ms: 267 kbps on a 1 Gbps link!
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« Sender can send multiple packets without waiting for ACKs

« No more than N unacknowledged packets

window_size N

received ACK { sent, no ACK not yet sent \
r . 1T . 1 [ . 1
Qhase next_segnum

These packes Packels with sequence #2 base + N cannol be sent.

We can only have N unacknowiedged ~packets
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L Go-Back-N (GBN) A L Go-Back-N (GBN) A

Py

» Sender can send multiple packets without waiting for ACKs

* No more than N unacknowledged packet

window_size N

» Sender can send multiple packets without waiting for ACKs

* No more than N unacknowledged packet

window_size N
received ACK { sent, no ACK not yet sent \ received ACK { sent, no ACK not yet sent \
I\ I\ A I\ I\ I\
r 1T 1\ T 1 r 1T 1\ T 1
base next_segnum Qbase Q

next_segnum

Packets with sequence #2 base + N cannot be sent. Packets with sequence #2 base + N cannot be sent.
We can only have N unacknowledged  packets We can only have N unacknowledged packets

L GBN = Sliding Window Protocol

) GBN = Sliding Window Protocol )
Ve 25,2016 S 5520 20152016 Pl Kayzaroweh Vetcn 25,2016 S 3520 20152016 P Kayzarowek

[, Go-Back-N (GBN) ) [, Go-Back-N (GBN) J

» Sender can send multiple packets without waiting for ACKs » Sender can send multiple packets without waiting for ACKs
The window sli as
* No more than N unacknowledged packets * No more than N unacknowledged packets
window size N window siZe N
received ACK { sent, no ACK not yet sent \ received ACK { sent, no ACK not yet sent \
r L 1T L 1T L 1 r L 1 r L 1T L 1
base Qnext_seqnum Qbase Qnext_seqnum
Packets wih sequerce #2 base + N ot be sent. Packets wih sequerce #2 base + N camot be sent.
We can orly rave N unackroiedged  packets We can orly rave N unackroiedged  packets
L GBN = Sliding Window Protocol ) L GBN = Sliding Window Protocol )
Ve 29,2015 TS 520 20132010 P a Kayzarowek B Ve 29,2016 TS 3520 20152010 P Kayzarowek )
~
Sequence numbers i L Extended FSM for a GBN sender
. . . o Send data ifit's in the window (we can haveatmostNunadnowledged packets)
A sequence number will take up a fixed #, k, of bitsin the header Dsenddtn
et soum  <hmom) {1 tho's rom inthe window
— Range of sequence numbers is 0 .. 2k-1 T s e perscamum, e, chesksum)
ifase — et seqpum)
— Modulo 2 arithmetic: 2%-1 incremerts to 0 et secpums
}else { el
refuse_data(data)  // cannot send Timeout means resend all
A unacknowledged  packets
Ignore corryptedACKs timeout
O rcu(eupkl) &6 compi(eypky) _——
for ( =base; i< next_sequum;  i+4)
' udt_send(sndpktfi])
ro_rcv(evpkt) _&& not_comupcvpk §)
base =gﬂ,acknm‘(mvukt)‘1 Cutilativamackoculadgacat
e mer et e st ACK B COCTE) i mAGK
else means that all packets up toand
stan_timer  // still waiting for ACKs including n have been received
\ / \ J
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L Extended FSM for a GBN receiver L Selective Repeat
9 9
 Problem with Go-Back-N
We received a ith the expected — With a large window size and large delays, many packets can be in the
O ov(ovpk) &8 not_compUypk ) && has_seqrumicupkt,  expected._seqpur) pipeline
zﬁéﬁﬁf‘ T’;’w itto the app — A single error can cause GBN to retransmit many packets
ey 1 s e ACK 1 06 et (all that are unacknowledged)
erpected sequm® ¢ — If P(channel error) increases, the pipeline can become filed with excess
retransmissions
L:::Z;qm - A Lwtla‘recelvean\ﬁmrg else, send thelastACK . Selective Repeat Protocol
fu
sncpkt. =makepki(0, - ACK, checksum) ° [rg— — Retransmit only those packets that were lost or corrupted
— Receiver must acknowledge each correctly received packet
« Even if it is out of order
The receiver discards out-of-order packets * Out of order packets must be buffered
— Window size N = limit of number of outstanding packets
If packet n is lost and n+1 arrives, the receiver does not buffer packet n+1. « But some K P i
o : packets in the window may be acknowledged
T i X
he sender wil retransmit all unacknowedged - packets (go back N) + Thewindow sides when the earliest packet in the window is acknowledged
L The receiver has to only keep track of the next sequence number. ) L )
Nerch 29, 2016 CS 3520 20132016 Paud Kzyzarowsk o Nerch 29, 2016 S 3520 20132016 Paud Kzyzarowsk B
. . M . -
Selective Repeat Windows | Selective Repeat: sender operation .
Sent&gotACK + Send requests from application
Sender's view of sequence numbers Sentbutno ACK — Check next available sequence #
window size N ety ineac) - .
Cannotsend — If no room in window, reject (or buffer)
send_base nex1_seqn+\ — Else send the packet (with sequence #)
DO0E0EE0OEOOBREOERE Jities
— Each packet has its own timer
E — Retransmit only the specific packet on timeout
Receiver's view | .
* ACK received
« Mark packet as received
rcv_base Outoforder, ACKed| « If sequence # == send_base
Expected advance the base (start of window) to the next unacknowledged
window size N T sequence number
Unusable
. | J
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£ Out-of-order ACKs L Out-of-order ACKs J

Sent&gotACK Sent&gotACK
Sender's view of sequence numbers Sentbutno ACK Sender's view of sequence numbers Sentbutno ACK
window size N |—> Ready o serd window size N Ready 0 send
Cannotsend L4 Cannotsend
nex\_seqm}n send_base next_segnum \

a[ATa[E(ale[Ta E[aa R[ATRISIATE] DOREUEE0OOOOOEEEEE

The ACK for this packet was
received, sosend_base was
advanced tothe next packet
with no ACK

When an ACK for this packet
s received, send_base is

janced tothe next packet
with no ACK

(& / (& J
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L Selective Repeat: receiver operation | L Selective Repeat: receiving packets i
» Good packet with seq# in [rcv_base, rcv_base+N-1] Receiver's  view
— Packet is within the receiver’s window IIII IDIDDDDDDIIII
— Send ACK for that sequence #
— If sequence # == rcv_base \ov_base J
« Deliver packet to app and deliver all successive packets that have been - -
received window size N Outoforder, ACKe
« Adjust start of window (rcv_base) l“!i“;“i.ff:.kmzi;:“ Expected
X . :kiwmﬁmm it ccenans
» Good packet with seq# in [rcv_base-N, rcv_base-1] Unusable
— Packet is within the before receiver’s window
— We already saw it — but send ACK anyway
* Anything else
— Ignore the packet
(. / | J/
Varch 25,2016 TS 5520 20132016 P Kzyzaoneh Gl Varch 25,2016 TS 55210 2015 2016 P Kzyzaoneh ®
) ' ™)

L Selective Repeat: receiving packets

dDEooDDDEEERE

rcv_base The end

window size N

Receiver's view

This packet was received, so
we delivered it and all

received packets immediately
after it

Outoforder, ACKed|
Expected

The stant of the window (base)
is moved to the first missing
packet. The stan of the

Accepiable
Unusable

L / L J
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