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Abstract amount of memory (aksketche®r sample¥ and still per-

form much-needed analyses on streams including data sum-

Data stream methods look at each new item of the marization, finding heavy hitters and quantiles, estingatin
stream, perform a small number of operations while keep- self-join and statistical moments, etc. Operational DSMSs
ing a small amount of memory, and still perform much- such as Gigascope [9] at AT&T and CMON [16] at Sprint
needed analyses. However, in many situations, the updateare able to monitor hundreds of thousands of packet head-
speed per item is extremely critical and not every item can ers with these algorithms. This is essential for nearlyyver
be extensively examined. In practice, this has been ad-aspect of network management, including fault diagnosis,
dressed bynly examining everyNV" item from the input;  verifying service level agreements on network performance
decreasing the input rate by a fractidriV, but resulting in and most importantly, network security.
loss of guarantees on the accuracy of the post-hoc analyses. One of the most critical elements of a DSMS is the rate

In this paper, we present a technique of skipping past at which updates may be processed. In particular, in the IP
streams and looking at only a fraction of the input. Unlike network management application, there are three develop-
traditional methods, our skipping is performed in a princi- ments that force ever greater rates of updates.

pled manner based on the "norm” of the stream seen. Us- New technology. In the backbone of Internet Service

ing this tech_mque on top (.Jf well-known ;ketches, we ShOWProviders (ISPs), existing links operate typically at O&-4
several-fold improvement in the update time for processing

) ) speeds, or 2.5 Gbits/s. Increasingly, ISPs are using higher
streams with a given guaranteed accuracy, for a number of ; ) )
; : : .. speed links (OC-192’s or even OC-768's) that operate at up
stream processing problems including data summarization,

heavy hitters detection and self-join size estimation. to 16 times that speed. DSMSs already struggle dealing

) with current rates and are required to scale up several-fold
We present experimental results of our methods over syn-

thetic data and integrate our methods into Sprint’s Contin- New functionality. Existing DSMSs typically analyze IP
uous Monitoring (CMON) system for live network traffic packetheaderswhich has source/destination IP addresses
analyses. Furthermore, aiming at future scalable stream as well as port numbers among other things. Motivated by
processing systems and going beyond state-of-art packetvorm, virus, and application detection, DSMSs are faced
header analyses, we show how the packettentscan be with increasing demands to do “deep packet inspection”,
analyzed at streaming speeds, a more challenging task bethat is, analyze theontentof IP packets. Since IP contents
cause each packet content can result in many updates. are several tens of factors larger than the size of the header
DSMSs must now do more computing per packet.

Network events. Flash crowds and attack events spike up
1. Introduction the network traffic levels. DSMSs must handle these very
high peak rates for prolonged periods of time. |

A challenge data management applications face is pro- Therefore, there is a great need to study how to speed
cessing and analyzing massive “streams” of data whereup streaming algorithms. In practice, to the extent DSMSs
items arrive at a fast rate. Monitoring IP network traffic face these challenges, it is solved by downsampling the in-
data is such an application where data stream managemeritut, say 1 in N, so the input rate is reduced to manageable
systems (DSMSs) monitor each IP packet sent on a commulevels. But this results in loss of guarantees on the acgurac
nication link and perform detailed statistical analysistie ~ of many of the post-hoc analyses of interest.
past few years, a number sketchingandselectionmeth- In this paper, we propose an approach towards stream-
ods have been proposed that look at each new item, pering that obtains speedup by skipping over portions of the
form a small number of operations while keeping a small stream. As a result, our approach behaves like down-



sampling in reducing the rate of data to be processed bysource IP address and sizeS; in bytes that may be thought
DSMSs. However, unlike existing methods, the skipping of as an updatés;, S;), ie., Vi[s:] = Vi_1[s¢] + Si. As an-
is done in a principled manner dependent on ribem of other application, say;[i] is the number of occurrences
the data seen so far and the intended applications. Conseef ¢-gram (substring of length) after seeing IP packets.
quently, we prove accuracy guarantees and still obtain-prov Now each IP packet, entails updating a lot o¥;[i]'s, one

able speedups. Precisely, our contributions are as follows for each distinct-gram inp;. |

We denote thd; and L, norms of vectoV” by |V| =

1. We present a way to skip over the portions of the VI =S, Vi and||[V]] = ||V = /S.(V]i])2 re-

. We present detailed experimental study of our

Section 2 presents standard sketches and streaming prob-

stream so that known sketching algorithms only pro- spectively.

cess a subset of the input. We apply this to algo-

rithms for point queries with summaries, detecting 2 1 The Count-Min Sketch
heavy hitters and self-join estimation to obtain sig-

nificant speedups for per-item processing time while  gyetches are small space data structures to maintain
maintaining the accuracy guarantees of the analysesyp gata streams. Many sketches have been proposed in
Allthese analyses have several applications in DSMSs.pgumss. Throughout this paper, we adopt the Count-Min
(CM) sketch [7] which has nearly the best time and space
performance for a variety of stream analyses.

The data structure is a two-dimensional array of coun-
ters with widthw and depthi: count[1,1]...count[d, w].

ous Monitoring (CMON) system for live network traf- S . .
fic analysis, showing that skipping significantly im- Each counter is initially zero. Additionally,hash _funct!ons
hi...hg:{l...N} — {1...w} are chosen uniformily at

proves performance; the improvement is in the order ! S s .
of two- to three-fold over standard sketches. random from a pairwise-independent family. Whenever an

update(is, ;) arrives, meaning that iter;[i] should be

skipping-based sketching algorithms over synthetic
data and integrate our methods into Sprint’s Continu-

. As a concrete application of skipping, we present ex- updated by a quantity of;, the valuec; is added to only

perimental studies of heavy hitters summarization on one count in each row of the sketch. These counters are
the g-grams within IP packet contents, which is of in- determined and updated as follow&: < j < d,

terest for early worm and virus detection. We show
accurate analyses and obtain impressive, order of 10-

fold speedups. Our method not only skips portions of The update procedure is illustrated in Figure 1(a).

packet contents but even entire packets! This leads to  The update time depends on the degtbf the sketch,
substantial improvements and shows for the first time j e on the number of hash functions used per item. The
stream analyses of IP packet contents that is practicalspace used by the CM sketch is the arrayaf counters

at backbone speeds. Existing deep-packet inspectiony|ys thed hash functions (both counters and hash functions
methods in research and industry either relies on spe-can be stored with constant words of memory). The output
cialized hardware or looking at partial traces offline.  procedure varies with the application as well as the choice
of w andd. These parameters dictate the desired guarantees

count[j, hj(iy)] < count[j, h;(i)] + ci.

and are typicallyw = O (1/¢) andd = O (log(1/0)) for a

lems. In Section 3, we present our skipping framework and
show its applicability in Section 4. In Section 5, we present
our experimental results. Finally, we review some related

wide range of applications of interest.

work in Section 6 and conclude in Section 7.

2.2. Data Streams Problems

We focus on three quintessential problems in data stream

2. Preliminaries management and show how the CM sketch solves them. We

discuss extensions to other problems of interestin Se¢tion

In the inputdata streamitemsuvy, vs, . .. arrive sequen-  pata Summarization. The stream is summarized in small

tially, describing an underlying vectdfon domain[N] = space using a sketch as the “index”. At any time, given a
[0,..., N — 1] ltem¢ is the update, = (is,; ), ¢t > 0. queryitemi € [N], the problem s to estimafé[i] from the
Formally, on seeing an update, V;[i] = Vi-1[i] + ¢, sketch. Data summarization is of great interest in DSMSs.
whereV; is the state of vectoV” after theith update. Note o example, in network traffic analysis, once the stream
that multiplev,’s could increment the same vali€[i]. is summarized, we can support queries such as how many

Examples. Consider network traffic monitoring applica- bytes/packets were sent/received by a given IP address.
tion. SayV; is the total number of bytes sent by each IP  The CM sketch algorithm for this problem works as
address after seeinglP packets. Each IP packet has a follows. The update procedure is the same as described
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Figure 1. Update procedures in both CM sketch and skipped sketckith confidence parameter 4.

previously, while the output estimate is simply[i] = 3. Skipped Sketches
min; count[j, h;(i)]. Thewidthof the CM sketch ige/¢]
(wheree is the natural logarithm base) and tdepthis
[log1/§]. Hence, the CM sketch use3 (log(1/d)/e)
space and update tinte (log(1/4)). The CM sketch guar-
antees thaV/[i] > V[i] with certainty andV'[i] < V'[i] +
¢|V'|1 with probabilityl — ¢ (see [7] for a detailed proof).

Standard sketch-based solutions to queries described
above involve computing several hashes for each new
stream item and in some cases, maintaining auxilary in-
formation such as the heap. These hash computations can
easily dominate the overall algorithm processing time in a

Self-Join size estimation.Given a relationR with an at- ~ DSMS. Thus, minimizing such functions or not executing
tribute on domairL, . .., N, let f; be the frequency of at- them at all is critical to achieving higher processing rates
tribute valuei. Then, theself-join sizeis 3°, f?. Es- Skippedsketches allow standard sketches to avoid the

timating it is one of the earliest queries studied in DSMSs bulk of hash computations on certain items. More specif-
since it is used to estimating the skew in the data and as arically, skipped sketches avoid processing a given item (ie.

upper bound to the join size of any number of relations [2]. Skipan item) if the desired accuracy of the underlying stan-
dard sketch will not be violated. Items not skipped are pro-

cessed thereafter as in a standard sketch. The query pro-
cedure is similar as in standard sketches, while the update
procedure is novel and comprises of two alternating phases:

If one represents the frequency vector of itemdiirby
avectorV, i.e. V]i] = f;, the self-join size is the square
of the Ly-norm of V. Variants of CM sketch (similar up-
date and query procedure as before)wset [e/e?] and

d = [log(1/6)] and thus us® (log(1/4)/*) space and  Sketching Phase. Each item is added to the underlying

O (log(1/4)) update time to output an estimad’||> standard sketch, thus performing hash computations.
(1 £ ¢)||V||? with probability at leastt — § (see [8] for a o ) _ _ o
detailed description and proof). Skipping Phase. If we decide to skip an item, it is not

processed further.
Heavy Hitters. The (g, 4, ¢)-approximation problem for
heavy hitters consist of returning all itemissuch that
V]i| > ¢|V| and noi such thatV[;] < (¢ — ¢)|V| for
some specified < ¢, with probability at least — §. The
returned items are the heavy hitters that are larger than
specified fraction of the entire norm. It is commonly used
in network traffic analysis, for example, in finding addresse
that account for a large fraction (in bytes or number of pack-
ets) of a network link utilization in a time window.

Thecruxis the determination of when to switch between
phases. This should ideally be done in constant time in-
dependent of the number of hash functions in the standard
sketch. We do this determination by a variety of ways that

4rack the vector norms of the skipped and the sketched parts.

Recall thatV represents the vector of all updates in the
input stream. Let vectorg and R represent the sketched
and skipped updates respectively. Cled¥| = |L|+|R).

Now, lets denote the time when the last phase transition oc-
The approachin [7] is as follows. The algorithm updates curred, and be the current time. The time subscript on a
vy = (i, ¢¢) to aregular CM sketch instance and then posesvector norm denotes its value at that time. A phase transi-
aquery forV [z]. If the returned estimat¥ 4] is a heavy hit-  tion occurs if one of the following conditions is met. Upon
ter up to timet, i.e.,f/[z‘] > ¢|V;|, itemiis added to a heap. processing update = (i, ¢;), the algorithm:
The heap is kept small by deleting any item with count less
than¢|V;| at each time. At the end, all items in the heap e moves from the sketching phase to the skipping phase

which still exceedp|V;| are output. Clearly, the algorithm if |Ly—1|+ct > |Ls|+T;

retrieves all heavy hitters (ie., no false negatives),esihe

CM sketch guarantee€[i] > V[i]. This algorithm uses e moves from theskippingphase to theketchingphase
O (log(N/)/e) space and) (log(N/§) + log(1/¢)) up- if |Ri—1] + ¢ > €'|V4]; and remains in the current

date time per item (again see [7] for a detailed proof).n phase otherwise.



Heree’ is a specifiedskipping rateparameter and” is a 4.1. Data Summarization

threshold (the value df' does not affect the analysis and

thus can be thought of a system parameter). We refer to This is the simplest case of skipped sketch, which mon-
conservativeskipping where’ < 1. When the skipping rate  itor the L; norm of L and R with just a counter each. We
e’ > 1, we refer to it asagressiveskipping. In this case, refer to this algorithm as the Skipped Count-Min (SCM).

the algorithm changes slightly and the transition from the g Update Procedure: The SCM update procedure fol-
skipping phase to the sketching phase happens whenevep,ys the same skeleton presented in Section 3 with the un-

[R; 1| + ¢ > | Ly instead. derlying sketch being a CM sketch (Figure 1(b)).

cetlj:LIJgr(Leijolrl((Z) Sf_llck)]v(;/sﬁ::Scin(c;:\?vt)uill)é:tc;\é\;)tf\lﬁ"uglsvaatespl;c;- SCM Query Procedure: Let i,[i] denote the estimated
' P Y count for item: output by the underlying CM sketch. The

sketched. When an item is sketched, it is treated as an up- . U & .
date to the standard sketch. If the update can be skipped, i?CM query simply °”tpi‘tt‘v[’] = L[ if Qe§|req, the
results can be scaled By.[¢|/|L|) - | R|, or similar, if the

is processed by an (ideally) constant procedure that (possid_ buti i : : blv Kk
bly) summarizesR. For example, estimatingR| requires Istribution of input items IS reasonably known.

only one counter, and is used to determine when to switchAccuracy Analysis. To analyze the accuracy of queries on
between phases. Also, queries can make use of both th& SCM sketch, we need only to consider the moment at the
sketch and the statistics on the skipped items. Observe tha€nd of the skipping phase. At any other time, vedioap-

for a specified parametet, |R| < £/|V| whens’ < 1and  proximates vectol” even tighter.

[R| < 1= |V|whens’ > 1, atany time. Theorem 1. The estimateV [i] output by SCM for any
The following is an example depicting the update pro- guery itemi € [N] satisfies:V'[i] > V[i] — ¢/|V|; and,
cedure of eskippedsketch that summarize®| through a  yr[;) < v[j] + £|V| with probability at least. — 8, for
simple counter. Such approach is used in the data summagy ./ - 1 gando < ¢ < 1.
rization and heavy hitters applications of the next section
Example 1. Lete = 02, T = 50, N = {a,b,c} PROOF. The amount skipped is at mogg| < £'|V]. In
and the start of the input streaW is: (a,100), (b, 20), the worst case, we haveli] > Vm,_ 5/|V.|’ becau_se the
(a,40), (c,60), (b,10), (c,10), (a,20),... The algorithm un_derlylng CM sketch gu_arantebfs{z] > _L[z] and all items
first sketchesa, 100) and then skips items summing up to at  SKiPped could be comprised solely of itemFor the other
most’| V| = 20. Update(b, 20) is thus skipped, bua, 40) direction, the error term comes d|rectly from the undewdyin
and(c, 60) are sketched. NowZ| = 200 and|R| = 20 al- CM sketch guarantees (see Section 2.2). m
lowing the system to skip up tg(|L| + |R|) = 44. But
since it has already skipped 20, it can only skip u@4o
next. It does so by skipping, 10) and(c, 10). The last
item is sketched. At the enfl.| = 220 and|R| = 40. &
Skipped sketches are thosrm-awaren processing the

input stream. The high level description and example above® > ™~ ) )
used theL, norm. In certain cases, we may need to use skipping technique is norm-aware and thus the number of

other norms for the purpose of switching between phases,itemS sk_ipp.ed (and consequ_ently its update time) depends
but estimating these norms without incurring the cost of on the distribution of counts in the ;tream. We analyze the
a standard sketch update may itself become challengingc@S€ Where all updates are of unit count & 1 for all

Carefully constraining the norm of the skipped part with re- 'updates{_z’t, ct)) since_it Is easier 1o see the improyements in
spect to the entire stream will let us provide accuracy guar- update times, and this case has a direct application we study

antees equivalent of standard sketches but improved amorl" Section 53 Although a similar gngly&s can t?e done_for
tized update cost. The more one skips, the smaller theuPdates with counts other than 1, it is more difficult to in-

amortized update cost, but the less accurate the results aréerp:et éh_e |rrr11pr0\_/emﬁntsk|_n u_pdate times and the tradeoff
Hence, we need to balance the tradeoff among these factord1volved in choosing the skipping rate.
to get the best results. In addition, the cost of the computa-Theorem 2. The SCM sketch guarantees query time in

Notice that there are two approximations in the guarantee
above, one due to the underlying CM Sketeh &nd the
other due to skipping:().

Time & Space Analysis. We present an amortized analy-
sis for the update procedure running time. Recall that the

tion to switch phases is an overhead to be minimized. O (log 1) and space) (1log 1). Assuming all updates
have unit counts, the amortized update time per element is
4. Applications O ((1—¢')log % +¢’) for skipping rated < ¢’ < 1, and

O (log(1/0)/e") fore’ > 1.

We present and analyze skipped sketches for the threePROOF The SCM sketch only requires two extra counters
applications mentioned in Section 2.2. for |L| and| R| beyond the space needed for the CM sketch.



Similarly, the query procedure requires only one extra op- is defined as, = (L,)? = ||V||>. The CM sketch it-
eration if one wishes to scale the output of the CM sketch. self provides arie, §)-approximation for estimating> [8].
Thus space and query time bounds follow from that of the The goal of any skipping method is thus to approximate the
CM sketch (see Section 2.2). terms within double brackets jtV||? = ||L||? + [|| R||* +

For the update time, consider without loss of generality, 2(L- R)], because the first term can be approximated by the
the moment when the algorithm switches to the sketchingunderlying sketch, i.e||sk(L)||? = (14¢)||L||? [8]. How-
phase. Inconservativeskipping whered < ¢’ < 1, the ever, all known methods t@, §)-approximate eithet R| |2,
algorithm has sketched ;| = |V;| — €’|V;| and skipped  the second frequency moment,(dr- R), the inner product
|R,| = ¢'|V;| items. It takeglog +] hash computationsto  of two vectors in the streaming model requidélog(1/6))
sketch an item and constant time (say one unit time) to skipprocessing time per item. Our goal is to achiev®@)
it. Therefore, the amortized time i1 — )| V;|- [log ] + update time for the skipping phase. Here, we present a new
gVi-1)]/|Vi] = O((1—¢)log 5 +¢'). Inaggressive  skipping algorithm that guarantees a constant factor appro
skipping where=” > 1 and|R;| < %IVtI at the start imaFion to Fy with_sn_Jch goal in mind. Later, we briefly
of the sketching phase, the amortized time['@%ﬂftﬁ ) outline other heuristics for the same task that perform well

! ° experimentally, but do not have any theoretical guarantees
log 3 + 55 |Vi| - 1]/|Vi| = 222222 = O (log(1/6)/<')m

Theorem 1 shows that the total worst case approxima-4.2.1 Constant factor self-join approximation
tion error is(e 4 ¢')| V| and that the update processing time
varies roughly linearly with the skipping raté. In other
words, if we choose’ = 1/10, we can conclude that for
conservative skipping, the decrease in update time is essen|R|2 > &/||sk(L.)||%. The output of the algorithrnf/||2 is

tially ¢’ of the original processing time. Although thisisa _. . 9
good improvement, more can be achieved with aggressiveSlmply the output of the underlying CM sketch L&,

112 2 2
skipping. The lower boun® [i] — ¢’|V'| < V[i] represents e [IVIIE = ”Sk(_L)” + IR ) _
a unrealistic worst-case when all the skipped items fati int Accuracy Analysis. The following theorem summarizes
one of the hashed buckets thidalls into in the CM sketch  the accuracy guarantees of this algorithm.
for eachhash function. Typically, one expects to skip items
that fall into different buckets. We can formally analyzesth
assuming when the updates are uniformly random. Then, in
the expected cas¥][i]—<'|V|/(e/e) = V[i]— (e’ /e)|V|,
the total skipped count is divided evenly among the width proor Recall that the underlying CM sketch guarantees
w = [e/e] of the CM sketch. Hence the error NOW IS |1sk(L)[|2 € (1 ¢)||L||?. Since|R|? < &/||sk(L)]|%,
e+e¢e’/e and the update rate 3 (log(1/d)/e’). To achieve
atotal errort = £ +¢c<’/e, one can vary ands’ in different || y7||2 = ||sk(L)||> + | R|?
ways. For example, for = 0.1, one can choose to be ,
much smaller than (saye = ¢/10), consequently setting < @ alLIP + A+ olILIP < 2+ 22) [V
to a large valued’ ~ 20) and thus saving per-item process-
ing time by a factor of nearlg0 without affecting the total
expected error. Experimentally we will show that aggres- ||V||*> = ||sk(L)|]* + |R]* > (1 — ¢)||L||* + |R|?
sive skipping does not decrease the accuracy significantly —(1—)([VI?—||RI? - 2(L-R)) +|R/
on real streams while still improving the update time.

To summarizeconservativeskipping provides guaran-
tees in the worst case and improves the performance of up- > (1/2=-)|VIP - ||RI]> + |RI* > (1/2 - o)[|V||*.
date time by a small factor; whilgggressiveskipping gives
guarantees for uniform update streams only but improves
the update time substantially. This summary holds for each

of the other analyses we apply skipping to. Hence, we do 1ime g Space Analysis.As in data summarization, we can
not discuss it again until we present experimental studies. analyze the skipped sketch solution for self-join estiomati
The factor4 approximation above uses space and query

We show a roughly factat approximation for', with skip-
ping. The algorithm follows the skipping framework as
before, except that the sketching phase does not start until

Theorem 3. The algorithm above output&V| |2 as an ap-
proximation to||V'||2 such that1/2—¢)||V||? < ||V |]? <
(2+2¢)||V||?, with probability at least — ¢ for 0 < ¢ < 1.

For the lower bound,

> (1=e)(IVI” = [IRI* = IVI[*/2) + |RJ®

The third and fourth line follow becaugé&- R) < ||V'||?/4
and|R|? > || R||? respectively. "

4.2. Self-Join Size Estimation

INote that well-knownF» estimation methods including the classical
. . . 10\ 1/2 Alon-Matias-Szegedy [3] sketches and others [7], proyide- ) guaran-
The L2'n0r|_ﬁnl IS qef'ned a3|V|| = (Zl V[Z] ) , tees, but have larger update times. Wi(1) update time independent of
while the self-join size, or the second frequency moment, é, previously, no guarantees were known for estimation.



Algorithm Outputs(1 + ¢)[|L|* + ... 4.3.1 CM+MG (Count-Min sketch + Misra-Gries)

scm° R The idea behind the ne@M+MG algorithm is to keep the
SCmPred |L}1|R|1 identifier of the heavy hitter in each of the buckets in the
SCMFo |R|2/log|R]o CM sketch to avoid maintaining an expensive heap of can-
) ) didates. This shifts the burden of heavy hitter identifiati
[ Bnll" + [Rnl1/log | Rslo from update time to the query time.
scmen FIL[1] Rnoc whene' <2 Misra and Gries [14] present a streaming algorithm that
scmo whene’ > 2 outputs the identifier of the item with absolute majority, if
any; if there is no absolute majority, the identifier retutise
Table 1. Self-join size estimation procedures. arbitrary. It works by maintaining a few counters only. We

will execute their algorithm within each bucket of the CM
sketch to get th€EM+MG algorithm. The main idea behind

i 1 1 i -ski i -
_tlme O (52 log 5) as |ts_ non-skipped version [8]. ASS“”? this is that a heavy hitter will most likely be a majority item
ing all updates are unit counts, the amortized update time.

. , 1 S in at least one bucket to which it is hashed.
per element isO ((1 —&")log 5 +¢’) for skipping rates The CM+MG algorithm stores the current item
0 < ¢ < 1, which is an improvement oved(log ) in gor u :

the standard sketch. Further, the rate can be significantlyitem[j I[h;(#)] and a frequency countefreqlj(h;(i)]

improved with aggressive skipping, but with accuracy guar- per bupket .Of the CM sketch t_Je5|des the total count
antees only on the expected case count[j][h;(i)] kept (the sum of all item counts that hashed

into the bucket). All variables in the sketch are initiatize

0. CM+MG works as follows.

Update procedure: Upon seeing an updateé;, c;), it up-

In addition to the constant factor approximation, we consid datescount[j][h;(i:)] as the CM sketch does, and per-

4.2.2 Heuristics

ered different heuristics to approximdit&||> + 2(L - R). forms one of the following actions for each hash table
As before,||sk(L)||? is used to approximatgL||>. The  j: (A) freq[jl[h;(it)] += ¢ if iy = dtem[j][h;(ir)];
first heuristic is similar to the constant factor approximat ~ (B) freq(jl[h;(ir)] -= e if ix # item[j][h;(ir)] and
algorintm earlier, while the others keep an approximation ¢ < freq[j][h;(it)]; or (C) freg[jl[h;(ir)] = ¢ —

to | R|y (the zero-th frequency moment) & as well. Un-  freq[j][h;(i:)] anditem[j][h;(i:)] < i; otherwise.
fortunately, all known methods t@, 6)-approximate R|o Query procedure: At query time, for eackount[i][j] >

requireQ(log(1/4)) time per item. We therefore use acon- 4 |y/| it performs a point quen¥ [iteml[i][j]] and if
stant factor approximation tR|, with O(1) update time Viitem[i][j]] > ¢|V|, that item is added to a heap. At

per skipped item. The algorithm is that of Bar-Yossef et g enq of this linear search, it outputs all items from the
al [4], using only 72 buckets and no probabilistic amplifica- heap after removing any duplicates. .

tion, which leads to a factofr approximation tdR)|o.

Table 1 lists the constant factor approximation algorithm Theorem 4. The CM+MG algorithm above (g, §, ¢)-
and the heuristics used. These heuristics differ from theapproximates the heavy hitters problem using?! log &)
former only on the query procedure. For a more detailed memory space) (1Og %) update processing time per item
explanation on the choice of such heuristics, we refer the gq0) (1 log ﬂ) query time.
reader to a more comprehensive version of this work [5]. c 0

PrROOFE Similarly to the analysis in [7], consider hash
4.3. Heavy Hitters tables and indicator variables ; x, which are 1 if(i #
k) A h;(i) = h;(k), and O otherwise. Then, by pairwise
We described an existing algorithm that used the under-independence of the hash functioBs$l; ; | < Pr{h;(i) =
lying CM sketch with a heap of candidate heavy hitters in h;(k)] < 1/rangéh;) = </e. Now, consider the non-
Section 2. We denote this &MHeap. In this section, we ~ negative random variable&; ; to be Y7, I; ; s V'[k].
present a new algorith@M+MG for finding heavy hitters ~ Then,E[X; ;] < >}, VIKE[L; ; k] < £|V] < £|V| be-
based on the CM sketch that is particularly designed to min-causes < ¢. Thus, for a given heavy hittén(note its count
imize the update time. Later, we show skipped sketches formust be greater thap|V'|) and hash tablg, the probability
bothCMHeap andCM+MG. There are a number of other that the sum of all other items in the same buckeét ig|V'|
solutions to detecting heavy hitters on streams includingis Pr(X; ; > ¢|V|] < PriX;; > eE[X,;]] < 1/e by
that of Manku-Motwani [13] and its variants. Our skipping the Markov inequality. Thuslog1/4] independent hash
framework can be applied to those as well, and we expectfunctions suffice to reduce the probability do Since the
similar improvements as in our sketch-based algorithms. CM sketch has a one-sided error, i.4/[i] < V[i] <



V[i]+¢|V|, all heavy hitters are output. However, we must confidence parametérwas set tol0%, which is common
scale the parametémwith NV as in the analysis d@MHeap if few hash functions are desirefl¢g 1/6| = 4 hash func-

[7] to avoid including non-heavy hitters in the output. Be- tions only). The combination of parameters created sketch
cause Misra-Gries requires only constant number of coun-sizes of around 450k. Each result shown is averaged out
ters per bucket, the space is asymptotically the same as thever more than 10 different runs with each run processing
CM sketch. Query time is the same as space due to thelO million consecutive packets.

linear search. Finally, the update time is trivial from the

algorithm and number of hash functions used. L] 5.1. Input Data
In §um,CMHeap requiresQ(log(N/d) +log(1/¢)) up- The experiments were carried out m#al and synthetic
date time whileCM+MG requires onlyO (log(N/4)). data. For the former, we incorporated our algorithms into
. _ Sprint's CMON monitoring system [16], which processes
4.3.2 Skipped Sketches for Heavy Hitters live network traffic data from the Sprint Internet backbone.

For the latter, we generated the data based on known input

We create skipped versio&CMHeap andSCM+MG for distributions as described in detail below.

the two algorithms. They both follow the skeleton from
before where the standard sketch is either @éHeap Real network traffic data. We consider Internet Proto-
or CM+MG sketch and the skipping condition guarantees col (IP) packet headers and content traces collected from
|R| < ¢'|V|. The query procedure is left unchanged, i.e., an OC-48 link in the operational Sprint IP backbone [10]
the output of heavy hitters is the output of the heavy hitters s our input streams. The Sprint CMON system is capa-
in sketched vectaE with threshold> ¢|V'|. The following ble of processing traces offline as well as sniffing live IP

theorem easily follows from the discussion thus far. packets online. Our streaming update procedures were im-
plemented as statistical function modules within the syste

Theorem 5. SCMHeap and SCM+MG algorithms out-  and are called back for every packet. A large portion of the

put all heavy hitter items such that[i] > (¢ + )|V performance study is done by offline processing, while the
and no items such that'[i] < (¢ — ¢)[V|, for approx-  calibration of timing is done online. In the online capagity
imation parameted < e < 1 and skipping rate) < we used the treplay [18] system to replay the traces at the

¢’ < 1. For SCMHeap, the update time per stream  same rate they were collected. This allowed us to simulate
itemisO ((1 — &’)[log(N/d) + log(1/¢)] + &’) amortized.  the live traffic environment in the lab, as well as produce
The query time and space bounds &r¢log(1/¢)) and  repeatable input streams for the study.

O (¢ log %) respectively. FOBCM+MG, the update time Recall that in packet header analysis, a packet header
per stream item i®) ((1 — ') log & +¢’) amortized, and  contains the origin and destination IP addresses as well as
the query time and space bounds are b@t@: log %) its data length. For data summarization, the coufd is

~ the number of bytes received by IP addréss the heavy
As before, the theorems above apply to conservativepiiters problem consist of outputing the IP addresses that
skipping and use the worst-case scenario for a point queryreceived over fraction of the entire data lengt’| trans-
on V[i]. However, suppose the amount skipp€d’| i ferred during the same measured epoch. Self-join size esti-
uniformily distributed across all buckets of the CM sketch, mation experiments were carried out only on synthetic data.
then a point query estimation &f[i] would guarantee, in For the packet content analysis of Section 5.3 we con-
expectation, thaV'[i] > V[i] —ee’|V| (assuming the num-  sjder the content of each packet as a string. We focus on
ber of buckets id /). Thus, heavy hitters would be output the heavy hitters application ig-grams, that is, finding
if V[i] > (¢+¢<')|V]inthe expected case, yieldingamuch the most prevalent substrings of lengthfor each 1-byte
tighter bound. Hence, if the distribution is close to unifior  shift. We processed many traces, analyzing approximately
we can use aggressive skipping to achieve better speed ugs0 thousand packets on each. We setgtiygam size to

as before. 32-bytes to match the lowest possible packet size and the
fingerprint size to 32-bits for convenience. We also set the
5. Experimental Study approximate error for these experiments te 0.001%, the

confidence parameter to= 10%, and the fraction param-
We carried out several experiments for data summariza-&ter¢ to be around 0.005% (see Section 2.2) because there
tion, self-join size estimation, and all the heavy hittdgoa ~ Weren'tmany heavy hitters in the traces tested.
rithms described above along with their skipped versions. Synthetic data. We created the synthetic data using stan-
On all comparisons, unless otherwise noted, we fixed thedard routines to draw values from known skewed distribu-
total desired approximation errer= 0.01% which is rea- tions. We tuned the distribution parameters as to mimic
sonable for network monitoring applications at Sprint. The high-speed network packet-level traces. Our data stream



generator created several traces of 1 million items each,the decay in accuracy as the skipping rate increases is very
drawn from a Zipfian distribution with varying skew param- similar. The fractiong of the norm was set to 0.1%, or
eter. The respective counts of items are drawn from a paretd.001, yielding on average 150 heavy hitters in over 10 dif-
distribution as a large fraction of items have typically #ma ferent traces tested, each with over 10 million packets.

packet sizes and only a small fraction of them are large. Observe that the precision rate of the skipped method re-
mains at reasonable levels, 85% accurate, for large skgppin

5.2. Packet Header & Synthetic Data Analysis rates such as 200. Similar to the data summarization esti-
mation, we compare the sketch processing rate as shown in

5.2.1 Data Summarization Figure 2(d). The improvements exceed 50% for skipping

) o ratess’ > 5 and over 100% fog’ > 10.
Let the input strean¥” containn distinct elements antf |4

represent the number of bytes sent to a destination IP ad- o o
dressi. The accuracy error is calculated as the absolute®-2-3 Self-Join Size estimation
difference of the actual and estimated values scalgdby

We compare the accuracy of each algorithm by analyzing

the gqh percentile of error (i-e., sorting the errors in de- ¢ the heuristics described in Section 4.2.2. Figure 3(a)
scending order and getting tH80/100)n error) because  ghqys the accuracy comparison with varying skipping rate
both sketches allow a probability of error of 10%. We also ./ 1he relative error is the absolute difference between

plot _the maximum error for comparison purposes. the estimated valugV'||? and the actual valugV’|| over
Figure 2(a) shows an accuracy comparison between CM) .y, 12 First, note that the estimates for the first two heuris-

and SCM algorithms summarizing real traffic data from yicq geteriorate quicker than the others as the skippireg rat

Sprint IP backbone (we omit details for synthetic data for _ i creases. In other words, as skipped ved®plays a

this application due to the similarity of results). As shown larger role for the estimate ¢fV’||2, neither|L|;|R|, nor

the accuracy of S_CM is comparable with that of t_he CM IR|? becomes a good estimate. On the other hand, esti-

sketch on all metrics shown. For the 90% error metric, SCM mating| R|o (used in the last two heuristics) helps signifi-

even outperforms the CM accuracy results. This is because,anyy specially for large skipping rates. Remarkably, ou
skipping tends to estimate a count of O for infrequentitems, ;¢ heuristiSCMM"gives estimates below 25% error for

which is often a good estimate. _ the entire range of skipping rates tested!

Regarding the update processing time, Figure 2(b) cOM- 5 yorformance improvement gained by skipping ele-
pares the relative gain in bits per second rate petween CMments is shown on Figure 3(b). Logically, the heuristics
and SCM, when using 4 and 10 hash functions for the depending solely onR|; demonstrate the larger gains be-

sketoch. Note_ th_at the performance gains are over 50% andcause the overhead per skipped item is very small (only one
140% for skipping rates over 10, for 4 and 10 hash func- ., ,hier is needed). Moreover, the other heuristics, which

tions respectively. The plot also confirms the intuitive no- require keeping track diR|o, also show sizable gains
tic_)n that the slower the update prpc_gssing time of an.under— Another interesting plot is shown on Figure 3(c). The
lying sketch, the greater the possibility of performanceaga 2-axis varies the Zipfian parameter (from less to highly

by using a skipped version of that sketch. skewed distributions), while the skipping rate is fixed &t 0.
. First, the plot shows that all heuristics behave similadly f
5.2.2 Heavy Hitters z > 1.5, staying below error levels of 20%. Moreover, the

Similarly to data summarization, we compare the accuracyalgor'tthCMc’ for W.h'Ch we have proven bounds, per-

(true positive and false negative rates) and performance Ogoms nicely for the entire range of skipping rates.

all heavy hitter algorithms and their skipped versions. We )

measure the true positive rate by theecisionof the set  9.3. Packet Content Analysis

of heavy hitters, i.e., the number of claimed heavy hitters

by the algorithm over the correct number of heavy hitters.  Our experiments focus on obtaining the heavy hitters list

Similarly, the false negative rate is measured byréeall of g-grams in the packet content stream. This application

of the set of heavy hitters, i.e., the number of claimed heavyis quite challenging compared to packet header analysis be-

hitters that are indeed real heavy hitters divided by thé rea cause each packet now generates multiple updates to the

heavy hitters. For both rates, offline analysis of the samestream. In networking, authors in previous work [1, 15]

trace was done to extract the correct list of heavy hitters.  have studied the problem of determining the most prevalent
Figure 2(c) and 2(d) plot the precision rate of all heavy substrings in the network, motivated by worm and virus de-

hitters algorithm and their skipped version on real traffic tection. A popular approach is to use uniforamdom sam-

data. We omit the recall rate in the interest of space sincepling to extract a subset of ajtgrams. Since this is rarely

To study the self-join size estimation, we use our generated
synthetic data. We compare the accuracy and performance



T 250° rm 1809

1059
1.000%ET — AL B L Ty RRARLL T Ty
B " CM Max error —e— ] SCM 4 hashe: 1009 e 160%— —
5 SCM Max error —e— 200%[—  SCM 10 hashes—= - Vi 140%|— =
0.100%f~ p = 9%~ — 0% — -]
N CM 90%ile error—e—"3 - 120%
| SCM 90%ile error—+— | 150%— — 90% |- Ng —{100% -1
0.010%}~ = \ 80%— -
- 4 1000} —{ 85% = -1 60% |- —
0.001%k ] L 80% |- CMHeap/CM+MG — 40%— -
UL Z 50%— = e SCMHeap —+—\ | 20%[— SCMHeap —<——
N_‘S'\H—O-G\ | 5%~ SCM+MG 0% SCM+MG —+——
0.0000 ol VTINLA ] ) T BT W RTTT EE T R Ay BRI BRI MR BT RNYs e ar T M ETTT EERTI B
0.1 1 10 100 0.1 1 10 100 0.1 1 10 100 0.1 1 10 100
(a) y-axis = % approximation error. (b) y-axis = % rate improvement. (c) y-axis = % HH precision. (d) y-axis = % rate improvement.
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Figure 3. Accuracy (a and c¢) and performance (b) comparison o f the heuristics listed on Table 1. Plot
(c) shows the accuracy behavior as the distribution gets ske wed.

accurate, the authors designedue samplingo selectonly  sketch it or not. Moreover, the plot shows that the rate im-
thoseg-grams whose hash matches a certain bit mask. provement increasdimearly as the skipping rate increases.
Additionally, Figure 4(c) compares the number of packets
skipped. Note that our proposed appro&EIM+MG skips
significantlymore packets thaySCM+MG.

We show that a skipping-based approach susbtantially
improves on the performance of value sampling for this
problem. We compare the accuracy of B®+MG and , o ,
SCM+MG, its skipped version, as well &8$SCM+MG To exemP“fy’ for a sk_|pp|ng rater Of, only 10, our
based on value sampling. We implement the fingerprint method achieves accuracies over 80% with 45% of skipped

method [6], which allows efficienj-gram hashes compu- packets. Moreover, the packet processing rgte increased
tations over a sliding window. The item/count stream pair from around Sk to 50-440k packets/s (fdrranging from

comprise of these hashes and a value of 1 respectively. wet0 to 500 resp.), a ]_'0' to 90-fold speed-up. These expgri—
compare the recall (true positive) rate. SIBCM+MG men_ts show for the first time that pa.cket content processing
requires a pre-determined mask, we averaged the results odid" indeed be done at near OC-48 line speeds (note that due

over several runs, choosing a random mask each time. to the tri-modal distribution of packet sizes in the intdrne
most packets —around 40% —are smaller than 40 bytes and

Figure 4 shows the accuracy and performance of the al-thus usually irrelevant to deep content analysis).
gorithms tested. Note that the accuracy of our skipping

methodSCM+MG is consistently better than value sam-
pling VSCM+MG specifically whens” < 50. However,
for some very large skipping rates, > 100, the story is
reversed. Value sampling has a better chance to extract a There has been a lot of work on summarization of data
few set of heavy hitters since it tracks all occurenceg-of streamsin small space, generating typically either select
gram hashes that matched its mask. However, it comes abr sketch-based approaches. Selection-based algorithms
a price. Note that th’SCM+MG algorithm falls signifi- such as [12, 13] process each item into a data structure (say
cantly short in performance compared to our method (notea heap) and have to periodically prune them; their amor-
the logarithmic scale!). This is expected because the valuetized update times are quite efficient, still, they do nopski
sampling approach must compute a fingerprint and match itover items the way our methods do leading to our improve-
against a mask fagveryg-gram before deciding whetherto ments. The same difficulty is faced by selection-based algo-

6. Related Work
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rithms [1, 15] developed for networking streaming analysis
The idea of skipping past the input is quite natural. It

has been previously used meservoir samplingby Vit-

ter [17] where a probabilistic calculation determines how

many items may be ignored for the next sample. This cor-
responds to unit count increments in our case. Our skip-
ping methods are more general and deterministic. In par-

(b) Improvement ove€EM+MG.

100 1 10 100
(c) Number of packets skipped.

mance com parison.

[3] N. Alon, Y. Matias, and M. Szegedy. The space complexity

(4]

5

ticular, they are based on the various norms of the sketched
and skipped parts of the stream, and are tuned for particular [g]

analysis (heavy hitters and self-join estimation) for vithic

reservoir sampling does not yield accurate results.

7. Concluding Remarks & Extensions

[7

8

We have presented a framework to skip past streams
to achieve several-fold higher processing rates whilé stil

providing strong accuracy guarantees for post-hoc anglyse
including data summarization and point queries, estimat-

ing the self-join size of a relation, and finding the heavy

hitters.

We validated our proposed algorithms with ex-

periments on synthetic data and live network traffic from
Sprint’'s IP backbone. Our experiments are the first known
that analyze the stream of packet contents rather than just[ll
the headers at backbone speeds. The skipping framework

we have introduced of using constant processing time per-

(8]

—_

]

9]

] P. B. Gibbons.

item for norm estimation to guide the reduction of data for [12]
sketching algorithms can be applied easily to other underly
ing summarization techniques (such as the sampling algo-
rithm for quantiles [12], the selection algorithm for heavy
hitters [13], and the distinct sampling [11] algorithm) and

analyses of interest (such as quantile estimation, datgcti
changes using deltoids, and finding anomalies such as de-[15
viants.). Moreover, one can modify our approach to the case

where streaming updates comprise of insanddeletes.
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