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Abstract

We present an efficient algorithm for regular expression
matching on streams with out of order data, while maintain-
ing a small state and without complete stream reconstruc-
tion. We have implemented three versions of the algorithm -
sequential, parallel and mixed - and show by experimental
study that the algorithms are highly effective in matching
regular expressions on IP packet streams.

1 Introduction
Regular expression matching on data streams is an in-

valuable tool in such areas as network security and net-
work monitoring. A case in point is developing and using
signatures to identify network traffic belonging to certain
network applications. More often than not such signatures
are expressed using regular expressions rather than simple
strings:
Kazaap2p protocol signature [2]:
ˆ(GET |HTTP). * [xX]-[Kk][Aa][Zz][Aa][Aa]

Yahootraffic [8]:
ˆ(ymsg|ypns|yhoo).?.?.?.?.?.?.?[lwt]. * \xc0 \x80

Counter Strikegame traffic [1]:
cs. * dl.www.counter-strike.net

Due to quality issues on ordered streams (such as out-
of-order and duplicate packets) performing regular expres-
sion matching on network data streams is challenging if
we’d like to match against data that spans multiple pack-
ets. In practice, this problem is solved either by restrict-
ing the regular expressions and matching against payloads
within a singlepacket, or by reassembling the packets and
the receiving end before applying the regular expression to
the reassembled payload. The former approach is very lim-
iting, especially for the more complex signatures, and the
latter is that it is very resource intensive and requires vari-
ous load shedding techniques. In this work we propose an
algorithm for regular expression matching on network data
streams with data quality problems that, on one hand, al-
lows matching against data that spans multiple packets, and
on the other hand, does not require reassembling the entire
stream.

2 Formal description of the problem

Let’s designate the data to be transmitted over TCP net-
work as a sequence of characters c1..cn. The data is split
into multiple segmentsd1, d2, ..., di, ...,. Each segment con-
tains a portion of the original data:di = csi · · · cei , de-
scribed by the start offsetsi and the end offsetei within
the original data. The length of this segment’s data is
li = ei − si + 1. We define dj as a predecessor ofdi (and
di a successor ofdj) if si = ej + 1. On the receiving end,
we useDm to denote a reassembled portion (or a ”partial
flow”) of the original datacSm · · · cEm .

For a newly arriving data segmentdi and the reassem-
bled data portionDm, we define two types of anomalies in
the way the stream segments arrive at the receiver:
Duplicates and Overlaps:

1. si ≥ Sm andei ≤ Em, i.e. Dm wholly containsdi.

2. si ≤ Sm andei ≥ Em, i.e. di wholly containsDm.

3. si < Sm andei ≥ Sm andei < Em, i.e. start ofDm

overlaps with the end ofdi.

4. si > Sm andsi ≤ Em andei > Em start ofdi over-
laps with the end ofDm.

Out of order packets: ei < Sm or si > Em+1.
Given the situation above, a regular expressionR and

the contentc = c1 · · · cn, our problem is to determine ifc
matchedR, given the series of packetsdi’s.

In this work,R is represented using a deterministic finite
automaton (DFA).

3 Overview of Our Algorithms

With the problem definition we just gave above, it is
obvious that matching eachdi againstR is incorrect if c
spans multiple packets, and collecting and reassembling all
thedi’s before matchingR with the resultingc is slow and
resource-intensive.

We propose matchingR with portions of the data re-
ceived thus far reassembled into “partial flows” until a
match/no match decision is reached. This approach is com-
plicated by the fact that if some of the data arrives out of
order, this effectively fragments the reassembled data into a



number of partial flowsDm’s, and simply storing the par-
tial flows until they can be merged can be quite memory-
intensive.

The alternative we employ is simulating the DFA repre-
sentingR on theDm’s. In order to do this for partial flows
which are not a prefix ofc, we need to know which state
in the DFA to start the simulation from. Our key idea is
very simple: to simulate the DFA onDm’s with all poten-
tial beginning states forDm in the DFA. This leads to a
number of potential end states for eachDm. We merge the
partial flows when possible, pruning the potential beginning
states forDm. Further, we utilize the so-calledequivalence
classesof states reached by simulating the DFA from dif-
ferent begin states.

We present three algorithms: asequentialalgorithm,
a parallel algorithm that collapses equivalent states into
equivalence classes, and amixedalgorithm that tries to bal-
ance the tradeoffs of the first two.

4 The Sequential Algorithm
The algorithm maintains the information about the re-

ceived partial flows in the form of a linked listR of objects
D1, D2, ..., Di, ..., Dn . EachDi = (Si, Ei, Li) describes
a reassembled partial flow, and contains the following:

• (Si, Ei) - the starting and ending offset of the reassem-
bled data within the original data transmitted within
the flow.

• Li - a linked list of pairs(qs, qe) describing the starting
and ending states of paths within the automaton rep-
resenting the regular expression that can be traversed
with the data corresponding toDi.

At various stages of the algorithm we will attempt to find
partial flows that either precede or succeed the newly ar-
rived segment in the original data, and merge them into one
list entry. If, as a result, we obtain two entriesDi andDi+1

in the list such thatDi precedesDi+1 in the original data,
we will merge them into one entry as well.

4.1 Traversing DFA
As part of the algorithm, we need to traverse the automa-

ton representing the regular expression with the data con-
tained in the currently processed data segmentd, beginning
from a given stateqi within the automaton. The automaton
traversal stops when an accepting state is reached, the end
of the data is reached, or when there’s no transition on the
current data character from the current automaton state.

The return value of the traversal process is a pair of states
(qs, qe), designating the starting and ending states of the
path traversed, as well as flags indicating whether theqs

is the starting state of the automaton, and whetherqe is an
accepting state. The process can also return a null value if
there is no useful path that can be traversed with the given
input, which can happen in one of the two cases:

• we reach a state from which there is no transition with
the next data character, or

• both the beginning and ending state of the traversal
process is the starting state of the automaton.

4.2 Detecting Start of the Flow

The algorithm begins withR empty. The beginning of
a flow is detected by inspecting the value of the SYN (syn-
chronize) bit in the TCP header of the arriving packets, with
1 signifying the flow start. When processing the first packet
of the flow, we distinguish between two types of regular ex-
pressions: those that start with the starting anchor ‘ˆ’ and
require the first packet to match starting from the starting
state of the automaton, and those that start with ‘.*’ and
imply that the regular expression can be matched anywhere
within the flow.

Thus the first data segmentd1 = (s1, e1) of the flow is
processed as follows:
Traverse the DFA beginning from the starting state of the
automaton. If the regular expression starts with ‘ˆ’:

• If the traversal process returned null, we label the flow
as “not matching”, and no further processing is done .

• If the traversal process returned a pair of states(qs, qe),
with qs marked as the starting state of the automaton,
create a new entryD1 = (s1, e1, L1) in R, whereL1

contains the pair(qs, qe).
If the regular expression does not start with ‘ˆ’:

• If the traversal process returned null, createD1 =
(s1, e1, < empty list >) in R.

• If the traversal process returned a pair of states(qs, qe),
with qs marked as the starting state of the DFA, create
a new entryD1 = (s1, e1, L1) in R, whereL1 contains
the pair(qs, qe), and proceed to the next data segment.

4.3 Processing Subsequent Segments

Any other data segmentdi = (si, ei), si > 1, is
processed as follows. For each objectDm in list R:

Duplicate handling:

• If di is fully contained inDm, ignoredi and proceed
to the next segment.

• If Dm is fully contained indi, deleteDm from R.
• If di andDm partially overlap, chop off the overlap-

ping section ofdi by adjusting its(si, ei) offsets ac-
cordingly. Formally, eithersi = Em + 1 or ei =
Sm − 1 depending on whetherSm is smaller thansi

or otherwise.

Predecessor processing:Let Dp = (Sp, Ep, Lp) be a pre-
decessor ofdi, i.e. Ep = si−1. If Lp is not empty, for each
pair (qs, qe) in Lp:

• Traverse the DFA withdi starting atqe.



• If the traversal returns a pair(qe, qe1), delete the pair
(qs, qe) from Lp, store the pair(qs, qe1) in Lp and up-
dateEp = ei.

• If the traversal returns null, delete(qs, qe) from Lp. If
this rendersLp empty, label the current flow as ”not
matching”.

If Lp is empty:

• Traverse the automaton withdi beginning at the au-
tomaton’s start state.

• If the traversal returns a pair(qs, qe), insert the pair
(qs, qe) in Lp, and updateEp = ei.

• If the traversal returns null, updateEp = ei; Lp re-
mains empty.

If there is no predecessor fordi in R:

• Create a new entryDp = (Sp = si, Ep = ei, Lp =<
empty list >) in R.

• Traverse the automaton withdi starting at every non-
accepting state, and insert all non-null pairs returned
by the traversal process inLp.

Successor Processing:At the end of predecessor process-
ing part of the algorithm, we have either mergeddi in an
existingDp, or created a newDp for the newly arrived seg-
ment. At this stage of the algorithm we check whetherDp

has a successor inR.
If a successorDs = (Ss, Es, Ls), such thatSs = Ep + 1,
is found (else, proceed to the next arriving data segment):

• If both Lp andLs are non-empty, updateSs = Sp,
mergeLp into Ls and deleteDp from R.

• If Ls is empty, updateSs = Sp, mergeLp into Ls and
deleteDp from R.

• If Lp is empty, updateSs = Sp and deleteDp.

The merging procedure of the lists is as follows:

• For any pair of states(qsp, qep) in Lp, if qep is an ac-
cepting state, copy(qsp, qep) to Ls

• For each pair of states(qss, qes) in Ls, not including
those just copied fromLp:
If there is a pair(qsp, qep) in Lp such thatqep = qss,
delete(qss, qes) from Ls and insert(qsp, qes) to Ls.
Else delete(qss, qes) from Ls.

Match detection: At any step of the algorithm, if a pair of
states(qs, qe) such thatqs is the starting state of the automa-
ton andqe is an accepting state is found in any of the L lists,
label the flow as matching the regular expression.

5 The Parallel Algorithm
In the algorithm above, if we find no predecessor for the

newly arrived data segment, we traverse the automaton with
the segment, starting at each non-accepting state. This can
be a performance bottleneck since the automaton can have a
large number of states. In addition, the traversal process can
result in a large number of pairs(qs, qe), and a significant

number of those pairs can be duplicates(qs1 = qs2 and
qe1 = qe2) stored in the different lists, or pairs with different
starting states but identical ending states(qs1 6= qs2 and
qe1 = qe2).

Definition 1. An equivalence classis a list of automaton
state pairs that have different starting states but identical
ending state, and is described asQ = (ls, qe), wherels is a
list of starting states(qs1, qs2, ..., qsk).

Thus, we improve the sequential algorithm by storing au-
tomaton state equivalence classes instead of state pairs. This
would entail several changes as shown below.

5.1 Data Structure

For each elementDi of the list R we maintain the fol-
lowing information: (Si, Ei) - the starting and ending off-
set of the reassembled data within the original data trans-
mitted within the flow;Li - the list of equivalence classes,
describing the starting and ending states of paths within the
automaton representing the regular expression that can be
traversed with the data corresponding toDi.

5.2 Traversing DFA

Given a list of automaton states and a data segmentdi

containing charactersx1x2...xn:

1. Attempt to make a transition from each of the states
qj with the first characterx1. Store all pairs of states
(qj , qk), whereqk = δ(qj , x1), in a temporary list.

2. Find all pairs in the list with identical end states, delete
them from the list and replace them with the corre-
sponding equivalence class. As a result, we obtain
a list of equivalence classesQ1 = (ls1, qe1), Q2 =
(ls2, qe2), ...,with |lsi| ≥ 1.

3. For eachQi, attempt to make a transitionδ(qei, x2)
unlessqei is a final accepting state. If such transition
exists, updateQi = (lsi, δ(qei, x2)). Repeat the equiv-
alence class merging procedure.

4. Repeat steps (2) and (3) until one of the following:
• No new transition can be made on the nextxi.
• End of the data segmentdi is reached. Return the

resulting list of equivalence classes.
• An equivalence classQi is obtained such that one

of the states inlsi is the start state of the automa-
ton, andqei is a final accepting state. Label the
flow as a match of the regular expression.

5.3 Processing Data Segments

The procedure (both dealing with the first segment of
the flow and the subsequent segments) is mostly identical to
the sequential version of the algorithm, storing equivalence
classes instead of pairs of states. The important difference



in the parallel version is in the predecessor handling part of
the algorithm, when the segmentdi arrives out of order:

Predecessor Processing:If there is no predecessor fordi

in R, create a new entryDp = (Sp = si, Ep = ei, Lp =<
empty list >) in R.Traverse the automaton using the mod-
ified traversal procedure, withdi and the list of all non-
accepting states as an input. If the flow is not declared
“matching”, store the returned list of equivalence classes
in Lp. A similar optimization can be applied for the case
when a predecessor is found, but|Lp| is large.

Successor Processing:At the end of predecessor process-
ing part of the algorithm, we have either merged the newly
arrived segmentdi in an existing partial flowDp, or created
a newDp based ondi. If a successorDs = (Ss, Es, Ls),
such thatSs = Ep + 1, is found inR, and|Lp| > 0 and
|Ls| > 0, we merge the predecessor and the successor into
one partial flow by updatingSs = Sp, mergingLp into
Ls and deletingDp from R. We omit the detailed descrip-
tion of the merge procedure of theL lists due to space con-
strains.

5.4 The Mixed Version

The parallel version of the algorithm significantly re-
duces the amount of states that needs to be maintained at
each step of the algorithm. However, the structure that
maintains the states - a list of equivalence class objects -
is now more complex, and therefore the overhead of access-
ing and updating an equivalence class in the list is more
significant. To achieve a better tradeoff, we have developed
a simple hybrid that integrates both the sequential and the
parallel versions of the algorithm. The mixed algorithm will
still take advantage of the equivalence classes while improv-
ing the parallel algorithm’s overall performance.

• For any out of order data segmentdi, run the paral-
lel version of the algorithm fork steps, processingk
first characters indi and obtaining a list of equivalence
classes.

• Run the sequential version of the algorithm with the
remaining characters indi, starting from every equiva-
lence class’ ending stateqe .

In this approach, we assume that running the parallel ver-
sion of the algorithm for the firstk input characters will
yield a limited amount of equivalence classes, thus reduc-
ing the amount of states starting from which we apply the
sequential version of the algorithm.

6 Experiments

The timing experiments described below were per-
formed on a2.8GHz processor server. Due to space con-
strains we do not present the full extant of experiments con-
ducted.

6.1 Out-of-order DFA Traversal Time

In order to compare the three versions, we collected a set
of data from our research center’s network connection sent
in TCP packets with either the source or the destination port
80, with the total of5, 565 data segments. We simplified the
study by supporting only a limited subset of regular expres-
sion language, and by simply replacing every occurrence of
’.*’ with a set of all supported characters. We tested our
implementation on four regular expressions :
Regex 1: ˆHTTP/1.[01]. * [0-5][0-1][0-9] - match an
HTTP response message.
Regex 2: ˆ(OPTIONS |GET|HEAD|POST|PUT|DELETE|TRACE|
CONNECT).* HTTP/1.[01] - an HTTP request message.
Regex 3: HTTP/1.[01]. * User-Agent: Mozilla/[45].0 -
messages generated by Mozilla versions 4.0 or 5.0.
Regex 4: HTTP/1.[01]Host:. * google.co.uk - messages
with the Host header matchinggoogle.co.uk .

The DFA’s built for each of these regular expressions
contained109, 134, 214 and 212 states respectively (no
DFA minimization was done). There were451 data seg-
ments within the data set that matched the first regular ex-
pression,454 that matched the second,356 the third and
119 the forth.

In this experiment we compare the running time of the
out-of-order traversal procedure of the three versions of the
algorithm, when traversing the DFA for each of the regu-
lar expressions as if every data segment of the set had ar-
rived out-of-order. The motivation behind the test is that
the out-of-order traversal procedure is the bottleneck of the
algorithm and the algorithm with the minimal out-of-order
traversal time is the most efficient one. For the mixed ver-
sion, we ran it with different values ofk in order to find its
optimal value. The results are presented in Tables 1.

The results demonstrate that the parallel version of the
algorithm outperforms the sequential version by more than
50%, and that the mixed version is exceedingly faster than
the sequential or the parallel for any value ofk we used,
with k = 1 yielding the best results for the two regular
expressions with the starting anchor and a single ’.*’, and
k = 2 or 3 for the two regular expressions that contained
two ’.*’s. We observe that as we increase the value ofk,
the traversal time grows as well. Thus the optimal value
of k roughly equals the number of ’.*’s within the regular
expression being matched.

6.2 Size of the Equivalence Classes

To investigate the convergence rate of the number of
equivalence classes we need to maintain on each step of the
parallel DFA traversal procedure for an out-of-order packet,
we collected this statistics while matching the data segment
set with each of the four regular expressions.

Figure 1 shows the average number of equivalence
classes at every step of the automaton traversal procedure. It



Seq Par Mix Mix Mix Mix Mix Mix Mix
k = 1 k = 2 k = 3 k = 4 k = 10 k = 100 k = 200

Regex 1 1:00 1:30 0:04 0:04 0:04 0:05 0:06 0:16 0:25
Regex 2 2:26 1:32 0:05 0:05 0:06 0:06 0:07 0:20 0:30
Regex 3 19:18 9:23 0:19 0:17 0:17 0:18 0:21 1:30 2:44
Regex 4 20:00 9:25 0:19 0:16 0:17 0:17 0:21 1:30 2:52

Table 1. Out-of-order DFA traversal time of the different versions of the algorithm (in minutes and seconds).
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Figure 1. Convergence rate for the average number of
equivalence classes.

can be seen that the number drops from hundreds to one or
two, with the convergence rate for regular expressions start-
ing with ’.*’ being slightly slower. Again, we can see that
the average number of equivalence classes roughly equiva-
lent to a number of ’.*’s within a regular expression.

It is important to note that since each partial flow con-
tains at least one equivalence class, the number of equiva-
lence classes that needs to be maintained at each step of the
algorithm can be thought of as corresponding to the number
of partial flows that the algorithm maintains at each step.
We can therefore see from the experiment above that the
average number of maintained partial flows is very low.

7 Related Work
In [2], authors studied various networking protocols and

applications in depth to determine suitable signatures for
them. They did not solve the problem of matching sig-
natures across segments. We have used their application
signatures in this study. Snort [3] is an intrusion-detection
application that has a compiled list of several regular ex-
pression signatures to match attacks and intrusions. Snort
systems use Perl Compatible Regular Expressions (pcre) [7]
for regular expression matching which is performed on re-
assembled packet streams. In networking community, there
is significant amount of work on matching regular expres-
sion signatures to IP packet streams, using specialized hard-
ware like FPGAs [5, 6, 4], although with full TCP reassem-
bly as well. [1] offers added focus on matching multiple
regular expressions by grouping multiple regular expres-
sions to eliminate common states. We are not aware of any
Snort systems or specialized hardware solutions in network-

ing that match regular expression signatures in presence of
out-of-order packets, without reassembly.

8 Conclusion
The problem of matching a regular expression to a

data stream in presence of data quality problems is well-
motivated in managing IP networks where signatures need
to be matched against contents of flows to detect intrusions,
worms or viruses, applications and protocols. Prior work
either matched regular expressions against individual pack-
ets, missing matches across multiple segments, or reassem-
bled the entire flow to match using standard methods, which
is highly resource-intensive. We have proposed streaming
algorithms that can match regular expressions across seg-
ments, even in presence of out-of-order packets and dupli-
cates, by optimizing the state maintained on partial flows.
Our experimental study with real data shows that the algo-
rithms are successful in limiting the memory used and are
efficient.
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