
Algorithmica (1997) 18: 512–520 Algorithmica
© 1997 Springer-Verlag New York Inc.

Detecting False Matches in String-Matching Algorithms1

S. Muthukrishnan2

Abstract. Consider a text string of lengthn, a pattern string of lengthm, and a match vector of length
n which declares each location in the text to be either amismatch(the pattern does not occur beginning at
that location in the text) or apotential match(the pattern may occur beginning at that location in the text).
Some of the potential matches could befalse, i.e., the pattern may not occur beginning at some location in the
text declared to be a potential match. We investigate the complexity of two problems in this context, namely,
checkingif there is any false match, andidentifyingall the false matches in the match vector.

We present an algorithm on the CRCW PRAM that checks if there exists a false match inO(1) time
using O(n) processors. This algorithm does not require preprocessing the pattern. Therefore, checking for
false matches isprovablysimpler than string matching since string matching takesÄ(log logm) time on the
CRCW PRAM. We use this simple algorithm to convert the Karp–Rabin Monte Carlo type string-matching
algorithm into a Las Vegas type algorithm without asymptotic loss in complexity. We also present an efficient
algorithm for identifying all the false matches and, as a consequence, show that string-matching algorithms
takeÄ(log logm) time even given the flexibility to output a few false matches.

Key Words. Parallel algorithms, Randomized (Las Vegas) string matching, Checking string matching
algorithms.

1. Introduction. Given a pattern string of lengthm and a text string of lengthn,
the problem ofstring matchingis to output a match vector which indicates, for every
location in the text, whether or not the pattern occurs beginning at that location in the
text. Several efficient deterministic sequential and parallel algorithms are known for
string matching. (See [A] for a survey, [KMP], [BM], and [W] for sequential algorithms,
and [BG1], [V2], [G3], and [CC+] for parallel algorithms.) These algorithms commit
no errors in outputting all the locations where the pattern matches the text. Karp and
Rabin [KR] presented a probabilistic string-matching algorithm which is simple and
efficient; however, it commits errors. In the match vector output by their algorithm, the
matches indicated might befalse, i.e., the pattern might not occur beginning at a location
in the text indicated as a match. However, it is guaranteed that the pattern does not occur
beginning at those locations in the text which are indicated as mismatches. In this paper
we investigate the complexity of detecting the false matches, if any, in such a match
vector for the given text and pattern.

The motivation for detecting false matches arises partly from the task of converting
the Monte Carlo type string-matching algorithm of Karp and Rabin [KR] into a Las
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Vegas type algorithm. Given a Monte Carlo type algorithm for a problemP (string
matching, in our case), an algorithm that detects errors (false matches, in our case) in
the output of the Monte Carlo type algorithm and that which is provably simpler than
any algorithm forP, can be utilized to derive a Las Vegas type algorithm forP. Also,
checking for errors in string-matching algorithms has inherent interest in view of the
recently formalized notion of program checking [BK]. In addition, as we show, it helps
address a notion of approximate string matching. In the standard notion of approximate
string matching, all those positions in the text are sought, where the pattern occurs in the
text with at mostk character-by-character mismatches, for a parameterk. An alternate
notion of approximate string matching is to allow a few false matches in the output. This
leads to a question partly addressed in this paper—can string matching be performed
more efficiently if a few false matches are tolerated?

First, we consider the problem ofcheckingin parallel if there exists a false match in the
match vector. Checking can be done in linear work by simply running any optimal parallel
string-matching algorithm [CC+], [BG1] on the given text and pattern and comparing
the output with the given match vector. However, in the spirit of converting a Monte
Carlo algorithm to a Las Vegas one, we would like a procedure for checking which is
provably simpler than string matching. Utilizing the crucial observation that a series of
“structured” matches can be checked quickly without explicitly considering each one of
the matches, we present a parallel algorithm for checking which runs inO(1) time on the
CRCW PRAM usingO(n) processors. This algorithm is simple and it does not require
preprocessing the pattern. Note that string matching takes at leastÄ(log logm) time on
the CRCW PRAM withO(n) processors [BG2]. Hence, checking for the occurrence of
a false match in string-matching algorithms isprovablysimpler than string matching.

Using this algorithm that checks for false matches, we convert the Monte Carlo type
string-matching algorithm of Karp and Rabin [KR] to a Las Vegas type algorithm. Karp
and Rabin gave a parallel algorithm for string matching, denotedA, that performs linear
work, and that outputs false matches with a small probability. To remove the occurrences
of the false matches in the output, they suggested naively verifying every match indicated
by their algorithm. Thus the resultant algorithmB that does not commit errors in the
form of false matches, performsO(n+m+ (#M + #F)m) work3 where #M denotes
the number of the matches of the pattern in the text and #F denotes the number of the
false matches in the output of the algorithmA. In the worst case, #M = O(n) since the
pattern can occur beginning at each of then−m+ 1 possible text locations. Therefore,
algorithmB is no better than the naive string-matching algorithm.4 By combining our
algorithm that checks for an occurrence of a false match with their linear work algorithm
Awhich might output false matches, we derive a string-matching algorithm that, on any
input, performsO(n + m) work with a high probability, never outputs false matches,
and detects all the occurrences of the pattern in the text.

Next, we consider the problem of identifyingall the false matches in the match
vector. We present a parallel algorithm for this problem which works inO(#Fc) time

3 Our discussion here in terms of the work performed by the parallel algorithms in [KR] applies to the time
taken by the sequential algorithms there as well.
4 Karp and Rabin [KR] state the string-matching problemunconventionallyas that of findingoneoccurrence
of the pattern in the text. Therefore in their case #M = 1.
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usingO(n) processors on the CRCW PRAM where #Fc denotes the maximum number
of consecutive false matches in any substring of lengthm/2. We use this as a reduction
to show that any string-matching algorithm which outputso(log logm) consecutive false
matches usingO(n) processors while making no errors in finding the locations where
the pattern does not match, has to takeÄ(log logm) time on the CRCW PRAM.

The rest of the paper is organized as follows. In Section 2, the preliminaries are
stated. Two main observations are presented in Section 3. In Section 4, the algorithm
for checking is described. This is used in Section 5 to provide Las Vegas type string
matching. In Section 6, the complexity of identifying all false matches is considered.

2. Problem Definition and Preliminaries. Let t be the text string of lengthn, let p
be the pattern string of lengthm, and letM be a binary vector of lengthn called the
match vectorsuch that the following holds: ifM(i ) = 0, p does not matcht beginning
at the locationi . If M(i ) = 1, i is a potential matchlocation. A potential matchi at
which p does not matcht is called afalse match. A potential matchi at whichp matches
t is called atrue match. Note thatM(i ) = 0 for n−m+ 2 ≤ i ≤ n. We consider two
problems:

CHECKING. Given t , p, and M , output 1 if there exists a false match inM and 0
otherwise. This problem is denoted check(t, p,M).

IDENTIFYING. Givent , p, andM , outputN[1 · · ·n−m+ 1] such thatN[i ] = 1 if i is
a false match, andN(i ) = 0 otherwise. This problem is denoted identify(t, p,M).

Consider the auxiliary problem ofverifying : Given a locationi in the text, output 1
if the pattern matches the text beginning ati and 0 otherwise. This problem is denoted
verify(t, p, i ). Our algorithms for checking and identifying use algorithms for verifying
as “black boxes”. The problems of checking, identifying, and verifying can be contrasted
with the classical problem of string matching.

STRING MATCHING. Givent andp, determineM , a binary vector of lengthn such that
M(i ) = 1 if p occurs int beginning ati andM(i ) = 0 otherwise.

In what follows, assume thatm is even. Our algorithms can be easily modified to the
case whenm is odd.

The combinatorial structure of the strings is utilized in our algorithms. A period length
of a strings is k if s[i + k] = s[i ] for i = 1, . . . ,m− k. The minimal suchk that is
less thanm/2 is henceforth called theperiod length[G1], [V1]. Theperiodof the string
is s[1] · · · s[k − 1]. The period length and the period are also defined alternately (and
equivalently) as follows [G1], [V1]:u is the period ofs if s = ukū, k > 1, ū is a prefix
of u and |u|, the period length, is minimal. The following basic lemmas are proved
elsewhere [G1], [V1].
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LEMMA 1 (GCD Lemma) [LS]. If l 1 and l2 are two period lengths of a string s such
that |s| ≥ l1+ l2, thengcd(l1, l2) must be a period length of s.

LEMMA 2. If p occurs in t beginning at i and at i+ d, 1≤ d < m/2, and nowhere in
between, then d is the period length of p.

LEMMA 3. Let the period length of p be d. If p occurs in t beginning at i and i+ j
such that j< m/2, then j is a multiple of d.

We divide the text into disjoint segments of lengthm/2 and each segment is called a
block. Assume thatn = k(3m/2), k ≥ 1. Our algorithms can be modified to handle the
other values ofn. The following lemma will often be used.

LEMMA 4 [FRW]. Given a binary vector of length l, the first, second, and last1 in this
vector can be found in O(1) time using O(l ) processors on the CRCW PRAM.

3. Two Basic Observations. Now we make two observations that are useful in check-
ing and identifying false matches quickly. Consider two potential matches in the text at
i andi + kd such thatd is the period length of the pattern andkd < m/2.

LEMMA 5 (Quick-Match Lemma). If the pattern matches at i and i+ kd, it matches at
i + ld for 1≤ l ≤ k− 1.

PROOF. Let the pattern beu j ū as in the definition. Since it matches ati andi + kd, the
text string ati containsuku j ū which isul u j uk−l ū for any l , 1 ≤ l ≤ k − 1. Thus the
pattern matches ati + ld.

Let the patternp occur beginning ati in the text and letd be the period length ofp.
Consider placing a copy of the pattern on the text beginning ati + kd, kd < m/2. Let
i + kd+ f be the leftmost position in which this copy of the pattern does not match the
text.

LEMMA 6 (Quick-Identify Lemma). The pattern matches the text beginning at a posi-
tion i + ld in the text for1≤ l ≤ k, if and only if i+ ld +m− 1< i + kd+ f .

PROOF. From the definition of the period, it follows that when copies of the pattern are
placed on the text beginning ati + ld, 1 ≤ l ≤ k, all the positions which fall on each
other contain the same symbol. Hence, none of the copies which fall onti+kd+ f match
the text. Any copy oni + ld < i + kd+ f − (m− 1) does not fall onti+kd+ f and every
other copy falls onti+kd+ f (see Figure 1).

Given a sequence of “structured” potential matches (separated by the period length
d), the Quick-Match Lemma implies that it is sufficient to verify the occurrence of the
pattern at the last location in the sequence to ascertain if the entire sequence contains a
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Fig. 1.Quick-Identify.

false match. The Quick-Identify Lemma implies something stronger: placing the pattern
at the last location in the sequence, and looking at the leftmost position where it does
not match the text, we canpreciselydetermine all the false matches in the sequence.

4. Parallel Checking. Assume the common CRCW PRAM model of computation,
i.e., all the processors which attempt to write into a memory location write the same
value [J].

The problem of verifying, that is, verify(t, p, i ), can be performed usingmprocessors
in O(1) time on a common CRCW PRAM. Processor numberj , 1≤ j ≤ m, compares
ti+ j with pj , and logical AND of the result of thesem comparisons is computed inO(1)
time. Naively, the problem of checking can be solved by verifying each potential match
in parallel and thereby performingO(nm) work in the worst case.

We perform the checking in linear work by avoiding explicitly verifying every poten-
tial match in the match vector. Recall that a block is a substring of lengthm/2. Henceforth
assume that each block under consideration has at least two potential matches. Otherwise,
we can verify each potential match in the block as described above.

Algorithm Par-Check(t, p,M)
/* Outputis set to 1 if a false match is found and to 0 otherwise */

SetOutput to 0. Divide the textt (and, correspondingly,M) into 2n/m
disjoint blocks. For each block do in parallel the following three steps:

1. Let M [ f ] and M [s] be the first and the second 1 in the block, respec-
tively. Perform verify(t, p, f ) and verify(t, p, s). If the pattern does not
match the text at eitherf or s, setOutputto 1 and exit.

2. Let d = s− f . If the distance of every potential match fromf is not
an integral multiple ofd, setOutputto 1 and exit.

3. LetM [l ] be the last 1 in the block. Perform verify(t, p, l ). If the pattern
does not match the text beginning atl , setOutputto 1.

LEMMA 7. Algorithm Par-Check correctly detects the occurrence of a false match.
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PROOF. Within each block, if the first two potential matchesf ands are true matches,
then the period length ofp is d = s− f (Lemma 2). The true matches are multiples ofd
away from f (Lemma 3). Consider the series of potential matches in the block that are
integral multiples ofd away from f . The first occurrence in this series, namely,f , is a
true match. By the Quick-Match Lemma, if the last occurrencel is a true match, every
potential match in the series is a true match. Note that if there is a failure in any of the
steps, a false match is found.

THEOREM1. There exists an algorithm for check(t, p,M) that takes O(1) time using
O(n) processors on the common CRCW PRAM.

PROOF. Consider Algorithm Par-Check. Each of the three verifications per block,
namely at f, s, and l , take O(1) time usingO(m) processors. Other steps takeO(1)
time usingO(m) processors (Lemma 5). Hence each block can be checked usingO(m)
processors inO(1) time. The theorem follows since there areO(n/m) such blocks
in all.

Note that to perform checking in constant time optimally, we have only used the
information about the period length of the pattern gleaned from matching the pattern at
various positions in the text. In particular, our algorithm does not involve preprocessing
the pattern. Letn = 3m/2. Breslauer and Galil [BG2] prove that, in this case, any
string-matching algorithm takesÄ(log logm) time with O(n) processors on the CRCW
PRAM. That Algorithm Par-Check takes a constant time withO(n) processors implies
that checking isprovablysimpler than string matching on the CRCW PRAM.

Consider the weaker model of the EREW PRAM [J]. The following holds.

THEOREM2. There exists an algorithm that checks for false matches in O(logm) time
and O(n) work on the EREW PRAM.

PROOF. In Algorithm Par-Check, all the tasks that takeO(1) time on the CRCW PRAM
using O(m) processors can be replaced byO(logm)-time algorithms on the EREW
PRAM with optimal work by computing along a balanced binary tree in a standard
way [J].

5. Las Vegas String Matching. Karp and Rabin [KR] presented a Monte Carlo algo-
rithm (referred to as Algorithm MC henceforth) for string matching.

LEMMA 8 [KR]. By randomly choosing a prime≤ mnk, Algorithm MC finds all the
matches in O(logm) time and O(n) work on the EREW PRAM with the probability that
a false match occurs on an input instance being at most c/nk−1 for a small constant c.

Our Las Vegas string-matching algorithm (referred to as Algorithm LV henceforth)
works as follows: it repeatedly runs Algorithm MC checking the output using Algorithm
Par-Check till the output contains no false matches.
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THEOREM3. Algorithm LV correctly finds all true matches. It takes O(logm) time and
performs O(n) work, with high probability, on the EREW PRAM.

PROOF. Let k = 2 in Lemma 9. The probability of occurrence of a false match is at
mostc/n. The probability that Algorithm MC is run exactlyr +1 times is at mostc/nr .
Therefore,

Pr(Algorithm MC is run≥ 3 times)≤ c

n2
+ c

n3
+ · · · ≤ c

n(n− 1)
.

As n → ∞, c/n(n− 1) → 0. Hence with high probability, Algorithm MC is run
O(1) times. The theorem follows from Lemma 9.

A sequential simulation of Algorithm LV on the RAM model [AHU] gives a string-
matching algorithm which works in linear time with a high probability and detects all
the occurrences of the pattern in the text without outputting any false matches.

Karp and Rabin [KR] had suggested naively verifying all the potential matches so as
to avoid outputting false matches. Let #M be the number of occurrences of the pattern in
the text and let #F be the number of false matches in the output of Algorithm MC. Their
sequential algorithm takesO(n+m+ (#M + #F)m) time to find all the occurrences of
the pattern in the text. In the worst case, #M = O(n), and their algorithm is no better
than the naive algorithm for string matching even though the probability of Algorithm
MC outputting false matches is provably low. In contrast, the sequential simulation
of our Algorithm LV works in linear time with a high probability irrespective of #M .
Furthermore, it retains the appealing simplicity of Algorithm MC.

6. Identifying in Parallel. In this section we consider the problem of identifying all
the false matches. Here the Quick-Identify Lemma is crucial.

Algorithm Par-Identify (t, p,M)
For each block in parallel perform the following three steps:

1. Starting from the leftmost potential match location in the block, con-
sider each successive potential match location in sequence. Verify each
potential match in parallel usingm processors inO(1) time until the
first two true matchesf ands are found.

2. Let d = s − f . As in Algorithm Par-Check determine all potential
matches in the block that are integral multiples ofd away from f . Each
of the other potential matches in this block is false.

3. Let l be the rightmost potential match that survives the previous step in
this block. Find the smallest positionl + s where the pattern placed atl
does not match the text. Every potential matchk such thatk+m− 1≥
l + s is false.

THEOREM4. Let #Fc be the maximum number of consecutive false matches in any
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block. There exists an algorithm that detects all the false matches in O(#Fc) time using
O(n) processors on the common CRCW PRAM.

PROOF. Consider Algorithm Par-Identify. Clearly, at most 2(#Fc) potential matches
are verified in Algorithm Par-Identify in sequence before the first two true matches in a
block are found. The rest of the algorithm, including finding the first mismatch in step
3, takesO(1) time usingO(m) processors (Lemma 5). Correctness easily follows from
the Quick-Identify Lemma.

THEOREM5. Let n≤ 3m/2. Any string-matching algorithmA which outputs at most
#Fc consecutive false matches where#Fc = o(log logm), takesÄ(log logm) time using
O(n) processors on the CRCW PRAM.

PROOF. Suppose algorithmA takeso(log logm) time usingO(m) processors on the
CRCW PRAM. Given any input text and pattern, run algorithmA first. Subsequently run
Algorithm Par-Identify on the text, the pattern, and the output of algorithmA and remove
all false matches. Thereby, we achieve a string-matching algorithm which correctly
outputs all true matches ino(log logm) time usingO(m) processors on the CRCW
PRAM. However, since it is known that string matching takesÄ(log logm) time using
O(m) processors on the CRCW PRAM [BG2], we derive a contradiction.

Thus the claim that the false matches in the output of a string-matching algorithm
can be detected and removed efficiently implies string matching takesÄ(log logm) time
even when given the flexibility to output a few false matches. Therefore algorithms
faster than those for standard string matching in parallel cannot be achieved by settling
for the approximate matching notion of permitting a few false matches in the output of
string-matching algorithms.

7. Discussion. We have shown that, in the CRCW PRAM model, checking for false
matches in the output of string-matching algorithms isprovably simpler than string
matching. We have also converted the Karp–Rabin Monte Carlo type string-matching
algorithm to a Las Vegas type string-matching algorithm. The fingerprinting technique
of Karp and Rabin has several other applications [KR] yielding Monte Carlo type algo-
rithms. It will be of interest to convert these into Las Vegas type algorithms as well.

The following problem is the dual of checking for false matches. Consider textt ,
patternp, and match vectorM such that ifM(i ) = 1, the pattern is guaranteed to match
the text beginning at locationi . If M(i ) = 0, i is a potential mismatchlocation. The
pattern might match the text beginning ati , for some potential mismatch locationi . Such
locations are calledfalse mismatches. The problem of checking for false mismatches in
the match vector remains unexplored.
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