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Abstract— M onitoring and analyzing network traffic us-
age patternsisvital for managing IP Networks. An impor-
tant problem isto provide network manager swith informa-
tion about changesin traffic, informing them about “what’s
new”. Specifically, we focus on the challenge of finding sig-
nificantly largedifferencesin traffic: over time, between in-
terfacesand between routers. Weintroducetheidea of adel-
toid: anitem that hasalarge difference, whether the differ-
ence isabsolute, relative or variational.

We present novel algorithmsfor finding the most signifi-
cant deltoidsin high speed traffic data, and provethat they
use small space, very small timeper update, and are guaran-
teed to find significant deltoids with pre-specified accuracy.
In experimental evaluation with real network traffic, our al-
gorithms perform well and recover almost all deltoids. This
isthefirst work to provide solutionscapable of working over
the data with one pass, at network traffic speeds.

Keywords: Network measurements. Traffic dataanaysis.

I. INTRODUCTION

IP networks are sophisticated engineering systems.
Monitoring and analyzing network traffic usage patternsis
essential for managing such systems. For example, pro-
visioning IP networks needs capacity planning and fore-
casting which needs detailed analysis of traffic usage over
time. Running a service—hosting, providing network
connectivity, etc—needs detailed accounting for hilling,
verifying Service Level Agreements, periodic reporting of
usage per customer, etc. Enforcing and ensuring the secu-
rity of the infrastructure needs constant monitoring of net-
work activity for patterns of anomaloustraffic. In general,
it isafundamental operational detail ininteractingwith an
IP network at any level—single user or alarge | SP—that
one have toolsto gather and analyze traffic usage.

Our study here is primarily motivated by anaysis of
massive, high speed data generated by 1P networks, from
the perspective of a large ISP For motivation, consider
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analysis of the header information on each | P packet, or at
a higher level of aggregation, the records of IP flows say
from Cisco’snetflow, from each of therouting el ements of
alarge | SP. Our focusison near-real timeanalysissuch as
warranted by network monitoring scenarios. In this con-
text, there are two key questions.

What are the performance constraintsfor high speed net-
work data analysis? Capturing per packet information
or netflow records for each router and transporting it to
datawarehousesisunrealistic, because of the storage costs
as well as the transportation overhead. A back-of-the-
envel opecal culationwith even 10'sof OC48'sor OC192's
such asthose found in alarge ISP backbonewill illustrate
thisfact. Unlikein telephone networks where billing “ per
record/call” is (has been) the norm and is subject to le-
gal requirements, IP network operators have less motiva
tion to collect or archive packet or flow records since it
does not have a direct and immediate impact on revenue,
and it is not mandated. Instead, a more redlistic scenario
isto collect some aggregated information or monitor spe-
cific “queries’ of interest on the traffic stream. That en-
tails performing computations per packet or per netflow
record, at therouter itself or at collection boxes associ ated
with therouters. Thisinturn presentsthewell known per-
formance bottleneck in networking: one needs methods
that will (1) use small amount of memory because mem-
ory such as SRAM with access time commensurate with
theIPtraffic ishighly expensiveand it isimpractical to at-
tach large memory of thiscaliber to each interface card of
typical routersin large 1SPs and (2) use very few memory
accesses per packet or flow record.

Both these constraints are well known in networking
community, and have been articulated in the classical con-
text of packet switching, more recently in packet classifi-
cation and I Plookups, andin the emerging context of mon-
itoring high speed traffic data (see [1] for a short, but ex-
cellent overview of these constraints). Our algorithmicre-
sultsinthispaper are designed with these performance cri-
teriain mind.

What are specific data analyses of interest to monitoring
high speed trafficdata? Typically, thefocusison monitor-



ing afew simple aggregatesthat will serveas“signas’ for
ongoing phenomenon. For example, one may monitor the
number of distinct “flows’—distinct source |P addresses,
or distinct TCP connections, etc—ongoingin alink: steep
increasesin thisnumber may correlate with certain Denial
of Service attacks or port scans[2], [3]. In asimilar spirit,
one may wish to cal culate the number of “tiny” flows, that
is, the onesthat involvefew packetsonly [4]. Another ex-
ample is to monitor “heavy hitters’, i.e., those flows that
represent a significantly large proportion of the ongoing
traffic or the capacity of thelink [5].

In this paper, we study a somewhat related class of
problems of finding entities—source or destination | P ad-
dresses, flows eg., comprising source/destination IP ad-
dresses and port numbers or combinations thereof, etc—
that differ significantlyin traffic level from one time win-
dow to another, from one interface to other, or from one
router to another. Thetraffic level may be countedinterms
of the number of connections, packets, bytes, etc. These
are therefore heavy hittersin the difference of traffic lev-
€ls either across time, interface or routes. Currently, net-
work managers tell us that they look for significant dif-
ferences in the traffic levels while operating a network;
monitoring significant differences is an intuitively pow-
erful way to summarize the changes in the network, and
therefore, draw human attention to these significant singu-
larities across the network over time. What is needed isa
way to highlight thethingsthat are different, that is, tofind
“what’'s new” between different traffic streams.

Our main results are extremely efficient methods that
work on high speed I P traffic data and detect significantly
large differences in traffic levels across time and network
elements. Our contributionsare multifold:

e We formalize intuitive notions of “differences’—
deltoids, as we call them, including absolute, relative or
variational deltoids—and initiatethe study of methods for
finding significantly large deltoids between high speed IP
network data streams.

e We design efficient algorithms for finding significant
deltoids on high speed data. We analytically prove that
they (a) use small space, (b) take small time per packet or
flow record update, and (c) find significant deltoidswithin
pre-specified accuracy quickly. The agorithms use novel
group tests in a combinatorial group testing framework
that underlies al the agorithms, and work without any
assumption on the input data source. These are the first
known algorithmswith provablepropertiesfor finding any
of the deltoidsin the high speed data analysis setting.

¢ Weimplement and test our algorithmsonvariousreal life

network data—netflow and SNMP data from I P networks
as well as telephone records—and show that deltoids are
interesting. Even without engineering our algorithm us-
ing standard techniques of parallelization, hardware im-
plementation or exploiting the special structure of IP data,
our agorithms can process a million records a second on
acheap desktop computer. Thus our solutionsappear well
suited for high performance network monitoring applica
tions.

Our work lies in the intersection of research in many
communities. The networking community has recently
started studyingwhat traffic dataanalysesproblemscan be
solved at line speed: finding top K items [6], heavy hit-
ters [5], counting distinct flows [3], etc. Our work here
extendsthislist by providing methodsto do quite nontriv-
ial analyses such as what are the significant differences
in traffic levels across network elements and time. The
precise problem of looking for deltoids isimplicit in the
exploratory approach inherent in network management.
The problem of detecting relative deltoidsfor example has
been posed as an open problem in [7], [8], and has been
often stated in informal discussions with researchers and
network operators. Finally, our work is grounded in Al-
gorithms research. The combinatorial group testing ap-
proach was presented in [9] for the problem of finding
heavy hitters. Here, we expand it substantially, in partic-
ular, by designing novel tests that work for different del-
toids. This not only gives us the first known theoretical
resultswe derive in this paper, but also serves to position
the combinatorial group testing as a genera framework
for detecting significant entities, be they volumes or dif-
ferences, etc. We believe that the Combinatoria Group
Testing framework will find other applicationsfor network
traffic monitoring applications.

Map. In Section |1, we formally definethe problem. In
Section 111 and 1V. we present our algorithmic results. In
Section V, we present our experimental results with real
network data. Extensions, related work and concluding
work make up the remainder of the paper.

Il. PRELIMINARIES
A. Difference Detection Problems: Informal Discussion

We focus on finding items which exhibit large differ-
ence. We cdl such items “deltoids’, to denote items
whose difference, or delta, is noteworthy. There could be
many possi blewaysto measure how individual itemshave
changed. We illustrate these by considering the number
packets sent by a particular |P address through agiven in-
terface aggregated by hour.
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Fig. 1. Itemsdisplaying different kindsof difference: (b) hasthe high-
est absolute difference between 10am and 11am, (€) hasthe highest rel-
ative difference, and (d) hasthe highest variance.

1) AbsoluteDifference: A largedifference betweenthe
number of packets sent in one hour and the next.

2) Relative Difference: A largeratio of the number of
packets sent in one hour and the next.

3) Variational Difference: A largevariance of thenum-
ber of packetstaken over multipletime periods.

We must be precise about what is meant by “large”,
since it will depend on the volume of traffic, and whether
we are counting packets, bytesor flows. More than this, it
also depends on the distribution of traffic itself: if welook
for deltoids between traffic going into and coming out of
alink, then adifference of afew packetswould be signifi-
cant, whereas between thetraffic going ontothelink in one
hour and the next, the difference would have to be much
larger to be noteworthy. It isthereforevital that the notion
of asignificant difference istraffic dependent.

Our solutionisto look for differences which are a user-
specified fraction of the total difference. That is, items
whose difference is some fraction, say 1% or 5% of the
sum of differences of all items. Given afraction ¢, there
can be at most 1/¢ deltoids for any notion of difference,
although this bound is unlikely to be reached by redlistic
traffic, since we expect agood proportion of thedifference
to be from non-deltoids.

Each of our notions of difference captures a different
situation. A busy web server such as CNN.com will ex-
perience a notable absolute difference in its traffic while
an exciting news story isunfolding. Flash crowds, or “the
dlashdot effect” will result in a large relative difference
for a server that normally experiences lower traffic (an-
other relative difference would beif the server crashes un-
der the increased load and its outbound traffic falls from
high to zero). Meanwhile, high variance detects items
whosetraffic isvariableover time, such as office networks,

whose traffic will be high during working hours, and low
overnight. These notions can be distinct: Figure 1 depicts
asituationwith five different items (@) — (€) and their val-
ues over four fifteen minute periods between 10am and
11am. Theitemswith highest relative and absol ute differ-
ence between thefirst and last reading, and with the high-
est variance are all distinct (and al so distinct from theitem
with the highest overall count).

Because of the potentially high volume of network traf-
fic and high link speeds, any method devised for finding
deltoids needs to provide truly high performance in order
to be considered for deployment in real network monitor-
ing situations. See [1] for a nice discussion of the ratio-
nale. We summarize the regquirements:

¢ Fast Update Speed. Solutionshaveto be capable of op-
erating at network line speed on a per packet or per flow
record basis. Thus per packet or per flow record process-
ing hasto be very fast so that data processing iscarried out
inrea time. IP traffic on fast backbone links can be many
millions of packets per second.

e L ow Space Requirement. Although memory and disk
isincreasingly cheap and plentiful, storing and processing
traffic dataat per packet or per netflow record speed calls
for high speed memory with very small accesstimes. Such
memory (SRAMS) istremendously expensive, and there-
fore, it is highly desirable that solutions use small space
for processing I P traffic data streams.

e Efficient, Accurate Queries. The operation of recov-
ering the deltoids should not be a costly one. Although
this operation can be done offline, and so does not have
the same time restrictions as the update operation, still it
shouldberelatively fast to find the deltoids. The operation
should also give guarantees about its output.

B. Standard Approaches

Meeting al these requirements is not straightforward.
Many natural first ideas fail on one or more of these cri-
teria. We briefly discuss various simple attempts to solve
this problem, and explain their shortcomings.

Sampling. Reducing the storage cost by sampling and
storing, some very small fraction — say 1% or less— has
the disadvantage that we are likely to miss important in-
formation about deltoids. To achieve areasonable amount
of storage space, the rate of sampling will haveto be very
low, thereby missing many packets or netflow records. In
the worst case, the traffic of the sampled items could be
nearly identical in the subsequent time period, meaning
that the deltoids are only items which were not sampled.



Thenitisimpossibleto recover these, sincenoinformation
was stored about them. This argument can be formalized
into amathematical proof asin [10].

Heavy Hitters. Several methods have been published re-
cently for finding the “heavy hitter” items, which are those
whose traffic is above some threshold of the total traf-
fic[5], [11], [9]. Thisisarelated notion to deltoids, since
heavy hittersareaspecial caseof deltoids. So thissuggests
the following solution: for each stream, find and store the
heavy hitters which account for more than ¢ of the tota
traffic. Then given two streams, output as the deltoids all
items which are heavy hitters in one stream but not the
other. Such an approach is unfortunately severely flawed.
For example, the heavy hitters might be identical in both
streams. some items are aways popular (such as popu-
lar websites). Because deltoids are defined in relation to
the sum of the differencesinstead of the sum of the traffic,
then itispossiblethat no deltoidsare heavy hitters, and so
this method will fail to find any of the true deltoids. This
method will also output as deltoidsitems that are not del-
toids. In our experiments, we found that thisheuristic per-
formed generaly poorly.

Sketch-based M ethods. Sketchesareaclassof powerful,
small space approximationsof distributions[12]. Itispos-
sible to create sketchesfor each stream so that combining
sketches for multiple streams alowsthe (absolute) differ-
ence for each item to be found. However, this approach
suffersamajor drawback: thereisnoway to recover which
are the items with largest difference without querying ev-
ery address (ie all 232 P addresses), or by querying every
address that was seen in the stream — meaning that every
address has to be stored, negating the space saving from
keeping a sketch. The main point is that sketch isasmall
storage approximation of thedata, but if onewanted to use
that to search over the space of al entitiesto find deltoids,
one has to exhaustively cycle through all such possibili-
ties.

C. Problem Formulation

We will consider streams S, So, . . ..S,, which repre-
sent the data of interest over collected over fixed time peri-
ods, eg. each stream representsobserved traffic flowsfrom
aparticular hour or day. These can be thought of as defin-
ing vectors, where the ith entry of the vector for S; repre-
sents the quantity associated with item 4 after processing
the whole of the jth stream. We shall use S; to refer to
both the stream, and al so theimplicit vector that it defines,
and so S;[i] denotesthe total for item 4 in the jth stream.
Thedimensionof S; isn, meaningthati € {0...n —1}.

Example. The streams might represent flow volume from
each source IP address on a given link, one stream per
hour. Thenn = 232 and S;[i] representsthetotal flow vol-
ume from source I P address i in the jth hour.

We will mostly consider the cash register model of
streams [13]: this means that the same item 7 can be ob-
served multiple times in the stream, and each contribu-
tion adds to the value of .S;[i]. This naturally maps onto
astream of |P packets: each packet hasan addressi, and a
packet sizep sothat S;[i] < S;[i]+p. Thechalengeshere
aremultiple: firstly, to processthestreamsasthey arrivein
real time, at network line speeds; and secondly, to obtain
a concise, approximate representation of each stream, so
that we use much less fast memory than we would to rep-
resent S; exactly. Then, given queries of the form (74, k),
wewant to find particul ar items¢ which behavedifferently
in.S; thanin Sk.

We can now formalize the idea of deltoids.

The absolute difference of an item i s
|S;[i] — Skli]|. The relative difference of an item
i is S;[i]/ max{Sk[i],1}.}  The variational dif-
ference (variance) of an item ¢ over ¢ streams is
D251 (Sili) = ke Seli)/0)*.

We shall describemethodsto find itemswhose absol ute,
relative or variation differenceis high.

Definition 1—Exact Deltoids: For any item i, let D[]
denote the Difference of that item, be it absolute, relative
or variation difference. A ¢-deltoid is an item i so that

Dli] > ¢, Dlx].
Our solutionsrely on aslight relaxation of the problem,
where we talk of approximate deltoids.

Definition 2—Approximate Deltoids: Given e < ¢,
the e-approximate ¢-deltoid problemisto find all items
whose difference D[] satisfies D[i] > (¢ +¢) Y, D|z],
and to report no items where D[i] < (¢ — €) >, Dlz].
We consider the set of deltoids, denoted Deltoids, defined
sothat i € Deltoids = DI[i] > (¢ +¢€)>., D[z] and
i & Deltoids = D[i] < (¢ —¢€) >, Dlx].

All our agorithms are probabilistic with user-defined
parameter  which is the upper bound on the probability
of the algorithm failing. All our bounds will involve pa-
rameters ¢, e and §, in additionto n. Wewill assume S [i]
can be stored in one computer word, as is standard in al-
gorithms research. All the space bounds we state below
areinterms of the number of words. If onewantsto count
the number of bitsrather than words, there will be amulti-
plicative factor of log max; ; S;[i] added to those bounds.

The 1 term makes sure there is no 0 in the denominator.



I11. ALGORITHMIC FRAMEWORK

Our solutionsare based on Group Testing. The underly-
ing principleisto make use of tests which, given a subset,
or group of items, tell us whether there isa deltoid within
thegroup. In genera, thetest may err with some probabil -
ity, and so we will need to bound the chance of false pos-
itives (including an item which is not a deltoid in the out-
put) and fal se negatives (failing to include a deltoid in the
output). Our Non-Adaptive Group Testing procedureis
based around an Identification stage, to find a set of “can-
didates” which should include al deltoids. This consists
of sets of “Test” data structures. as items arrive, they are
included in the appropriate tests, as we go on to describe.
All our procedures will use essentially the same structure
of groups; what will vary istheteststhat are used. Wewill
first describe this structure and how it isused. In the next
section, we will describe how to make tests for deltoids.

Group Structure. The groups are subsets of theitems,
defined by pairwise independent hash functions [14].
Given approximation factor ¢ and failure probability ¢,
choose log 5 hash functions hy 4,1 : {0...n — 1} —
{1...g}. Hereg > 2/eisthenumber of groups. Wewrite
Gap = {ilha(i) = b}.

Tests. Within each group keep 1 + logn data struc-
tures T}, , - which allow us to pose tests on the items in
the group. The data structure will depend on the nature of
the difference we are trying to detect and will be specified
later; for now, assume that each test reports whether there
is adeltoid within the group. Let B, denotethe set of in-
tegers whose binary representation hasa 1 in the cth loca-
tionfor ¢ = 1...logn; for convenience of notation, let
By = N. ThenT, ;. appliesto al itemsin G, N Be.
We will assume that the tests here are linear: that is, the
tests are a linear function? of the data. Let 7" , . denote
the complement of T, .: T, reports whether there is
adetoidin G, N B., and T , . reports whether there
isadetoid in G4\ B.. By Iinée{rity of the test function,
Té,b,c = Tupo — Tope Finaly, for sometest T', let |T'|
denote the outcome of the test: |T| = 1 means that the
test returned positive, and | 7| = 0 otherwise.

Group Testing for Identification. In order to find the
deltoids between S; and S}, we will need to combine the
test data structures for each stream, T}, 5, .(j) and g, (k)
to get Ty p,c(j, k). How this achieved will vary from test
to test; from now on, we will treat the tests as black box
objects which report whether there is a deltoid within the

2 f is alinear function if it satisfies f(z + y) = f(z) + f(y) and
f(az) = af(zx) for al z and y in the domain of the function, and for
al scalarsa.

subset that thetest is operating on. We then apply the fol-
lowing procedure:

o For each group G, if |T44.0(4, k)] = 0, conclude
that thereis no deltoid within the group, and moveto
the next group.

o Otherwise, we use the results of the other tests for
that group to identify the deltoid. For each vaue of
¢, it [Topel = |T0, .| then either both are negative,
and there is no deltoid in the group after al, or both
are positive, and there are two or more deltoidsin the
same group. In both these cases, we regject the group
Gap.

o Otherwise, if |15, 5| = 1 thenthedeltoid: € B, so
it hasa 1 in the cth bit position; else : has0inthe ¢
bit position. So thefull binary representation of i can
be recovered.

« If thegroupisnot rejected, then anitem ¢ is added to
the set of candidate items, which are believed to be
e-approximate ¢-deltoids.

A. Other Issues

There are afew final detailsto sort out.

Reducing False Positives|n practice, the tests will not
be perfect, but will themselves have some probability of
failure, which can lead to false positives. Some simple
checks can be made to avoid this. Having found an item
i € G4 Whichisbelievedto beadeltoid, a“sanity check”
is to check that h, (i) = b: if not, then clearly the tests
erred, and the item should be rejected. We considered ad-
ditional teststo formally bound the occurence of false pos-
itives: we omit the details of these for space reasons. We
found experimentally a very small false positive rate for
our methods without additional checks.

ChoosingaThreshold. Animportant issueto deal with
isthat of choosing a threshold to search for deltoidswith.
Each of the tests that will introduce will involve compar-
ing anumeric quantity to ¢ > . D[i], afraction of the total
difference. So in particular we need to know ). D[i] to
be able to make the test. For each test, we will show how
to find thisquantity exactly, or give agood approximation.

Complete Update Procedure The full update proce-
dure for the Combinatorial Group Testingis

o Read new item i with traffic p (bytes, packets or
flows).
e Fora=1togdo

— Forc=0tologn do
x Ifi € B, updateTmha(i)ﬁ with¢

So there are at most g log(n) updates.



IV. FINDING DELTOIDS
A. Absolute Deltoids

For absolute deltoids, the test is simply 1. =
> icG,,nB. Sili]- Thisdatastructureis clearly linear and
straightforward to maintain under updates: to update atest
with an update to item 4 of p, just add p to T, ;) .. We
define

Ta,b,c(ja k) = |Ta,b,c(j) - Ta,b,c(k)|
|Ta,b70(ja k)| =1 = Ta,b,C(ja k) > ¢||Sj - SkHl-

We set the number of groups in the identification proce-
duretobe g = 2
Lemma l: ¢ € Deltoids =
Va : PriVe: (|Typ,e)c(d, k)| =1 < i€ B)
AN (T G R =1 = i ¢ B 23

Proof: Ifi € Deltoidsand |T, ;0(j, k)| = 0 (afalse
negative), then

|DIE]| > (¢+€)l1S;=Skll1Al D D

JeGa b

j#ivjeGa,b
Let X; = Zj;éi,jeGa’b |D[3j]]; since X; > | ZjeGa’b D3]]

Pl > D

JeGa b

Then E(X;) = §||S; — Skl||1, and by the Markov
inequality, Pr(X; > el|s; — si|[1]] < 3. Thelemma
follows because |1, 0 — D[i]| < €|S; — Sklh
(Z' € B, <— |Tabc(j7 k‘) — D[Z” < €||Sj - Sk||1)/\
(i€ Be <= |To.— Dlill <ellsj —skllh)

= |Tupc(j, k)| =1 < i€ B..

1 < 1155 =Sklh

So | Dj]| > €l|S; = Skl

This means that for each Identification group that each
deltoid fallsin, thereis a constant probability that all tests
give the correct output, and so consequently we can iden-
tify it. Since each deltoid fallsin log % groups, then the
probability that it isfound isamplifiedto 1 — 6.

Setting a Threshold. To set the threshold for search-
ing for absolute difference deltoids, we need to compute
||S; — Sk||1. Thiscan be accomplished by keeping an ad-
ditional “sketch” structure for each stream and combining
them to make a good quality approximation of the L, dif-
ference of the two streams. Such techniques are well doc-
umented in the literature for examplein [15], [16].

Theorem1: Each e-approximate absolute deltoid is
found by the above algorithmwith probabilityat least 1 —

11 < 8l1Sj=Skll1] = PrX: < ¢||.Sj—Skl[1]-

0. The space required for finding absolute difference del-
toidsis O(2 log(n) log ). The timeto updatethe testsis
O(log(n) log 3) per itemin the stream, and the expected
timeto find deltoidsis O(2 log(n) log % ).

B. Variational Deltoids

Tofind itemswith the highest variational difference, we
first describehow to buildatest for findingitemswhich are
large in their squares, and then show how to adapt thisto
finding high variance items.

Thetest construction for variationsisalittle more com-
plex, but is still just a single counter. It is based on the
“sketch” described by Alon, Matiasand Szegedy [12]. For
each hash function i, : {0...n — 1} — {1...%}
which divides items into groups, we additionally keep a
second hash function z, which is drawn from a family of
4-wise independent hash functions which map the items
0...n— 1 uniformly onto {+1, —1}. For each group, we
compute

Lemma 2: For each identification group that item ¢
fallsin, 77, . isa good estimate for S;[i]*: with proba-
b|||tyatleast o= 1)Q,then| 2 e — Silil?| < €l Sl

The proof will appear in the journal version of this pa-
per.

Theconditionfor Variation Deltoidscan bere-writtenin
terms of sums of squares. The contributionto the variance
of item 4 from the ¢ streamsis given by

¢
= Z(SJM -

J=1

By thelinearity of the test function then, we can compute

an estimate for o2(j)[i] as (Tup.c(j) — Zk 1 Tupe(k))?.
Then, our estimate for the total variance of an item is

S _ 02(j)]i]. Denote the total variance of al items,
S o2i] as 02(1).
Test for Variation. Set g = 5 and

¢
Z abc )_ZTa,b,c(k))2
k=1

J=1

~

abc

ITope(l)| =1 <= Tupo(l) > ¢po*(L).

Lemma 3: i € Deltoids =
Va : Pr[Ve : (|Ta ha(i),e(Js K)| =1 <= i€ B.)
A (| aha(z (7k)|:1<:>Z€BC)]Z%



Proof:  Consider each group G, that a variation
deltoid fals in. Given an estimate of an items variance,
we shall be able to identify if that estimate is not below
#c®(¢) in al of the subdivisions of the group. We com-
pute the estimate of o2[i] by summing up al the esti-
mates for each stream. According to Lemma 2, each of
these estimates is a good approximation of the variance
of that item, since each (Ty4.c(j) — Yty Tupc(k)) is
exactly > .cq. s, Oli]2a(i), and so the square of this
gives a good estimate for o2[i] with probability at least

2d 1

Hence, amplifying the probability by log% repetitions,
thereis probability at least 1 — § that each deltoid will be
found.

Computing a Threshold. In order to set the threshold
based on ¢o?, we need to know o itself. This can be
done by making an appropriate sketch data structure such
asthatin[12].

Theorem2: Each e-approximate variation deltoid is
found by the above algorithm with probability at least
1 — §. The space required for finding variation del-
toidsis O (% log(n) log }). Thetimeto updatethe testsis
O(log(n) log %) per itemin the stream, and the expected
timeto find deltoidsis O(Z log(n)¢log } ).

C. RdativeDdltoids

In order to find items with large relative difference, we
need to transform one of the streams. Thus this method
does not work in the general cash register model, but re-

quires that one of the streams be aggregated. Let Si] be
the stream whose ith entry is Si] [i] = SLM Then, finding
J
items with large relative difference means finding an item
i sothat D[i] = S;i] » g-[i] islarge, relativeto Y-, D[i].

We choose g = % as for absolute differences and set

> Slils
iGGa,bﬂBc
Then Ta,b,c(ja 1/k) = Ta,b,c(j) * Ta,b,c(l/k)
S;li]
Sk[1]

Ta,b,c(j) = Ta,b,c(l/k) =

Z’GGa’blﬁch

Tape(i, 1/R) =1 < Tapelh, 1/k) > ¢

Lemma4: Any relative deltoid i with D]i] >
¢(3; DIil) + ellSjl[1]1/Sk][1 is found by the iden-
tification stage with probability at least 1 — 6.

Proof: Sinceall item countsare positivein thiscase,
the test has one sided error: if there is a deltoid within
the group, the test will always answer in the affirmative.

1.
Z S—km

However, if the counts of other items in the same group
are large, they could cause us to be unable to identify the
deltoid by masking the results of some of thetests: results
of tests when there is no deltoid may report positive any-
way. So we consider each group that a deltoid falls in,
and argue that the additional items which fall in the same
group do not distort the count too much. In particular, if
in any division of the group into subsets based on B, the
estimate of the side in which the deltoid ; does not fal is
too high, then it will not be possibleto identify the deltoid.
However, this event can never happen if T, 4,0(j, 1/k) —
S;ld]/Skli] < €l[Sj]l1]I5-11, sincetheval ue of whichever
of T pb,c(j, 1/k) and T, ;, .(j, 1/k) does not contain i can-
not be more than thisamount. Hence, we analyzethe prob-
ability of thefirst event and show that with constant prob-
ability it does not happen.

Let I;, be an indicator variable defined as before
sothat I;, = 1 <=  hy(i) = he(z) and 0
otherwise. Let X; = Tup0(4,1/k) — S;li]/Sk[i],
be the “extra weight” that fdls in the same
group. The expectation of this quantity is give by
E(X:) = E(Sj[i] + 22, LiwSila])x
(1/Skli] + 32, Liyl/Sklz]) — S;[e]/Skli]) .
< Lis;lhliZIh
Then

E(X:)

1

1
1951 1llg -1l = o

1
Pr[X; > €||Sj||1||S_k||1) <

Since eg = 2, thereis constant probability of finding each
deltoid in each group that it fallsin, and since there are
log % groups, the overall probability of findingitis1 — .

[ |

Computing a Threshold. Thethresholdis¢ ), D[],
which can aso be approximated using sketch computa-
tions[17].

Theorem 3: Each ¢ approximate relative deltoid is
found by the above algorithm with probability at least
1 — 6. The space required for finding absolute del-
toidsis O(2 log(n) log ). The timeto updatethe testsis
O(log(n) log 3) per itemin the stream, and the expected
timeto find deltoidsis O(2 log(n) log % ).

V. PRACTICAL IMPLEMENTATION AND STUDY

We implemented our methodsin C and conducted a set
of experiments on a number of data sets, varying the pa-
rameters € and §. We also implemented two of the alter-
nate “naive’ solutionsdescribed in Section |11-A, the sam-
pling solution, and the heuristic of storing the heavy hit-
ters (most frequent items) from each stream, and comput-



ing deltoidsbased on the difference between the heavy hit-
tersfor each stream. For our experimentswe also exhaus-
tively computed the “exact” deltoids for each data set, so
that the output of our approximate methods could be com-
pared to this and evaluated. To make an evaluation of the
results, we computed the standard measures of precision
and recall of exact ¢-deltoids: precision isthe fraction of
the items returned that were correct, giving a measure of
the number of false positives, and recall isthe fraction of
the exact deltoidsthat were found, giving a measure of the
number of false negatives. These measures range from O
to 1, and ideally they should both be 1. The experiments
were conducted on a lightly loaded Wintel 2.4GHz ma-
chinewith 512Mb of RAM.

The data setswe analyzed were drawn from avariety of
network scenarios:

e Ibl-conn7 is a data set obtained from the Internet Traf-
fic Archive[18], [19]. It consistsof arecord of wide-area
connections taken over athirty day period, totaling three-
quarters of a million records. To study absolute and rela-
tivedifferences, we split thetrace into two pieces covering
the first and second halves of the time period. For varia-
tions, we splititinto seven equal sized periods. We looked
at differences in the number of bytes going to destination
| P addresses.

e phoneisastream of 2.2 million phone callswhich were
captured during a single afternoon. We aso split this
stream in the middle to examine the difference in calling
patterns in the first half compared to the seconds. In or-
der to partially anonymizethe data, only the area code and
local exchange of the caller and destination (eg 212-555)
were retained. This has the effect of aggregating over lo-
cal areas. We looked at differences in the number of calls
between pairs of exchanges.

e snmp consists of two streams of SNMP data recording
all traffic over two related linksin an eight day period. We
compared the absolute and relative differences between
thetraffic sent on thelinks, and the variational differences
within each link over the same time periods on each of the
eight days. Even though the rate of generation of SNMP
dataismuch smaller than packet or flow records, neverthe-
less, it isinstructiveto seethe role of deltoidsin this data
source.

A. Experimentswith Standard Approaches

When we tested the quality of sampling and then com-
puting on the sampled data, we found that if the sampling
rate was large, say sampling and storing each update with

probability 1 to -, then sampling gave a very good ap-

proximation of the correct answer. However, the group
testing method stores an amount of spacethat isessentialy
constant — it depends only on the parameters ¢ and §, and
not on the size of the stream. In order to make afair com-
parison between our method and sampling, we computed
the space used by our method, and set the sampling fre-
guency to be such that the space used by the sample was
the same as our method. So we have plotted the precision
and recall of our method for varying ¢, and plotted the re-
sultsfor sampling with the same space at corresponding x
values. In each step, we multiply e by a constant factor.
By doing this, we seethat samplingisgenerally inferior to
group testing given equivalent space.

We al so experimented with heuristics based on keeping
only the Heavy Hittersin each stream and basing the del-
toids on these. We omit full details of our experiments
withthisheuristicfor lack of space: in summary, wefound
the heuristic to be highly unreliable, with overall poor pre-
cision and recall.

B. Group Testing for Absolute Deltoids

We conducted several experiments to determine the
right settings of parameters ¢ and § to balance accuracy
with time and space consumption. We discovered that our
group testing method significantly outperformed thea pri-
ori worst case guarantees givenin Section 1V.  We aso
found that we could set € and ¢ to quite high values and
still achieve near perfect precision and recall.

Figures 2 (a) and (b) show the precision and recall on
Ibl-conn?. In our experiments we found that there were
almost no items whose difference consumed a very large
fraction of the total difference (say, 10%). Thelargest few
deltoidshavedifferencearound 5%, and therearetypically
around twenty in the range 1% to 0.5%. For our experi-
ments, we set the threshold ¢ to be 0.1%, meaning there
were between 100 and 200 deltoids. Interestingly, many of
the absol ute difference deltoids, the largest few included,
were items whose difference was between a moderately
large itemin thefirst stream and alarger value in the sec-
ond, meaning that they were distinct from therelative dif-
ference deltoids. Asin most of our experiments, group
testing achieved near perfect precision throughout, with
littlevariation. Recall improvesase isshrunk, and reaches
the optimal value around ¢ = % Figure 2 (c) showsthe
effect of varying § on recall for phone data (precision was
1 throughout). We see that although decreasing § always
improves recall, beyond 6 = 0.25 the effect isvery small,
meaning that it sufficesto set & = 0.25, corresponding to
two copies of theidentification test.



Precision of Absolute Deltoids
on Ibl-conn7 data, phi=0.1%, delta=0.5

Recall of Absolute Deltoids
on Ibl-conn7 data, phi=0.1%, delta=0.5

Recall of Absolute Deltoids on phone data,
phi=0.1%, varying delta
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Precision of Relative Deltoids on phone data,
phi=0.1%, delta=0.25
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Fig. 3. Experimentson finding Relative Deltoids

C. Group Testing for Relative Deltoids

Finding relative difference deltoidsturned out to be the
most challenging problem. Setting the right value of ¢ is
important here: set ¢ too low and everything is a deltoid,
set it too high and there are no deltoids. It istherefore an
important feature of our method that ¢ can be specified at
guery time: only e needs to be chosen in advance. The
relative difference deltoi dswere items which were moder-
ately largeinthefirst stream, but whose count had dropped
to zero or single digit figures in the second stream. This
makes them challenging tofind. In Figure 3 (a) and (b) we
see that Group Testing outperforms sampling over most
settingsof €. Acceptableresultsare obtained when e = 2,

and perfect results by thetimee = ..

Figure 2 (c) showsthe difficultieswith certain data sets:
on SNMP data, if e isnot set low enough, then therecall is
highly variable, meaning that many deltoidsare missed. A
lower § helps somewhat, and the phenomenon disappears
when e < % meaning that it is vital to know approxi-
mate upper bounds on ¢ for the traffic source of interest.
In all our experiments, we found that ¢ = 0.1% or 0.05%
covered the top two hundred deltoids; more than thisis
unlikely to be informative, and aready this is stretching
the amount of information a network manager will want

to see.
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D. Group Testing for Variation Deltoids

Theresultsfor variation deltoidsare shownin Figure 4.
Here, group testing performed very well: good results
were achieved by setting e > ¢. We conjecture that this
is partly dueto theway in which variation deltoidsare de-
fined: because they are based on the square of the devia-
tion from the mean, this means that deltoids have a signif-
icantly larger difference than non-deltoids (as contrasted
with the relational case, where we found that the differ-
ence of deltoidswas not much different to the difference of
non-deltoids, contributing to the difficulty of getting per-
fect precision). Optimal results were achieved on thelbl-
conn? data set by settinge = ¢. Figure 4 (c) shows that
for variation too, recall isimproved by decreasing J, but
that even for 6 = 0.25 then optimal recall is achieved for
amodest value of € relativeto ¢.

E. Space and Time Costs

We ran speed trials to determine whether our methods
were capable of operating at network line speeds. There-
sultswere very encouraging. Our code was not optimized,
and included several routinesfor checking and supporting
output for the experiments, sowebelievethat an optimized
implementation running on dedicated hardware could im-
prove the throughput a lot. For each method, we com-
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puted how many items per second the method could pro-
cess (here, the items were taken to be 32 bit IP addresses
and packet sizes of traffic from each address). The results
are shownin Figure 6. We study the effect of varying é on
theitem processing cost: note that ¢ does not factor in the
update time, only in the space and query costs.

As expected, absolute and relative differences take
about the same time, since the update algorithms are a-
most identical. For variation deltoids, we need to compute
an additional 4-wise independent hash function; however,
this additional computation does not seem to have a dis-
astrous impact in the processing speed, and reduces by an

average of about athird the packet flow rate. Sincein our
earlier experiments, we saw that settingé = 0.5 giveshigh
output quality, then we benchmark our system as capable
of processing around 1 million items per seconds. This
meansthat itiseasily capable of processing traffic rates on
100Mbslinks, and with somewaork then 1Gbpsand higher
are within reach.

The space usage was a so reasonable. Figure 6 shows
how the space needed variesasafunctionof ¢ and §. Inour
previous experiments, we determined that the very high-
est difference deltoids occur around ¢ = 5%, and so can
be found with very small space — say, around 10k. For
the top ten or twenty deltoids, then setting ¢ = 0.5% suf-
ficed, meaning we need around 100k to find them. To find
the top one hundred to two hundred deltoids, this givesa
space requirement of between 500k and at most 2 or 3Mb
per stream. In practice, anetwork manager will only want
to see the very highest deltoids, or those which consume
more than asmall fraction of the total bandwidth.

V1. EXTENSIONS

We consider anumber of waysinwhich our work can be
extended. It is our ongoing work to experimentally study
our algorithmic results mentioned bel ow.

e Comparing Different Time Windows, Speeds, Gran-
ularity and Predictions. Throughout thiswork, we have
assumed that pairs of streams represent the same traffic
volume, so that values for each item are comparable. But
wewould asoliketo be ableto compare, say, thetrafficin
thelast hour to thetraffic in thelast week, or thetrafficona
fast link to the traffic on amuch slower link. The solution
isto scale all traffic linearly so that the two streams have
the same scaled traffic. An important consequence of the
linearity of thetestsin our algorithmsis that such scaling
by o can bedoneby scaling all valuesstored in thetests by
«. Similarly, one can take our data structure for the inter-
faces and add them to consider the total traffic per router



or take that for each hour and add them up to consider to-
tal traffic per day, etc. because of thislinearity; hence, our
methodswork for different granularities. Thisaso allows
awide variety of predictive models to be tested. Compar-
ing thelast hour to the current hour can bethought of apre-
dictionthat subsequent hoursshouldlook similar. Thedel-
toids are the items which are behaving differently to how
they are predicted. Other prediction models — say, an av-
erage of the last 24 hours, or an exponentialy weighted
average — can be made by making the appropriate linear
combination of tests for the past data.

e Faster Implementation. Our current implementation
is fairly fast, but there are some improvements that may
speed up the stream processing. Firstly, we observed in
the course of our experiments that sampling at a suffi-
ciently high rate (say, 10 - 20%) preserves most of the del-
toids. (The samewould not betrueif we sampledto 1% or
lower.) Thissuggeststhat if wefirst samplethestreamasit
arrives, and pass only the sampled items to the group test-
ing, then thisshould still find most deltoids, whileincreas-
ing the capacity of the system by afactor of 5-10. Another
direction isto try to speed up the update procedure itself.
Onereasonthat itisslow isthat it considersabit at atime
of theindex of theitem. At the cost of increasing the space
used, we could consider larger divisions: say, consider the
index abyte at atime, and keep 256 tests— one for each
bytevalue. Thisincreasesthe space needed by alarge fac-
tor —weneed 256 testsper byte, instead of 8 — but results
in atheoretical speed up of afactor of 8.

There are anumber of other extensionsas well; For ex-
ample, we have focused on solving the fundamental ques-
tion of how to find and detect single items which exhibit
difference. Our methodsextend to anatural generalization
when the items are multidimensional (so consider source
and destination address, instead of source or destination),
or when they are arranged into a hierarchy (such as net-
work/subnet/address). Hierarchical data such as IP uni-
verse presents another challenge: here, the aim isto find
prefix deltoidswhich consume ¢ of thetotal difference af-
ter the contribution of any deltoids that share this prefix
have been discounted. Here, some adaptive group testing
approach seems the most promising, as described in [20].

VII. RELATED WORK

There hasbeen some recent work onfindingvariousdel -
toids. In[7], theauthorsconsidered the problem of finding
absolute deltoids, but their method took two passes over
the data. The network traffic data is captured and, in the
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first pass, the algorithm coll ects some statistics® In the sec-
ond pass, it identifies the items that are absolute deltoids.
In contrast, our result here finds absolute deltoids in one
pass. Theauthorsin [7] explicitly left finding relative del -
toids on data streams as an open question; thisproblemis
also explicitly stated in the context of web search traffic as
an open problem in [8] where it is called the problem of
top gainers and losers. In this paper, we give a solution to
the problem of finding relative deltoids.

The problem of finding absol ute deltoidswas al so stud-
ied in a recent paper [21] where the authors consider re-
porting “compressed, deltas” which may be thought of as
“hierarchical absolute deltoids’ from Section VI. The au-
thors propose algorithms based on finding heavy hitters
in each stream and using that to prune the search space
for finding absolute deltoids. The pruning is done either
in multiple passes, or by using the candidates from one
stream to search the other. These approachesdo not givea
provable guarantee on the quality of absolute deltoidsthat
are reported, as we are able to do. However, [21] high-
lights the challenges of network traffic data analyses we
address, and a good discussion of the issues and difficul-
ties

A number of results are known which are somewhat re-
lated to ours. For example, various norm aggregates of
differences have been studied in the data stream context
including L, norm [16], Hamming norm [22], etc. These
methods provide estimate of thenorm, say sumtotal of the
differences, but do not explicitly determinethe entitiesthat
have large differences.

Combinatorial group testing (CGT) has a long his-
tory [23] because it has myriad applications. CGT isin-
herent in small space algorithmsfrom learning theory [24]
as well as data stream algorithms for finding histograms
and wavelets [25]. The problem of finding heavy hitters
was addressed in [5] where an item was a heavy hitter if
it exceeds afixed threshold. More recently, we used CGT
for finding heavy hittersin data streams [9] under differ-
ent constraints: thefocuswas on thresholdswhich are user
defined fractions of the total volumes, and dynamic data
streams where items were both inserted and deleted were
considered, unlike the cash register model in [5]. This
was motivated by database applicationsthat was thefocus
of [9]. In this paper, we extend the CGT approach in [9]
substantialy by introducing different group tests to find
different deltoids, thereby deriving powerful new results

3Thisfitsinto our class of “sketch-based methods” in Section I1-B

4This paper discusses“relative” deltoids, but relative to them means
scaling each data stream by a scalar, so that notion is different from our
definition of relative deltoids.



as well as making it a general framework with many ap-
plications.

Theareaof datastreams—designing a gorithmsthat use
small space, handle updatesrapidly, and estimating differ-
ent quantitiesof interest—has become popular in database
research, networking and algorithms. There have been tu-
torials [26], [27], workshops [28] and surveys[13], [29].
Our results add to the growing set of techniques in this
area

VIIl. CONCLUSION

We initiated the study of finding significant differences
in network data streams, so that network managers can be
kept up to date with “what’s new”. Our methods require
small amounts of memory and operate very quickly, able
to process millions of records per second on a standard
desktop computer. Our solutions are al based on a struc-
ture of Combinatorial Group Testing, which gives a flexi-
ble framework for detecting any kind of difference, given
asuitabletest definition. The structure can be used to find
absolute, relative and variation differences, between traf-
fic in different time periods, interfaces or routers. Differ-
ent link speeds can be compensated for, multidimensional
data can be analyzed and there are prospects for pushing
the datarate to hundreds of millionsof packets per second.
The result is a scalable, effective method for monitoring
and analyzing traffic usage patterns as part of an ongoing
network management task.
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