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Abstract. This paper is part of a long term research program on multi-
agent systems (MASs), based on the proposition that the interactions
among the members of a large and heterogeneoussystem of autonomous
agents need to be governed by a global and strictly enforced law; and
that such laws need to be local, so that they can be complied with at
the locus of each agent|without having any direct information of the
coincidental state of other members of the MAS. Such concept of law
has been realized under our LGI coordination and control mechanism.
This paper shows how local laws over a MAS can be used to establish
global and aggregate system properties in a scalable manner; where by
\aggregate properties" we mean properties de�ned over the coincidental
interactions among several, possibly many, members of a given multi-
agent system.

1 In tro duction

This paper is part of a long term research program on multi-agent systems
(MASs), based on the proposition that the interactions among the members
of a large and heterogeneoussystem of autonomous agents|whether software
agents or people|need to be governedby a global, overarching, law; and on the
proposition that such a law needsto be enforced, and the enforcement should
be done in a decentralized manner, for scalability.

As we have shown in [1], decentralized enforcement of a law of a distributed
MAS requires the law to be formulated in a local manner, so that it can be
complied with at the locusof each agent|without having any direct information
of the coincidental state of other members of the MAS. Given that the law
of a MAS is to be uniformly enforced over all the members of the MAS, it
obviously has global consequences,despite its local nature. This is analogousto
the local (di�eren tial) laws of physics, which have global consequencessuch as
conservation of energy.

But can a local law be usedto establish aggregate systemproperties, de�ned
over the coincidental interactions among several, possibly many, members of a
given multi-agent system. This is the question addressedin this paper.



Theoretically, the answer to this question is a�rmativ e. In fact, we have
shown in [2] that the local formulation of laws doesnot reducetheir expressive
power. But this result has been derived via a construction that adds an extra
agent to a given MAS, which is employed asa centralized reference monitor that
mediatesall interactions betweenthe membersof the MAS, and can thus enforce
arbitrary aggregateproperties. Unfortunately , while formally local, the resulting
law would not be scalable,defeating the purposeof localization. This makesthe
theoretical proved generality of local laws lessthan satisfying.

This paper is a more practical study of the e�ectiv e expressive power of local
laws. We will demonstrate here that at least some|and we believe many, if not
most|aggregate properties of a MAS can be implemented via strictly local laws,
involving only a minor degreeof centralization, whosee�ect on the scalability
of law enforcement is negligible.

We couch our discussionof this issuein terms of the coordination and control
mechanism for multi-agent systemscalled law-governed interaction (LGI), which
has beendesignedaccording to the above stated propositions. This mechanism
has been intro duced in 1991 [1], implemented experimentally in 1995 [3]; and
after several extensions,such as in [2], it has beenreleasedfor public use in [4].

The rest of this paper is organized as follows. We start in Sect. 2 with a
motivating exampleof a policy that involvesaggregateproperties. In Sect. 3 we
provide an overview of the LGI mechanism. In Sect.4 weshow how the aggregate
properties of our example can be establishedby meansof an LGI law. This is
followed with brief discussionof related works in Sect.5, and with conclusionin
Sect. 6.

2 An Example

Considera large distributed enterprise E, which spansa large geographicalarea.
Supposethat the management of this enterprise decidedto provide its employ-
eeswith the abilit y to conduct con�dential and orderly discussionsamongthem-
selves,freefrom any dangerof intervention or eavesdroppingby the management.
For this purpose,a policy called CD (for \con�den tial discussion") hasbeende-
�ned, which is to govern all such discussiongroups,to becalledCD-communities.
The policy CD is stated informally below:

1. Only employees of enterprise E who do not belong to managementare per-
mitted to be members of a CD-community.

2. The members of a given CD-community address each other via their self-
chosenaliases, and members cannot infer the eName of its peers, or their
LGI-addresses,from their aliases.

3. The alias chosenby a member of a CD-community must be unique, in the
following senses:(a) no two community members can have the same alias;
and (b) each employee can choosejust onealias, preventinga singleemployee
from participating under two di�er ent aliases.



4. Each community member shouldhaveaccessto the entire membership of his
community (that is, to the entire list of aliases) at any given moment in
time.

Points 1 of this policy ensuresthat peoplenot employed by the given enterprise,
or peopleemployedby the enterprise asmanagers,cannot participate in any CD-
communit y, nor can they eavesdropon any discussionwithin such a communit y.
Note that this point involves a subtle sensitivity to the environment in which
this communit y operates, sensitivity of the general kind advocated in [5] (we
will support this particular sensitivity by meansof digital certi�cation). Point 2
ensuresanonymit y of the participants in any given CD-communit y, and thus
personalcon�dentialit y. Finally, Points 3 and 4, ensurea reasonableorder in the
discussionconducted by the members of a given CD-communit y. (All told, this
is a minimalistic policy, which, as we shall seelater, can be usedas a basisover
which more sophisticated policies can be de�ned).

Note that this is a global policy, with someinherently aggregateprovisions,
such as Point 3 of this policy that requires uniquenessof member aliases,and
Point 4 which requires accessof each member to the total communit y member-
ship. This policy can be easily enforcedvia a central regulator that mediatesall
exchangeof messagesbetweenmembers of an CD-communit y. But we will show
that it can be done in a virtually decentralized, and thus scalable,manner, by
specifying policy CD via a local LGI law.

Finally, we point out that that this is not just a toy example,as it dealswith
issuesthat appear frequently in multi-agent systems.Somebroader perspectives
over this exampleare discussedin Sect. 4.1.

3 An Overview of LGI

Law-Governed Interaction (LGI) is a message-exchangemechanism that allows
an open and heterogeneousgroup of distributed actors to engagein a mode
of interaction governed by an explicitly speci�ed and strictly enforced policy,
called the \la w" of this group. By \actor" we mean an arbitrary process,whose
structure and behavior is left unspeci�ed. An actor engagedin an LGI-regulated
interaction, under a law L , is called an L-agent (or simply an \agent," when the
identit y of the law doesnot matter); the messagesexchangedunder a given law
L are called L -messages;and the group of agents interacting via L -messagesis
called an L-communit y. LGI turns a set of disparate actors, which may not know
or trust each other, into a community of agents that can rely on each other to
comply with the given law L . This is donevia a distributed collection of generic
components called private controllers, oneper L -agent, which needto be trusted
to mediate all interactions betweentheseagents, subject to a speci�ed law L (as
illustrated in Figure 1).

A protot ype of LGI was releasedin October 2005 [4]; this section provides
only a very brief overview of LGI. For more information, the reader is referred
to the LGI tutorial and manual, available through the above mentioned website,
and to a host of published papers.



The Conc ept of Law Under LGI: LGI laws are formulated in terms of three
elements, called: regulated events, control-state, and primitive operations|whic h
are de�ned in the context of each agent operating under LGI. Only an abstract
description of theseelements is provided here.

Regulated Ev ents (or, simply, events) constitute the domain of LGI laws.
They are the local events that may occur at an individual agent (called the
home of the event at hand), whosedisposition is governed by the law under
which this agent operates. All regulated events are related to inter-agent
interactions. They include arr iv ed events, which represent the arrival at the
homeagent of a messagefrom the outside; and sent events, which represent
the attempt by the home agent to send a message.There are additional
regulated events whoserelevance to interaction is lessdirect. One of them
is the adopted event, which represents the birth of an LGI agent|more
speci�cally , this event represents the point in time when an actor adopts a
given law L to operate under, thus becomingan L-agent.

Con trol-State (or, simply, state) of a given LGI agent represents a function of
the history of its interaction with other LGI agents. This function, mapping
history of interaction to a state, is de�ned by a speci�c law. For example, if
the number of messagesalready sent by a agent is somehow relevant to the
law under which it operates,then this law would have to mandate maintain-
ing this number aspart of its state. That is, the semantics of the control-state
is not universal, but is de�ned by a speci�c law.

Primitiv e Op erations (or, simply, operations) are the actions that can be
mandated by a law, to be carried out in response to the occurrence of a
given regulated event. These operations can be classi�ed into two groups.
First, there are communication-operations that a�ect messageexchangebe-
tweenthe home-actorand others. Theseinclude the f orward operation that
forwards a messageto another agent, and the deliv er operation that allows
the home-actor to actually receive a messagethat arrived on its behalf. Sec-
ond, there are the state-operations that a�ect the state of the home-agent.
These, and other operations to be intro duced later, are called \primitiv e"
becausethey are meant to be carried out if and only if they are mandated
by the law.

The role of a law L under LGI is to decidewhat should be done if a given event
e occurs at an agent x operating under this law, when the control-state of x
is s. This decision, which is called the ruling of the law, can be represented by
the sequenceof primitiv e operations mandated by the law, to be carried out,
atomically, at x. More formally, the concept of law can be de�ned as follows:

Let E be the set of all possible regulated-events, let S be the set of all
possiblestates, and let O be the set of all primitive operations, then a
law L is a function:

L : E � S ! O� (1)

In other words, the law maps every possible(event; state) pair into a sequence
of primitive operations, which constitute the ruling of the law.



Several observation about this de�nition are in order: First, this de�nition
does not specify any mechanism for enforcing LGI-la ws, and does not even re-
quire enforcement. Indeed, the concept of law under LGI, like the concept of
social law, is quite meaningful even if one leaves it up to individual agents to
comply with it voluntarily . In our casesuch compliance means, in particular,
that every agent subject to a law L carries out the ruling of this law for every
regulated event that occurs in it. However, LGI does provide an enforcement
mechanism for its laws.

Second,the above de�nition of the concept of law is abstract, in that it does
not depend on the languageused for specifying the function that constitutes a
given law. This level of abstraction is useful for two reasons.First, it allows one
to understand the basic properties of LGI, independently of the complexities of
the languageusedfor specifying its laws. Second,this abstraction provides LGI
with a useful 
exibilit y regarding the languageactually usedfor specifying laws.
In particular, it allows LGI to support multiple law-languages, while maintain-
ing essentially the samesemantics. Indeed, the current implementation of LGI
supports two law-languages,based,respectively, on Prolog and on Java. In this
paper, however, we will use an informal pseudo-code for describing laws, to be
intro duced later.

Finally, note that, as stated in the intro duction, the law as de�ned above
is local, so that it can be complied with at the locus of each agent|without
having any direct information of the coincidental state of other members of the
MAS. This is becauseall the elements over which the law is de�ned|namely ,
the events, the operations and the state|are all de�ned locally at each agent.

A n Informal Language for Specifying Laws: In this paper laws will be
described via a pseudo-code consisting of event-condition-action rules, which is
similar to the formal Prolog-basedlaw languageof LGI.

The event-condition-action rules that constitute the pseudo-code have the
form:

UPONe IF c DO[o],

where e is an event; c is an optional condition, de�ned over the event itself, and
over the state of the home-agent; and [o] , the action, is a list of one or more
primitiv e operations, which constitute the ruling of the law.

The Decentr alize d Law-Enfor cement of LGI: The enforcement of a given
law over the communit y is carried out by a distributed set f T x jx 2 Cg of
controllers, one for each member of communit y C . Structurally , all these con-
trollers are generic, with the same law-enforcer E, and all must be trusted to
interpret correctly any law they might operate under. When serving members
of communit y CL , however, they all carry the samelaw L . And each controller
Tx associated with an agent x of this communit y carries only the local control-
state CSx of x, while every L -messageexchangedbetweena pair of agents x and
y passesthrough a pair of controllers, Tx and Ty (seeFig 1).
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Fig. 1. Interaction via LGI: Actors are depicted by circles, interacting acrossthe Inter-
net (ligh tly shaded cloud) via their priv ate controllers (boxes) operating under law L.
Agents are depicted by dashedovals that enclose(actor, controller) pairs. Thin arrows
represent messages,and thick arrows represent modi�cation of state.

Due to the local nature of LGI laws, each controller Tx can handle events
that occur at its client x strictly locally, with no explicit dependencyon anything
that might be happening with other members in the communit y. It should also
be pointed out that controller Tx handlesthe events at x strictly sequentially , in
the order of their occurrence,and atomically. Finally we point out that the law-
enforcement mechanism ensuresthat a messagereceived under law L has been
sent under the same law; i.e., that it is not possible to forge L-messages.As
described in [6], this is assuredby the following: (a) The exchangeof L -messages
is mediated by correctly implemented controllers, certi�ed by a CA speci�ed
by law L ; (b) these controllers are interpreting the same law L , identi�ed by
a one-way hash H of law L ; and (c) L -messagesare transmitted over crypto-
graphically securedchannels between such controllers. Consequently , how each
member x gets the text of law L is irrelevant to the assurancethat all members
of CL operate under the samelaw.

The cr eation of LGI-agents, and their naming Given a controller T , an
actor A may generate a new L-agent by sending what is called an adoption
messageto T , thus adopting it for operating its controller, under a speci�ed law
L . In response,T would create a new controller, subject to law L , identifying it
by a local namen (unique amongthe namesgivento the other private controllers
already operating on T ).



This new controller, and the agent it represents, are henceforthknown by the
name``n@dName(T)'' wheredName(T)is the domain-nameof the controller T ,
such as``ramses.rutgers .e du' ' . This name|for examplejoe@ramses.rutgers.edu|
is the LGI address of the newly formed agent, to be used by other agents for
communicating with it.

The Hier ar chic al Or ganization of Laws LGI provides for laws to be orga-
nized into hierarchies,a facilit y designedfor the modularization of complex laws,
and to support such things as coalitions of institutions, and complex organiza-
tions such as enterprises. A hierarchy, or tree, of laws t(L 0), is rooted in some
law L 0. Each law in t(L 0) is said to be (transitiv ely) subordinate to its parent,
and (transitiv ely) superior to its descendants. Given a pair of laws N and M in
t(L 0), we write N �M if N is subordinate to M .

Semantically , the most important aspect of this hierarchy is that if N �M
then N conforms to M , in the sensethat law N satis�es all the stipulation of
its superior law M .

LGI provides a very e�cien t mechanism, outlined in [7], for constructing
such law-trees, in a top-down manner. This is done as follows. The root L 0 of
a hierarchy is a normal LGI law, except that we create it to be open for re-
�nements, by: (a) allowing it to consult a collection of rules designedto re�ne
it|called a delta; and (b) taking the advice returned by this delta into account,
when computing its ruling. The re�nement of law L via the delta producesa
regular LGI law L 0. L 0 could be closedto further re�nements|whic h producesa
hierarchy of depth two; or L 0 could further consult other deltas at a lower level,
thus producing a cascadeof re�nements, and a hierarchy of arbitrary depth. In
brief, each law L 0 in a hierarchy t(L 0) is created by re�ning a law L , the parent
of L 0, via a delta �L 0, a collection of rules1.

4 A Virtually Decentralized Implemen tation of the C D
Policy

We describe here a law L CD that implements the informally stated policy CD
intro duced in Sect. 2. For simplicit y, this law is written in our pseudo-code
language.This law is alsooverly simplistic, in that it doesnot handle exceptions,
which is important to do when dealing with messagepassing,and for which LGI
provides ample tools, and it is missing certain minor details, as we point out
later. However, a completed version of this law, written in our executableJava-
basedlaw-language,is published via
http://www.moses .ru tg ers .e du/lc d1/Lc d. ja va1.

The L CD law is written under the assumption that the enterprise E in ques-
tion employs a certi�cation authorit y (CA), called eCA, which issuesidentit y-
certi�cates to its employees.Each such certi�cate is supposed to authenticate

1 This is somewhat analogousto inheritance of classes,except of the strict constraint
of conformance between a superior law and its subordinates.



an employee, identifying his o�cial name in the enterprise, called his eName,
which we assumeto be unique; and specifying the position of this employee in
the enterprise, such as whether he or sheis a manager.

Westart with a brief overviewof the structure and behavior of the communit y
operating under L CD . First, this communit y contains a distinguishedagent called
the secretary, denotedby S, which servesboth asthe registrar of the communit y,
and its name-server. The secretary maintains in its control-state (CS) a set of
member pro�les, each represented by a triple hN; A; L i , whereN is the eNameof
an employee,A is the alias by which this member is to be known to others in this
communit y, and L is the LGI-addressusedfor communication by the underlying
LGI mechanism. The aggregation of these pro�les in the CS of S would allow
law L CD to ensurethe uniquenessrequired by Point 3 of our policy.

The other members of this communit y communicate with the secretary S,
mostly for two purposes:(a) to register with it, thus becomingan active member
of the communit y; and (b) to get from S the ID of other communit y members,
where the ID is a pair hA; L i , which is the member-pro�le of that member, as
maintained by S , without its eName. Each communit y member maintains in its
control-state a set (cache) of such IDs, called the acquaintance list (or aList ) of
this agent. This cachemapsaliases,usedfor explicit addressingof membersunder
this law, into the the LGI-addressesusedby the underlying LGI mechanism. We
will seelater how the aList is populated, but as long as one communicates with
memberswhosealias exists in one'saList, the communication is direct, and does
not involve the secretary.

We will now discussthe operations of the CD-communit y in greater details,
showing how it is governed by law L CD . This discussion is organized into a
sequenceof short paragraphs dealing with di�eren t aspects of this communit y,
such as: joining the communit y, interacting with peer agents, and leaving the
communit y. But we start with law L CD itself.

Law L CD that Governs Con�dential Discussion Communities: Like all
LGI laws, law L CD , displayed in Figure 2, consistsof two parts: the preamble,
and the body. The preamble is a small set of declarative clauses,which specify
such things as: the name of the law ("CD," in this case);the languagein which
the law is written (not speci�ed here,but could be either Prolog or Java); oneor
more trusted CAs, identi�ed by their name under this law, and by their public
keys (this is done for "eCA," in this case);and somealiases,used to simplify
notations2 (in this case,the alias "secretary" for the LGI-address of the agent
that servesthis role).

The body of the law is its algorithmic part. In this paper, the body is de-
scribedby a sequenceof numbered,and informally stated, event-condition-action
rules, asde�ned in Sect.3. Each of theserules is followed by a comment, in italic.
Theserules are executedby the controller associated with each agent, whenever
a regulated event occurs at this agent; these rules are executed sequentially ,

2 Note that the keyword \alias" here is not the \alias" used elsewherein the paper.



IF (myEName = eName) and (active = true) DO [forward; quit]
The home agent leaves the community.

R8. UPON sent(source, quit(eName), secretary)

When the message arrives at the home agent, the controller would deliver the message 
only if the home agent is an active member, and is the intended destination; 
it would update the local aList if the ID of the source agent is not included.  

by sending a message including its eName and a proposed alias to the secretary. 

The home agent is activated to be an active member.

IF (myEName = eName) DO [forward]

R3. UPON arrived(secretary, activate(alias), dest)
                    DO [deliver; active = true; myAlias = alias]

R2. UPON sent(source, join(eName,alias), secretary)

The home agent applies to be an active member,

Preambles: 

END IF
END IF

R6. UPON sent(source, M, destAlias)

destLGIAddress = getAddressFromAList(destAlias)

enhancedMessage = msg(source(myAlias), dest(destAlias), M)
DO[forward(source, enhancedMessage, destLGIAddress)]

END IF
ELSE

END IF
return an exception message to the source agent

R7. UPON arrived(source, msg(source(sourceAlias),dest(destAlias),M), dest)

DO[deliver(sourceAlias,M,destAlias)]
IF (the ID of the source agent is not in aList)

update aList 

alias(secretary, secretary@rutgers.edu)
authority(eCA, keyHash(hash-of-key-of-eCA)) The CA trusted by the enterprise 

The address of the secretary

The name of the law 

IF (active = true) 

IF (destLGIAddress is not null) 

When an actor attempts to send a message to another agent,
the controller would forward the message only if the home agent is an active member,  
and it would piggyback the aliases of both the sender and the receiver on the message.  

IF (active = true) and (myAlias = destAlias) 

law(CD)

The home agent must be authenticated upon adoption in order to join the community.

R1. UPON adopted(issuer, subject, attributes([entName:eName;position:position]))
IF (issuer = eCA) and (position =/= manager) DO [myEName  = eName]

END IF

R4. UPON sent(source, getID(alias), secretary) 
IF (active = true) DO [forward]

The home agent looks up the ID of another agent, by its alias. 

The home agent gets the ID from the secretary, and saves it in the local aList.

R5. UPON arrived(secretary, id(alias, LGIAddress), dest)
                    IF (active = true) DO [save id(alias,LGIAddress) in aList]

ELSE self-destruct

Fig. 2. A fragment of L CD



from top to bottom. The rules of this particular law are discussedin somedetail
below.

Joining the CD community: Two steps are required for an employee e to
join a CD-communit y, and be able to communicate with its other members.
The �rst step would create a new L CD -agent whosecontrol-state contains the
authenticated eNameof its actor, provided that this actor is a normal employee
of enterprise E, and not a manager.But this new agent is inactive, as it cannot
communicate with other membersof the CD-communit y, except the secretaryS.
The secondstep, if successful,would activate the agent in question,by providing
it with an o�cial alias, and allowing it to communicate with its peers.

The �rst step is to selectan LGI-controller, and have it adopt law L CD |th us
creating a new L CD -agent, which we call herex. The �rst event in the life of the
new agent is the adoptedevent, handled by Rule R1of L CD . This rule requires
the adoption messagesent by e to its controller to contain a certi�cate signed
by eCA, and this certi�cate is required to contain two attributes: position and
entName.

Now, if the value of the position attribute in the submitted certi�cate is
not managerthen the value of the entNameattribute is assignedto the myEName
variable of the CS of x. But if the position attribute of the certi�cate indicates
that this employeeis a manager,then Rule R1will causean exceptionmessageto
be sent to employeee (not shown in Figure 2), and the newly formed LGI-agent
would self destruct. This is in conformancewith Point 1 of the CD policy, which
allows only non-management employeesto participate in this communit y.

At this point the newly createdagent x is inactive, in the sensethat it cannot
do anything but senda messagejoin(eName,alias ) to the secretaryS|whic h
is the secondstep of joining an L CD -communit y. The event of sendingthe join
messageis handled by Rule R2of L CD , which ensuresthat the �rst argument of
this messageis identical to the variable myEName, and is thus the authenticated
eName of the employeein question.

Note that the rules of law L CD that deal with the arrival of messages(such
as join ) at S, and with the responsesof S to such messages,are not shown
in Fig. 2, for simplicit y3 But the e�ect of sending the join messageto S is as
follows: when this messagearrivesat S, S would check that both the eNameand
the alias are unique in the CD communit y. Note that thesecondition|required
by Point 3 of the CD policy|are checked with respect to the set of member-
pro�les, of all active communit y members, maintained by the secretary. If this
condition is satis�ed, S would sendthe messageactivate(alias) to x.

When a messageactivate(alias) , sent by S, arrives at x, it would be
handledby Rule R3. This rule would savethe valueof alias in a variable myAlias
in the CS of x; and it would set a variable active in the CS of x to be tr ue.
This would make x a fully active member of the CD-communit y, as we shall see
below.

3 Note again that the complete law L CD is published through
http://www.moses.rutgers.edu/ lcd1 /Lcd. java 1.
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Fig. 3. Communication between two active members

Populating the A cquaintanc e List ( aList ): As has already been pointed
out, for a member x to be able to send a messageto another member y, it
needsto have its ID halias; LGI addressi in its aList , which serves the role of
an addressingcache. This cache is populated in two ways:

First, by requesting, and obtaining, an ID , or a whole set of them, from
the secretary. As depicted in Fig. 3, an active member x can sendS a message
getID(y) , where y is an alias of the member whoseID is being requested.The
sendingof this messageis handled by Rule R4, which forwards it to S, provided
that x is an active member. The secretarywill reply by sendingx the requested
ID , if any. When this reply arrivesat x, it would be handled by Rule R5, which
would store the new ID in the CS of x. In a similar fashion x can ask for the
set of IDs of all current members of the communit y (but this capability is not
shown in Figure 2).

The secondway for the ID of y to be added to the aList of x, is for y to
sendany messageto x. We will seehow this is done next.

Communic ation Betwe en the Memb ers of a CD-Community: Exchange
of messagesamong members of the CD-communit y are regulated by Rules R6
and R7. By R6, a messageMsent to destAlias would not be forwarded to any-
body if (a) if the senderis not an active member, or (b) if the senderdoesnot
have an I D hdestAl ias; L i in its aList . However, if both of theseconditions are
not satis�ed; that is, if the senderis an active member, and if it doeshave the
right I D , then the following messagewould be forwarded to the LGI-address L
associated with the destAlias :

msg(source(myAlia s) ,d est (d est Al ias ), M).



Note that this messagecarries the aliasesof the senderand of the target, along
with the original messageM|it is called an \enhanced message".

By Rule R7, when the enhancedmessagearrivesat its target y the messageM
carried by it is deliveredto its actor only if (a) y is an active agent, and if (b) y is
the agent identi�ed by the destAlias carried in the enhancedmessage.Also, if
the aList of y doesnot contain the ID of the sender,then this ID will be added
to it. However, if either of theseconditions is not satis�ed, then an appropriate
exception messagewould be sent to the sender.We will not elaborate here on
the various possiblereasonsfor the above to conditions to fail. But one of them
is that an employeemay change the LGI-address from which it operates.More
about this possibility below.

Migr ation of A gents: An important advantage of symbolic addressingvia
aliases,is that it abstracts out the actual IP-address from which one operates.
This allows an employeeto migrate, from one computer (and controller) to an-
other, without requiring any change in how he is addressedby others. But,
such migration requires the member pro�le maintained by the secretary to be
updated. This is done as follows:

After an agent moves from one controller to another, its actor must submit
its certi�cate again, to the new controller. If the certi�cate is valid, the agent
would be authenticated as an enterprise employee and the controller would be
able to obtain its eName. Then the agent would inform S about the address
changing, by sendinga messageupdateAddress(myEName) . S would be able to
locate the ID of the agent by the eNameand thus update its LGI address.Also,
S would reply a messageto the agent, in order to activate it to be an active
member, and to provide the alias it registeredbefore.

Quitting the CD Community: An active member may remove itself from the
CD communit y at will. It does this by sending a messagequit(eName) to S,
who will identify this member by its eName, then remove it from the list of active
members.

By Rule R8, when sending the message,the law ensuresthat (1) eNamehas
beenbound to the variable myEName, the certi�ed eNameof the homeagent, and
(2) the value of the variable active is true, which meansthe home agent is an
active member of the CD communit y. The home agent will quit the communit y
by executing the quit operation, after the messageis sent.

4.1 Broader Persp ectiv es

Law L CD is only a special caseof a class of laws that can be used in a wide
rangeof applications. We will mention here two typesof such applications, both
of which employ the hierarchical organization of laws provided by LGI, and
brie
y discussedin Sect. 3.



Con�dential Discussion Gr oups Operating under Di�er ent Rules of
Engagement: Elaborating on the motivation given in Sect.2 for the CD policy,
supposethat di�eren t groupsof employeesin enterprise E would like to operate
under di�eren t kinds of rules of engagement, while conforming to the CD policy
mandated by the enterprise. One group may want to restrict its members to
a speci�c department, another group may want to establish a version of the
Robert's Rules of Order suitable for electronic discussion,and a third group
may want to support somekind of securevoting protocol.

This can be done by changing law L CD into an equivalent law L CD ' that
admits re�nements. The above mentioned re�nements can then be de�ned as
subordinate laws to L CD ', which would thus be guaranteed to conform to the
enterprise mandated CD policy. The mechanism for creating such re�nements is
beyond the scope of this paper, but the interested reader can �nd the necessary
details in [7].

Symbolic A ddr essing: The symbolic addressingvia aliasesprovided by law
L CD could be useful in general,and not just in the context of an enterprise. This
is becausethe LGI-addressingis dependent on the absoluteIP-addressof the the
controller being usedby a givenactor, and is di�cult to maintain invariant of the
location of the actors itself, which may be mobile. One can provide for symbolic
addressing,by removing from L CD ' the part that requires authentication via
certi�cate signed by a speci�ed CA, but allowing it to be further re�ned, as
discussedabove. This would allow the creation of arbitrary laws that conform
to the symbolic addressingcapability of L CD '.

5 Related Work

The LGI coordination and control mechanism for multi-agent systemshas been
intro duced in 1991[1]. In the years following this work, several authors consid-
ered the role of laws in multi-agent systems.Someof these, like [8]and [9], view
a law of a MAS aspurely a speci�cation device,without any enforcement mech-
anism. Others, such as [10], [11] and [12], did consider enforcement, but not in
a decentralized manner. Moreover, none of theseauthors usedlocal laws, which
we consideressential to any coordination and control mechanism for multi-agent
systems.

The literature regarding name services,which is the subject of the speci�c
example used in this paper, is very rich. Su�ce it to mention the most promi-
nent nameservice,in current Internet infrastructure, the Domain Name System
(DNS) [13]. But most of the standard name services, including DNS, do not
provide any control over the communit y it serves,which is the main advantage
of our approach to this issue.

6 Conclusion

The main objective of this paper has been to demonstrate that a regulatory
mechanism for agent-based systems,which is basedon strictly local laws, can



be usedto establish globally aggregatesystemproperties with only minor e�ect
on scalability.

In conclusion,we note that although this paper has bean couched in term of
the LGI mechanism that enforceslaws, its implication are not limited to LGI.
Indeed, as we have pointed out, the concept of LGI law can be used for multi-
agent systems,even if one leaves it up to individual agents to comply with the
given law voluntarily . Since voluntary compliance also requires the law to be
local, the abilit y of such laws to establish aggregateproperties is important in
this context as well.
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