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Abstract

The blo c k cipher DESX is de�ned b y DESX

k :k 1 :k 2

( x ) = k 2 � DES

k

( k 1 � x ), where � de-

notes bit wise exclusiv e-or. This construction w as �rst suggested b y Riv est as a computationally-

c heap w a y to protect DES against exhaustiv e k ey-searc h attac ks. This pap er pro v es, in a formal

mo del, that the DESX construction is sound. W e sho w that, when F is an idealized blo c k

cipher, F X

k :k 1 :k 2

( x ) = k 2 � F

k

( k 1 � x ) is substan tially more resistan t to k ey searc h than is F .

In fact, our analysis sa ys that F X has an e�ectiv e k ey length of at least � + n � 1 � lg m bits,

where � is the k ey length of F , n is the blo c k length, and m b ounds the n um b er of h x; F X

K

( x ) i

pairs the adv ersary can obtain.

Key w ords : Cryptanalysis, DES, DESX, Exp ort con trols, Key searc h.

1 In tro duction

With its 56-bit k eys, the susceptibilit y of DES to exhaustiv e k ey searc h has b een a concern and a

complain t since the cipher w as �rst made public; see, for example, [8 ]. The problem has escalated

to the p oin t that the Electronic F ron tier F oundation has no w built a DES crac king mac hine, at a

cost of less than 250,000 USD, that can �nd the righ t k ey in ab out three da ys [9 , 13 ].

There ha v e b een man y approac hes suggested for reducing DES's vulnerabilit y to exhaustiv e k ey

searc h. One is to construct a DES-based blo c k cipher whic h emplo ys a longer k ey . T riple DES

(t ypically in \EDE mo de") is the b est-kno wn algorithm in this v ein. It seems to b e quite secure,

but it is not particularly e�cien t. Sp eci�cally , triple-DES encryption/decryption requires m ultiple

DES encryptions/decryptions. This pap er analyzes a c heap er alternativ e.

Riv est [16 ] prop oses an extension of DES, called DESX, de�ned b y

DESX

k :k 1 :k 2

( x ) = k 2 � DES

k

( k 1 � x ) :

�

An earlier v ersion of this pap er app ears in [14 ].
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The k ey K = k :k 1 :k 2 (here, : denotes concatenation) is no w 56 + 64 + 64 = 184 bits. Compatibilit y

with DES is main tained b y setting k 1 = k 2 = 0

64

. Existing DES CBC hardw are can b e gainfully

emplo y ed b y �rst masking the plain text, computing the DES CBC, and then masking the ciphertext.

Most signi�can tly , DESX has hardly an y computational o v erhead o v er ordinary DES. Y et, someho w,

DESX seems no longer susceptible to brute-force attac ks of an ything near 2

56

time.

It is unin tuitiv e that one should b e able to substan tially increase the di�cult y of k ey searc h b y

something as simple as a couple of X ORs. Y et w orking with the DESX de�nition for a while will

con vince the reader that undoing their e�ect is not so easy .

Do es the \DESX tric k" really w ork to impro v e the strength of DES against exhaustiv e k ey searc h?

W e giv e a strong p ositiv e result sho wing that it do es.

1.1 Our mo del

Key-searc h strategies disregard the algebraic or cryptanalytic sp eci�cs of a cipher and instead

treat it as a blac k-b o x transformation. Key-searc h strategies can b e quite sophisticated; recen t

w ork b y [19 ] is an example. W e w an t a mo del generous enough to p ermit sophisticated k ey-searc h

strategies, but restricted enough to p ermit only strategies that should b e regarded as k ey searc h.

W e accomplish this as follo ws.

Let � b e the k ey length for a blo c k cipher and let n b e its blo c k length. W e mo del an ide al

blo c k cipher with these parameters as a r andom map F : f 0 ; 1 g

�

� f 0 ; 1 g

n

! f 0 ; 1 g

n

sub ject to

the constrain t that, for ev ery k ey k 2 f 0 ; 1 g

�

, F ( k ; � ) is a p erm utation on f 0 ; 1 g

n

. A k ey-searc h

adv ersary A is an algorithm that is giv en the follo wing t w o oracles:

� An F oracle that on input ( k ; x ) returns F ( k ; x ) and

� An F

� 1

oracle that on input ( k ; y ) returns F

� 1

( k ; y ).

Here, F

� 1

( k ; y ) denotes the unique p oin t x suc h that F ( k ; x ) = y .

A generic key-se ar ch adversary tries to p erform some cryptanalytic task (to b e sp eci�ed) that

dep ends on F . She ma y p erform arbitrary computations, using un b ounded amoun ts of time and

space, but her only access to F is via the F / F

� 1

oracles. W e analyze the adv ersary's rate of

success in p erforming her cryptanalytic task as a function of the n um b er of accesses she mak es to

the F / F

� 1

oracles.

T o apply the ab o v e framew ork to DESX, w e �rst generalize the DESX construction. Giv en an y

blo c k cipher F w e de�ne F X : f 0 ; 1 g

� +2 n

� f 0 ; 1 g

n

! f 0 ; 1 g

n

b y

F X ( k :k 1 :k 2 ; x ) = k 2 � F ( k ; k 1 � x ) :

F or b oth F and F X w e shall sometimes write their �rst argumen t (the k ey) as a subscript, F

k

( x )

and F X

K

( x ), where K = k :k 1 :k 2. In this notation, F

k

ma y b e though t of as a p erm utation c hosen

from a family of (random) p erm utations that is indexed b y k .

T o in v estigate the strength of F X against k ey searc h w e consider a generic k ey-searc h adv ersary A

with oracles for F and F

� 1

, and determine ho w w ell A can pla y the follo wing \ F X {or{ � " game.
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A is giv en an \encryption oracle" E that has b een randomly c hosen in one of t w o w a ys (eac h with

probabilit y 0 : 5):

� A string K 2 f 0 ; 1 g

� +2 n

is c hosen at random and E ( x ) = F X

K

( x ), or

� A random p erm utation � : f 0 ; 1 g

n

! f 0 ; 1 g

n

is selected and E ( x ) = � ( x ).

A m ust guess whic h w a y E w as c hosen. The adv ersary \wins" the game if it guesses correctly with

probabilit y signi�can tly greater than 0 : 5. The F X construction \w orks" if the resources needed to

do a go o d job in winning the ab o v e game are substan tially gr e ater than the resources that su�ce

to break F .

As an example of a generic k ey-searc h attac k, consider the w eak ened form of DESX, denoted

DESW , in whic h k

1

is alw a ys set to 0

j k

1

j

; that is,

DESW

k :k 2

( x ) = k 2 � DES

k

( x ) :

It is p ossible to moun t a generic k ey-searc h attac k DESW as follo ws. Giv en k and DESW

k :k

2

( x )

for an arbitrary x , one can compute k

2

= DESW

k :k

2

( x ) � DES

k

( x ). Th us, one can go through all

p ossible k eys k , compute the full k ey k :k

2

, and test with high con�dence whether k :k

2

is correct

(giv en v alues of DES

k :k

2

( y ) for a couple of random y -v alues). Hence, DESW is no stronger than

DES against generic k ey-searc h attac ks. Similarly , if k

2

is alw a ys set to 0

j k

2

j

, there is no signi�can t

impro v emen t o v er DES, as long as t w o or three plain text-ciphertext pairs are kno wn. (There ma y b e

marginal b ene�ts if only a single plain text-ciphertext pair is kno wn, or for ciphertext-only attac ks,

but these are comparativ ely small impro v emen ts.) It is the com bination of the t w o X OR op erations

that giv e DESX its sup erior resistance to generic k ey-searc h attac ks.

1.2 Our main result

W e sho w that if generic k ey-searc h adv ersary A can mak e only a \reasonable" n um b er to queries

to her encryption oracle E , then A m ust ask an excessiv e n um b er of F / F

� 1

queries in the F X -

or- � game, and therefore A m ust run for an excessiv ely long time. More sp eci�cally , w e pro v e the

follo wing. Let m b ound the n um b er of h x; F X

K

( x ) i pairs that the adv ersary can obtain. (This

n um b er is usually under the con trol of the securit y arc hitect, not the adv ersary .) Supp ose the

adv ersary mak es at most t queries to her F / F

� 1

oracles. (This n um b er is usually under the con trol

of the adv ersary , not the securit y arc hitect.) Then the adv ersary's adv an tage o v er random guessing

(i.e., the di�erence b et w een its success and failure probabilities) in winning the F X {or{ � game is

at most mt � 2

� � � n +1

. In other w ords, the adv ersary's adv an tage is at most t � 2

� � � n +1+lg m

, so the

e�ectiv e k ey length of F X , with resp ect to k ey searc h, is at least � + n � 1 � lg m bits.

T o understand the ab o v e form ula, consider a blo c k cipher F with 55-bit k eys and a 64-bit blo c k

size.

1

Supp ose k ey-searc h adv ersary A attac ks F X and, in the course of the attac k, is able to

obtain up to m = 2

30

blo c ks of enciphered data. Supp ose A runs in time at most T . Then A has

adv an tage of at most T � 2

� 55 � 64+30+1

= T � 2

� 88

to just guess whether the enciphered data really

was pro duced b y F X , and not a random p erm utation. A more detailed discussion of out main

theorem is giv en in Section 4.

1

Wh y w e use 55 and not 56 is explained in the discussion in Section 4.
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Because our main result indicates the infeasibilit y of k ey searc h ev en when w e ignore the adv er-

sary's space requiremen t, this \omission" only strengthens what w e are sa ying. Similarly , \go o d"

adv ersaries ma y , necessarily , use an amoun t of time, T , whic h far exceeds their n um b er of F / F

� 1

queries, t . So fo cusing on the query complexit y mak es our results all the more meaningful. Lik ewise,

the w eakness of the adv ersary's goal only strengthens the lo w er b ound.

1.3 Related w ork

Ev en and Mansour [10 ] construct a blo c k cipher P X : f 0 ; 1 g

2 n

� f 0 ; 1 g

n

! f 0 ; 1 g

n

from a random

p erm utation P : f 0 ; 1 g

n

! f 0 ; 1 g

n

b y P X

k 1 :k 2

( x ) = k 2 � P ( k 1 � x ). Clearly this is a sp ecial case

of the F X construction, where � = 0. While their motiv ation for lo oking at P X w as quite di�eren t

from our reasons to in v estigate F X , our mo del and metho ds are, in fact, quite similar. Our main

result can b e seen as a natural extension of their w ork.

The mo deling of a blo c k cipher b y a family of random p erm utations has its ro ots in [18 ].

Ron Riv est in v en ted DESX b y Ma y of 1984, but nev er describ ed the sc heme in an y conference or

journal pap er [16 ]. DESX w as implemen ted within pro ducts of RSA Data Securit y , Inc., and is de-

scrib ed in the do cumen tation for these pro ducts [17 ]. DESX has also b een describ ed at conferences

organized b y RSA DSI, including [21 ].

Encryption metho ds similar to DESX ha v e b een in v en ted indep enden tly . Blaze [5 ] describ es a

DES mo de of op eration in whic h the i th blo c k of plain text, x

i

, is encrypted using 112-bit k ey k :k 1

b y E

k :k 1

( x

i

) = s

i

� DES

k

( s

i

� x ), where s

1

s

2

� � � is a stream of bits generated from k 1 b y , sa y ,

s

i

= DES

( i )

k 1

(0

64

). Here DES

( i )

denotes the i -th iterate of DES.

Man y authors ha v e suggested metho ds to increase the strength of DES b y c hanging its in ternal

structure. Biham and Biryuk o v [2] giv e w a ys to mo dify DES to use k ey-dep enden t S-b o xes. Their

suggestions impro v e the cipher's strength against di�eren tial, linear, and impro v ed Da vies' attac ks,

as w ell as exhaustiv e k ey searc h. Ciphers constructed using their ideas can exploit existing hardw are

exactly in those cases where the hardw are allo ws the user to substitute his o wn S-b o xes in place of

the standard ones.

In w ork subsequen t to ours [14 ], Aiello, Bellare, Di Crescenzo, and V enk atesan [1 ] ha v e used the

same mo del used here to analyze the \double DES" construction, F F

k 1 :k 2

( x ) = F

k 2

( F

k 1

( x )). In

other subsequen t w ork, Biryuk o v and W agner [4 ] impro v e up on the attac k of Section 5 , sho wing

ho w to break DESX with 2

32 : 5

known plain texts and 2

87 : 5

time. Our attac k uses similar resources

but is a chosen -plain text (instead of kno wn-plain text) attac k.

1.4 Discussion

Underst anding our resul t. It ma y b e hard to understand the rami�cations of our main

theorem, thinking it means more or less than it do es. DES, of course, is not a family of random

p erm utations, and w e can not conclude from our theorem that there do es not exist a reasonable

mac hine M whic h breaks DESX in sa y , 2

60

steps, giv en just a handful of h plain text, ciphertext i

pairs. What w e can sa y is that suc h a mac hine w ould ha v e to exploit structural prop erties of DES;

it couldn't get a w a y with treating DES as a blac k-b o x transformation. This con trasts with the sort
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of mac hines whic h ha v e b een suggested in the past for doing brute-force attac k: they do treat the

underlying cipher as a blac k-b o x transformation.

W e note that while remark able theoretical progress has b een made on the linear and di�eren tial

cryptanalysis of DES (see [3 , 15 ]), th us far these attac ks require an impractically large n um b er of

plain text-ciphertext pairs. T o date, the only published practical attac ks against DES remain of

the k ey-searc h v ariet y . The DESX construction w as not in tended to impro v e the strength of DES

against di�eren tial or linear attac k, or an y other attac k whic h exploits structural prop erties of DES,

and our theorem do es not sa y an ything ab out its resistance to these attac ks.

On expor t contr ols tied to key length. Our results indicate ho w algorithmically trivial it

can b e to obtain extra bits of strength against exhaustiv e k ey-searc h attac ks. The impact of these

extra bits can b e esp ecially dramatic when the k ey length of the blo c k cipher had b een in ten tionally

made short.

Consider a blo c k cipher F with a 40-bit k ey and a 64-bit plain text. (Some pro ducts using suc h blo c k

ciphers ha v e b een gran ted U.S. exp ort appro v al.) With these parameters, our results guaran tee an

e�ectiv e k ey length (with resp ect to exhaustiv e k ey searc h) of at least 40 + 64 � 1 � lg m = 103 � lg m

bits. Under the reasonable assumption that m < 2

30

, sa y , the 40-bit blo c k cipher has b een mo di�ed,

with t w o X ORs, to a new blo c k cipher whic h needs at least 2

73

-time for exhaustiv e k ey searc h.

Allo wing w eak cryptograph y to b e exp orted and strong cryptograph y not to b e is a p olicy whic h

can only mak e sense when it is impractical, for the giv en system, to replace the w eak mec hanism

b y a strong one. Our results indicate that this impracticalit y m ust co v er algorithmic c hanges that

are particularly trivial.

1.5 Outline of the pap er

In Section 2 w e de�ne some basic notation and de�ne what comprises a successful attac k in our

mo del. In Section 3 w e state and pro v e our main theorem on the securit y of the DESX construction.

Section 4 is a discussion. Section 5 demonstrates that the analysis underlying our main result is

tigh t. In Section 6 w e giv e some conclusions and op en questions.

2 Preliminaries

Let P

n

denote the space of all (2

n

)! p erm utations on n -bits.

W e sa y that F : f 0 ; 1 g

�

� f 0 ; 1 g

n

! f 0 ; 1 g

n

is a blo c k cipher if for ev ery k 2 f 0 ; 1 g

�

, F ( k ; � ) 2 P

n

.

W e de�ne F

k

b y F

k

( x ) = F ( k ; x ). Let B

�;n

denote the space of all blo c k ciphers with parameters

� and n as ab o v e.

Giv en F 2 B

�;n

, w e de�ne the blo c k cipher F

� 1

2 B

�;n

b y F

� 1

( k ; y ) = F

� 1

k

( y ) for k 2 f 0 ; 1 g

�

. W e

in terc hangeably write F

� 1

k

( y ) and F

� 1

( k ; y ).

Giv en F 2 B

�;n

, w e de�ne the blo c k cipher F X 2 B

� +2 n;n

b y F X ( K ; x ) = k 2 � F

k

( k 1 � x ), where

K = k :k 1 :k 2, j k j = � and j k 1 j = j k 2 j = n . W e in terc hangeably write F X

K

( x ) and F X ( K ; x ).

Giv en a partially de�ned function F from a subset of f 0 ; 1 g

m

to a subset of f 0 ; 1 g

n

w e denote the

5



domain and range of F b y Dom( F ) and Range ( F ), and de�ne Dom ( F ) = f 0 ; 1 g

m

� Dom( F ) and

Range ( F ) = f 0 ; 1 g

n

� Range ( F ).

W e denote b y x

R

 S the act of c ho osing x uniformly from S . W e denote b y Pr [ A

1

; A

2

; : : : : E ]

the probabilit y of ev en t E after p erforming actions A

1

; A

2

; : : : .

De�nition 2.1 A generic key-se ar ch adversary is an algorithm A with ac c ess to thr e e or acles, E ,

F and F

� 1

. Thus, A may make queries of the form E ( P ) , F

k

( x ) or F

� 1

k

( y ) . A n ( m; t ) generic

key-se ar ch adversary is a key-se ar ch adversary that makes m queries to the E or acle and a total of

t queries to the F and F

� 1

or acles.

F or brevit y , w e will sometimes drop \generic" from our terminology . Note that A supplies the v alue

of k as part of its queries to the F and F

� 1

oracles. W e denote b y A

E ; F ; F

� 1

the adv ersary A

in teracting with oracles E , F and F

� 1

.

W e no w de�ne what it means for a generic k ey-searc h adv ersary A to ha v e an attac k of a certain

sp eci�ed e�ectiv eness. W e b egin b y c ho osing a random blo c k cipher F ha ving � -bit k eys and n -bit

blo c ks. This means that w e select a random p erm utation F

k

R

 P

n

for eac h � -bit k ey k . Th us

eac h F

k

is c hosen indep enden tly of eac h F

k

0

, for k 6= k

0

. Then w e giv e A three oracles, E , F and

F

� 1

. The F and F

� 1

oracles compute their resp ectiv e functions. The encryption oracle E , on

input x , either computes F X

K

( x ) for a random ( � + 2 n )-bit k ey K , or computes � ( x ), for a random

p erm utation �

R

 P

n

. The adv ersary's job is to guess whic h t yp e of encryption oracle she has. Our

con v en tion is that A outputs a 1 if it thinks that the encryption oracle E is computing F X

K

( � ); it

outputs a 0 if it thinks that E is computing � ( � ). When w e write Pr [ A

1

; A

2

: A

E ;F ;F

� 1

= 1] w e are

referring to the probabilit y that A , with the sp eci�ed oracles, outputs 1, after ha ving p erformed

the sequence of steps A

1

; A

2

.

The adv ersary's advantage measures her accuracy in winning the game ab o v e. It is normalized to

a [ � 1 ; 1] scale: � 1 indicates that the adv ersary is alw a ys wrong; 1 indicates that the adv ersary is

alw a ys righ t; and guessing at random, or alw a ys guessing the same w a y , will giv e an adv an tage of 0.

De�nition 2.2 L et �; n � 0 b e inte gers, and let � � 0 b e a r e al numb er. Generic key-se ar ch

adversary A is said to � -b reak the F X -scheme with p ar ameters �; n if

Adv

A

def

= Pr

h

F

R

 B

�;n

; K

R

 f 0 ; 1 g

� +2 n

: A

F X

K

; F ; F

� 1

= 1

i

�

Pr

h

F

R

 B

�;n

; �

R

 P

n

: A

� ; F ; F

� 1

= 1

i

� � :

The ab o v e de�nition uses a v ery lib eral notion of adv ersarial success. W e are not demanding that,

sa y , A reco v er K ; nor do w e ask A to decrypt a random F X

K

( x ) or to pro duce a not-y et-ask ed

h x; F X

K

( x ) i pair. Instead, w e only ask A to mak e a go o d guess as to whether the h plain text,

ciphertext i pairs she has b een receiving really ar e F X -encryptions, as opp osed to random nonsense

unrelated to F . The lib eral notion of success is c hosen to mak e our main result stronger: an

adv ersary's inabilit y to succeed b ecomes all the more meaningful.

6



3 Securit y of the DESX Construction

W e no w pro v e a b ound on the securit y of F X against generic k ey-searc h attac ks.

Theorem 3.1 L et A b e an ( m; t ) generic key-se ar ch adversary that � -br e aks the F X -scheme with

p ar ameters �; n . Then � � mt � 2

� � � n +1

:

Pro of: Before going in to the detailed formal pro of, w e �rst giv e some in tuition for wh y the pro of

w orks. Clearly , the F X construction is highly nonrandom if one mak es all p ossible queries to the

E ; F and F

� 1

oracles. Ho w ev er, to defeat the adv ersary it su�ces if the answ ers to its relativ ely few

queries are random. F or in tuition, w e erroneously think of F as a family of random functions (the

formal analysis tak es in to accoun t the fact that F

k

is a p erm utation). W e conceptually view F as

unde�ned; as queries from the adv ersary come in w e c ho ose v alues of F

k

( x ) at random. Note that

queries to E ( x ) implicitly mak e queries to F . If in computing E ( x ) w e mak e a \fresh" query to F

(one that hasn't b een made b efore), w e generate a fresh answ er that is random and indep enden t of

the en tire history of the attac k. This fresh randomness ensures that the resulting v alue of E ( x ) will

b e random. Ho w ev er, randomness cannot b e guaran teed when new queries dep end on previously

determined v alues. W e sho w that if the adv ersary do esn't mak e man y queries, then these bad

ev en ts happ en with lo w probabilit y .

By a standard argumen t w e ma y assume that A is deterministic (note that A ma y b e computation-

ally un b ounded).

2

W e ma y also assume that A alw a ys asks exactly m queries of her �rst oracle,

whic h w e shall call her E -oracle. (In the exp erimen t that de�nes A 's adv an tage, E w as instan tiated

b y either an F X

K

-oracle or a � -oracle.) W e ma y assume that A alw a ys asks exactly t queries (total)

to her second and third oracles, whic h w e shall call her F - and F

� 1

- oracles. W e ma y further assume

that A nev er rep eats a query to an oracle. W e ma y assume that if F ( k ; x ) returns an answ er y ,

then there is no query (neither earlier nor later) of F

� 1

( k ; y ). All of the ab o v e assumptions are

without loss of generalit y in the sense that it is easy to construct a new adv ersary , A

0

, that ob eys

the ab o v e constrain ts and has the same adv an tage as A .

W e b egin b y considering t w o di�eren t games that adv ersary A migh t pla y . This amoun ts to sp eci-

fying ho w to sim ulate a triple of oracles, h E ; F ; F

� 1

i , for the b ene�t of A .

A first game. The �rst game w e consider, Game R (for \random"), will exactly corresp ond to

the exp erimen t whic h de�nes the second addend in the expression for the adv an tage:

P

R

= Pr

h

A

� ; F ; F

� 1

= 1

i

:

The de�nition of Game R will b e de�ned to con tain sev eral extra (and seemingly irrelev an t) steps.

These steps aren't needed in order to b eha v e in a manner whic h is iden tical (as far as A sees) to

the manner of b eha vior de�ning P

R

; these steps are used, instead, to facilitate our analysis. T o

iden tify these \irrelev an t" instructions w e put them in italics. Game R is de�ned in Figure 1.

Let Pr

R

[ E ] denote the probabilit y of ev en t E when answ ers to adv ersary queries are determined b y

running Game R . F rom the de�nition of Game R w e can see that:

2

Roughly , giv en unlimited computational capabilities, A can derandomize its strategy b y exhaustiv ely searc hing

through its p ossible random c hoices, computing the e�ectiv eness of the resulting attac k, and then c ho osing the most

e�cacious c hoice.
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Game R

Initially , let F and E b e unde�ned. Flag

bad is initial ly unset. R andomly cho ose

k

�

R

 f 0 ; 1 g

�

, k

�

1

; k

�

2

R

 f 0 ; 1 g

n

. Then answ er

eac h query the adv ersary mak es as follo ws:

Game X

Initially , let F and E b e unde�ned. Flag

bad is initial ly unset. Randomly c ho ose

k

�

R

 f 0 ; 1 g

�

, k

�

1

; k

�

2

R

 f 0 ; 1 g

n

. Then answ er

eac h query the adv ersary mak es as follo ws:

E On oracle query E ( P ):

1. Cho ose C 2 f 0 ; 1 g

n

uniformly from

Range ( E ).

2. If F

k

�

( P � k

�

1

) is de�ne d, then set

bad .

If F

� 1

k

�

( C � k

�

2

) is de�ne d, then set

bad .

3. De�ne E ( P ) = C and return C .

E On oracle query E ( P ):

1. Cho ose C 2 f 0 ; 1 g

n

uniformly from

Range ( E ).

2. If F

k

�

( P � k

�

1

) is de�ned, then C  

F

k

�

( P � k

�

1

) � k

�

2

and set bad .

Else if F

� 1

k

�

( C � k

�

2

) is de�ned, then

set bad and goto Step 1.

3. De�ne E ( P ) = C and return C .

F On oracle query F

k

( x ):

1. Cho ose y 2 f 0 ; 1 g

n

uniformly from

Range ( F

k

).

2. If k = k

�

and E ( x � k

�

1

) is de�ne d

then set bad .

If k = k

�

and E

� 1

( y � k

�

2

) is de�ne d

then set bad .

3. De�ne F

k

( x ) = y and return y .

F On oracle query F

k

( x ):

1. Cho ose y 2 f 0 ; 1 g

n

uniformly from

Range ( F

k

).

2. If k = k

�

and E ( x � k

�

1

) is de�ned

then y  E ( x � k

�

1

) � k

�

2

and set

bad .

Else If k = k

�

and E

� 1

( y � k

�

2

) is de-

�ned then set bad and goto Step 1.

3. De�ne F

k

( x ) = y and return y .

F

� 1

On oracle query F

� 1

k

( y ):

1. Cho ose x 2 f 0 ; 1 g

n

uniformly from

Dom( F

k

).

2. If k = k

�

and E

� 1

( y � k

�

2

) is de�ne d

then set bad .

If k = k

�

and E ( x � k

�

1

) is de�ne d

then set bad .

3. De�ne F

k

( x ) = y and return x .

F

� 1

On oracle query F

� 1

k

( y ):

1. Cho ose x 2 f 0 ; 1 g

n

uniformly from

Dom( F

k

).

2. If k = k

�

and E

� 1

( y � k

�

2

) is de�ned

then x  E

� 1

( y � k

�

2

) � k

�

1

and set

bad .

Else if k = k

�

and E ( x � k

�

1

) is de-

�ned then set bad and goto Step 1.

3. De�ne F

k

( x ) = y and return x .

Figure 1: Games R and X .
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Claim 3.1 Pr

R

h

A

E ;F ;F

� 1

= 1

i

= P

R

.

A second game. No w w e de�ne a second game, Game X . It will exactly corresp ond to the

exp erimen t whic h de�nes the �rst term in the expression for the adv an tage:

P

X

= Pr

h

A

F X

K

; F ; F

� 1

= 1

i

:

Once again, the de�nition of Game X will b e de�ned to con tain some \irrelev an t" instructions,

whic h, for clarit y , are indicated in italics. Game X is de�ned in Figure 1.

The in tuition b ehind Game X is as follo ws. W e try to b eha v e lik e Game R , c ho osing a random

(not-y et-pro vided) answ er for eac h E ( P ), and a random (not-y et-pro vided for this k ) answ er for

eac h F

k

( x ), F

� 1

k

( y ). Usually this w orks �ne for getting b eha vior whic h lo oks lik e the exp erimen t

de�ning P

X

. But sometimes it do esn't w ork, b ecause an \inconsistency" w ould b e created b et w een

the F X -answ ers and the F / F

� 1

-answ ers. Game X is vigilan t in c hec king if an y suc h inconsistencies

are b eing created. If it �nds an inconsistency ab out to b e created, it changes the v alue whic h it

had \w an ted" to answ er in order to for c e consistency . Whenev er Game X resorts to doing this it

sets the 
ag bad . In the analysis, w e \giv e up" (regard the adv ersary as ha ving w on) an y time this

happ ens.

Let Pr

X

[ E ] denote the probabilit y of ev en t E when answ ers to adv ersary queries are determined b y

running Game X . The de�nition of Game X lo oks somewhat further a�eld from the exp erimen t

whic h de�nes P

X

. Nonetheless, w e claim the follo wing:

Claim 3.2 Pr

X

h

A

E ;F ;F

� 1

= 1

i

= P

X

.

The pro of of this claim is in the app endix.

Bounding the ad v ant a ge by Pr

R

[ BAD ] . In either Game R or Game X , let BAD b e the ev en t

that, at some p oin t in time, the 
ag bad gets set. Games R and X ha v e b een de�ned so as to

coincide up un til ev en t BAD . T o see this, note that the corresp onding oracles in these games are

iden tical except for, in eac h case, Step 2. F or eac h pair of oracles, Step 2 executes iden tical tests

and based on the outcome of the test either do es nothing in b oth cases or sets bad in b oth cases

(and other actions, in whic h the oracles will di�er in their b eha vior). Th us, an y circumstance that

causes Game R and Game X to execute di�eren t instructions will also cause b oth games to set

bad . The follo wing t w o claims follo w directly from this fact.

Claim 3.3 Pr

R

[ BAD ] = Pr

X

[ BAD ] .

Claim 3.4 Pr

R

h

A

E ;F ;F

� 1

= 1 j BAD

i

= Pr

X

h

A

E ;F ;F

� 1

= 1 j BAD

i

.

What w e ha v e sho wn so far allo ws us to b ound the adv ersary's adv an tage b y Pr

R

[ BAD ] .

Claim 3.5 Adv

A

� Pr

R

[ BAD ] .
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Initially , let F and E b e unde�ned. Answ er eac h query the adv ersary mak es as follo ws:

E On oracle query E ( P ):

1. Cho ose C uniformly from Range ( E ).

2. De�ne E ( P ) = C and return C .

F On oracle query F

k

( x ):

1. Cho ose y uniformly from Range ( F

k

)

2. De�ne F

k

( x ) = y and return y .

F

� 1

On oracle query F

� 1

k

( y ):

1. Cho ose x uniformly from Dom( F

k

).

2. De�ne F

k

( x ) = y and return x .

After al l the queries have b e en answer e d:

Flag bad is initial ly unset.

R andomly cho ose k

�

R

 f 0 ; 1 g

�

, k

�

1

; k

�

2

R

 f 0 ; 1 g

n

.

If 9 x such that F

k

�

( x ) and E ( x � k

�

1

) ar e b oth de�ne d then set bad .

If 9 y such that F

� 1

k

�

( y ) and E

� 1

( y � k

�

2

) ar e b oth de�ne d then set bad .

Figure 2: Game R

0

The argumen t is quite simple:

Adv

A

= P

X

� P

R

= Pr

X

h

A

E ;F ;F

� 1

= 1

i

� Pr

R

h

A

E ;F ;F

� 1

= 1

i

(Claims 3.1, 3.2)

= Pr

X

�

A = 1 j BAD

�

Pr

X

�

BAD

�

+ Pr

X

[ A = 1 j BAD ]Pr

X

[ BAD ] �

Pr

R

�

A = 1 j BAD

�

Pr

R

�

BAD

�

� Pr

R

[ A = 1 j BAD ]Pr

R

[ BAD ]

= Pr

R

[ BAD ] (Pr

X

[ A = 1 j BAD ] � Pr

R

[ A = 1 j BAD ]) (Claims 3.3, 3.4)

� Pr

R

[ BAD ]

A third game. W e ha v e reduced our analysis to b ounding Pr

R

[ BAD ]. T o b ound Pr

R

[ BAD ], let

us imagine pla ying Game R a little bit di�eren tly . Instead of c ho osing k

�

; k

�

1

; k

�

2

at the b eginning,

w e c ho ose them at the end. Then w e set bad to b e true or false dep ending on whether or not the

c hoice of k

�

; k

�

1

; k

�

2

w e'v e just made w ould ha v e caused bad to b e set to true in Game R (where the

c hoice w as made at the b eginning). The new game, Game R

0

, is describ ed in Figure 2. F rom the

de�nition of Game R

0

w e see that:

Claim 3.6 Pr

R

[ BAD ] = Pr

R

0

[ BAD ] .
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Completing the pr oof. No w that w e ha v e su�cien tly manipulated the games a simple calcula-

tion su�ces to b ound Pr

R

0

[ BAD ], and, thereb y , to b ound Adv

A

.

After ha ving run the b o dy of Game R

0

, not ha ving y et c hosen k

�

; k

�

1

; k

�

2

, let us simply coun t ho w

man y of the 2

� +2 n

c hoices for ( k

�

; k

�

1

; k

�

2

) will result in bad getting set.

Fix an y p ossible v alues for E and F whic h can arise in Game R

0

. Let j E j denote the n um b er of

de�ned v alues E ( P ), and let j F j denote the n um b er of de�ned v alues F

k

( x ). Note that j E j = m

and j F j = t . Fix E and F . Call ( k

�

; k

�

1

; k

�

2

) c ol lision-inducing (with resp ect to E and F ) if there

is some de�ned y = F

k

( x ) and some de�ned C = E ( P ) suc h that

k

�

= k and ( P � k

�

1

= x or C � k

�

2

= y ) :

Ev ery c hoice of ( k

�

; k

�

1

; k

�

2

) whic h results in setting bad is collision-inducing, so it su�ces to upp er

b ound the n um b er of collision-inducing ( k

�

; k

�

1

; k

�

2

).

Claim 3.7 Fix E , F , wher e j E j = m and j F j = t . Ther e ar e at most 2 mt � 2

n

c ol lision-inducing

( k

�

; k

�

1

; k

�

2

) 2 f 0 ; 1 g

�

� f 0 ; 1 g

n

� f 0 ; 1 g

n

.

The reason is as follo ws: for eac h de�ned ( P ; E ( P )), ( k ; x; F

k

( x )) there are at most 2 � 2

n

p oin ts

( k

�

; k

�

1

; k

�

2

) whic h induce a collision b et w een these t w o p oin ts: they are the p oin ts ( k

�

; k

�

1

; k

�

2

) 2

f k g � f x � P g � f 0 ; 1 g

n

g [ f k g � f 0 ; 1 g

n

� f y � C gg . No w there are only mt pairs of suc h p oin ts,

so the total n um b er of collision-inducing ( k

�

; k

�

1

; k

�

2

) is as claimed.

Finally , in Game R

0

w e c ho ose a triple ( k

�

; k

�

1

; k

�

2

) at random, indep enden t of E and F , so the

c hance that the selected triple is collision-inducing (for whatev er E and F ha v e b een selected) is at

most 2 mt � 2

n

= 2

� +2 n

= mt � 2

� � � n +1

. Pulling ev erything together, this probabilit y b ounds Adv

A

,

and w e are done. }

4 Discussion

Heal th w arnings. W e emphasize that when F is a concrete blo c k cipher, not a random one, its

in ternal structure can in teract with the F X -construction in suc h a w a y as to ob viate the construc-

tion's b ene�ts. As a trivial example, if F alr e ady has the structure that it X ORs plain text and

ciphertext with k ey material, then doing it again is certainly of no utilit y .

Our mo del considers ho w m uc h F X

K

lo oks lik e a random p erm utation (when k ey K is random and

unkno wn). It should b e emphasized that some constructions whic h use blo c k ciphers|particularly

hash function constructions|assume something more of the underlying blo c k cipher. The curren t

results imply nothing ab out the suitabilit y of F X in constructions whic h are not based on F X

K

resem bling a random p erm utation when K is random and unkno wn.

W e also note that our analysis as stated only considers c hosen-plain text attac ks and do es not estab-

lish resistance to c hosen-ciphertext attac ks. Ho w ev er, it is straigh tforw ard to adapt our tec hniques

to analyze c hosen-ciphertext attac ks, as w as done in [10 ]. T o do this, pro vide A an oracle for F X

� 1

,

in addition to her other oracles. No w m will coun t the sum of the n um b er of queries to the F X

and F X

� 1

oracles. Theorem 3.1 will then con tin ue to hold. The pro of c hanges v ery little.
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Str ucture in the block cipher F when F = DES . There is one structural prop ert y of

DES whic h has b een suggested to assist in brute-force attac ks: the DES k ey-complemen tation

prop ert y . This prop ert y comprises a signi�can t sense in whic h DES is not b eha ving lik e a family of

(indep enden t) random p erm utations. T o \factor out" the k ey-complemen tation prop ert y just think

of DES as ha ving a single k ey bit �xed. Then one can conclude that if this is the only structural

prop ert y of DES to b e exploited b y a generic k ey-searc h attac k, DESX will still limit the attac k's

adv an tage to tm � 2

� 55 � 64+1

= tm � 2

� 118

.

Setting k 1 = k 2 . As men tioned in the in tro duction, the simpler constructions F X

pre

k :k 1

( x ) =

F

k

( x � k 1) and F X

p ost

k :k 1

( x ) = k 1 � F

k

( x ) don't signi�can tly impro v e F 's strength against generic

k ey searc h attac ks. But what ab out

F X

0

k :k 1

( x ) = k 1 � F

k

( x � k 1)?

Is it OK to use the same k ey inside and out? In fact this do es w ork, in the sense that Theorem 3.1

still go es through, the pro of little c hanged. W e analyzed the more \standard" general construction,

with t w o k eys, but the more restricted c hoice has the adv an tage of a smaller k ey-size, with no

ob vious loss of securit y .

Nicer key lengths. A minor incon v enience of DESX is its strange k ey size. In applications it

w ould sometimes b e preferable to extend the de�nition of DESX to use arbitrary-length k eys, or

else to use k eys of some �xed but more con v enien t length. Standard k ey-separation tec hniques can

b e used.

W e giv e one extension of DESX to arbitrary-length k eys, as follo ws. Let X

1 :::`

denotes the �rst `

bits of X , let SHA-1 b e the map of the NIST Secure Hash Standard, and let C , C 1 and C 2 b e

�xed, distinct, equal-length strings. When j K j 6= 184, w e can de�ne DESX

K

( x ) to b e equal to

DESX

K

0

( x ) where K

0

is de�ned as follo ws:

� If j K j = 56 then K

0

= K : 0

64

: 0

64

.

� Otherwise, K

0

= k :k 1 :k 2, where

8

>

>

<

>

>

:

k = SHA-1( C :K )

1 ::: 56

;

k 1 = SHA-1( C 1 :K )

1 ::: 64

; and

k 2 = SHA-1( C 2 :K )

1 ::: 64

Note that when j K j = 56, DESX

K

( x ) = DES

K

( x ).

Differential and linear cr ypt anal ysis. Opera tions besides X OR. W e emphasize that the

DESX construction w as nev er in tended to add strength against di�eren tial or linear cryptanalysis.

The attac ks of [3, 15] do not represen t a threat against DES when the cipher is pruden tly emplo y ed

(e.g., when a re-k ey is forced b efore an inordinate amoun t of text has b een acted on); un til these

attac ks are impro v ed, it su�ces that the DESX construction do es not render di�eren tial or linear

attac k an y e asier.

Nonetheless, the pro of of Theorem 3.1 go es through when � is replaced b y a v ariet y of other

op erations, and some of these alternativ es ma y help to defeat attac ks whic h w ere not addressed b y

our mo del, including di�eren tial and linear cryptanalysis. In particular, an attractiv e alternativ e

to DESX ma y b e the construction DESP

k :k 1 :k 2

( x ) = k 2 + DES

k

( k 1 + x ), where LR + L

0

R

0

def

=

12



L

^

+ L

0

: R

^

+ R

0

, where j L j = j R j = j L

0

j = j R

0

j = 32 and

^

+ denotes addition mo dulo 2

32

. Burt Kaliski

has suggested suc h alternativ es, and analyzed their securit y with resp ect to di�eren tial and linear

attac ks [11 ].

5 Our Bound is Tigh t

W e ha v e sho wn that the adv ersary's adv an tage is at most t � 2

� n � � +1+lg m

. T urning this around,

the adv ersary needs � 2

n + � � 1 � lg m

queries to the F / F

� 1

oracles to ac hiev e an � -adv an tage. W e

no w sho w that for a wide range of m (comprising all m that w ould b e considered in practice), an

attac k er can ac hiev e an � -adv an tage using v ery close to 2

n + � +4 � lg m

queries to the F / F

� 1

oracles

(the exact b ound is giv en in Corollary 5.2). This follo ws as a corollary of a more am bitious c hosen-

plain text attac k|one whic h reco v ers a k ey K

0

= k

0

:k 1

0

:k 2

0

that is consisten t with the encryptions

under F X of m plain texts c hosen b efore an y F / F

� 1

oracles queries are made. See [4 ] for a recen t

kno wn-plain text attac k on DESX.

Theorem 5.1 L et m b e even, m < 2

n

and � <

1

2

. L et blo ck cipher F b e uniformly distribute d

over B

�;n

and let key K b e uniformly distribute d over f 0 ; 1 g

� +2 n

. Then ther e exists an adversary

A ( m; � ) that initial ly makes m distinct queries t

1

; : : : ; t

m

(the test set) to an or acle c omputing F X

K

.

A dversary A then makes

�

2

n + � +1 � lg m

+ 2

n

+ 2

�

� �

� + �

2

�

exp e cte d queries to the F / F

� 1

or acles. With pr ob ability at le ast � it r eturns a K

0

such that

F X

0

K

( t

i

) = F X

K

( t

i

) for 1 � i � m . The pr ob ability is taken over the choic e of F , K and

A 's c oin tosses.

It follo ws that our analysis is essen tially tigh t, giv en our measure on the attac k er's resources, whic h

roughly corresp onds to time. W e note that in practice it is also imp ortan t to consider the memory

requiremen ts of an attac k. Conceiv ably , there exists stronger attac ks that require the same amoun t

of time but m uc h less memory . Ho w ev er, if the time requiremen ts are su�cien tly high, the memory

issue b ecomes mo ot. Ho w ev er, it is an in teresting op en question whether imp osing a reasonable

space b ound can allo w us to impro v e our time b ound.

F or reasonable v alues of m , the task p erformed b y A ( m; � ) is at least as strong as simply distin-

guishing F X from a purely random p erm utation. T o see this, consider an y family of p erm utations

f F X

K

g on f 0 ; 1 g

n

, where j K j = � + 2 n . W e sa y that � is plausible if for some K , � ( x

i

) = F X

K

( x

i

)

for 1 � i � m . If � is c hosen at random, then b y a simple coun ting argumen t the probabilit y that

it is plausible is at most

� ( �; n; m )

def

= min

(

1 ;

2

� +2 n

2

n

(2

n

� 1) � � � (2

n

� m + 1)

)

:

F or example, if � � n , n > 20 and m > 6 then � < 10

� 24

. So an attac k er who outputs a 1 i� she

�nds a consisten t K has an adv an tage of � � � ( �; n; m ), whic h is essen tially � .

A minor tec hnical p oin t is that our lo w er b ound considered attac k ers with w orst-case instead

of exp ected case b ounds. Ho w ev er, w e can con v ert the exp ectation in to a w orst case b ound b y
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observing that if an exp ected v alue is at most Q then with probabilit y

1

2

it is at most 2 Q . Hence,

for � <

1

2

w e can set the attac k er A in Theorem 5.1 to �nd a consisten t K with probabilit y 2 � , and

time out if A tak es more than t wice its exp ected n um b er of F / F

� 1

queries. The resulting attac k

uses at most

t �

�

2

n + � +2 � lg m

+ 2

n +1

+ 2

� +1

� �

2 � + 4 �

2

�

�

�

2

n + � +4 � lg m

+ 2

n +3

+ 2

� +3

�

�

w orst-case queries to the F / F

� 1

oracles.

Finally , since the adv an tage is � � � ( �; n; m ) w e can set � to b e � ( �; n; m ) bigger than the desired

adv an tage, giving the follo wing corollary .

Corollary 5.2 L et m b e even, m < 2

n

and � <

1

2

� � ( �; n; m ) . L et blo ck cipher F b e uniformly

distribute d over B

�;n

, key K b e uniformly distribute d over f 0 ; 1 g

� +2 n

and p ermutation � b e a uni-

formly distribute d over P

n

. Ther e exists an attacker A ( m; � ) that makes m queries to or acle E

(c omputing either F X

K

or � ) and makes

�

2

n + � +4 � lg m

+ 2

n +3

+ 2

� +3

�

( � + � ( �; n; m ))

queries to the F / F

� 1

or acles. A solves the F X -or- � game with advantage at le ast � .

The rest of this section is dev oted to the pro of of Theorem 5.1.

T o motiv ate our attac k, w e can view the F X blo c k cipher as c ho osing a random k ey k and then

applying the Ev en-Mansour construction to the function F

k

. W e can therefore trivially adapt

Daemen's c hosen-plain text attac k [7 ] on the Ev en-Mansour construction [10 ]. Unfortunately , w e

don't kno w the v alue of k , so w e instead try all p ossible ones. F or completeness, w e describ e the

attac k and calculate the amoun t of w ork required to ha v e probabilit y � of reco v ering the k ey .

5.1 Preliminaries

Assume that m is ev en, m � 2

n

, and � <

1

2

. Fix a constan t C 2 f 0 ; 1 g

n

� f 0

n

g . F or an y function

G , de�ne G

�

( x ) = G ( x � C ) � G ( x ). Giv en an oracle for G one can compute G

�

b y making t w o

calls. Let the secret k ey K = k :k 1 :k 2. Let E b y a synon ym for F X . By our de�nitions and simple

algebra w e ha v e

E

�

K

( x ) = F

�

k

( x � k 1) = F

�

k

( x � C � k 1) :

5.2 The k ey-searc h attac k

The attac k er A w orks as follo ws. A uses oracles computing F X

K

(for the correct K = k :k 1 :k 2)

and F . A ttac k er A tak es as parameters m , the maxim um n um b er of queries it is allo w ed to mak e

to the F X

K

oracle and � a required lo w er b ound on its probabilit y of pro ducing a k ey K

0

that giv es

consisten t results on the m queries it made to F X

K

.

A ( m; � )

14



1. Cho ose x

1

; : : : ; x

m= 2

2 f 0 ; 1 g

n

arbitrarily so that

test = x

1

; : : : ; x

m= 2

; x

1

� C ; : : : ; x

m= 2

� C

has m distinct elemen ts.

2. Using the F X

K

oracle, compute F X

K

( t ) for t 2 test , and then compute

F X

�

K

( x

1

) ; : : : ; F X

�

K

( x

m= 2

) :

3. F o r i from 1 to ` =

l

� 2

n

ln(1 � � )

m

m

do

Cho ose r

R

 f 0 ; 1 g

n

F o r all k

0

2 f 0 ; 1 g

�

, 1 � j � m= 2 do

If F

�

k

0

( r ) = F X

�

K

( x

j

)

/* Hop e that k

0

= k and r is either x

j

� k 1 or x

j

� C � k 1 */

F o r k 1

0

2 f x

j

� r ; x

j

� C � r g

k 2

0

= F

k

0

( x

1

� k 1

0

) � F X

K

( x

1

); K'=k'.k1'.k2'

If F X

K

0

( t ) = F X

K

( t ) for t 2 test

Return K

0

5.3 Analysis of the attac k

T o analyze this attac k w e �rst b ound the oracle-query complexit y of testing eac h r . W e then

compute ho w man y r 's are needed in order to succeed with probabilit y � .

W e sa y that r is go o d if it is equal to x

j

� k 1 or x

j

� C � k 1 for some j . If r is go o d then as so on

as the attac k er tries k

0

= k (remem b er she tries them all) she will obtain the correct v alues for k 1

0

and then k 2

0

(though she ma y try some incorrect v alues as w ell).

W e no w b ound the exp ected cost of trying eac h r . F or eac h v alue of r (go o d or bad), the attac k er

m ust go through, in the w orst case, all 2

�

v alues for k

0

. F or eac h v alue of k

0

, it mak es 2 calls to

the F oracle in order to compute F

�

k

0

( r ), giving a base cost of 2

� +1

calls to the F oracle. Giv en a

promising ( j; k

0

), where F

�

k

0

( r ) = F X

�

K

( x

j

), the attac k er generates 2 guesses k 1

0

, and for eac h k 1

0

she mak es an additional call to the F oracle to compute k 2

0

. T esting k

0

; k 1

0

and k 2

0

requires no

further oracle calls.

W e note that for an y r , when k

0

6= k the distribution on F

�

k

0

( r ) is random ev en conditioned on

the answ ers to all of the F X oracle queries. Th us, the exp ected n um b er of j suc h that ( k

0

; j ) is

promising is at most m= 2

n +1

. When k

0

= k , then in the w orst case, m= 2 promising v alues of ( k

0

; j )

are tested. Therefore, the exp ected extra n um b er of oracle queries needed to ev aluate promising

candidates is at most m + m 2

�

= 2

n

for eac h v alue of r selected. Th us, for eac h random r selected,

a total of at most

2

� +1

+ m + m 2

� � n

exp ected queries are required.

It remains to b ound the n um b er of r 's that m ust b e tried in order to select a go o d r with probabilit y

at least � . There are exactly m go o d r -v alues out of 2

n

p ossibilities. Th us, the probabilit y that `
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randomly selected v alues for r will fail to b e go o d is at most (1 � m= 2

n

)

`

. W e th us need to select

` so that (1 � m= 2

n

)

`

� 1 � � . Using the iden tit y (1 + a )

b

� e

ab

, it su�ces to ac hiev e

e

� m`= 2

n

� 1 � �;

or equiv alen tly ,

` �

� 2

n

ln (1 � � )

m

:

F or 0 < � <

1

2

, � ln (1 � � ) < � + �

2

, so it su�ces that

` �

2

n

( � + �

2

)

m

:

Summarizing the ab o v e, there is an attac k whic h �nds a consisten t k ey K

0

= k

0

:k 1

0

:k 2

0

with

probabilit y � using m queries to the F X

K

oracle, and at most exp ected

�

2

n + � +1 � lg m

+ 2

n

+ 2

�

� �

� + �

2

�

queries to the F / F

� 1

oracles. The theorem follo ws. }

6 Op en Problems and Conclusions

Anal ysis of other mul tiple encr yption schemes. The mo del w e ha v e used to upp er b ound

the w orth of k ey searc h applies to man y other blo c k-cipher based constructions. W ork b y [1 ] is an

example. It w ould b e particularly in teresting to b ound the maximal adv an tage an adv ersary can

get for triple DES with three distinct k eys, or triple DES with the �rst and third k eys equal, or the

metho d of [6 ]. It w ould b e in teresting to demonstrate that some construction has a b etter e�ectiv e

k ey length than DESX (e.g., k + n � 1 bits).

Use it! Since the initial publication of this pap er [14 ], w ork within some standards b o dies has

con tin ued to sp ecify encryption based on DES in its most customary mo des of op eration. W e

recommend DESX (or one of its v arian ts, as in Section 4). DESX is e�cien t, DES-compatible,

paten t-unencum b ered, and resists generic k ey-searc h attac ks. In virtually ev ery w a y , DESX w ould

seem to b e a b etter DES than DES.
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A Pro of of Claim 3.2

W e �rst de�ne a new game, denoted Game X

0

, whic h matc hes more directly the de�nition of the

exp erimen t de�ning P

X

. Game X

0

is de�ned in Figure 3.

First, note that no adv ersary can distinguish b et w een pla ying Game X

0

and pla ying with ora-

cles h F X

K

; F ; F

� 1

i dra wn according to the exp erimen t de�ning P

X

. Indeed the only di�erence

b et w een these scenarios is that Game X

0

generates v alues for E and F b y \lazy ev aluation,"

whereas the exp erimen t de�ning P

X

w ould generate these v alues all at the b eginning. Th us

Pr

X

0

h

A

E ;F ;F

� 1

= 1

i

= P

X

.

W e w an t to sho w that Pr

X

h

A

E ;F ;F

� 1

= 1

i

= Pr

X

0

h

A

E ;F ;F

� 1

= 1

i

: no adv ersary A can distinguish

whether she is pla ying Game X or X

0

. W e emphasize that A 's abilit y to distinguish b et w een

Games X and X

0

is based strictly on the input/output b eha vior of the oracles; the adv ersary can

not see, for example, whether or not the 
ag bad has b een set.

W e will sho w something ev en stronger than that Games X and X

0

lo ok iden tical to an y adv ersary .

Observ e that b oth Game X and Game X

0

b egin with random c hoices for k

�

; k

�

1

and k

�

2

. W e sho w

that, for an y particular v alues of k

�

; k

�

1

and k

�

2

, Game X with these initial v alues of k

�

; k

�

1

and k

�

2

is iden tical, to the adv ersary , to Game X

0

with these same initial v alues of k

�

; k

�

1

and k

�

2

. So, for

the remainder of the pro of, w e consider k

�

; k

�

1

and k

�

2

to ha v e �xed, arbitrary v alues.

A basic di�erence b et w een Games X and X

0

is that Game X separately de�nes b oth E and F

k

�

while Game X

0

only de�nes F

k

�

and computes E ( P ), in resp onse to a query P , b y F

k

�

( P � k

�

1

) � k

�

2

.

The essence of our argumen t is that Game X can also b e view ed as answ ering its E ( P ) queries b y

referring to F

k

�

. But, strictly sp eaking, it's not really F

k

�

whic h can b e consulted. W e get around

this as follo ws.

Giv en partial functions E and F

k

�

, these functions ha ving arisen in Game X , de�ne the partial
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Initially , let F b e unde�ned. Randomly c ho ose k

�

R

 f 0 ; 1 g

�

, k

�

1

; k

�

2

R

 f 0 ; 1 g

n

. Then answ er eac h query the

adv ersary mak es as follo ws:

E On oracle query E ( P ):

1. If F

k

�

( P � k

�

1

) is de�ned, return F

k

�

( P � k

�

1

) � k

�

2

.

2. Otherwise, c ho ose y uniformly from Range( F

k

�

), de�ne F

k

�

( P � k

�

1

) = y and return y � k

�

2

.

F On oracle query F

k

( x ):

1. If F

k

( x ) is de�ned, return F

k

( x ).

2. Else, c ho ose y 2 f 0 ; 1 g

n

uniformly from Range ( F

k

), de�ne F

k

( x ) = y and return y .

F

� 1

On oracle query F

� 1

k

( y ):

1. If F

� 1

k

( y ) is de�ned, return F

� 1

k

( y ).

2. Else, c ho ose x 2 f 0 ; 1 g

n

uniformly from Dom( F

k

), de�ne F

k

( x ) = y and return x .

Figure 3: Game X

0

function

b

F

k

�

b y

b

F

k

�

( x ) =

8

>

>

<

>

>

:

F

k

�

( x ) if F

k

�

( x ) is de�ned,

E ( x � k

�

1

) � k

�

2

if E ( x � k

�

1

) is de�ned, and

unde�ned otherwise.

Th us, in executing Game X , de�ning a v alue for E or F

k

�

can implicitly de�ne a new v alue for

b

F

k

�

.

A t face v alue, the ab o v e de�nition migh t b e inconsisten t|this could happ en if b oth F

k

�

( x ) and

E ( x � k

�

1

) are de�ned for some x , and with \clashing" v alues (ie., v alues whic h do not di�er b y

k

�

2

). Before w e pro ceed, w e observ e that this can nev er happ en:

Claim A.1 L et E and F

k

�

b e p artial functions which may arise in Game X . Then the function

b

F

k

�

, as describ e d ab ove, is wel l-de�ne d.

The pro of is b y induction on the n um b er of \De�ne" steps (Steps E -3, F -3, or F

� 1

-3) in the

de�nition of Game X , where p oin ts of

b

F

k

�

b ecome de�ned as Game X executes. The basis (when

E and F

� 1

are completely unde�ned) is trivial. So supp ose that, in step E -3, w e set E ( P ) = C . Is it

p ossible that this de�nition of E ( P ) will cause

b

F

k

�

to b ecome ill-de�ned? The only p oten tial con
ict

is b et w een the new E ( P ) v alue and a v alue already selected for F

k

�

( P � k

�

1

). So if F

k

�

( P � k

�

1

) w as

not y et de�ned, there is no new con
ict created in Step E -3. If, on the other hand, F

k

�

( P � k

�

1

)

w as already de�ned, then its v alue, b y virtue of Step E -2, is E ( P ) � k

�

2

. This c hoice results in

b

F

k

�

remaining w ell-de�ned. The analysis for the cases corresp onding to Steps F -3 and F

� 1

-3 is exactly

analogous, and is omitted. }

The function

b

F

k

�

, as de�ned for Game X , also mak es sense for Game X

0

, where

b

F

k

�

( x ) = F

k

�

( x ).

Our strategy , then, is to explain the e�ect of eac h E , F

k

�

, and F

� 1

k

�

query strictly in terms of

b

F

k

�

.
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W e then observ e that Game X

0

resp onds to its oracle queries in an absolutely iden tical w a y . This

su�ces to sho w the games equiv alen t.

Case 1. W e �rst analyze the b eha vior of Game X on oracle query E ( P ). T o b egin, note that

Game X nev er de�nes the v alue of E ( P ) unless it has receiv ed P as a query . So since A nev er rep eats

queries (see the assumptions just follo wing the theorem statemen t) E ( P ) m ust b e unde�ned at the

time of query P . Consequen tly , at the time of query P ,

b

F

k

�

( P � k

�

1

) will b e de�ned i� F

k

�

( P � k

�

1

)

is de�ned, and

b

F

k

�

( P � k

�

1

) = F ( P � k

�

1

). Case 1a. When

b

F

k

�

( P � k

�

1

) is de�ned, then Game X

returns the v alue of C =

b

F

k

�

( P � k

�

1

) � k

�

2

. In this case, setting E ( P ) = C lea v es

b

F

k

�

unc hanged.

Case 1b. When

b

F

k

�

( P � k

�

1

) is unde�ned, then C is rep eatedly c hosen uniformly from Range ( E )

un til F

� 1

k

�

( C � k

�

2

) is unde�ned. By the de�nition of

b

F

k

�

it follo ws that y = C � k

�

2

is uniformly

distributed o v er Range (

b

F

k

�

). In this case, setting E ( P ) = C sets

b

F

k

�

( P � k

�

1

) = y .

No w compare the ab o v e with Game X

0

on query E ( P ). When F

k

�

( P � k

�

1

) is de�ned, then C =

F

k

�

( P � k

�

1

) � k

�

2

is returned and no function v alues are set. When F

k

�

( P � k

�

1

) is unde�ned, y is

c hosen uniformly from Range ( F

k

�

), F

k

�

( P � k

�

1

) is set to y (and implicitly

b

F

k

�

( P � k

�

1

) is set to

y ), and C = y � k

�

2

is returned. Th us, the b eha vior of Game X

0

on query E ( P ) is iden tical to the

b eha vior of Game X on query E ( P ).

Case 2. W e will b e somewhat briefer with our analyses of the F and F

� 1

oracles, whic h are similar

to the analysis ab o v e. Case 2a. On oracle query F

k

( x ), when k 6= k

�

then the b eha vior of Game X

is clearly iden tical to Game X

0

. Case 2b. When k = k

�

then F

k

�

( x ) is de�ned i� a query of the

form E ( x � k

�

1

) has b een made. This holds i�

b

F

k

�

( x ) is de�ned (since F

k

�

( x ) w ould not ha v e b een

queried b efore). By a straigh tforw ard argumen t the v alue y returned from the query F ( x ) will then

b e y = E ( x � k

�

1

) � k

�

2

=

b

F

k

�

( x ) in b oth games. Case 2c. When

b

F

k

�

( x ) is unde�ned, then in b oth

games y is uniformly c hosen from Range (

b

F

k

�

) and

b

F

k

�

( x ) is de�ned to b e y . Th us, in all cases,

Game X b eha v es iden tically to Game X

0

.

Case 3. Finally , on oracle query F

� 1

k

( y ), the case k 6= k

�

is again trivial. When k = k

�

, then

b

F

� 1

k

�

( y ) will b e de�ned i� E

� 1

( y � k

�

2

) is de�ned, in whic h case x = E

� 1

( y � k

�

2

) � k

�

1

=

b

F

� 1

k

�

( y ) in

b oth games. When

b

F

� 1

k

�

( y ) is unde�ned, then in b oth games x is c hosen uniformly from Dom(

b

F

k

�

)

and

b

F

k

�

( x ) is de�ned to b e y . Again, Game X b eha v es iden tically to Game X

0

.
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