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Abstract

In this paper we presenta systemarchitecture that al-
lows uses to interact with embeddedsystemdocatedin
their proximityusingSmartPhonesWe haveidenti ed four
modelsof interaction betweera SmartPhoneandthe sur-
roundingervironment:universal remotecontrol, dual con-
nectivity gateway connectivity and peerto-peer Although
ead of thesemodelshas different characteristics,our ar-
chitectuie providesa uniqueframevork for all of the mod-
els.Cential to our architecture are the hybrid communica-
tion capabilitiesincorporatedin the SmartPhones.These
phoneshave the unique feature of incorporating short-
range wirelessconnectivity(e.g., Bluetooth)and Internet
connectivity(e.g.,, GPRS)in the samepersonal mobile de-
vice Thisfeatuetogetherwith signi cant processingpower
and memorycanturn a SmartPhoneinto the only mobile
devicethat peoplewill carry wheseverthey go.

1. Intr oduction

Recentadvancesn technologymake it feasibleto incor-
poratesigni cant processingower in almostevery device
thatwe encountein ourdaily life. Theseembeddedystems
areheterogeneouslistributedeverywherein the surround-
ing environment, and capableof communicatingthrough
wired or wirelessinterfaces For a numberof years vision-
ary paperg21, 18] have presented picturesqueomputer
ized physicalworld with which we canpotentiallyinteract
fasterandin a simplerfashion.

People,however, are not yet taking advantageof this
ubiquitous computing world. Despite all the computing
power laying around,most of our daily interactionswith
thesurroundingervironmentarestill primitive andfarfrom
the ubiquitouscomputingvision. Our pocketsandbagsare
still jammedwith a bunchof keys for the doorswe have to
open/closdalaily (they did not changemuchsincethe Mid-
dle Ages),thecarkey or remote,accessards,creditcards,
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andmoney to payfor goods Any of theseforgottenathome
canturnthedayinto anightmarelf wetravel, we alsoneed
mapsandtravel guidescoinsto paythe parkingin thecity,
andticketsto take thetrain or subway. In addition,we are
always carrying our mobile phone,which for somemys-
teriousreasonis the leastlikely to be left at home.When
we nally arrive homeor at the hotel,we are“greeted”by
several remotecontrolseagerto testour intelligence.All
theseitems are absolutelynecessaryor usto properlyin-
teractwith our environment.The problemis thatthereare
too mary of them,they are sometimeseary, andwe will
likely accumulatemoreand more of themasour life goes
on,requiringmuchlargerpockets.

For this problem,the communitydoesnot lack innova-
tive solutionsthataddressomeof its aspectge.g.,wireless
microseners[15], electronicpaymentmethodq1, 8], dig-
ital doorkeys[13]). Whatis missingis a simple,universal
solution, which end-usersare likely to accepteasily Ide-
ally, we would like to have a singledevice thatactsashboth
personalsener [20] and personalassistanfor remotein-
teractionwith embeddedsystemsocatedin proximity of
the user This device should be programmableand sup-
portdynamicsoftwareextensiondor interactiorwith newly
encounteredmbeddedsystems(i.e., dynamicallyloading
new interfaces).To simplify its acceptancdoy society it
shouldbe a device thatis alreadycarriedby peoplewher
everthey go.

We believe that SmartPhonesarethe devicesthat have
the greatesthanceof successfullybecominguniversalre-
mote controlsfor peopleto interactwith variousdevices
from their surroundingervironment;they will alsoreplace
all the differentitems we currently carry in our pockets.
SmartPhoneis anemeging mobile phonetechnologythat
supportslava programexecutionand provides both short-
range wireless connectvity (Bluetooth) and cellular net-
work connectvity throughwhich the Internetcan be ac-
cessed.

In thispaperwe presentisystemarchitecturehatallows
usersto interactwith embeddedsystemslocatedin their
proximity using a Smart Phone.We have identi ed four
modelsof interactionbetweena SmartPhoneandthe sur
roundingervironment;universalremotecontrol, dual con-



nectvity, gatavay connectvity, and peerto-peer Although
eachof thesemodelshasdifferent characteristicspur ar-
chitectureprovides a unique framework for all the mod-
els. Centralto our architecturearethe hybrid communica-
tion capabilitiesncorporatedn the SmartPhonesvhich al-
low themto interactwith the close-byernvironmentthrough
short-rangewireless networking and with the rest of the
world throughthe Internetover cellularlinks. This feature
togethemith signi cant processingpowerandmemorycan
turna SmartPhoneinto thelong awaiteduniversalpersonal
assistanthatcanmake our daily life muchsimpler

Therestof this paperis organizedasfollows. Section2
presentghe enablingtechnologiedor SmartPhonesSec-
tion 3 describeghe four modelsof interactionbetweena
SmartPhoneandthe embeddedystemdocatedwithin its
proximity. Section4 presentghe uni ed softwarearchitec-
turefor all the models.In section5, we discusghe current
statusandfuturework. Section6 presentsherelatedwork,
andthe paperconcludesn Section?.

2. Smart PhonesTechnology

With more than a billion mobile phonesbeing carried
aroundby consumer®f all agesthe mobile phonehasbe-
comethe mostpenasie pocket-carrieddevice. We arebe-
ginning to seethe introductionof SmartPhones suchas
Sory EricssorP800/P90(9] andMotorolaA760[10] (Fig-
urel), asaresultof the corvergenceof mobile phonesand
PDA devices.Unliketraditionalmobilephoneswhich have
limited processingpower and act merely as “dumb” con-
duitsfor passingroice or databetweerthecellularnetwork
andendusers SmartPhonegombinesigni cant computing
power with memory short-rangewirelessinterfaces(e.g.,
Bluetooth),Internetconnectvity (over GPRS),andvarious
input-outputcomponentge.g., high-resolutioncolor touch
screensgligital camerasandMP3 players).

Sory EricssonP800/P900unsSymbianOS[12], anop-
erating system speci cally designedfor resourcecon-
strained devices such as mobile phones.It also comes
equipped with two versions of Java technology: Per
sonalJava [11] andJ2ME CLDC/MIDP [2]. Additionally,
it supportsC++ which provideslow level accesgo the op-
erating systemand the Bluetooth driver. The phone has
16MB of internalmemoryandup to 128MB external ash
memory MotorolaA760 hasaMotorolai250 chip for com-
munication, Intel's 200 MHz PXA262 chip for compu-
tation, and 256MB of RAM memory It runs a version
of MontaMsta Linux and comeswith Java J2ME sup-
port[2].

Bluetooth [7] is a low-cost, low-power standardfor
wirelessconnectvity. Today we can nd Bluetoothchips
embeddedin PCs, laptops, digital cameras,GPS de-
vices, Smart Phones,and a whole range of other elec-

Figure 1. Example of Smart Phones: Sony Er-
icsson P800 (Left) and Motor ola A760 (Right)

tronic devices. Bluetooth supports point-to-point and
point-to-multipoint connections.We can actively con-
nect a Bluetooth device to up to seven devices simulta-
neously Togethey they form an ad hoc network, called
Piconet Several piconetscanbe linked to form a Scatter
net

Another important developmentfor the mobile phone
technologyis theintroductionof GeneraPacket RadioSer
vice (GPRS)[3], a paclet switching technologyover the
currentGSM cellular networks. GPRSis offeredasa non-
voice value-addedservicethat allows datato be sentand
receved acrossGSM cellular networks at a rate of up to
171.2kbps,andits goal is to supplementoday's Circuit
SwitchedDataandShortMessageservice. GPRSoffersan
always-orserviceandsupportdnternetprotocols.

3. Smart Phonelnteraction Models

A SmartPhonecan be usedto interactwith the sur
rounding ervironmentin differentways. We have identi-
ed four interactionmodels:universalremotecontrol,dual
connectvity, gatevay connectvity, and peerto-peer With
thesemodels,a SmartPhonecanbe usedto executeappli-
cationsfrom as simple as remotelyadjustingvariouscon-
trols of homeappliance®r openingsmartlocksto comple
applicationssuchasautomaticallybookinga cabor order
ing/payingin arestaurantisinganad hoc network of mo-
bile phonedo connecto the cashiers computer

3.1. Universal RemoteControl Model

The SmartPhonecanact asa universalremotecontrol
for interactionwith embeddedystemdocatedin its prox-
imity. To supportproximity-aware interactions,both the
SmartPhoneandtheembeddedystemsvith whichtheuser
interactamusthave short-rangevirelesscommunicatiorca-
pabilities.Figure?2 illustratessuchinteractionsusingBlue-
tooth.Dueto its low-power, low-costfeaturesBluetoothis
the primary candidatefor the short-rangewirelesstechnol-
ogy thatwill enableproximity-avarecommunication.
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Since embeddedsystemswith different functionalities
canbescatteredverywhereadiscoseryprotocolwill allow
SmartPhonego learntheidentity andthedescriptiorof the
embeddedystemdocatedin their proximity. This protocol
canwork eitherautomaticallyor on-demandbut the infor-
mationaboutthedevicescurrentlylocatedin users proxim-
ity is displayedonly uponusers requestEachembedded
systemshould be able to provide its identity information
(uniqueto adeviceorto aclassof devices)andadescription
of its basicfunctionalityin ahuman-understandatiermat.

This modelworks well aslong asthe userhasthe in-
terfacesfor interactingwith the embeddedsystemspre-
installedon the phone.An alternative, more e xible, solu-
tionisto de ne aprotocolthatallowsaSmartPhonetolearn
theinterfacesfrom the embeddedystemghemseles.The
problemwith thisideais thatmary embeddedystemsnay
notbepowerful enoughto run comple softwarethatimple-
mentssuchprotocols.In the following, we describea sec-
ondmodelof interactionthatsolvesthis problem.

3.2. Dual Connectvity Model

Centralto our universalinteractionarchitectureis the
dualconnectvity modelwhichis basedon the hybrid com-
municationcapabilitiesincorporatedn the SmartPhones.
They have the uniquefeatureof incorporatingboth short-
rangewirelessconnectity (e.g., Bluetooth)and Internet
connectvity (e.g.,GPRS)in the samepersonamobile de-
vice. With this model,the userscaninteractwith the close-
by ervironmentusingthe short-rangevirelessconnectvity
andwith the rest of the world usingthe Internetconnec-
tivity. Figure3 illustratesthe Dual Connectivityinteraction
model.

As atypical application let usassumehata personhas
justboughtan“intelligent” microwave ovenequippedwith
a Bluetoothinterface.This embeddedystemis very sim-
ple andis not capableof storing or transferringits inter-

faceto a SmartPhone However, it is ableto identify itself

to SmartPhones.Using this information, the phonescan
connectto a sener acrosghe Internet(i.e., over GPRS)to

downloadthe codeof the interfacethatwill allow it to be-

comea remotecontrol for the microwvave oven. The phone
canalsoperformauthenticatiorover the Internetto ensure
thatthe codeis trusted All furthercommunicatiorbetween
thisembeddedystemandthe SmartPhonehappendy exe-

cutingthedownloadedcode. This codewill displaya panel
that emulatesthe panelof the microwave on the phones

screerl(i.e., it effectively transformghe phoneinto anintu-

itive microwave remotecontrol).

Another typical applicationis opening/closingSmart
Lodks We ervision that the entry in certainbuildings will
soon be protectedby Smart Locks (e.g., locks that are
Bluetooth-enablednd can be openedusing digital door
keys). The dual connectvity modelenablesuserscarrying
SmartPhonego opentheselocksin a securemanner The
SmartPhonecanestablisha connectionwith the lock, ob-
tainthelD of thelock, andconnecto aninternetsenerover
GPRSto downloadthe codethatwill be usedfor opening
thelock (a digital door key canalsobe downloadedat the
sametime). The sener hostingthe interfaceand the keys
for the SmartLock maintainsa list of peoplethat are al-
lowed to openthe lock. The identity of the SmartPhone
user(storedon the SmartPhonein theform of personain-
formation)is piggybacled on the requestsubmittedto the
sener. If the sener nds thatthis useris allowed to open
thelock, it respondsvith the codefor theinterfaceandthe
digital key.

The dual connectvity model can also be usedto im-
plementelectronic paymentapplicationssimilar to Milli-
cent[1]. A client doesnot needto know abouta vendors
embeddedystenin advance The SmartPhonecanauthen-
ticate the vendorusingits Internetconnection.The same
connectiorcanbeusedby theclientto withdraw electronic
curreng from herbankandstoreit on the phone.Another



Figure 4. The Gateway Connectivity Interac-

tion Model

option provided by the SmartPhoneis to sendsomeof the
unusedmoneg backinto the bankaccount(i.e., make a de-
positeachtime the amounton the phoneexceedsa certain
limit). Potentially the vendors embeddedystemcanalso
beconnectedo thelnternet.Forinstancethisability canbe
usedto authenticatehe client. Figure 3 presentsa similar
applicationthatinvolvesaccessingan ATM usinga Smart
Phone.

3.3. GatewayConnectivity Model

Many penasive applicationsassumevirelesscommuni-
cationthroughthe IEEE 802.11family of protocols.These
protocolsallow for asigni cant increasen thecommunica-
tion distanceandbandwidthcomparedo Bluetooth.Using
theseprotocolsthe communicatiorrangeis 250mor more,
while Bluetoothreachesonly 10m. The bandwidthis also
larger, 11-54Mbpscomparedo lessthan 1Mbpsfor Blue-
tooth. Additionally, mary routing protocolsfor mobile ad
hocnetworks based302.11alreadyexist [19, 16]. The dis-
adwantageof 802.11is thatit consumegoo muchenegy,
andconsequentlyit drainsoutthemobiledevices' batteries
in avery shortperiodof time. With the currentstateof the
art,we do notexpectto have 802.11network interfacesem-
beddedn SmartPhonesr otherresourceconstrainecem-
beddedsystemghat needto run on batteriesfor a signi -
cantperiodof time (e.g.,severalhoursor evendays).

More powerful systemshowever, cantake advantageof
the 802.11bene ts and createmobile ad hoc networks. In
sucha situation,a userwould like to accesdataand ser
vicesprovidedby thesenetworksfrom its SmartPhone.To
succeeda gatevay device hasto performa changeof pro-
tocolfrom Bluetoothto 802.11andvice-versaMany places
in acity (e.g.,storestheatersyestaurantsganprovide such
gatevay stationstogethemwith 802.11hotspots.

Figure 4 illustratesthis communicatiormodeland also
presentanapplicationthatcanbebuilt ontop of it. Let us
assumea scenariovherepeoplewantto book nearbycabs
usingtheir SmartPhoneslinsteadof calling ataxi compaly
or "gesturing”to book a cab,a client canstartan applica-

Figure 5. The Peer-to-Peer Interaction Model

tion on her SmartPhonethatseamlesslachievesthe same
goal. Hence,the client is just one-click away from book-
ing acah In thisscenariogachcabis equippedvith 802.11
wirelessnetworking and GPSdevices,andthe entirebook-

ing processs completelydecentralizedTo join the mobile
adhocnetwork createdby thecabs,a SmartPhoneneeddo

connectto a gatevay stationthat performsa translationof

protocolsfrom Bluetoothto 802.11andvice-versa.

3.4. Peerto-Peer Model

The SmartPhonescanalsocommunicateamongthem-
seles(or with otherBluetooth-enabledevices)in a multi-
hop, peerto-peerfashion,similar to mobile ad hoc net-
works. For instancethis modelallows peopleto sharemu-
sicandpictureswith othersevenif they arenotin the prox-
imity of eachother Figure5 depictsyetanotherxampleof
thismodel.A groupof friendshaving dinnerin arestaurant
canusetheir SmartPhonego executea programthatshares
the check.Onephoneinitiatesthis processan ad hoc net-
work of SmartPhoneds createdand nally the payment
messagearrivesatthe cashier

4. SystemAr chitecture

Oursystemarchitecturdor universalinteractionconsists
of acommonSmartPhonesoftwarearchitectureandanin-
teractionprotocol.This protocolallows SmartPhonego in-
teractwith the surroundingervironmentand the Internet.
Figure 6 shavs the SmartPhonesoftware architectureln
the following, we brie y describethe componentsf the
softwarearchitecture.

Bluetooth Engine is responsiblefor communicat-
ing with the Bluetooth-enablecembeddedsystems.
It is composedof sub-componentdor device dis-
covery and sending/receing data. The Bluetooth
Engineis a layer above the Bluetoothstackand pro-
vides a cornvenientJava API for accessinghe Blue-
toothstack.

Inter net AccessModule carriesout the communica-
tion betweenthe Smart Phoneand various Internet
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Figure 6. Smart Phone Software Architecture

seners. It providesa well-de ned API that supports
operationspeci c to ourarchitecturde.g.,download-
ing an interface). The protocol of communicationis

HTTP ontop of GPRS.

Proximity Engine is responsiblefor discovering the
embeddedystemdocatedwithin the Bluetoothcom-
municationrange.Eachtime the userwantsto inter-
actwith oneof thesesystemsandaninterfacefor this
systemis notavailablelocally (i.e.,amissin theInter-
faceCache)the Proximity Engineis responsibldrom
downloadingsuchan interface.If the embeddedys-
tem has enoughcomputing power and memory the
interface can be downloadeddirectly from it. Other
wise, the Proximity Engineinvokesthe InternetAc-
cessModuleto connecto awebseneranddownload
theinterface. Thedownloadednterfaceis storedin the
InterfaceCachefor later reuse.Oncethis is done,the
Proximity Engineinformsthe ExecutionEngineto dis-
patchthe downloadednterfacefor execution.All fur-
thercommunicatiorbetweerthe SmartPhoneandthe
embeddedystemhappensasa resultof executingthis
interface.

Execution Engineis invokedby the Proximity Engine
andis responsibldor dispatchinginterfaceprograms
for executionoverthe Javavirtual machineThesepro-
gramsinteractwith the BluetoothEngineto communi-
catewith the embeddedsystemsor with other Smart
Phonegasdescribedn Section3.4). They may also
interactwith the InternetAccessModuleto communi-
catewith Internetseners. For instance the interface
programsmay needto contacta sener for security-
relatedactionsor to download necessarylatain case
of amissin the PersonaDataStorage.

Interface Cachestoreghecodeof thedownloadedn-

terfaces.This cacheavoids downloadingan interface
every time it is needed.An interface can be shared
by an entire classof embeddedsystems(e.g., Smart

Locks, or Microwaves). Every interface has an ID
(which canbe the ID of the embeddedystemor the
classof embeddedystemst is associatedvith). This
ID helpsin recognizinghe cachednterfaceeachtime
it needsto be looked up in the cache.Additionally,
eachinterfacehasan associatedcces$andlerthatis
executedbeforearny subsequenéexecutionof the in-
terface. This handlermay de ne the time period for
which the interfaceshouldbe cachedhow andwhen
the interfacecanbe reusedor the permissiondo ac-
cesslocal resourcesThe usercansetthe accesshan-
dler'sparameterbeforethe rst executionof theinter-
face.

Personal Data Storage acts as a cachefor “active
data”, similar to Active Cache[14]. It storesdatathat
needsto be usedduring the interactionswith vari-
ousembeddedystemsExampleof suchdatainclude
digital door keys and electroniccash.Eachdataitem
storedin this cachehasthreeassociatedhandlersac-
cesshandler misshandlerandeviction handler Each
time an interfaceneedssomedata,it checksthe Per

sonalDataStoragelf thedatais availablelocally (i.e.,
hit), the accesshandleris executed,and the program
goesaheadForinstancetheaccesfiandlermaycheck
if this datacanbe sharecamongdifferentinterfaces!f

the datais not available locally (i.e., miss), the miss
handlerinstructsthe InternetAccessModuleto down-

load the datafrom the correspondingnternetsener.

The eviction handlerde nes the actionsto be taken
whendatais evictedfrom thecacheFor instanceelec-
tronic cashcan be sentback to the bank at eviction

time.

Figure 7 shavs the interactionprotocolthattakesplace
whena SmartPhoneneedsto interactwith an embedded
system.We considerthat ary embeddedsystemis regis-
teredwith atrustedwebsener (thiswebsenercanbephys-
ically distributed on multiple computers) At registration,
the web sener assignsa uniquelD anda URL to the de-
vice. All theinformationnecessaryo interactwith the de-
vice alongwith a userinterfaceis storedat that URL. This
URL maybe commonfor anentireclassof embeddedys-
tems.

The userinvokes the Proximity Engine eachtime she
needsto interactwith a device locatedin the proximity.
Oncethe embeddedsystemsin the proximity have been
identi ed, theusercanchooseheoneshewantsto interact
with. Consequentlya requests sentto the embeddedys-
temto provideits ID andURL. Uponreceving the D and
URL of theembeddedystemthe SmartPhonesxecuteghe
accesgontrolhandler andthen,loadsandexecuteghein-
terface.ln caseof a missin the InterfaceCache the inter-
faceneedsto be downloadedon the phoneeitherfrom the
web sener or from the embeddedsystemitself. An inter-



Bluetooth

GPRS
Smart Phone [~——| Web Server

Request for Device ID

Device

Device ID, Name, Data (optional)

Interface (optional)

Request for Interface
Device ID, Smart Phone ID

Timeline

Interface, Data

Interaction via Interface Interaction via Interface

Figure 7. Smart Phone Interaction Protocol

facedownloadedrom anembeddedystems untrustedand
is not allowedto accesdocal resourcegi.e., this is a sand-
box modelof execution,wherethe interfacecanonly exe-
cutesafeinstructionson the phone).The interfacesdown-
loadedfrom thewebsener aretrusted;they areassumedo
beveri ed beforebeingdistributedby the sener.

Eachtime a SmartPhonerequestaninterfacefrom the
websener, it hasto sendtheinterfacelD andthe URL pro-
videdby theembeddedystemlt alsosendsts ID (storedn
thePersonaDataStorage)The permissiorto downloadan
interfaceis subjectto accesontrolenforcedbasedon the
SmartPhondD and,potentially othercredentialpresented
by the user Oncethe accesss grantedthe web sener re-
spondswith theinterfacecode.

5. Statusand Future Work

In this section,we brie y outline the currentstatusand
several openissuesthat we have to overcomein orderto
implementour systemarchitectureWe arein the process
of building the systemarchitectureon top of Ericssons
P800/900phones.Our rst stepconsistsof implementing
thebasicarchitecturdor the universalremotecontrolinter-
actionmodel.Thearchitectureeomponentso bedeveloped
for this modelarethe BluetoothEngineand Proximity En-
ginealongwith asimpleExecutionengineover Jasa.

We have partiallyimplementedheBluetoothEngineand
have written andtesteda few sampleprogramsto testthe
feasibility of connectinga phoneto anotherphoneor to
a Bluetooth-enabledaptop.Besidesdirectly connectingo
Bluetooth-enabledievices,a phonecan also connectto a
LAN. We arein the processof investigatingthe feasibil-
ity of usingthe BluetoothLAN pro le to connecthephone
toaLAN throughaBluetoothaccesgoint.

Until recently the commercially available Blue-
tooth chips have beenworking well for one-hopcom-
munication, but their scatternetcapabilities have not
been mature enoughto support multi-hop communica-

tion as neededin our peerto-peer interaction model.
Currently there are products[4], however, whose scat-
ternet capabilitieshave beensuccessfullytested.We en-
vision that multi-hop communicationin ad hoc networks
will take place either over Bluetooth or over 802.11de-
pending on the trade-ofs betweenthe battery power
consumptiorandcommunicatiorrange.Our systemarchi-
tecture supportsboth situationsthrough the peerto-peer
modelandthe gatavay model,respectiely.

To connecta SmartPhoneto the Internetover GPRS,
we canuseHTTP or TCR A decisionregardingthe proto-
col usedfor Internetaccessieeddo considerthetrade-ofs
betweerthe simplicity providedby HTTP andthe e xibil-
ity andef ciency providedby TCP

Althoughourarchitecturgrovidesalevel of securityby
obtaininginterfacecodeandcon dential datafrom atrusted
websener, mary issueselatedto securityandprivagy still
needto be addressedror instancewe needto investigate
differentlightweightencryptionalgorithmsthatwork onre-
sourceconstrainedlevicesto countereavesdroppingwith-
outaseriousoverheadSofarwe have assumedhatthe per
sonalinformation of the user including con dential data,
would be storedon the SmartPhone.In sucha situation,
losingthe SmartPhonecould posea serioussecuritythreat
to theowner. The datastoredon the phoneshouldbe made
inaccessibléo anyonebut the phoneowner. A simplepass-
wordschemas insufcient becausenteringapassverd ev-
ery time con dential datais accessedouldbe a majorturn
off for the usersWe planto investigateboth software pro-
tectionmechanismandhardwaresolutions(e.g.,biometric
securityusing ngerprint recognition[5]).

6. RelatedWork

PersonalSener [20] is a small-sizemobile device that
storesusers dataon aremovable CompactFlashandwire-
lessly utilizes any 1/0O interface availablein its proximity
(e.g.display keyboard).lts maingoalis to providetheuser
with a virtual personalcomputerwherever the usergoes.
Our goalis to provide a simplemethodof interactionwith
systemembeddedn the surroundingervironment.Unlike
PersonalSener which cannotconnectdirectly to the In-
ternet, SmartPhonesdo not have to carry every possible
dataor codethatthe usermayneed;they candownloadon-
demandlataandcodefor interfacesrom the Internet.

CoolTown [17] proposesweb presenceas a basisfor
bridgingthe physicalworld with the World Wide Weh For
example,entitiesin the physicalworld areembeddedvith
URL-emitting devices (beaconshich adwertisethe URL
for the correspondingentities.Our modelis more e xible
aswe allow codeanddatato be downloadedio mobile de-
vices,eitherfrom the physicalervironmentvia short-range



wirelessconnectionpr from thelnternetviathe GPRScon-
nection.

Microseners[15] shareone of our goalsof turning a
handhelddevice into a universalremotecontrol. Their ap-
proachconsistsof embeddingweb senersin Bluetooth-
enableddevices and using WAP over Bluetoothto com-
municatebetweenthe handheldandthesedevices.Our ap-
proachis morepracticalsinceit doesnot requireary com-
plex software to be installedon resourceconstrainecem-
beddedsystems.Additionally, it covers other interaction
modelsbesidesthe universalremote control model (e.g.,
gatevay model,peerto-peemodel).

Jini [6] is asystendesignedo dealwith resourcaliscor-
ery andinteractionin a new ervironment.Whena service
joins a network of Jini-enabledservicesjt adwertisesitself
by publishingan object that implementsthe service API.
Theclient nds serviceshy looking for an objectthat sup-
portsthis API. Whenit getsthe services publishedobject,
it downloadsary codeit needsn orderto talk to theservice
(via RMI, CORBA, XML, or ary private protocols).We
sharea few designprincipleswith Jini, but unlike Jini, our
architecturedoesnot require an infrastructure,and there-
fore, it is moresuitablefor ubiquitouscomputingenviron-
ments.

The ideaof usingdigital doorkeys to unlock doorshas
alreadybeenproposed[13] as an additionto a Personal
Sener. However, the issueof digital door key distribution
from the external authority to the PersonalSenersis not
addressedOur work usesthe SmartPhoneasanincarna-
tion of a PersonaSenerandalsoaddressetheissueof se-
curekey distribution. More generally our systemarchitec-
ture providesa generalframeawork that canbe usedto im-
plementary applicationthatneedso interactwith wireless
embeddedystems.

7. Conclusions

In thispaperwe havearguedfor turningtheSmartPhone
into the only device thatpeoplecarryin their pocketswher
ever they go. The SmartPhonecan be usedas both per
sonalsenerthatstoresor downloadsdatathatits usemeeds
andpersonahssistantor remoteinteractionwith embedded
systemdocatedin the users proximity. To achieve this vi-
sion, we have presenteda uni ed systemarchitecturefor
differentmodelsof interactionbetweera SmartPhoneand
thesurroundingervironment.Centralto thisuniversalinter-
actionarchitecturds the dualconnectvity featureof Smart
Phoneswhich allows them to interactwith the close-by
ervironmentthroughshort-rangewirelessnetworking and
with the restof the world throughthe Internetover cellu-
lar links.
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