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Abstract

In this paper, we presenta systemarchitecture that al-
lows users to interact with embeddedsystemslocated in
their proximityusingSmartPhones.Wehaveidenti�ed four
modelsof interactionbetweena SmartPhoneand thesur-
roundingenvironment:universal remotecontrol, dual con-
nectivity, gatewayconnectivity, andpeer-to-peer. Although
each of thesemodelshasdifferent characteristics,our ar-
chitecture providesa uniqueframework for all of themod-
els.Central to our architecture are thehybrid communica-
tion capabilitiesincorporatedin the SmartPhones.These
phoneshave the unique feature of incorporating short-
range wirelessconnectivity(e.g., Bluetooth)and Internet
connectivity(e.g., GPRS)in the samepersonalmobilede-
vice. Thisfeaturetogetherwith signi�cant processingpower
and memorycan turn a SmartPhoneinto the only mobile
devicethatpeoplewill carry wherever they go.

1. Intr oduction

Recentadvancesin technologymakeit feasibleto incor-
poratesigni�cant processingpower in almostevery device
thatweencounterin ourdaily life. Theseembeddedsystems
areheterogeneous,distributedeverywherein thesurround-
ing environment,and capableof communicatingthrough
wiredor wirelessinterfaces.For a numberof years,vision-
arypapers[21, 18] havepresenteda picturesquecomputer-
izedphysicalworld with which we canpotentiallyinteract
fasterandin asimplerfashion.

People,however, are not yet taking advantageof this
ubiquitous computing world. Despite all the computing
power laying around,most of our daily interactionswith
thesurroundingenvironmentarestill primitiveandfar from
theubiquitouscomputingvision.Our pocketsandbagsare
still jammedwith a bunchof keys for thedoorswe have to
open/closedaily (they did not changemuchsincetheMid-
dleAges),thecarkey or remote,accesscards,creditcards,
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andmoney to payfor goods.Any of theseforgottenathome
canturn thedayinto anightmare.If wetravel,wealsoneed
mapsandtravel guides,coinsto paytheparkingin thecity,
andticketsto take the train or subway. In addition,we are
always carrying our mobile phone,which for somemys-
teriousreasonis the leastlikely to be left at home.When
we �nally arrive homeor at thehotel,we are“greeted”by
several remotecontrolseagerto test our intelligence.All
theseitemsareabsolutelynecessaryfor us to properlyin-
teractwith our environment.The problemis that thereare
too many of them,they aresometimesheavy, andwe will
likely accumulatemoreandmoreof themasour life goes
on,requiringmuchlargerpockets.

For this problem,the communitydoesnot lack innova-
tivesolutionsthataddresssomeof its aspects(e.g.,wireless
microservers[15], electronicpaymentmethods[1, 8], dig-
ital doorkeys [13]). What is missingis a simple,universal
solution,which end-usersare likely to accepteasily. Ide-
ally, we would like to have a singledevice thatactsasboth
personalserver [20] and personalassistantfor remotein-
teractionwith embeddedsystemslocatedin proximity of
the user. This device should be programmableand sup-
portdynamicsoftwareextensionsfor interactionwith newly
encounteredembeddedsystems(i.e., dynamicallyloading
new interfaces).To simplify its acceptanceby society, it
shouldbe a device that is alreadycarriedby peoplewher-
ever they go.

We believe thatSmartPhonesarethedevicesthathave
thegreatestchanceof successfullybecominguniversalre-
mote controls for peopleto interactwith variousdevices
from their surroundingenvironment;they will alsoreplace
all the different items we currently carry in our pockets.
SmartPhoneis anemerging mobilephonetechnologythat
supportsJava programexecutionandprovidesboth short-
rangewirelessconnectivity (Bluetooth) and cellular net-
work connectivity throughwhich the Internetcan be ac-
cessed.

In thispaper, wepresentasystemarchitecturethatallows
usersto interactwith embeddedsystemslocatedin their
proximity using a Smart Phone.We have identi�ed four
modelsof interactionbetweena SmartPhoneandthe sur-
roundingenvironment:universalremotecontrol,dual con-



nectivity, gateway connectivity, andpeer-to-peer. Although
eachof thesemodelshasdifferentcharacteristics,our ar-
chitectureprovides a unique framework for all the mod-
els.Centralto our architecturearethe hybrid communica-
tion capabilitiesincorporatedin theSmartPhoneswhichal-
low themto interactwith theclose-byenvironmentthrough
short-rangewirelessnetworking and with the rest of the
world throughthe Internetover cellular links. This feature
togetherwith signi�cant processingpowerandmemorycan
turnaSmartPhoneinto thelongawaiteduniversalpersonal
assistantthatcanmakeourdaily life muchsimpler.

Therestof this paperis organizedasfollows.Section2
presentsthe enablingtechnologiesfor SmartPhones.Sec-
tion 3 describesthe four modelsof interactionbetweena
SmartPhoneandtheembeddedsystemslocatedwithin its
proximity. Section4 presentstheuni�ed softwarearchitec-
turefor all themodels.In section5, we discussthecurrent
statusandfuturework. Section6 presentstherelatedwork,
andthepaperconcludesin Section7.

2. Smart PhonesTechnology

With more than a billion mobile phonesbeing carried
aroundby consumersof all ages,themobilephonehasbe-
comethemostpervasive pocket-carrieddevice.We arebe-
ginning to seethe introductionof SmartPhones, suchas
Sony EricssonP800/P900[9] andMotorolaA760[10] (Fig-
ure1), asa resultof theconvergenceof mobilephonesand
PDA devices.Unliketraditionalmobilephones,whichhave
limited processingpower andact merely as “dumb” con-
duitsfor passingvoiceor databetweenthecellularnetwork
andendusers,SmartPhonescombinesigni�cant computing
power with memory, short-rangewirelessinterfaces(e.g.,
Bluetooth),Internetconnectivity (overGPRS),andvarious
input-outputcomponents(e.g.,high-resolutioncolor touch
screens,digital cameras,andMP3 players).

Sony EricssonP800/P900runsSymbianOS[12], anop-
erating system speci�cally designedfor resourcecon-
straineddevices such as mobile phones.It also comes
equipped with two versions of Java technology: Per-
sonalJava [11] andJ2ME CLDC/MIDP [2]. Additionally,
it supportsC++ which provideslow level accessto theop-
erating systemand the Bluetooth driver. The phonehas
16MB of internalmemoryandup to 128MB external�ash
memory. MotorolaA760hasaMotorolai250chip for com-
munication, Intel's 200 MHz PXA262 chip for compu-
tation, and 256MB of RAM memory. It runs a version
of MontaVista Linux and comeswith Java J2ME sup-
port [2].

Bluetooth [7] is a low-cost, low-power standardfor
wirelessconnectivity. Today, we can �nd Bluetoothchips
embeddedin PCs, laptops, digital cameras,GPS de-
vices, Smart Phones,and a whole range of other elec-

Figure 1. Example of Smar t Phones: Sony Er-
icsson P800 (Left) and Motor ola A760 (Right)

tronic devices. Bluetooth supports point-to-point and
point-to-multipoint connections.We can actively con-
nect a Bluetooth device to up to seven devices simulta-
neously. Together, they form an ad hoc network, called
Piconet. Several piconetscanbe linked to form a Scatter-
net.

Another important developmentfor the mobile phone
technologyis theintroductionof GeneralPacketRadioSer-
vice (GPRS)[3], a packet switching technologyover the
currentGSM cellularnetworks.GPRSis offeredasa non-
voice value-addedservicethat allows datato be sentand
received acrossGSM cellular networks at a rate of up to
171.2kbps,and its goal is to supplementtoday's Circuit
SwitchedDataandShortMessageService.GPRSoffersan
always-onserviceandsupportsInternetprotocols.

3. Smart PhoneInteraction Models

A Smart Phonecan be usedto interact with the sur-
roundingenvironment in different ways. We have identi-
�ed four interactionmodels:universalremotecontrol,dual
connectivity, gateway connectivity, andpeer-to-peer. With
thesemodels,a SmartPhonecanbeusedto executeappli-
cationsfrom assimpleasremotelyadjustingvariouscon-
trolsof homeappliancesor openingsmartlocksto complex
applicationssuchasautomaticallybookinga cabor order-
ing/payingin a restaurantusinganad hoc network of mo-
bile phonesto connectto thecashier'scomputer.

3.1. UniversalRemoteControl Model

The SmartPhonecanact asa universalremotecontrol
for interactionwith embeddedsystemslocatedin its prox-
imity. To support proximity-aware interactions,both the
SmartPhoneandtheembeddedsystemswith whichtheuser
interactsmusthaveshort-rangewirelesscommunicationca-
pabilities.Figure2 illustratessuchinteractionsusingBlue-
tooth.Dueto its low-power, low-costfeatures,Bluetoothis
theprimarycandidatefor theshort-rangewirelesstechnol-
ogy thatwill enableproximity-awarecommunication.



Figure 2. The Univer sal Remote Contr ol Inter -
action Model

Sinceembeddedsystemswith different functionalities
canbescatteredeverywhere,adiscoveryprotocolwill allow
SmartPhonesto learntheidentityandthedescriptionof the
embeddedsystemslocatedin their proximity. Thisprotocol
canwork eitherautomaticallyor on-demand,but the infor-
mationaboutthedevicescurrentlylocatedin user'sproxim-
ity is displayedonly uponuser's request.Eachembedded
systemshouldbe able to provide its identity information
(uniqueto adeviceor to aclassof devices)andadescription
of its basicfunctionalityin ahuman-understandableformat.

This model works well as long as the userhasthe in-
terfacesfor interactingwith the embeddedsystemspre-
installedon thephone.An alternative, more�e xible, solu-
tion is tode�ne aprotocolthatallowsaSmartPhoneto learn
theinterfacesfrom theembeddedsystemsthemselves.The
problemwith this ideais thatmany embeddedsystemsmay
notbepowerful enoughto runcomplex softwarethatimple-
mentssuchprotocols.In the following, we describea sec-
ondmodelof interactionthatsolvesthis problem.

3.2. Dual Connectivity Model

Central to our universal interactionarchitectureis the
dualconnectivity modelwhich is basedon thehybrid com-
municationcapabilitiesincorporatedin the SmartPhones.
They have the uniquefeatureof incorporatingboth short-
rangewirelessconnectivity (e.g., Bluetooth)and Internet
connectivity (e.g.,GPRS)in thesamepersonalmobilede-
vice.With this model,theuserscaninteractwith theclose-
by environmentusingtheshort-rangewirelessconnectivity
and with the rest of the world using the Internetconnec-
tivity. Figure3 illustratestheDual Connectivityinteraction
model.

As a typical application,let usassumethata personhas
just boughtan“intelligent” microwaveovenequippedwith
a Bluetoothinterface.This embeddedsystemis very sim-
ple and is not capableof storing or transferringits inter-

Figure 3. The Dual Connectivity Interaction
Model

faceto a SmartPhone.However, it is ableto identify itself
to SmartPhones.Using this information, the phonescan
connectto a server acrossthe Internet(i.e., over GPRS)to
downloadthecodeof the interfacethatwill allow it to be-
comea remotecontrol for themicrowave oven.Thephone
canalsoperformauthenticationover the Internetto ensure
thatthecodeis trusted.All furthercommunicationbetween
thisembeddedsystemandtheSmartPhonehappensby exe-
cutingthedownloadedcode.Thiscodewill displaya panel
that emulatesthe panelof the microwave on the phone's
screen(i.e., it effectively transformsthephoneinto anintu-
itivemicrowaveremotecontrol).

Another typical application is opening/closingSmart
Locks. We envision that the entry in certainbuildings will
soon be protectedby Smart Locks (e.g., locks that are
Bluetooth-enabledand can be openedusing digital door
keys). The dual connectivity modelenablesuserscarrying
SmartPhonesto opentheselocks in a securemanner. The
SmartPhonecanestablisha connectionwith the lock, ob-
taintheID of thelock,andconnectto anInternetserverover
GPRSto downloadthe codethat will be usedfor opening
the lock (a digital door key canalsobe downloadedat the
sametime). The server hostingthe interfaceand the keys
for the SmartLock maintainsa list of peoplethat are al-
lowed to openthe lock. The identity of the SmartPhone
user(storedon theSmartPhonein theform of personalin-
formation)is piggybackedon the requestsubmittedto the
server. If the server �nds that this useris allowed to open
thelock, it respondswith thecodefor theinterfaceandthe
digital key.

The dual connectivity model can also be usedto im-
plementelectronicpaymentapplicationssimilar to Milli-
cent[1]. A client doesnot needto know abouta vendor's
embeddedsystemin advance.TheSmartPhonecanauthen-
ticate the vendorusing its Internetconnection.The same
connectioncanbeusedby theclient to withdraw electronic
currency from herbankandstoreit on thephone.Another



Figure 4. The Gateway Connectivity Interac-
tion Model

optionprovidedby theSmartPhoneis to sendsomeof the
unusedmoney backinto thebankaccount(i.e.,make a de-
positeachtime theamounton thephoneexceedsa certain
limit). Potentially, thevendor's embeddedsystemcanalso
beconnectedto theInternet.For instance,thisability canbe
usedto authenticatethe client. Figure3 presentsa similar
applicationthat involvesaccessingan ATM usinga Smart
Phone.

3.3. GatewayConnectivity Model

Many pervasiveapplicationsassumewirelesscommuni-
cationthroughtheIEEE 802.11family of protocols.These
protocolsallow for asigni�cant increasein thecommunica-
tion distanceandbandwidthcomparedto Bluetooth.Using
theseprotocols,thecommunicationrangeis 250mor more,
while Bluetoothreachesonly 10m.The bandwidthis also
larger, 11-54Mbpscomparedto lessthan1Mbpsfor Blue-
tooth. Additionally, many routing protocolsfor mobile ad
hocnetworksbased802.11alreadyexist [19, 16]. Thedis-
advantageof 802.11is that it consumestoo muchenergy,
andconsequently, it drainsout themobiledevices' batteries
in a very shortperiodof time. With thecurrentstateof the
art,wedonotexpectto have802.11network interfacesem-
beddedin SmartPhonesor otherresourceconstrainedem-
beddedsystemsthat needto run on batteriesfor a signi�-
cantperiodof time (e.g.,severalhoursor evendays).

More powerful systems,however, cantake advantageof
the 802.11bene�ts andcreatemobile ad hoc networks. In
sucha situation,a userwould like to accessdataandser-
vicesprovidedby thesenetworksfrom its SmartPhone.To
succeed,a gateway device hasto performa changeof pro-
tocolfrom Bluetoothto 802.11andvice-versa.Many places
in acity (e.g.,stores,theaters,restaurants)canprovidesuch
gatewaystationstogetherwith 802.11hotspots.

Figure4 illustratesthis communicationmodelandalso
presentsanapplicationthatcanbebuilt on top of it. Let us
assumea scenariowherepeoplewant to booknearbycabs
usingtheirSmartPhones.Insteadof callinga taxi company
or ”gesturing” to book a cab,a client canstartan applica-

Figure 5. The Peer-to-Peer Interaction Model

tion on herSmartPhonethatseamlesslyachievesthesame
goal. Hence,the client is just one-clickaway from book-
ing acab. In thisscenario,eachcabis equippedwith 802.11
wirelessnetworking andGPSdevices,andtheentirebook-
ing processis completelydecentralized.To join themobile
adhocnetwork createdby thecabs,aSmartPhoneneedsto
connectto a gatewaystationthatperformsa translationof
protocolsfrom Bluetoothto 802.11andvice-versa.

3.4. Peer-to-Peer Model

The SmartPhonescanalsocommunicateamongthem-
selves(or with otherBluetooth-enableddevices)in amulti-
hop, peer-to-peer fashion,similar to mobile ad hoc net-
works.For instance,this modelallows peopleto sharemu-
sicandpictureswith othersevenif they arenot in theprox-
imity of eachother. Figure5 depictsyetanotherexampleof
thismodel.A groupof friendshaving dinnerin a restaurant
canusetheirSmartPhonesto executeaprogramthatshares
thecheck.Onephoneinitiatesthis process,anad hocnet-
work of SmartPhonesis created,and�nally the payment
messagearrivesat thecashier.

4. SystemAr chitecture

Oursystemarchitecturefor universalinteractionconsists
of a commonSmartPhonesoftwarearchitectureandanin-
teractionprotocol.ThisprotocolallowsSmartPhonesto in-
teractwith the surroundingenvironmentand the Internet.
Figure6 shows the SmartPhonesoftwarearchitecture.In
the following, we brie�y describethe componentsof the
softwarearchitecture.

� Bluetooth Engine is responsiblefor communicat-
ing with the Bluetooth-enabledembeddedsystems.
It is composedof sub-componentsfor device dis-
covery and sending/receiving data. The Bluetooth
Engineis a layer above the Bluetoothstackandpro-
vides a convenientJava API for accessingthe Blue-
toothstack.

� Inter net AccessModule carriesout the communica-
tion betweenthe Smart Phoneand various Internet
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Figure 6. Smar t Phone Software Architecture

servers. It providesa well-de�ned API that supports
operationsspeci�c to ourarchitecture(e.g.,download-
ing an interface).The protocol of communicationis
HTTPon topof GPRS.

� Proximity Engine is responsiblefor discovering the
embeddedsystemslocatedwithin theBluetoothcom-
municationrange.Eachtime the userwantsto inter-
actwith oneof thesesystems,andaninterfacefor this
systemis notavailablelocally (i.e.,amissin theInter-
faceCache),theProximityEngineis responsiblefrom
downloadingsuchan interface.If the embeddedsys-
tem has enoughcomputingpower and memory, the
interfacecan be downloadeddirectly from it. Other-
wise, the Proximity Engine invokes the InternetAc-
cessModuleto connectto a webserveranddownload
theinterface.Thedownloadedinterfaceis storedin the
InterfaceCachefor later reuse.Oncethis is done,the
ProximityEngineinformstheExecutionEngineto dis-
patchthedownloadedinterfacefor execution.All fur-
thercommunicationbetweentheSmartPhoneandthe
embeddedsystemhappensasaresultof executingthis
interface.

� ExecutionEngine is invokedby theProximityEngine
andis responsiblefor dispatchinginterfaceprograms
for executionovertheJavavirtual machine.Thesepro-
gramsinteractwith theBluetoothEngineto communi-
catewith the embeddedsystemsor with otherSmart
Phones(asdescribedin Section3.4). They may also
interactwith theInternetAccessModuleto communi-
catewith Internetservers.For instance,the interface
programsmay needto contacta server for security-
relatedactionsor to downloadnecessarydatain case
of a missin thePersonalDataStorage.

� Interface Cachestoresthecodeof thedownloadedin-
terfaces.This cacheavoids downloadingan interface
every time it is needed.An interfacecan be shared
by an entire classof embeddedsystems(e.g.,Smart

Locks, or Microwaves). Every interface has an ID
(which canbe the ID of the embeddedsystemor the
classof embeddedsystemsit is associatedwith). This
ID helpsin recognizingthecachedinterfaceeachtime
it needsto be looked up in the cache.Additionally,
eachinterfacehasanassociatedaccesshandlerthat is
executedbeforeany subsequentexecutionof the in-
terface.This handlermay de�ne the time period for
which the interfaceshouldbe cached,how andwhen
the interfacecanbe reused,or the permissionsto ac-
cesslocal resources.The usercansettheaccesshan-
dler'sparametersbeforethe�rst executionof theinter-
face.

� Personal Data Storage acts as a cachefor “active
data”,similar to Active Cache[14]. It storesdatathat
needsto be usedduring the interactionswith vari-
ousembeddedsystems.Examplesof suchdatainclude
digital door keys andelectroniccash.Eachdataitem
storedin this cachehasthreeassociatedhandlers:ac-
cesshandler, misshandler, andeviction handler. Each
time an interfaceneedssomedata,it checksthe Per-
sonalDataStorage.If thedatais availablelocally (i.e.,
hit), the accesshandleris executed,and the program
goesahead.For instance,theaccesshandlermaycheck
if thisdatacanbesharedamongdifferentinterfaces.If
the datais not available locally (i.e., miss), the miss
handlerinstructstheInternetAccessModuleto down-
load the datafrom the correspondingInternetserver.
The eviction handlerde�nes the actionsto be taken
whendatais evictedfrom thecache.For instance,elec-
tronic cashcan be sentback to the bank at eviction
time.

Figure7 shows the interactionprotocolthat takesplace
whena SmartPhoneneedsto interactwith an embedded
system.We considerthat any embeddedsystemis regis-
teredwith atrustedwebserver(thiswebservercanbephys-
ically distributed on multiple computers).At registration,
the web server assignsa uniqueID anda URL to the de-
vice. All the informationnecessaryto interactwith thede-
vice alongwith a userinterfaceis storedat thatURL. This
URL maybecommonfor anentireclassof embeddedsys-
tems.

The user invokes the Proximity Engineeachtime she
needsto interactwith a device locatedin the proximity.
Once the embeddedsystemsin the proximity have been
identi�ed, theusercanchoosetheoneshewantsto interact
with. Consequently, a requestis sentto theembeddedsys-
temto provide its ID andURL. Uponreceiving theID and
URL of theembeddedsystem,theSmartPhoneexecutesthe
accesscontrolhandler, andthen,loadsandexecutesthein-
terface.In caseof a missin the InterfaceCache,the inter-
faceneedsto be downloadedon thephoneeitherfrom the
web server or from the embeddedsystemitself. An inter-
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facedownloadedfromanembeddedsystemis untrustedand
is not allowedto accesslocal resources(i.e., this is a sand-
box modelof execution,wherethe interfacecanonly exe-
cutesafeinstructionson the phone).The interfacesdown-
loadedfrom thewebserveraretrusted;they areassumedto
beveri�ed beforebeingdistributedby theserver.

Eachtime a SmartPhonerequestsan interfacefrom the
webserver, it hasto sendtheinterfaceID andtheURL pro-
videdby theembeddedsystem.It alsosendsits ID (storedin
thePersonalDataStorage).Thepermissionto downloadan
interfaceis subjectto accesscontrolenforcedbasedon the
SmartPhoneID and,potentially, othercredentialspresented
by theuser. Oncethe accessis granted,theweb server re-
spondswith theinterfacecode.

5. Statusand Future Work

In this section,we brie�y outline thecurrentstatusand
several openissuesthat we have to overcomein order to
implementour systemarchitecture.We are in the process
of building the systemarchitectureon top of Ericsson's
P800/900phones.Our �rst stepconsistsof implementing
thebasicarchitecturefor theuniversalremotecontrolinter-
actionmodel.Thearchitecturecomponentsto bedeveloped
for this modelaretheBluetoothEngineandProximity En-
ginealongwith asimpleExecutionengineoverJava.

WehavepartiallyimplementedtheBluetoothEngineand
have written andtesteda few sampleprogramsto test the
feasibility of connectinga phoneto anotherphoneor to
a Bluetooth-enabledlaptop.Besidesdirectly connectingto
Bluetooth-enableddevices,a phonecanalso connectto a
LAN. We are in the processof investigatingthe feasibil-
ity of usingtheBluetoothLAN pro�le to connectthephone
to aLAN throughaBluetoothaccesspoint.

Until recently, the commercially available Blue-
tooth chips have been working well for one-hop com-
munication, but their scatternet capabilities have not
been mature enough to support multi-hop communica-

tion as needed in our peer-to-peer interaction model.
Currently, there are products [4], however, whose scat-
ternet capabilitieshave beensuccessfullytested.We en-
vision that multi-hop communicationin ad hoc networks
will take placeeither over Bluetoothor over 802.11de-
pending on the trade-offs between the battery power
consumptionandcommunicationrange.Our systemarchi-
tecturesupportsboth situationsthrough the peer-to-peer
modelandthegatewaymodel,respectively.

To connecta SmartPhoneto the Internetover GPRS,
we canuseHTTP or TCP. A decisionregardingtheproto-
col usedfor Internetaccessneedsto considerthetrade-offs
betweenthesimplicity providedby HTTP andthe �e xibil-
ity andef�ciency providedby TCP.

Althoughourarchitectureprovidesa level of securityby
obtaininginterfacecodeandcon�dentialdatafrom atrusted
webserver, many issuesrelatedto securityandprivacy still
needto be addressed.For instance,we needto investigate
differentlightweightencryptionalgorithmsthatwork onre-
sourceconstraineddevicesto countereavesdroppingwith-
outaseriousoverhead.Sofarwehaveassumedthattheper-
sonalinformationof the user, including con�dential data,
would be storedon the SmartPhone.In sucha situation,
losingtheSmartPhonecouldposea serioussecuritythreat
to theowner. Thedatastoredon thephoneshouldbemade
inaccessibleto anyonebut thephoneowner. A simplepass-
wordschemeis insuf�cient becauseenteringapasswordev-
ery time con�dential datais accessedcouldbea majorturn
off for theusers.We planto investigatebothsoftwarepro-
tectionmechanismsandhardwaresolutions(e.g.,biometric
securityusing�ngerprint recognition[5]).

6. RelatedWork

PersonalServer [20] is a small-sizemobile device that
storesuser's dataon a removableCompactFlashandwire-
lessly utilizes any I/O interfaceavailable in its proximity
(e.g.,display, keyboard).Its maingoalis to providetheuser
with a virtual personalcomputerwherever the usergoes.
Our goal is to provide a simplemethodof interactionwith
systemsembeddedin thesurroundingenvironment.Unlike
PersonalServer which cannotconnectdirectly to the In-
ternet,SmartPhonesdo not have to carry every possible
dataor codethattheusermayneed;they candownloadon-
demanddataandcodefor interfacesfrom theInternet.

CoolTown [17] proposesweb presenceas a basis for
bridgingthephysicalworld with theWorld Wide Web. For
example,entitiesin thephysicalworld areembeddedwith
URL-emitting devices(beacons)which advertisethe URL
for the correspondingentities.Our model is more �e xible
aswe allow codeanddatato bedownloadedto mobilede-
vices,eitherfrom thephysicalenvironmentvia short-range



wirelessconnection,or from theInternetvia theGPRScon-
nection.

Microservers [15] shareone of our goalsof turning a
handhelddevice into a universalremotecontrol.Their ap-
proachconsistsof embeddingweb servers in Bluetooth-
enableddevices and using WAP over Bluetooth to com-
municatebetweenthehandheldandthesedevices.Our ap-
proachis morepracticalsinceit doesnot requireany com-
plex software to be installedon resourceconstrainedem-
beddedsystems.Additionally, it covers other interaction
modelsbesidesthe universal remotecontrol model (e.g.,
gatewaymodel,peer-to-peermodel).

Jini [6] isasystemdesignedtodealwith resourcediscov-
ery andinteractionin a new environment.Whena service
joins a network of Jini-enabledservices,it advertisesitself
by publishingan object that implementsthe serviceAPI.
Theclient �nds servicesby looking for anobjectthatsup-
portsthis API. Whenit getstheservice's publishedobject,
it downloadsany codeit needsin orderto talk to theservice
(via RMI, CORBA, XML, or any private protocols).We
sharea few designprincipleswith Jini, but unlike Jini, our
architecturedoesnot requirean infrastructure,and there-
fore, it is moresuitablefor ubiquitouscomputingenviron-
ments.

The ideaof usingdigital doorkeys to unlockdoorshas
alreadybeenproposed[13] as an addition to a Personal
Server. However, the issueof digital door key distribution
from the external authority to the PersonalServers is not
addressed.Our work usesthe SmartPhoneasan incarna-
tion of a PersonalServerandalsoaddressestheissueof se-
curekey distribution. More generally, our systemarchitec-
ture providesa generalframework that canbe usedto im-
plementany applicationthatneedsto interactwith wireless
embeddedsystems.

7. Conclusions

In thispaper, wehavearguedfor turningtheSmartPhone
into theonly device thatpeoplecarryin theirpocketswher-
ever they go. The SmartPhonecan be usedas both per-
sonalserverthatstoresor downloadsdatathatits userneeds
andpersonalassistantfor remoteinteractionwith embedded
systemslocatedin theuser's proximity. To achieve this vi-
sion, we have presenteda uni�ed systemarchitecturefor
differentmodelsof interactionbetweena SmartPhoneand
thesurroundingenvironment.Centralto thisuniversalinter-
actionarchitectureis thedualconnectivity featureof Smart
Phones,which allows them to interactwith the close-by
environmentthroughshort-rangewirelessnetworking and
with the restof the world throughthe Internetover cellu-
lar links.
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