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Abstract

To ensure fair and secure communication in Mobile Ad hoc et (MANETS), the applications running in these networks
must be regulated by proper communication policies. Howergorcing policies in MANETS is challenging because thagk the
infrastructure and trusted entities encountered in ti@u distributed systems. This paper presents the desidriraplementation
of a policy enforcing mechanism based on Satem, a kernel-tewsted execution monitor built on top of the Trusted f@lau
Module. Under this mechanism, each application or protéwad an associated policy. Two instances of an applicationimg
on different nodes may engage in communication only if thesges enforce the same set of policies for both the applicati
and the underlying protocols used by the application. Is thiay, nodes can form trusted application-centric netwoBefore
allowing a node to join such a network, Satem verifies itsttvogthiness of enforcing the required set of policies. Rermore,
Satem protects the policies and the software enforcingetipeticies from being tampered with. If any of them is compised,
Satem disconnects the node from the network. We demonstrateorrectness of our solution through security analyasisl its

low overhead through performance evaluation of two MANET Dlagations.

Index Terms: Trusted computing, ad hoc networks, mobile corputing

I. INTRODUCTION

With the maturity of short-range wireless technologies praliferation of mobile computing devices, building rdidé applications
over mobile ad hoc networks (MANET) becomes feasible. Fetaince, two potential applications are traffic monitorings€hicular
networks and peer-to-peer file sharing in ad hoc networksrafrsphones. A key to the success of such applications is &anesnm

assuring secure communication and proper collaboratioongnall participant entities. To achieve this goal, commation policies
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that govern the interactions between entities must be dkfind enforced. For instance, in a traffic monitoring appidrg the policy
can guarantee that a car always forwards accident alertartoocoming behind it. Similarly, in a peer-to-peer applmat the policy
can guarantee that a smart phone can post a query only if itmaae several contributions such as publishing files or fating
other queries.

Mechanisms to define and evaluate security policies have edl studied in traditional distributed system [1], [2].Hile these
methods provide sufficient expressive power to represelitipe for MANET applications, the challenge is how to em®rsuch
policies in MANETSs. Most of the existing policy enforcemestlutions have focused on Internet-based systems [3],[$4],[6].
Unfortunately, these solutions are not fit for MANET for tweasons. First, they enforce policies on trusted “choke tpbite.g.,
firewall or proxy), which do not exist in MANETs due to the laokinfrastructure. Furthermore, determining where to placchoke
point in a MANET is almost impossible because the paths betwedes change frequently due to mobility [7]. Second,tiexjs
methods aim to protect the servers from unauthorized chepnesses. In MANET, this distinction does not exist as emege can
be a server and a client at the same time, and no entity carusiedrmore than another.

A potential solution for such a peer-to-peer environmeriaw-Governed Interaction (LGI) [8], [9]. LGI governs thernmunication
between all nodes in the network by enforcing a unified groolicy on a set of middleware controllers. However, LGI reqsithe
controllers to be trusted, but does not provide means obbsiéng the trust. Consequently, in practice, it can ongy dpplicable
in controlled environments where the enforcers can be geglar elected, such as corporate intranet [10], [6] andrheteP2P
[11]. McCune et al [12] advanced another step by developirglpared trusted reference monitor (Shamon) across a owoaliti
nodes using remote attestation. Shamon enforces comntionigaolicies at the virtual machine level and requires teath node
runs multiple virtual machines (one for each applicatiam)jch may not be practical for mobile devices. AdditionalBhamon does
not provide enough flexibility to compose applications amdigies. If an application depends on others, then all ofittegether
with their policies must be isolated in one virtual machine.

Different than enforcing policies in the network, anothppepach is to allow only nodes owned by trusted principalpadicipate
in the network [13]. The method does not address the casearfyamous nodes spontaneously establishing MANETSs. Furtte,
such methods provide insufficient level of security becaas@mown-to-be-trusted node is more likely to be compromiaed taken
over by an attacker in MANETS than in infrastructure-basetivorks, due to the lack of physical protection.

This paper presents the design and implementation of aypelorcing mechanism based on a kernel-level trusted ¢xecu
monitor. Under this mechanism, each MANET application atpecol has its own policy. All nodes supporting a certain application
and enforcing its policy form a trusted application-cantietwork. Since an application may depend on other apjitsit our policy

enforcing mechanism creates a trusted multi-tier netw®hHe member nodes in such a network must enforce the polisgscated

1in the rest of the paper, we will use the terms application prdocol interchangeably to denote a piece of softwarelatgd by its own policy.



with these applications as well. For instance, a peer-t-file sharing application may depend on an on-demand @yiatocol. In
this case, the mechanism creates a two-tier trusted filenghaetwork. It first establishes a trusted routing tier, dethce, a trusted
network for routing, comprising of all the nodes that enéotbe routing policy. On top of this tier, it then creates a §itearing tier,
enforcing the file sharing policy.

In our policy enforcing mechanism, nodes can be members dfipiumulti-tier networks simultaneously. For examplet Lis
consider that a vehicular traffic monitoring applicatioresishe same routing algorithm with the file sharing applaratNodes in the
aforementioned file sharing network can also establishfictrmonitoring network by creating, on top of the routingrtia separate
trusted tier enforcing the traffic monitoring policy. Two des may communicate through an application if and only i teeforce
the same application tier policy and all the underlying peticies.

Our policy enforcing mechanism allows each node to unifgremforce the policies without assuming any prior trust wother
nodes. This is similar to the method of building trusted ad hetwork we developed previously [14]. To ensure trustelicpo
enforcement, we augment each node withuated agentwhich protects the policy enforcement components fromdpebmpromised.
When a node joins a trusted tier, its trusted agent helpdlestarust by proving the execution of a correct trustedrage trustworthy
policy enforcing software component (referred topadicy enforcerhereafter), and the right policy. Furthermore, it ensutes the
integrity of the agent, the enforcer, and the policy will i@ compromised. This is possible because the trusted agquari of
the operating system kernel and guarantees the integritiyeokernel and all programs involved in policy enforcemdrierefore, it
can foil attacks, including those launched by local usergamper with the enforcer or the policy being enforced. Iy af these
components is compromised, the trusted agent will disotntte node from the trusted network.

The trusted agent is built on top of Satem [15], our trusteztaiion monitor based on a low-end trusted hardware, TauBtatform
Module (TPM) specified by the Trusted Computing Group (TCT®]]. Due to its low cost and broad support by computer makers
the TCG TPM has been already integrated in many laptops.dméar future, it will also be installed on smaller mobile ideg
such as PDAs and mobile phones [17], which makes our TPMdbagproach feasible for MANETS.

This mechanism provides a number of benefits, which makeititde for MANETS. First, policy enforcement in the muliet
networks is entirely distributed without relying on any trah trusted choke points. Second, the trusted networkselfeorganized.
They can be established and managed spontaneously witdguiting pre-deployed trusted entities or centralized agg&ment. Third,
the multi-tier trust enables flexible enforcement of compb®licies, which can be defined across various interdepgngtocols
and enforced independently, tier by tier. Furthermore,esodinning multiple applications can join multiple trusteetworks, each
enforcing policies for different applications without énfering with each other.

We implemented a prototype of the policy enforcing mechanis Linux and tested it over an IEEE 802.11-based wireless ad

hoc network that is composed of TPM-enabled laptops. WeralsdNS-2 [18] simulations to evaluate the performance igdascale



MANETSs. The experimental results demonstrate low overaditg in application execution and network communicatiospie high
one-time initial cost in network establishment. The sirtiolaresults reveal that nodes can join the trusted tierk Wigh probability
even if the underlying MANETSs are highly volatile. The ovi@dmmunication overhead over long network paths incredsé still
remains at low levels: less than 10% in networks with infesgiuconnectivity loss and about 20% in high-mobility netkgowhere
connectivity among nodes is unstable.

The paper is organized as follows. We motivate the researc®ettion Il through three examples. An overview of the g
network is presented in Section llI, followed by the desifithe policy enforcing mechanism and the details of the tessablishment
protocols in Section IV. Section V describes the prototymglementation. The experimental and simulation resuksaaralyzed in
Section VI. The limitations of our method and related work discussed in Section VII and VIII, respectively. Finallye paper

concludes in Section X.

Il. MOTIVATION

In this section, we illustrate the challenge of enforcingresimple policies for three MANET applications. We will shdwow to

solve these problems using our approach in next section.

A. Example 1: Secure Routing

Consider a group of nodes supporting Ad hoc On Demand Dist&gctor(AODV) [19] routing protocol. AODV is known to be
vulnerable to wormhole attacks [20], in which an attackepleits a fast tunnel to attract all network traffic through @ne way
to defeat this attack is to implement Packet Leashes [20]ekample, a geographical leash can ensure that the déstimaide is

within a certain distance from the source node. It is impleted as follows:

The source node checks for each AODV reply from the destination nedéna. > ||p(s) — p(r)|| + 2(¢r —ts) X v + e, Where
dmaz 1S the max distance that the destination nades allowed from the source node p(s) is the position ofs at ¢, the
time of sending the AODV packet;r) is the position ofr at ¢, the time of receiving the AODV packet,s the maximum
relative moving speed of the two nodes, anid the acceptable error. Replies that do not pass the cheeldaemed as from

wormholes and rejected.

We can directly translate the above leash into a routingcpdhiz. However, the implementation of the above leash or enfoergm
of the policyPx requires that node ands be loosely synchronized andcan authenticate. In general, this is non-trivial in MANET
due to the lack of a central time server. In case of anonymougamnment, this becomes more difficult since the two nodas c
not trust each other. The node has to rely on round-trip dedagstimate the time needed for an AODV message to reach liee. ot
However, this method will accumulate large errors with nembf hops and distance between the two nodes increasingefohe,

the best place to detect the wormhole is on the node that s d¢tw either end of the tunnel. The further away the node &s)dbs



precise the estimate becomes. and the hiaher false peséive neaatives the method incurs. However, this is infeasibce we do

not know
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Fig. 1. Policy Enforcement in Multi-tier Networks. Nodes 1,3, 4, 6, 7, 8 and 9 establish an AODV routing tier. On top of it, mdes 1, 4 and 6
establish a file sharing tier and nodes 6, 8 and 9 establish a g tier. Hence, nodes 1, 4 and 6 form a trusted two-tier file shiing network enforcing

both the file sharing and routing policies. Nodes 6, 8 and 9 fan a trusted two-tier game network enforcing both the game androuting policies.

B. Example 2: Unselfish Sharing

Consider cars on a highway forming a vehicular network t@abtraffic information ahead of them [21]. Each node simétzusly
posts queries, answer queries, receives responses, amardsrqueries for others. To benefit all cars in the netwdrks vital to
ensure that enough cars respond to and relay the queriesdplmgtothers. Similar concerns exist in other applicatianshsas a P2P
file sharing network, where sufficient file providers are desi To achieve these goals, each node must abide by a pejicyike
the following, before joining the network:

Every mobile node has to serve or relay at least 1 request fithrars after posting 3 queries to the network.
Clearly, the only way to enforce the policy is to do it on eveiyde in the network. Due to the anonymous nature, any igentit

based policy enforcement method, such as Peace [13], doegpply.

C. Example 3: Fair Game

Consider a group of smart phones using a MANET to play an enfjame. They are separated intdeams and each of them
chooses to join one of the teams at the beginning of the gamen3ure each node can only take one role in the game, theviiogo
game policyP¢ is defined:

Each gaming node is free to join any of théeams. But once it joins one, it can not join another team ouitHirst withdrawing
from the current team.

The above policy is similar to Chinese Wall Policy [22]. Erfimg such a policy for Internet based applications has laekeliessed
in literatures such as [9]. The existing methods rely on thpability of differentiating one node from another. Howewdue to

Sybil attack [23], this is difficult in MANET.



It is difficult for existing methods to enforce any individysolicy aforementioned. To make it more challenging, thpskcies can
be related. For example, secure routing may be prerequisisecure the file sharing and gaming applications. Thezefemforcing
the file sharing or gaming policy requires that the undegyiouting policy have already been enforced. On the othed hamode
may run the file sharing application side by side with the geyrapplication. Enforcing the policy for one should not ifeee with
the other. Since nodes can run these applications in any ioatigns, it is critical to enforce their associated pagiflexibly and

organically.

IIl. TRUSTEDMULTI-TIER NETWORKS

In this section, we first formally define the trusted mulértnetworks. Then, we illustrate how to create the networkugh an

example.

A. Definition and Policy Enforcement

For some applicatiory, we define the trusted policy enforcing ti&g, as follows:

To =< N,S,P >

where N are the set of nodes communicating througjhand P is the policy defined forS. To facilitate description, we use “” to
represent “member of” relation, i.e7y.N means the set of nodes in the tigy.

Assumes calls a set ofi independent protocols and each protocol is associatedanptblicy, the nodes running these applications
and enforcing their associated policies foffgis underlying tiers7y, 75, ... 7;,. Similarly, each of these protocols may also depend
on other protocols and therefore has its own underlyingsti&ssume that there are totally direct and indirect underlying tiers of

Ty, thesem + 1 tiers form the trusted multi-tier network of defined as follows:

m m m
N =< ﬂ T.N, |J7Ts, U T,.P >
1=0 1=0 1=0

Each policy is enforced at its associated trusted tier inddpntly. Each trusted tief; ensures both compliance and authenticity
of the messages ;.S as follows:

1) Compliance.For each member node @f to send a message .S, it must be permitted byz;.P.

2) Authenticity. For a message df;.S to be accepted by a member nodeZgf it must be sent by another member node.

Compliance ensures that all member nodes abid€;by in communicating with each other through.S. This is accomplished
because only nodes that are trusted to enfdPoean join the trusted tier. Once the trust is establishedntue’s underlying trusted
computing system ensures that it will not be compromisede@®tise, the node will lose its membership of the trusted tiée
will discuss how these are accomplished in the next secfithenticity prevents a non-member node from creating aujekcting

messages to the trusted tier. To achieve this, the enforcéreonode attaches a Message Authentication Code (MACxtoreassage
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Fig. 2. Multi-Tier Creation. Building the trusted 2-tier fil e sharing network demands creating the AODV tier 7y followed by the file sharing tier
Tr. To create the AODV routing tier 7z, node 1 initiates 7z and invites its neighbor nodes (2 and 3) to join the tier. At s¢p 2, node 2 joins7g
and further invites its neighbors (node 4 and 5). Finally, nale 6 joins the tier at step 3. The file sharingZ is then built similarly on top of the

AODV tier.

X of S it sends out. The trusted tier ke~ is used to compute the MAC code e.gfy(X) = HMAC (kr, X). kr is created when

T is established and shared by all member node%.iWe will discuss more on the trusted tier key in the followisgctions.

B. Example: Two trusted two-tier networks

In order to understand the main idea of our solution, let L& fionsider the example presented in Fig. 1. This examplesho
a group of nodes using a MANET to run a file sharing and a gamdicapipn, denoted by and G. Both applications rely on
AODV routing denoted byR. The nodes can build two trusted two-tier networks: (1) agharing network\Nz consisting of a file
sharing tier7z and a routing tierZg; and (2) a game network/; consisting of a game tief; and the same routing tiefz. A
node can join more than one multi-tier networks at the same {e.g., node 6 in this example). Nodes in each tier mustrenfine
tier policy, Pr for 7T, P for 7, and P for 7. Formally, N and N are defined as follows:
Tr =< {1,3,4,6,7,8,9}, R, Pg >
Tr =< {1,4,6}, F, Pp >
Ta =< {6,8,9}, F, Pg >
Nr =< {1,4,6},{R, F},{Pg,Pr} >
Ng =< {6,8,9},{R,G},{Pr, Pg} >
Enforcing Pr, Pr, and P is no longer a problem ity and A because they are enforced on every member node of them.
For Pg, if there is a wormhole in the networks, the node closest @ whormhole will check the leash and detect the existence
of the wormhole. EnforcingPr and Pg is also straightforward since the history of the node pastineries, serving requests and

registering its identity is available on this node.



For two nodes to communicate, they have to be in the same-tiailthetwork. For example, in Fig. 1, node 1 cannot share file
with 3 because node 3 does not enfoe and is not a member of the trusted two-tier file sharing netwbleither can files be
shared between node 1 and 2 as node 2 does not join the undettysted routing tier. On the other hand, the two nodes do no
have to be neighbors, as the higher tier application traéiit lse routed by the trusted lower tier in a multi-hop fashieor. example,
node 1 and 4 can share files securely by routing through nodéo8e 3 is trusted to enforc€r even though it is not trusted to
enforce Pr. Nodes in any trusted multi-tier network must have the gdshgent. Otherwise, they cannot join any trusted tier, such

as node 5.

C. Creating a Trusted Multi-tier Network

Building a trusted multi-tier network involves establisgiall the trusted tiers it is composed of in a bottom-up fashiFor
example, to build the file sharing multi-tier networr in Fig. 1, the trusted AODV tierTy is first established followed by the
trusted file sharing tieZr. Fig. 2 illustrates this procedure.

A tier is created step-by-step. First, a node begins to eaftie tier policy. It creates the tier key, which is used tthenticate
in-tier communications as discussed eatrlier. By doing sbecomes the first member of the tier, calledginator of the tier, e.qg.
node 1 in Fig. 2. The originator then broadcasts an invitato its neighbors, e.g. node 2 and 3, to join the newly cresiexd
Assume node 2 and 3 choose to join this tier. Since node 3 &¥dtg, it succeeds in joining the tier and receives the tier key
from node 1, but node 2 fails because it does not enfdtge Next, node 3 extends the tier one step further by invitingdeso4
and 5. Similarly, node 4 joins and continues the processdiude node 6 in the tier. The tier originator controls theesif the tier
by setting a TTL parameter in the invitation message. Eaate rdecrements the TTL after joining the tier and stops fodivay the
invitation message once the TTL becomes 0. The joining phaeeis defined in JOIN protocol, which will be discussed itade
in next Section.

Once the routing tier is built, the upper-layer file sharimgy tan be built in a similar way. The difference is that thedstcast
is in a multi-hop manner. That said, a member node of the fitgisy tier broadcasts the invitation to its neighbors. Ifeaghbor
node decides to join the tier, it re-broadcasts the ingtath the same way as in the routing tier creation. Even if tbigimbor node
does not join the tier, it forwards the invitation messagétgmeighbors and acts as a router for further communicdbetmveen the
sender and other potential members of the new tier. In an adnktwork, the neighbor node may also choose not to forwaed th
invitation. If all intermediary nodes are not cooperatitige tier expansion stops.

Each tier application comes with a signed policy. When a rind&lls an application, it installs its associated poksywell. Tier
policies are defined and enforced independently. The pdéticya multi-tier network is composed automatically from tinelividual
tier policies based on the application dependencies. Fample, Node 1 in Fig. 1 is a member of the routing tier, whickuzas

the packets sent and received at its file sharing tier areedotiirough the trusted routing tier. On the other hand, th@icgiions



may come with contradictory policies or may use differerielaspaces. We do not address these issues in this paper.
The policies are enforced by each node in the multi-tiertédisnetwork rather than by a trusted central authority. &foee, it
is critical to verify a node’s trustworthiness of enforciegery tier policy. This is accomplished when the node joims hetwork

through two protocols: JOIN or MERGE. We will discuss thentlie next section.

IV. NODE ARCHITECTURE ANDPROTOCOLS

In this section, we introduce the node architecture of outhae As shown in Fig. 3, it consists of a trusted agent (Sptantier
manager and a number of enforcers, each of which enforcesr @dlicy. We then discuss in details the two protocols: J@hd

MERGE, followed by the analysis of their correctness.

A. Satem: The Foundation of Trust

We leveraged Satem [15] to build the trusted policy enfayamechanism. Originally, we designed and implemented Satem
ensure requesters of a remote network service that thecseexecutes only trusted code. Satem is composedtofséed agent
in the OS kernel of the service platform andrast evaluatoron the user platform. The service provider performs thesadit®n
of the OS kernel (including the trusted agent) through atédidoot process using the TPM specified by the Trusted Congput
Group (TCG). Subsequently, the trusted agent takes adyarifithe service execution context to only verify the intiggof the
code loaded dynamically by the service. More importantiyerisures that the service executes only trusted code bgqbirg the
service execution in the OS kernel.

Central to Satem is the commitment protocol. Before stgréitransaction with a service, requesters ask the trustent &g provide
the integrity measurements of the OS kernekyatem commitmenand aservice commitmenfThe commitments are certificates
describing all the code files the kernel and the service magcwge in all circumstances (e.g., executables, librari€sf system
commitment includes the kernel binary and all the modulesialy load. The service commitment includes the entire codekst
of the service including the service application binanarsl libraries, other applications it calls during exesatand their shared
libraries.

Each piece of software described in the commitments is difiiyea combination of its identifier (e.g., name and versiorg the
SHA1 hashes of all its code files. It is the service provider's ocesibility to create appropriate commitments. The sergoavider
uses static or runtime analysis to determine the code basant@ments for an application typically includes severatehs of code
hashes. For example, the system and service commitmeaggetder for the P2P file sharing application running Mute] [2élude

47 code file hashes. The service provider collects the codkelsaand generates the commitment certificate as follows:

1) Request code certificateEhe service provider requests each vendor to generate awsighed code certificate in the same

format as the commitment for its code.
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Fig. 3. Node Architecture of the Trusted Multi-tier Network

2) Sign the commitment®he requester forwards all the code certificates and the ¢onent to a third-party trusted Certificate
Authority (CA). The CA needs to verify the signatures of alde certificates and compare the code hashes in the commitmen
against the certificates. The CA signs the commitment if amlg @ it verifies all code certificates and code hashes in the
commitment.

Satem only guarantees the integrity and the authenticitthefcode, but not its correctness. The requester must haveah |

trust policy that governs which kernel and services aretédlislt takes two steps to verify whether a service is trustabt, it
authenticates the kernel and service commitment certficand learns the identities of the kernel, its modules, hadservice 2.

Second. it verifies the kernel and the service anainst thwt mlicv.
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Fig. 4. JOIN Protocol. Node 1 joins the tier by conducting theJOIN protocol with node 2 that is already in the tier.

In Satem, evaluating a commitment is reduced to authemt@dhe certificate. In general, this is non-trivial in ad hoetworks
due to the lack of constant connection to the Internet andPiiglic Key Infrastructure (PKI) [25]. A node may still be abio
authenticate a certificate if it locally holds the public kafythe signing certificate authority or a valid certificateaghto it. However,
it is unable to validate in real-time the certificate sincéhdts no access to the CA's certificate revocation list. Thesiéscan be
significantly alleviated given the special nature of thelyan we aim to solve. As discussed in [26], although nodes atohave
persistent Internet connectivity, they can still get orelfrom time to time. For example, a user may be off-line onrdericity train
most of the time, but get online when the train enters a tratian. Furthermore, a Satem commitment only states thatda dile
has a certain correspondir8HA1 digest. This fact is invariant under any circumstance. lyastnce the ad hoc network is formed

for a specific task and only lasts for a relatively short pergs time, the likelihood of revoking a certificate is neghtg.

2The commitment authentication is not trivial in ad hoc netwo We will presents our solution for such networks latettiis section.
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Based on the above observations, we introduce a shortdifificate to authenticate the commitment. Each node abtairegular
long-life commitment certificat€’;,, a short-life commitment certificat€s, and the authority’s certificaté’y when being connected
to the Internet. When losing Internet connectivity, it cail ase theC4 to authenticate”s of other nodes. Since this certificate is
only good for a short period of time, there is no need to be eored about revocation. Afters expires, the node needs to regain
Internet access to renew it using @§,. The CA verifies theC;, using PKI and grants the renewal request without re-aduitegirtg
it from scratch.

The trusted agent enforces the system commitment at boet &ind the service commitment upon being started such that the
kernel and the service are forbidden to load any code filesateeither undefined in the commitment or tampered with.rdfoee,
if the requester verifies that the kernel, the agent, and dimengtments are trusted, it is convinced that (1) the seriige executed
only trusted code up to the time of integrity measurement; @) the service will continue to do so in the following phaskie to
the protection provided by the trusted agent. We will discomre implementation details on commitment enforcemergantion

V.

B. Tier Manager and Enforcer

The tier manager is an application that allows the node tatergoin and merge into a tier. When the user decides to er@at
new tier, she calls the tier manager to create the tier keysaaud the tier creation procedure. Then, the tier managemuanicates
with the tier managers on other nodes through the JOIN or MER®@tocol. The node may join multiple tiers and thereby, run
multiple enforcers. An enforcer is any software that carosd the tier policy. In the simplest form, the tier applioatitself has
built-in capabilities of enforcing certain policies andnche the enforcer. Both the tier manager and the enforcer tgtusted.
This is achieved by defining the code base of the tier manag#re system commitment and the code base of each enforcer in a
service commitment (called enforcer commitment in thisggapConsequently, Satem enforces these commitments verréhe tier
manager and the tier enforcers from being tampered with.

Before creating or joining a tier, the user first registers tier enforcer with the tier manager. As explained later@iN protocol,
this enables the tier manage to deliver the correct enfaroermitment. Moreover, at the end of the JOIN and MERGE paityc
the tier manager receives the tier key. Then, the tier maneaye deliver the key to the right enforcer that has been pteteby the

trusted agent.

C. Joining a Tier

The JOIN protocol is used when a node wants to join a trustedidr the first time. The new node communicates with a member
node of the trusted tier. The member node has to verify thanw node is trustworthy to enforce the tier policy. At thenedime,

the new node must also verify the trustworthiness of the membde. Fig. 4 illustrates the JOIN protocol. In the figure, assume
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that Node 2 is already a member of a trusted tier and Node lsatanjoin this trusted tier. In this example, we also assuna th
each application comes with an associated policy, whichiosed on each node together with the application

1) Request to join. As illustrated in steps 1-2 of Fig. 4. Node 1 sends a join retjt@ Node 2 by specifying the application
identity (e.g., the IP address and port number) and receivesjuest for a guarantee of trusted enforcement of the oikézyp

2) Deliver the commitment. This is done by steps 3-6 of Fig. 4. Node 1 first evaluates vendtte policy can be enforced. Then,
it calls the trusted agent to generate a Satem report ingu() its system commitment, (b) the enforcer commitmest {he
service commitment defined for the enforcer), and (c) thedrity measurement of booting. Finally, Node 1 sends therSat
report to Node 2 for evaluation.

3) Evaluate the commitment. This is step 7 of Fig. 4. Node 2 first authenticates and verifiesintegrity of the commitments
and attestation. Then, it verifies the system commitmemtetiforcer commitment, and the boot attestation in the Sadpart
against the local trust policy before accepting Node 1 totite From the boot attestation, the member node learnstkieat
requesting node has been booted into a trusted Satem kiEm®king the system commitment convinces the member node tha
the kernel of the requesting node will not load untrusted ahes] which protects the trusted agent from being tamperigd w
Knowing the enforcer commitment convinces it that the etdorsoftware execution stack on the requesting node isettust
because the trusted agent will enforce the commitment teepteuntrusted code from being loaded by the enforcer.

4) Grant the join permission. As shown in step 8-10 of Fig. 4, Node 2 accepts the join reqaedtsends the trusted tier key
along with its own Satem report to Node 1. Node 1 then veritiesreport the same as Node 2 did at step 7. After it sets the
tier key and enforces the tier policy, Node 1 becomes a mermbéhne tier and can not exchanged with other nodes in the

same tier using the tier key.

D. Security Analysis of JOIN Protocol.

Attacker model. Let us consider a local attacker on Node 1 (the analysis Hbltie attacker is on Node 2). We assume that the
attacker cannot break the TPM or launch hardware basedksitaod in particular, cannot use direct memory access (DN¥9
further assume that the attacker is unable to bypass the opelating system to gain access to system resources, sunkrasry,
CPU, network card, and disk. To achieve this, direct memamgesas from user space via /dev/imem and /dev/kmem is disabled
Satem implementation. Other than these restrictions, ttheker can have full control of the software system, inzigdoot privilege.

« Disable enforcement of the tier policy. The most direct attack is to disable the enforcement of thiepolicy after obtaining

the connectivity. The attacker can do so by disabling thécpanforcer. This requires removing the policy enforcdesnel
module. The trusted agent intercepts the removal requektlaars the tier key before removing the module. Thus, ttecker

has to first disable the trusted agent (Satem). The attackgramoose not to enable the trusted agent. However, thisweike

3Policy distribution is discussed in more details later iis thection
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the node fail to join the tier at step 7. Alternatively, théaaker may want to disable the trusted agent after beingpsedeo
the trusted tier. However, the only way to turn off the trastgent is to reboot the system, which will wipe out all tieyke
and force the node to rejoin the tier.
Modify the policy. The attacker may attempt to modify the current policy atiraet The trusted agent secures the memory
space holding the policy, such that only the tier managenirite permission to it. Additionally, the tier manager isopected
by the trusted agent. The attacker may try to run a maliciersnbanager. But this will make the node fail to pass evatumti
at step 7.
Steal the tier key. The attacker may attempt to steal the session key on the @t of the creators was selected to generate
the key, which became the first node in the tier. Which node sedscted is irrelevant since the key is secured by the tluste
agent in memory and accessible only to the tier manager andieh policy enforcer. The tier manager and the enforcer are
not allowed to disclose it to any other program or save it &kdViolating enforcers will either be stopped due to theoecdr
commitment, or revealed to the member node, thus causingotherequest to fail. The protocol ensures secure distidiout
of the key by establishing mutual trust between the joiniogen(Node 1) and the member node (Node 2). On one hand, the
member node (key owner) will not distribute the key to anyrusted node (step 8). On the other hand, the joining nodenwill
accept the key from a member node unless the member node élavéefied to be trusted (step 9). Consequently, an unttuste
node cannot create a key and fool others to accept it.
Hijack the key. The attacker may try to steal the tier key in distribution htercepting it at step 8. To ensure secure distribution
of the key, the tier manager on Node 1 dynamically createsbéigpprivate key pair PK1, SK1) when it is loaded to run. The
public key PK; is passed to Node 2 along with the TPM report at step 4 whictsésl by Node 2 to encrypt the tier key at
step 8. Node 1 then decrypts the encrypted tier key using dhemsonding private keg K. The private key is cached in the
tier manager's memory and never disclosed to any other psgseor saved to disk. The trusted agent protects the key from
being disclosed to any process other than the tier manageade of system suspension, all tier keys are wiped out. \Wieen
system resumes operation, it has to re-join the previous.tldence, the attacker is unable to acqui€; to decrypt the tier
key intercepted at step 8.
Play man-in-the-middle. The attacker may want to replay a valid TPM report and exptdid gain trust from Node 2. The
protocol foils the attacker by including a nonce in the d#tan report. The attacker may also attempt to play a mahen
middle attack by creating her own public-private key pdﬁl\sﬂ, 57(11) and replacing the aforementione® K, SK1) with
them in order to decrypt tier key WIth K .

Although PK; is not authenticated in the protocol, it is attested in thé/Tiéport. When the TPM report is generated, the

tier manager computes the hash valuePdt; and passes it as a parameter to the TPM. By evaluating the Epbttr Node 2
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knows that the public key belongs to the node that generhteseport. Since the joining node is trusted because of thertre
and is the only one that has the corresponding private keyetoypt the tier key, the member node is assured that tier &ey i
distributed to a node that is trusted to enforce the policy.

Our method was originally developed in Satem [15] and is Isimto [27]. It is orthogonal to identity based authentioati

and can be used in combination with any existing MANET keyhantication methods such as [28], [29], [30], [31], [32].

New Tier Old Tier Old Tier
Knew , 1. Negotiation \ Koia Kola
f< 2. JOIN > 3. MERGE Invitation R
: I(nevmkold 3 ”

4. Authenticate old tier membership

[y

; i 5. Deliver the new key and authenticate old tier menstiip ;
1 ! i KnewKold

\4

Fig. 5. Merge Protocol. The old tier and the new tier enforce he same policy but were created separately and have differetier keys. Node 1 in
the old tier joins the new tier by conducting the JOIN protocd with Node 2. Then, Node 1 calls for other nodes (e.g. Node 3 ithe old tier to

merge into the new tier through the MERGE protocol.

E. Merging Tiers
Two tiers enforcing the same policy but using different kegs be united by the MERGE protocol. Every node has an equal
opportunity to establish a trusted tier. To prevent muitipbdes from establishing the same trusted tier at the saneg tie originator
may first query its neighborhood for the existing tier. Hoeewthis method does not work if two nodes are not reachabla fach
other. As a result, they will create two trusted tiers rugnthe same application and enforcing the same policy, butitgldifferent
trusted tier keys. When later connectivity becomes avkldietween them, they cannot communicate with each othehisncase,
the two trusted tiers can be merged by unifying the two tigrskimto one common key. This procedure starts when a nodegNod
1) in a tier (tier A) learns the existence of another tierr(8) nearby. For instance, it may receive a message from Nottatit
cannot authenticate. This may indicate that Node 2 is rgnttie same application but having a different key. To verityether tier
B is enforcing the same policy, Node 1 exchanges its poliay \Wode 2. If the policies are the same, Node 1 starts the MERGE
protocol to unify the key. Fig.5 shows the steps of the MERG@&qeol, which can be categorized in two phases.
1) Change membership.
This is the steps 1 and 2 in Fig.5. Nodes 1 and 2 first negotfa@enew key to be used by the merged trusted tier. They
compute a hash of their own keys and select the key with gréaigh value as the new trusted tier key. Assume the key of

Node 2,knew is chosen, then Node 1 joins Node 2’s tier through the JOINgom mentioned above. After receiving the key,
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Node 1 verifies it against the hash received in the previoep. dt still keeps the old ke, 4, for a certain period of time.
The old key will be used to authenticate other member nodébkerold tier.

2) Convert membership.
This is the steps 3-5 in Fig.5. Node 1 broadcasts a MERGE medsats neighbor nodes in its old tier with a nonce. A neighbo
node, Node 3, and Node 1 then mutually authenticate to edwr by exchanging a nonce and a message authentication code
(MAC) computed using their old tier key;,;4. Successful authentication of the MACs verify both nodeghmbership of the

old tier. Finally, the new tier key is encrypted witfy;; and delivered to Node 3.

Similar to the tier creation procedure, the MERGE is broatiéga a multi-hop manner. For instance, the MERGE message of
the file sharing tier can be delivered to other nodes in thetieldthrough a series of AODV router nodes that are not inegitbf
the new and old file sharing tier. The MERGE protocol does na@rgntee two trusted tiers to be merged completely in one run
In fact, merging is driven by the need of facilitating comriuation. As a result, it only aims to merge the nodes whiclerantt
with each other. In practice, a TTL can be used in MERGE messé&g limit the scope of merging in the same way as trusted tier
establishment. Nodes beyond the coverage of the TTL may fagege into the trusted tier when they need to interact wittles in

the trusted tier. In this way, merging is carried out on-dechatep by step.

F. Security Analysis of MERGE Protocol

As discussed in JOIN, the attacker is unable to break thenamager, the policy enforcer, or the trusted agent. As altreshe
cannot obtain the tier key without enforcing the policy. Adihally, she cannot modify the policy or steal tier keys the machine
either. Therefore, the new key distributed at step 5 is safe.

Except for initial membership change (e.g. merging Nodetd the new tier), verifying the trustworthiness of the nodieghe
old tier is reduced to simply tier key authentication. Thésbecause these nodes must have been verified before theyaleeved
to join the old tier for the first time. Owning an old key imm8iét has been protected by the trusted agent and is still gexieby
Satem. Otherwise, if any program defined in the commitmeris @ompromised since last JOIN, the trusted agent would wgpex
out the key. This property helps simplify the trust verifiocat process in the MERGE protocol. Since computing the MAQec®

much cheaper than the Satem report, the performance idyghesroved.

V. IMPLEMENTATION

We implemented the policy enforcing mechanism prototypdeurthe Linux 2.6.12 kernel. It consists of the Satem basested
agent and the tier manager. To evaluate the performance,lseeiraplemented enforcers for two MANET applications: AODV

(user-level daemon) [33] for ad hoc routing and Mute [24] R&P file sharing.
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A. Satem Trusted Agent

The focus of the trusted agent is to provide a fail-stop mtit@ mechanisms to enforce commitments. Our implementa
integrated into the OS kernel in many places by insertingkpeints to kernel calls such a®_execve, sys_i ni t _-nodul e, and
sys_open to intercept new code execution invoked by protected psEesWe add these modifications by patching the original
Linux kernel.

Trusted System Initialization. In Satem, the first step is to establish the trusted computasg that includes the trusted agent and
the entire OS kernel. This process involves a trusted baotyhich each component in the boot sequence, starting fremr e,
measures the integrity of the next one before handing owerctintrol. In our case, the TPM measures the integrity of tHeB
image by computing th&HAL hash over it and then transfers control to the BIOS. Next,BH8S calls TPM to computé&HAL
hash over the OS loader (e.g., LILO), and the latter does &neesover the OS kernel image, denotedCssK. The measurement

is saved in a PCR registeP(C Ry), which is an internal configuration register of TPM. As aulesafter the OS kernel is loaded,

PCRo = SHA1(SHA1(SHA1(0|BIOS)|
LILO)|

OSK)
assumingPC Ry = 0 initially.

The SHA1 hash is computed in a chained fashion using the TPM PNLExt end, which is the only way to change the content
of a PCR. As a result, all the components can be measured asimggle PCR. More important, this prevents the PCR content f
being reset (i.e., the attacker can change the measureraleigt, ut it cannot set it to an arbitrary predetermined ombg content
of selected PCRs is reported via thi@M Quot e API, which signs the content with a TPM internal key. We assuhat the TPM
is unbreakable and, therefore, we consider that the inyegreasurement it makes and the report it produces canncarbpetred
with 4. As a result, the TPM report containing the measurementtreaued in the TPM is sufficient to prove a genuine kernel and
trusted agent.

Commitment Enforcement. Before a policy enforcer is started, the user needs to emgothe commitments with the system
and enforcer executables such that the trusted agent cdrtHearight commitment when executing the enforcer. To dotls®,user
defines a list of enforcers in a configuration file, which maps énforcer binary to its commitment. Once the enforcertstahe
trusted agent locates the commitment from the configurdtienThe trusted agent then associates a protection flagalliprocesses
executed by the enforcer, memory regions mapped by thesegses, and code files opened by them. The trusted agentenfbe
commitment in each checkpoint only if the flag is present. ©hly exception is modifications to the kernel. Satem alway®rees

system commitments regardless which process attemptsatbthe kernel modules. The checkpoints used by our methodftoce
4The current TPM specifications use SHA1, which has been fduadkable [34]. We expect future releases of TPM to be upgtasith a stronger

one-way hash function such as SHA256.
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system and enforcer commitments are the following:

1) Loading. When the enforcee is executed, the trusted agent intercepts system calls asido_execve and loads the pre-
configured enforcer commitment. Then, it compuBAl(e) and verifies its integrity against the enforcement commitme
Besides, it marks the current process executiregs protected. Whenever a protected process loads a code file trusted
agent will verify c's integrity against the enforcer commitment.

2) Binding. If the program is a service, it needs to bind a network sockemnubeing loaded. Theys_bi nd system call traps
into the kernel. The trusted agent links the socket to thersitment associated with the process;

3) Module Inserting.When a kernel module is loaded, the trusted agent intercgyssi ni t _modul e and verifies its integrity
against the system commitment without checking the calirazess’s protection flag.

4) Mapping.Modern OSes map rather than load code files, including sHémedies, into memory. When a protected process maps
a segment of a code fileinto its memory regiorr, the trusted agent marksas protected, computé&HAL1( ¢) and verifies its
integrity against the commitment. Additionally, it paidits » into a series of page-sized chunks ro, ..., r;,, computes every
SHAL(r;) (i € [1..k]), and saves them in kernel memory.

5) Paging.When a mapped code chunkof a protected memory region is loaded into memory via kecadk likef i | e_nopage,
the trusted agent comput&HAL( r;) and verifies its integrity with the values previously comgalin the mapping.

6) Forking. When a protected procegsforks a child procesg’, the trusted agent marks as protected.

Satem exploits a lazy integrity measurement to minimizertowad. It measures the code file page by page and caches tifts.res
When the code file is executed subsequently, Satem does r@sumeit again if the associated commitment has not beergedan
Instead, it verifies each of the loaded chunks against thieeckmeasurement results. Satem will re-measure the ewiile fide only
if the execution loads a chunk that has not been loaded before

The commitments are maintained in the kernel memory as &.tallle trusted agent uses the file name as the key to look up
the corresponding hash value. The trusted trusted agemtanzs the list ofSHA1 hashes for the mapped binaries of each protected

program at page level. We use the Linux kernel crypto API tplament theSHAL functions.

B. Policies and Enforcers

We define the policy for MutePr, and the policy for AODV,Pg, as illustrated in Fig. 6. These policies address the sgcuri
issues for the routing and file sharing described in Sectibrn|Pr, when node i receives an AODV reply mess&REP( o, d) to
a previous query originating at for destinationd, it must compute and check the geographical leash. The iswdecepted if and
only if the leash is valid. In the evaluation, the max diseda.axz and runtime distance between the two nodésd) are constant

and pre-definedtd and¢: are the local time on nodé and: respectively. InPr, each node is given 3 credits in the beginning. The
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credits are deducted by 1 every time the node rejects a repreas file it owns or requests a file from other nodes, and adued
every times the node serves a request. The node must mapdsitive credits to be able to request new files from others.
The enforcers can be any software that understands andcesftre policies. In general, users need to provide the egfarcers
for the applications as external components. For evalngtiarpose, we implemented simplified enforcers for the abduee and
AODV policies by modifying the applications’ source codedamard coding enforcement of the policies. Hence, the agipdins
are also the enforcers of themselves and must be trusted.iFldone by having them included in the enforcer commitmants

protected by Satem.

C. Tier Manager

The tier manager is a service application. It implementstidecreation, JOIN and MERGE protocols. In addition, it yides
the registration service for the user to register tier ezées by providing the server port that the enforcer listens Since Satem
maintains the mapping between the application port andasneitment, the tier manager can use the port number to vettiee
commitment of the enforcer during JOIN protocol. Thereforden the tier manager receives the tier key at the end of J®IN

MERGE protocol, it delivers the key to the registered erdorthat has been verified.

AODV Policy (P;) on Node i

I ncom ng:
Rl. RREP(o,d):
if (dmeax > d(i,d) + 2*(ti-td)*v + e)
ACCEPT
el se
DROP

Mite Policy (P-)

Initial: Credit=3,

I ncom ng:
R2. Request(f);
if(omn(f))
Credit--;
Qut goi ng:
R3. if(Serve(f))
Credit += 3;

R4. if(Request(f)){
if(Credit > 0){
Credit--;
ACCEPT;
} else

Fig. 6. The Example Policies.Pr implements the secure routing policy Pr for AODV tier, which requires that each node check the packetleash.
Pr is the unselfish sharing policy for Mute tier, which ensures lhat nodes in the file sharing network serve at least one file davoad request from

other nodes after posting 3 requests.
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VI. EVALUATION
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To evaluate the performance of our mechanism, we ran prmogxperiments and simulations. In the experimental etialuawe
created a 2-tier trusted ad hoc network over 3 laptops andsuned the overhead incurred by our policy enforcing medmanin
application execution and communication. To understardpgrformance overhead of network creation and policy eefoent in

large MANETS, we also ran simulations in various mobilityesarios using NS-2 [18].

A. Experimental Evaluation

Our method impacts system performance by adding latencyltdhge kernel call execution due to enforcing the Satem com-
mitment, (2) joining the trusted network due to verifyingigtworthiness during JOIN and MERGE protocols, and (3) thesvark
communication due to enforcing the policy and computing eefying the MAC for application messages.

1) Methodology:

We created an 802.11g ad hoc network consisting of thre@pap(lBM T43 with a 1.7Ghz Pentium M CPU, 512M RAM, and
Atheros wireless card). In order to test multi-hop commatian, the network was configured with a line-like logic ttamgy (i.e.,
the direct link between laptop 1 and 3 was disabled, but tleeydcstill communicate with each other through laptop 2 asudar).

This was achieved by enabling MAC filtering usingt abl es [35] on each laptop.
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Each laptop ran two applications: AODV (user-level daem@8) for ad hoc routing and Mute [24] for P2P file sharing. Wexdis
Pgr and Pr defined in Fig. 6 and created a two-tier trusted network timgj of a file sharing tier enforcing’r and an underlying
routing tier enforcingPr. We used a simplified method to implement the Mute and AOD\Wrelrs by directly modifying the
applications’ source code and adding the policy enforcerfamctionality. As a result, the two applications themsshare trusted
and attested by the enforcer commitments.

2) Results:

Kernel call cost. The overhead in kernel calls was incurred by the Satem tluagent, which enforces the system and enforcer
commitments. We measured it in terms of extra CPU cycleseatén complete these calls. Fig. 7 shows the overhead in feumek
calls:do_execve, do_nmap, sys_open, andf i | emap_nopage. We measured the cost of these functions in enforcemerftzof

in Mute enforcer. All functions are measured in two casesthim original Linux 2.6.12 kernel and in the Satem kernel. Each
function, we measured its overhead for the first call (thétleb columns in the figures) and the overhead for subsequaist (the
right two columns in the figures).

The graphs show that the impact of Satem on the first time iomaiall is significant® . Fordo_execve anddo_map, the cost
is dramatically increased because of the by-page integragsurement for mapped code files. Fot emap_nopage, by contrast,
the cost is significantly reduced. This is because Satemsnietbad every mapped page into the page cache when it measure
protected memory region. As a result, when a page fault acduiis very likely that the page is still in the cache. Furthere,
the costs of the subsequent calls in the Satem kernel ardicigrly reduced. This is because of the lazy integrity meament
mechanism in Satem. Cost of the subsequimiexecve calls is still large compared with the original kernel, bbetimpact on
the system is limited since it is only one-time cost.

Joining latency. We measured the joining latency as the delay between theainogle starts joining or merging into a tier and the
time it is accepted as shown in Table I. Both protocols inégmi§icant latency. The high overhead is mitigated from tvevgpectives.
First, JOIN is only used once for the initial connection. Cokreconnection is greatly reduced by MERGE protocol. $ecadf a
node loses wireless connectivity to others just for a shertod of time, it is unlikely the trust tier the node belongswill update
its policy or merge with other tiers. Therefore, once the enodgains the wireless connectivity, it can simply recobhriedhe tier
without running either JOIN or MERGE protocols. With thaidseeven MERGE protocol is rarely needed.

The latency of JOIN protocol is largely due to the time the TRies to generate signatures, which varies dramaticalthéyr PM
models and vendors. The TPM we used in the test were mantddchy National Semiconductors. TPMs with higher perforoan

are already available [36]. JOIN latency between machimgspped with these TPMs is expected to be much lower.
5The cost of the functions of the first and subsequent invoratimay be dramatically different. In order to compare tharorie figure, we use a reduced
scale to plot the following figures: first call tdo_execve at 1/10, first call todo_mmap in the Satem kernel at 1/200, first call to | emap_nopage in

original kernel at 1/400, and first call foi | emap_nopage in the Satem kernel at 1/40.
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Scenario Latency (in seconds)

Join 2.54

Merge 0.38

TABLE |

Tier Joining and Merging Delay

Network communication delay. We measured the routing latency indirectly. We ran the AOR¥émons on all three laptops and
pinged laptop 3 from laptop 1. Then, we measured the roupdtitmie (RTT), which includes both packet transmission leyeand
the routing cost. Since all packets are at the same size diogcement of Pz has no impact on the ICMP protocol, the cost of
transmitting each packet is the same. The routing costsavith the change of the network state. In one extreme, thénggost is
high when laptop 1 has to build a full route from scratch siatte8 laptops have no routes to the others. The overhead of@n§
Pg is also high in this case because enforcement is performeallarodes on the route. In the other extreme, the routing isost
0 once the route is established and remains valid; laptopnlkeap sending packets via the route. Therefore, the emfisceot
invoked and the enforcement overhead also becomes 0. Teheeslifferent cases, we randomly invalidated the existiogtes on
each laptop by blocking and unblocking the wireless netwot&rfaces. The enforcement overhead is determined by riblapility
distribution of these scenarios.

Fig. 8 compares the probability distributions of ping latgrin the trusted network withPg being enforced (called in-network)
and in the original network withPr not being enforced. Clearly, the latency in the two casesnaggly identical, indicating little
impact of enforcingPr on the routing latency. In both scenarios, the majority (®&%) of routing efforts incurred low delay (less
than 1ms). This was because our route invalidation is inkee¢ and most of the time, laptop 1 had a valid route to laptepd the
enforcer was not invoked. Hence, the mean overhead is |ag (lean 5%).

To measure the overhead of enforcifg, we compared the downloading speed of Mute application lieetitases (1) run Mute
in the original network with no policy enforcement, (2) rurub in the 1-tier network with onlg tier enforcing Pr, (3) run Mute
in the 2-tier network with7z and 7y tiers enforcingPr and P respectively. We measured the download latency in cases(lhea
baseline and measure the percentage of increased delagan2gand (3). The results are summarized in Fig. 9.

Compared with no enforcement, the enforcement overheadoih base decreases with the size of the file being transferred
increasing. This is because the overall costs consist oiinilial cost of enforcing the policy in handling file downidaequests plus
the ongoing cost of computing or verifying the MAC code forckeaMlute message being sent out or received. With the file size
increasing, network transmission and routing cost becomese significant, making the policy enforcement cost reddyi small.
However, the policy enforcement overhead does not vanistedd, it levels off at arouné. The overhead is mainly due to the

commitment enforcement by the trusted agent and the MACrgéoa and verification by the tier enforcers. The cost ofoecihg
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the policy se{ P, Pr} demonstrates similar pattern with high level of overhead tiuthe extra cost of enforcingz. One important
difference is that the cost of enforcingg increases with the length of the route between the two naslee the cost of enforcing
Pr does not. This is due to the fact thBf, is enforced by all nodes on the route, whife: is only enforced by the two endpoints.
We will show in the simulation that this difference causes tiverhead of routing to increase dramatically in complerasigic

networks.

B. Evaluation through simulations

In the simulation, we used the NS-2 simulator to evaluate timwoverhead in creating the trusted multi-tier network antbrcing
the policies varies in complex MANETs with different mobjliscenarios.

1) Methodology:
The simulation includes three types of mobility models:hwgy vehicular network, city vehicular network and a netkvaith nodes
moving randomly at walking speeds. We leveraged our veaicsimulation tool [37] to generate the highway and city reks. The
highway scenarios simulated is a 10 mile segment of New yé@msmpike with 200 nodes (cars) moving at a speed from 453snile
per hour (20 m/s) to 72 miles per hour (32 m/s). The city sdesds a 1.2x1 miles region of Los Angeles with 100 nodes mgpvin
up to 40 miles per hour (18 m/s). We also modified Carnegie dfiellniversity setdest [38] utility to generate random waypoint
mobility models with 100 nodes in a 1x1 miles region, movigvalking speeds. In our simulations, we set the node detsibe
around 6-8 neighbors per node to avoid connectivity faitliie to sparse networks or too much contention in over-crawagworks.
In all scenarios, we ran the simulations for 300 seconds.

Since the cost of cryptographic operations associated WitlN, MERGE, and enforcement cannot be ignored but NS-2 does
not account for execution time, we add a certain latency Hesé operations. Specifically, these additional latermiesnodeled as
normal random variables with standard deviation equal % I its mean. The mean latencies are: 1150ms for JOIN, 18@ms f

MERGE, and 0.15ms for enforcement. These numbers werenglokdiom the previous experimental results.

m Join B8 Merge | Join

Complete Ratio
Latency per Hop

City Highw ay RandomWalk  Random Walk City Highw ay RandomWalk  Random Walk
(< 18m/s) (20 - 32ms) (1.5m's) (4.5m's) (< 18m’s) (20 - 32m's) (1.5m's) (4.5m's)
Fig. 10. JOIN and MERGE completion ratio Fig. 11. JOIN latency per hop

2) Results:

Cost of network creation. We measured the cost of network creation in terms of both essfal ratio of JOIN and MERGE
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Fig. 12. MERGE latency per hop Fig. 13. AODV Policy Enforcement Overhead in Ping RTT

operations and the latency it takes for a node to join the o¢wlhe completion ratio of JOIN (or MERGE) is defined as thialt
number of nodes that successfully join (or merge into) thievaek against the number of nodes that apply to join (or menge)
the network. To test MERGE, we first set all nodes in the netviorbe the members of the old tier. We randomly selected owle no
and updated its membership to become the first node of the irevirbhen, this node automatically started the MERGE proeeth
other nodes.

As illustrated in Fig. 10, in most cases we achieved a congoiatf over 80% for both JOIN and MERGE. The ratio is lowest
in the city scenario. This is mainly because nodes exit ta@newhen they reach the boundary of the map. This problens do¢
exist in the random walking scenarios and is less of a prolifethe highway scenario since most cars stay in lanes witbgiting
the highway.

The latency for a node to join the network is measured asvislio

t; —t
joining latency = :i'—to (8]
(2171

where we denote; as the time node joins the networkt, as the time the originator initiates the network, afidt; as the number

of steps the join invitation message has traversed befaehieg nodei. In another words, we measured the latency per hop. The
reason to do so is because obviously the more number of hopdais away from the network originator, the longer it takesif

to join the tier. We do not count nodes that fail to join thewmk since the latency for these nodes is infinite.

Fig. 11 and 12 show that both vehicular networks incurred lagency in joining and merging into the trusted networkisTiesult
can be explained by the broadcast storm problem [39] in tieat®on. In the random waypoint scenarios, the number o&dwast
messages increases exponentially with the network expgntighborhood by neighborhood, which leads to many pdokses due
to contention. By contrast, in the vehicular network scersammessages have to propagate along the road unless tliagears are
at the road intersections. This means that most of the timenttmber of messages that are being broadcast in the netweskribt
grow. Therefore, latency is low in this case.

Enforcement overhead in AODV. We measured the enforcement overhead in AODV in the same wayeadid in the previous
subsection. We randomly selected the source and destinatides and let the sources repetitively ping the destinsitidd/e measured

the per-hop RTT by dividing the round-trip time by the numb&hops traversed. We denote BRTT as the basic per-hop RT Surezh
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when Pr was not enforced and ERTT whePi was enforced. We computed the overhead as

ERTT — BRTT
overhead = — BT X 100% (2)

As Fig. 13 reveals, the overhead is higher than in the simmtotype experiments (Fig. 8), but they still remain und@¥@in all cases.
The main reason for the overall increase is that the netwsthkighly dynamic and the established routes do not last IBreguent
broken routes trigger route repairs, which involve poliayfazcement. In the prototype experiments, the route rabtishment was
far less frequent.

The worst case is the city scenario because it is the mostnuignaetwork. The overhead is small in the highway scenarlis T
is because the relative positions between most nodes dohaoge compared to other networks though each node itselésnat/

highest speed.

VII. LIMITATIONS AND FUTURE WORK

We leveraged static root of trust to establish trust on thstéd agent. In practice, this approach is known to be stibtepo a
number of attacks due to bugs in implementations of bootdnaBlOS and TPM [40]. These vulnerabilities may be mitigabsy
the dynamic root of trust feature of new processors [41]. thap limitation is that Satem only measures and protectctue that
the application depends on. As pointed out in [42], [43], thestworthiness of the application also depends on the Mimdata it
uses. Roti [43] provides a solution to this problem.

Satem only ensures that a protected service can not loadstedr code from the disk. It is unable to tackle attacks, tiléfer
overflow, that can cause the protected service to run arpitade without changing its disk image. Satem only mitigate problem
in two aspects. First, Satem may reveal the code that hasrkhoffer overflow vulnerabilities by attesting it to the usklence,
the user can avoid trusting the vulnerable code. Secondheircase of a successful buffer overflow attack, the attackes her own
code on the service stack without being caught by Satem. Baital the limited size of the stack, the attacker’'s code gipichas to
call other local programs on the service provider to makeattt@ck meaningful. Satem restricts the attacker's capwalof launching
arbitrary local code (i.e., any code launched by the pretécervice must be defined in the commitment).

The tier keys are protected in memory. However, a recentyst{#4], [45] demonstrates the possibility of retrieving tkeys
directly from DRAM, since DRAM still retains the content evafter being pulled out from the motherboard. Fully addresshis
vulnerability may require architectural changes to DRAMntake it lose memory faster.

Satem kernel code is not modularized due to the need of ingertegrity check points at various places in the kernélisTnakes
the code difficult to port and modify. We are exploring otheethods such as Linux Security Module [46] for improvement.

In the current prototype, we implemented the enforcer bydharding the policy enforcing function in the applicationusze

code. This is inflexible since changing the policy may reguinodifying the application. In the future, we plan to impkmh a
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standalone enforcer as the transparent application ptoxjis way, the application request is redirected to itsalanforcer, which
communicates with the application on the remote node. Onetwachieve this is to establish the mapping between thecatian
and its enforcer when the enforcer registers with the tienagar. To do so, the user provides the tier manager with the &C
UDP port number on which the applicatighlistens,ps and the port number on which the enforcer listess, The manager then
maintains the mapping between the application partand the enforcer portg in the kernel by using Linux built-in kernel hooks

NF_I P_.LOCAL _OUT and NF_I P_.PRE_ROUTI NG [35] as follows:

1) NF_I P_LOCAL_QUT
When the local node;; sends a message fon a remote node.., the kernel maps destination pott : pg to n; : pg. This
causes the message to be redirected to the local enféta@mputes and attaches the MAC code for the application rgessa
2) NF_l P_.PRE_RQOUTI NG
When the local nodey; receives a message fsr from a remote node:,, the kernel maps destination part to pg, which
causes the message to be redirected to the local enforaefdotal enforcer first verify that the attached MAC code isrect.

Otherwise, it drops the message. Next, it strips off the MAX@ec and forwards the message to the application.

VIll. RELATED WORK

Our work leverages previous research on trusted computinigdistributed policy enforcement.

Distributed Policy Enforcement. The idea of trusted policy enforcement on each network nadferetrospect to our earlier work
in [14]. In that paper, we developed a Satem-based methothpéement network access control in ad hoc networks. Thiepap
further extends the idea in two fronts. First, the nodes caw werify the trustworthiness of each other at any layer amdahny
application rather than just at link layer as in [14]. Thidhhancement enables finer grained control of network estabksnt. Second,
the policies can be associated with any applications retiear just with the network layer. This makes it possible tgutate the
communication in any application protocol.

Much of research on security policies focuses on policy @spntation and evaluation [1], [2] or building security im&gisms
based on specific policies [47] without addressing policpe®ment. McDaniel et al. implemented Antigone [48], agrahkpurpose
policy enforcement mechanism. However, it is only conceémaéth providing API’s to integrate various policy enforgirsoftware
components.

Enforcement of access control policies can be implemenyedske of reference monitors. Conventionally, the referemomitors
are managed by a trusted entity in a centralized way, such g8J, [4], which is suitable for enterprise computing ratliban ad
hoc environments. Recent research efforts have been satistiibute the monitors [5], [6]. However, the methods areessence
still server-centric and rely on trusted servers to hostrttemitors, while our method is application-centric and does assume any

pre-existing trusted nodes.
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Minsky et al. developed Law-Governed Interaction [9], [8]govern the communication between a group of nodes by a dnifie
group policy. By implementing policy enforcement througlddieware controllers, LGI can support more flexible and pboated
policies, which can not be done in previous enforcement fggisins. Our method is similar to LGI in that the policy entarent
is performed in the entire network. Moreover, our methodpguts any policy that can be expressed in the law of LGI.

The major difference between our method and LGl is the laclthef dependence on pre-existing trusted nodes. LGI requires
that controllers be trusted but does not provide means abbshing the trust. Consequently, in practice, it can dmdyapplicable
in controlled environments where the enforcers can be geplar elected, such as corporate intranet [10], [6] andrheteP2P
[11]. Our method enables trust to be built dynamically basednode’s trustworthiness of enforcing the policy withossaming
pre-existing trust relationships between nodes. As a tegub suitable for uncontrolled environment, such as $papeous ad hoc
networks. In addition, instead of just supporting policéfined for a specific protocol, our multi-tier network carfeoe more
complex policies defined across various interdependerib@ots.

Sailer et al. [49] developed a TPM based fine grained polidpreament mechanism for corporations to control their VPN
clients. Compared with our work, the method relies on thedfikdrastructure and a trusted policy owner and distributenich is
the corporate VPN server. Neither exists in ad hoc computing

Trusted Computing. Both hardware and software based methods have been propmseture trusted software execution. In
the hardware approach, the trusted software is executed lighaend trusted processor or co-processor such as IBM 4538
Citadel [51], Dyad [52], Cerium [53], and XOM [54]. Due to thegh cost, the hardware is unlikely to be ubiquitously dgphh
which makes these solutions unsuitable for ordinary nodesdi hoc networks.

The pure software methods, such as [55], SWATT [56], and €&o1j57], challenge the target system with the requiremént o
computing a checksum within a certain time limit. These rodthassume sufficient knowledge about target system’s laaedand
a noticeable delay of forging the checksum. Neither of theldsin ad hoc networks computing.

Terra [58], Microsoft NGSCB [59], IBM TCGLinux [60], and Béh[61] leverage a low-end trusted hardware like TCG TPM [16]
to boost trust on a set of software components, which furtimsures trustworthiness of the execution of target progré®ur method
differs from them in the scope and persistence of protectiirst, it ensures that all the code the target programs &ati depend
on is trusted. This property enables our method to catchyeattempt to compromise the execution of the protected pragrand be
immune to false positives, since irrelevant changes in yts¢es will not be monitored. Second, it guarantees thewmshiness of
the target programs not only at the time of integrity measenat, but also for future executions. This is done throughcbmmitment

protocol.
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X. CONCLUSION

This paper presented a mechanism for MANETSs to enforce egtdin communication policies. Under this mechanism, sode
supporting the same set of applications and enforcing theegaolicies construct a trusted multi-tier applicatiomitie network.
Each tier of the network runs one application and enforcesdsociated policy. The application of the upper tier ddpesm the
applications of the lower tiers to communicate. Only trdstedes are allowed to join the network. Moreover, commuitogbetween
them is regulated by the policies at every tier. To ensurstéa policy enforcement, we augment each node with a trustetel
agent based on the TCG TPM. We evaluated the method througit@ype based on an IEEE 802.11 ad hoc network and through

network simulations. The results demonstrate the fedsilmf the proposed method as well as its low overhead.
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