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Despite making significant strides in system characteri- MONITOR
zation using fine grained instrumentation or macroanalysis,
it is still a challenging task to understand and predict the
behaviour of a computer system. The thesis of this paper is that
there is a correlation between memory modification patterns
and the high-level behavior of the system. To explore this prop-
erty, we propose a holistic observation of a system’s memory
using a non-intrusive approach for sampling and analysis. Our
preliminary results have demonstrated that holistic memory
observation is feasible and does indeed correlate with system’s
condition. We conclude with a discussion on future research
directions potentially enabled by our findings.
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|. INTRODUCTION Fig. 1. Orion system architecture. The monitor treats the target
] ) as a black box. The Sampling Framework (dark shade) includes a
As the complexity of the computer systems increas@sackdoor on both the target and the monitor.

their behavior is becoming increasingly harder to under-
stand and predict. Systematic approaches, like annotating
and analysing the code paths work well for applicsignificant overhead? an(i) can we infer high-level
tions and subsystems whose behaviour is well definegystem properties by monitoring and correlating memory
However, for large and complex system software, thegwdifications, with or without knowledge of its logical
approaches have limited effectiveness. In this paper, wentent?
argue for aholistic approachto understanding system The main contributions of this paper ar@ a solu-
behaviour based on physical memory observation. ion based on commodity hardware for physical mem-
first glance, translating physical memory changes inay monitoring, that operates continuously and inde-
system understanding appears as irrational as the befiefidently of the OS(ii) a monitoring methodology
that constellations in the sky affect events and humansiat identifies memory access patterns and helps infer
Earth. Very preliminary results presented in this papdrgh-level system propertiegiii) a preliminary set of
surprisingly show the contrary. data that supports interesting interpretation, &wjl a

The thesis of this paper is that the memory behavidiscussion of opportunities, challenges and limitations
of a computer system can be correlated with its highf the holistic memory observations.
level behavior. The basis of our position is that memory This paper is organized as follows. Sectjph Il de-
is used universally by all software and its contents caaribes the Orion architecture, the design considerations
be observed externally (e.g. from PCI devices) withoand our prototype implementation. Sect[on Ill discusses
executing any software on the system under test. The npaeliminary results and outlines our approach to address
jor apprehension is related to the relevance of a holistlte problems defined above. We outline future research
observation of a system’s memory to understanding iirections in Sectiof V. A summary of related work is
behaviour. To address this doubt, we designed Origeresented ifi  and we conclude in Sectjon VI.
a monitoring system, which we used to explore two
fundamental questiongi) can we access the memory of II. ORION ARCHITECTURE

a systemexternallyand continuously monitor it without . . L .
y y y The key idea in Orion is to continuously sample the

tPlease be patient, this paper takes a long time to print due t&Rtire _ physical memory to identify th?a!‘iations in
large figure on Page 4. behaviour. Our goal is to analyze deviations from the



fashion. The time between two consecutive samples for
(LA) .
N e e . the same block is called an epoch. A summary of
0 a block’s contents is compared against the summary
A, [ ] [ Jaa) [ ] A) from its previous sample. The summary is created by
A [ ] M / using a collision resistant hash [2] and stored at the
X ; . o
monitor. An event occurs when a block is modified
Epoch0 Epochl Epoch2 between two consecutive samples. Fle_2 also shows
the coordinates associated with modification events in
the memory profile. In the profile, a poifx,y) implies
Fig. 2. Sampling and construction of a memory profile. Samplinghat blocky was modified in epoctx. The unmodified

is performed round robin over the region of interest identified ; ; ;
block addresse8g...Az. An epoch is defined as the period betwe(?rk]ﬂoc_kS (showing no coordinates) do not appear in the

two consecutive samples of the same block. The modified blocks &HOfile.
annotated with coordinates associated with the modification event inSampling Granularity and Frequency Tradeoff.

the memory profile. A poin{x,y) indicates blocky was modified Sampling granularity refers to the maximum size of the
during epochx. . - .
region checked for modifications in each sample. Ideally,
the system would sample each byte of the memory in

expected (correct) behaviour imear-real timedue to ©€VEry scan. However, the overhead of setting up such

significant load changes, system crashes, intrusions, didividual transfers increases linearly with the memory
A summary of the modifications to a memory region ovéi2€: Moreover, continuous monitoring of the memory
time is called aprofile. Profiles are generated througt§€nerates alarge amount of data. The space requirements
continuous monitoring of reference systems, either unddPW linearly with the number of individual regions we
controlled load conditions or under normal operatiof@MPl€. At the same time, sampling the entire physical
These profiles, calleteference profilesare then used to Memory affects the frequency and the system cannot

compare against the observed system memory variatiofiferentiate between fast changing memory regions and
Figure[] shows the basic architecture of Orion. THar9ely static ones. One solution is aggregating regions
system under test is shown on the right as the Target. TH¥ sampling multiple regions at the same time. While it

monitor, shown on the left, executes the Orion softwarls, &N attractive solution for both dynamic frequency and
granularity, by aggregating memory regions for sampling

we may lose the localized modifications which allow
us to pinpoint the affected regions. The goal of the
The Data Sampling Framework (DSF) includes monitoring mechanism is terack modifications. Intu-
Backdoor at both the monitor and the target. The Backively, the sampling mechanism should sample the fast
door is a mechanism to enable direct access to thieanging regions frequently while checking the largely
target system memory without involving the OS ostatic regions occasionally. In our current system, we
executing any software on the target. A Backdoor cammple memory regions idle for more than five epochs at
be implemented over an intelligent NIC with customizethe lowest frequency. On detecting a modification to such
firmware or as a system component in a privilegeal region, the system starts sampling it at the maximum
domain on a Virtual Machine Monitor like Xen [1].frequency.
The request generator drives the data collection over
the Backdoor and retrieves the samples. Each sam- )
ple consists of a description of a memory regicn (B' Implementation
addresslength>) and its contents. To build a prototype Orion system, we used two identi-
The Data Analysis Framework (DAF) uses these samal Dell Poweredge server systems running Linux 2.4.18
ples to store a summary of the sample and compares @8 over a Pentium IV 2.8GHz processor, 1GB RAM,
previous consecutive samples from the same memd@bps Ethernet NIC, and a 2Gbps Myrinet PCI-XD
block. It is also responsible to dynamically adjust thprogrammable network interface with 225MHz Lanai-
sampling granularity and frequency to effectively idenX RISC processor and 2MB SRAM. We modified the
tify correlations between memory modification patternfirmware of the Myrinet NIC (Myrinet Control Program)
Figure [2 shows the data sampling and analydis receive and interpret specialized Orion sampling re-
methodology used in Orion. It shows a region consistirnguests. The monitor provides the address and length of
of three blocks Ay to A;). The blocks are sampled fromthe region of interest to the Backdoor on the target. The
the target memory over the Backdoor in a round robimetwork processor on this Backdoor is used to initiate

A. Orion Components



the DMA from the system memory on receiving theystem properties. On the other hand, if the epoch is too
sampling request. It is important to note that the targstall it adds unnecessary overhead on the monitor for
OS is not involved in this transfer. both CPU cycles as well as space to store the samples.
The monitor performs two tasks on receiving a sanih our experiments, the epoch for sampling the entire
pling reply. First, it creates a summary of the contenteemory in 4KB chunks, over the Backdoor described
using a collision resistant secure hashing algorithim Section[]}, is approximately one minute. While this
Second, this hash is compared against the contentsepbch length may seem excessively long, we reiterate
the same region from the previous sample. An eventtlsgat these experiments are conservative and preliminary,

recorded if the hashes are not identical. as we do not expect to monitor the entire memory to infer
interesting properties. For example, for the experiments
C. Limitations described below, more than 99% of the memory was

never modified in the idle system, and was modified

The Backdoor IS |mplementeq external to the ma'l@ss than three times under the severe load conditions
processing path, as a PCIl device or as a compon@Ak - ived below.

of the privileged domain in a VMM. This leads to Figure[3 shows the memory profiles generated using

methodology described in Sectjoh Il. On the left is

e L g program that continuously spawns new processes.
extremely fast modifications, that restore the orlgln@ach process thus created allocates memory in a tight

con'tents of a memory regl(_)beforethe next Sa”.‘P'e IS loop This program allocates memory until the system
retrieved. However, we believe that such modlflcatloqﬁemory and the swap space are exhausted and the Out

do not affect the overall system behaviour and focus ok Memory (OOM) handler of the OS proceeds to Kill
more stable maodifications to the memory. To this endthe offending processes

we make a simplifying assumption that modifications For the idle system, we can observe a clear cluster-

between tW,O _sar_nples are treated'asmsgle event ing of modified blocks with large areas of unmodified
Another limitation of our system is the PCI bus acces%emory The range of memory from 200MB to around
While OrlorlhdoEsCIn%t use the htarg(ejzt CPU or me(;no%OMB is largely unchanged through 50 samples. How-
resources, the us 1S a shared resource an r, an interesting modification pattern can be observed
be used by the Backdoor to access the memory of some memory regions around 475MB and 740MB.

system. This is an unavoidable overhead and can lea mally the memory beyond 800MB changes continu-

some deg_radanon n the _sy_stem performance. Howevgﬂsly in all samples. We are currently investigating these
our experiments with a similar system demonstrate t%

his d dation i liaibl hiah i tterns by zooming in the interesting regions for more
:altses efg]ra ation is negligible even at very high sampling,;»jjeq profiles and by identifying their logical content.

At first glance, the loaded system memory profile
is much more dense compared to the idle system. A
closer examination of these profiles in the context of

In this section, we report preliminary results showinthe system behavior executing a memory-hog program
(i) that continuous memory monitoring through Orion iseveals several interesting correlations: (i) The extensive
feasible and (ii) that the memory profile can be correnemory changes during epochs 7-9 correspond to the
lated with the system behavior. In all the experimengxecution of the memory-hog program. (ii) The patterns
described in this section, we sample the entire 1GB memory modifications also track the execution of
memory of our test system in page sized (4KB) chunkihe system OOM handler. The system OOM handler
The methodology and reported results are conservatieggcutes in two stages: first, it terminates processes with
as they are presented only as a proof of feasibilitthe highest resident set size, and second it terminates all
Therefore, we do not reduce the overhead by prunipgocesses belonging to a user. These two stages of the
away regions of uninteresting or largely unmodifie@OM can be observed in the density of points between
memory. epochs 8 (first OOM stage begins) and 25 (second OOM

Epoch Length. An important question about Orionstage solves the problem). After epoch 25, there are no
monitoring is the length of the epoch. If the epoch is tomore memory hog processes and the system goes back
long, the monitoring is useless as it is unlikely to shoto the idle state.
any meaningful correlation between memory profiles andThese preliminary results are promising but, at the

IIl. PRELIMINARY RESULTS
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Fig. 3. Behaviour of the memory of an idle system (left), and under load (right). On the idle system there are large regions of memory that
are unmodified. We observe some periodicity with gaps in modifications of addresses close to 500MB, while the regions between 800MB
and 1GB are modified during all epochs. On the loaded system, a synthetic memory hog program that spawns several processes that execut
a tight loop while allocating the maximum possible memory. The out of memory (OOM) handler is invoked by the OS when the swap space
is exhausted. It initially kills individual processes, and during epoch 25 kills all processes for a user. The system then behaves very similar
to an idle system.

same time, they lead to more questions and open profe use of adata stream moddbr such applications. A
lems. While it is true that significant memory activitydata stream is an ordered sequence of points that can be
indicates a loaded system, can we say when a system ad once or a small humber of times. The algorithms
recover and when it cannot? Can we identifgignature developed for this model operate on giemmaryof past

of memory usage which can identify an impending pelata, reducing the memory requirements while losing
riod of high load? What regions of the statically allocatesome precision (a few percentage points) compared to
OS memory are affected by such programs and abee algorithms accessing complete data-sets [4], [5], [6],
they important? Do all operating systems demonstratg 7.

similar behaviour or is it OS specific? We plan to answer

L . . Data streaming algorithms for finding significant dif-
these and many similar questions in the near future.

ferences in network flows have demonstrated improve-
ments in performance while significantly reducing mem-
IV. FUTURE RESEARCHDIRECTIONS ory requirements for processing the data-sets [8]. We are
Iipitferested in finding similar differences in the memory

we plan to pursue in the near future. The ultima rofile qf the Farget system. In Ori_on, we map the
research goal is to explore the potential of the holi ehavorial profile generated by continuous monitoring

tic memory monitoring for system diagnosis. On thiP @ data stream model similar to that used in IP

engineering side, the question is whether Orion c&fféam monitoring [8]. These algorithms are especially

be implemented entirely on the local Backdoor . Thgppealing as they process the data streams in near real-

eliminates the requirement of a remote monitor, but ﬁl[me (at router Img §peeds), can be |mplem_ented in
requires efficient algorithms to reduce CPU and memo raware and use limited memory (SRAM) available on
requirements. the programmable NICs.

Memory Monitoring as Data Streams. Orion mem- Identification of System Structure. In this paper, we
ory monitoring has characteristics similar to applicatiordo not assume any knowledge of the system structure.
processing massive data sets, e.g. monitoring IP netwétliwever, information about the internal data structures
flows, sensor network databases, customer click streace help our system to direct its continuous monitoring
telephone records etc. The number of samples generadad identify invariants in their usage. It is important to
can be very large; the same samples cannot be retriemete that there is no need for complete data definition,
again unless explicitly stored at the Monitor; the analysigstead the additional information is used to define more
does not require exact matches of content, instead we fine-grained profiles of memory modification. A similar
interested in theomparisorandaggregationof the sam- approach for storage systems has been previously used
pled profiles. Recent theoretical work has demonstratedidentify live blocks across failures and in improving

There are several interesting research directions t



the storage system performance [9]. macroanalysis, it is still a challenging task to understand
the behaviour of the entire system including the OS. We
V. RELATED WORK propose a holistic approach of monitoring memory to
Monitoring global memory for performance over anfer high-level system properties from memory modifi-
shared virtual memory protocol was proposed in [10¢ation patterns.
More recently, PCI devices were useddsmpilot [11] We have presented Orion, a non-intrusive system
for integrity verification and intrusion detection. The goairchitecture that continuously samples the memory, sum-
of copilot was to continuously scan the memory fomarizes it, and uses these summaries to infer high-level
well known signatures of rootkits to detect intrusion. System properties. Our initial results have shown that
Recently proposed commercially available remoteolistic memory observation is feasible, significant and
management consoles [12], [13] are privileged intelligefitteresting. We plan to extend this work in two main
PCI devices similar to Backdoor . These devices calirections, (i) develop a diagnosis model for holistic
be accessed remotely even when the host system is m@mory observation by identifying correlations between
available due to a hang or a crash. An industrial stamemory modification properties and system behaviour,
dard for remote communication with these devices ovand (ii) explore efficient algorithms for sampling and
ethernet or serial interfaces has also been proposed [B4jalysis in order to reduce the resource requirements
However, apart from the remote console, these deviggzough, to implement Orion entirely on the Backdoor.
are used only to gather information from various envi-
ronmental sensors in the chassis of the system.
Monitoring a system externally to infer code-pathd1] Paul Barham etal., “Xen qnd the Art of\/_lrtualization,” Fm_)c._
and dependencies for application level software has been gg(t)hge Fl)sthlgf_'\ff?ympos'”m on Operating Systems Principles
demonstrated to be efficient and effective [15]. Defensivgy) “secure Hash Standard;” Federal Information Processing Stan-
Programming [16] advocates annotating software with dards Publication, April 1995, FIPS PUB 180-1.
monitoring counters and sensors to modify the executiol§] F- Sultan et al., “Nonintrusive Failure Detection and Recovery

. . . . for Internet Services using Backdoors. ,” Tech. Rep. DCS-TR-
behaviour of the program. This approach is extended in 524, Rutgers University, Dec. 2003,

[17], [18] for exposing the codepaths within the OS anda] Brian Babcock, Shivnath Babu, Mayur Datar, Rajeev Motwani,
the interaction between the application and the OS. In and Jennifer Widom, “Models and Issues in Data Stream Sys-

i tems,” inPODS '02: Proc. of the21t ACM SIGMOD-SIGACT-
.the Gray Box syst_ems approach, system p_ropertles are SIGART Symposium on Principles of Database Syst2@2,
inferred by observing the behaviour of specially crafted ;"1 16 AcMm press.

requests and studying their responses [19]. This approaf Sudipto Guha, Adam Meyerson, Nina Mishra, Rajeev Motwani,
has been applied to storage and network subsystems to and Liadan O’Callaghan, “Clustering Data Streams: Theory

. T and Practice,” IEEE Transactions on Knowledge and Data
improve performance and reliability [20], [21]. Engineering vol. 15, no. 3, pp. 515-528, 2003, g

External monitoring using request tracking for per-g] graham Cormode and S. Muthukrishnan, “What's hot and
formance debugging and for achieving service level what's not: tracking most frequent items dynamically, A®@DS

objectives has recently been proposed [22], [23]_ In ’'03:Proceedings of the twenty-second ACM SIGMOD-SIGACT-

[24], [25], the system is monitored externally using pre- séeé‘g; ;ggn posium on Principles of database systeows3,

defined performance monitoring counters provided by7] Graham Cormode, Mayur Datar, Piotr Indyk, and S. Muthukr-
the OS or applications and their variations correlated to ishnan, “Comparing Data Streams Using Hamming Norms
the service level objectives. (Hov_v to Z_ero In),” IEEE Transactions on Knowledge and Data
| trast to th Jb in Ori holisti Engineering vol. 15, no. 3, pp. 529-540, 2003.
ncontrast to _ea_ OVe, In 't'on we_prop(_)sea OliSUgs) Graham Cormode and S. Muthukrishnan, “What is new:
approach to monitoring and diagnosis which does not Finding significant differences in network data streams,” in

rely on a previously known protocol or application Proc. of the 239 Conference of the IEEE Communications

ot Society, INFOCOM 20Q4Hong Kong, March 2004.
characteristics. Moreover, we do not assume that w ] Muthian Sivathanu, Lakshmi Bairavasundaram, Andrea C.

have access to the source code and we do not execute arpaci-Dusseau, and Remzi H. Arpaci-Dusseau, “Life or Death
any code on the system being monitored. Orion has the at Block-Level,” inProc of the6!" Symposium on Operating
goal of identifying correlations between modifications to ~ Systems Design and Implementation (OSDI,&4n Francisco,

. . . CA, December 2004, pp. 379-394.
regions of memory and high-level system properties aﬁ%] Cheng Liao, Dongming Jiang, Liiu Iftode, Margaret

behavior. Martonosi, and Douglas W. Clark, “Monitoring Shared Virtual
Memory on a Myrinet Based PC Cluster,” Rroc. International
VI. CONCLUSIONS Conference on Supercomputjniuly 1998, pp. 251-258.
. . . . . . . '[11] N.Petroni et al., “Copilot: a coprocessor-based kernel runtime
Despite making significant strides in trying to infe integrity monitor,” in Proc. 13th Usenix Security Symposium

system behaviour through fine grained instrumentation or San Diego, CA, aug 2004, pp. 179-194.
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