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Abstract

We present FRAC, a Framework for Role-based Access Control
in network file systems. FRAC is a reference monitor that controls
the message flow between file system clients and servers. FRAC
supports role hierarchies, user sessions, and static and dynamic
separation of duty constraints. It also allows administrators to de-
fine dynamic policies based on access history and the environment,
e.g., time of day.

FRAC introduces a virtual control namespace (VCN) that pro-
vides an interface to query and update the state of the access con-
trol framework over the standard file system protocol. This names-
pace eliminates the need for executing specialized user agents ei-
ther at the client or at the server. Therefore, FRAC does not require
any modification to either the file system client or the file server:
We have implemented FRAC for the widely deployed NFS proto-
col using FileWall, a file system proxy previously developed by us.
Our experimental evaluation shows that FRAC imposes minimal
overheads for the common file system operations.

1. Introduction

File management has traditionally been split between
file owners and file system administrators. Owners man-
age file organization, naming, and protection, while admin-
istrators manage file system configuration, backup and re-
covery, hardware and performance, disk space, etc. As file
systems grow in size, complexity, and criticality, managing
them has become increasingly complex both for file own-
ers and file system administrators. Significant research and
software development effort has been devoted to simplify
management. For file owners, tools like desktop search [6],
semantic file systems [19, 17], stackable file systems [24],
etc., have been developed. For administrators, tools for
improved backup and recovery [1, 25], interposed request
routing [3], union file systems [23], and federated file sys-
tems [22] have simplified file system management.

While research effort has been focused on management
and organization, file access control has been largely ig-
nored. Policies for file access are defined through file at-
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tributes, e.g., permissions and access control lists, and their
control is at the discretion of the file owner. From an admin-
istrator’s perspective, file access control policies are very
limited. Administrators have no simple way to express file
access policies, such as: administrator access to a file is
allowed only between 9 AM and 5 PM, a directory is acces-
sible by all members of a department except visitors, etc.

In this paper, we present FRAC, a realization of the role-
based access control model (RBAC) for network file sys-
tems. FRAC interposes on all file system messages between
clients and servers, and enforces RBAC through message
transformation. At the highest level, FRAC is a reference
monitor that controls the flow of file system messages based
on the RBAC policy.

In recent years, role-based access control (RBAC) has
emerged as a model for enforcing dynamic access control
policies across a wide range of enterprise resources [10, 5].
There are three main benefits of using RBAC. First, RBAC
models have been shown to be “policy neutral”, that is by
using role hierarchies and constraints a wide range of se-
curity policies can be expressed. Second, security adminis-
tration is simplified by using roles to organize access priv-
ileges. For example, if a user moves to a new function in
an organization, the user’s role can simply be reassigned.
In contrast, without RBAC, permissions on individual files
would have to be updated. Third, by using constraints on
the activation of user assigned roles, the principle of least
privilege [18] can be enforced. In fact, today, RBAC mod-
els have matured to the point where they are prescribed as a
generalized approach to access control.

While RBAC is attractive, there are several reasons for
the reluctance of file system administrators to adopt RBAC.
First, network file systems are performance critical and user
applications expect their performance to be similar to local
file systems. Second, due to the reliance on standardized
file-system interfaces, users and applications expect and tol-
erate no modifications to existing behavior. Finally, deploy-
ability of any new mechanism requires that it does not mod-
ify either the clients or the servers. The servers may be
proprietary and closed source precluding any modifications
to them, and clients may refuse or be unable to execute any



agents to support the modified access control protocols.

This paper presents the design and implementation of
FRAC, a Framework for Role-based Access Control for net-
work file systems. Previous efforts to implement RBAC
either modified the client-visible attributes of individual
files [7], required modifications to or execution of special-
ized agents at the server, clients, or both [8]. In contrast,
FRAC requires no modifications to standardized file system
protocols and maintains the existing file system interfaces
for user interaction.

FRAC introduces a virtual control namespace (VCN)
that provides a snapshot of the state of the access control
system, and defines interfaces for users to update permis-
sions and administrators to update access control policies
over the standard file system protocol. The contents of file
system objects in the VCN are generated dynamically by
handlers defined by FRAC. By introducing an active com-
ponent in the path of every file system message, FRAC
enables fine-grained dynamic control over file system ac-
cesses. Since all file system operations, including permis-
sion and session updates, are performed over file system
messages, FRAC evaluates the access control policy for
each operation.

We implement FRAC over FileWall [21], a network mid-
dlebox for file systems, which provides support for spec-
ifying network file system policies through interposition,
and evaluate it using an RBAC policy with support for
role-hierarchies, delegation, and dynamic separation of duty
constraints. We show through our evaluation that FRAC im-
poses low overheads while enforcing the role-based access
control policy.

This paper makes the following contributions. First, we
show how to implement and deploy RBAC for network file
systems using a file system proxy, without modification to
existing client and server software (including operating sys-
tem software). Second, we demonstrate the use of virtual
namespaces to provide agent-free deployment for access
control. Finally, through our evaluation, we demonstrate
that the RBAC mechanisms implemented by FRAC are ef-
ficient and do not significantly degrade client observed per-
formance.

The rest of this paper is organized as follows. Section 2
presents a brief overview of the RBAC model and outlines
a sample RBAC policy. Section 3 presents the FRAC de-
sign. We describe the FRAC implementation in Section 4
and evaluate it in Section 5. Section 6 discusses limitations
and possible extensions to FRAC and Section 7 presents the
related work. Finally, Section 8 concludes the paper.

2. Background

Role-Based Access Control: According to the recently
proposed NIST RBAC standard [10], the basic concept of
RBAC is that users and permissions are assigned to roles,

and users acquire permissions by being members of roles.
The same user can be a part of multiple roles and a role may
have multiple users. Therefore, there is a many-to-many
relationship between users and roles. Hierarchical RBAC
adds requirements for supporting role hierarchies, whereby
senior roles acquire the permissions of the juniors, and ju-
nior roles acquire the user membership of seniors.

The RBAC user assignment maps the users to roles in a
user session, subject to the static and dynamic separation of
duty constraints. The roles available to a user are specified
by an administrator in an RBAC policy, while roles are acti-
vated by users in a session. Permission assignment defines
the privileges associated with roles for each operation on an
object in the system. Permissions are defined as an access
control matrix for all operation-object pairs where RBAC is
applied.

Separation of duty constraints are used to enforce con-
flict of interest policies. Conflict of interest may arise as a
result of a user gaining authorization for permissions asso-
ciated with conflicting roles. The separation of duty con-
straints can be static or dynamic. Static separation of duty
(SSD) constraints are specified in the RBAC policy defining
restrictions on roles across all sessions. Dynamic separation
of duty (DSD) are specified as a constraint on the user-role
mapping for each session. Intuitively, the SSD constraints
govern the available roles, while the DSD constraints gov-
ern the active roles in a session.

2.1. Access Control Example

In this section, we define an RBAC security policy (F)

applied to a network file system. We use this policy to il-
lustrate how FRAC applies RBAC concepts and use it as
a running example throughout this paper. This example il-
lustrates four basic principles of RBAC. First, the principle
of least privilege is enforced. Specifically, a user accesses
files at the lowest privilege level she is assigned to that is re-
quired for accessing an object. Second, dynamic escalation
of roles is defined across user sessions. Third, delegation
of roles is illustrated through a dynamic time-based policy,
and fourth, per-file access control policies, defined by the
user, are enforced.
Principal Definition: We assume a system with four users,
USERS, who are assigned to three roles, ROLFES, which
have a partial order relationship defined by HIE R. Permis-
sions (PERM S) are derived from the NFSv4 ACL model
and apply to each file system object (files, directories, links,
etc) in the context of NFS operations defined for the object.
Formally, the principal sets are defined as:

USERS«—{alice, bob, charles, root}
ROLES«—{user,developer, threat, admin}
HIER—{user < developer < admin,threat}
PERMS«—{ALLOW, DENY, LOG, ALARM}



Role Users
user alice, bob*, charles*, root*

developer | bob, charles, root*
admin root
threat NULL

Table 1. User assignment for F.

GETATTR READ WRITE REMOVE
ALLOW | user user developer | OWNER
LOG admin admin | admin admin
ALARM | threat threat | threat threat

Table 2. Subset of the FRAC AC matrix

User Assignment: User assignment defines the mapping
between users and active roles. In a hierarchical RBAC sys-
tem, the users are assigned to all roles below the initial as-
signment through inheritance. The default role assignments
for F are shown in Table 1. The users marked by a * in the
table show the inherited role memberships.

While the user assignment provides a list of all available

roles, the active roles are determined for each session sub-
ject to dynamic separation of duty constraints. F includes
a dynamic separation of duty constraint, which states that
a user cannot acquire the admzin role in a session with any
other role (user, developer, or threat) active.
Permission Assignment: Permission assignment maps the
roles to the set of permissions for operations on an object.
The permission assignment is statically defined by the pol-
icy, and may be dynamically updated by the owner of the
object.

Table 2 shows a subset of the permission assignment for
a file. Here, the user role is allowed GETATTR and READ
operations, while WRITE operation is permitted only for
the developer role. The special tag OW N ER is derived
from the file attributes and only the owner (or the admin)
is allowed to remove the file. If the operation is allowed,
FRAC additionally evaluates the LOG permission and logs
the operation if required. Also, if the operation is denied,
the ALARM permission is evaluated to possibly generate an
alarm for the system administrator.

The members of the role user can only access the files
owned by them. Members of the role developer derive
all the user properties and additionally can access all files
owned by users in the developer role. Administrators be-
long to the admin role and have unrestricted access to the
file system. However, all administrator actions that modify
the file system are logged. Finally, a user can be made a part
of the threat role, based on a dynamic rule. As an illustra-
tion, all users with role user who try to escalate their privi-
leges to the role admin are threats and all updates made by
members of this role are logged.

Session Management: A session determines the set of ac-
tive roles assigned to a user. All role assignments, as well

as, dynamic separation of duty constraints are evaluated
within a session. While the user may acquire multiple roles,
the set of active roles within a session is fixed. If the user
wishes to modify this set of roles, the old session must be
terminated and a new session created with the new roles.

In our example policy, on session initiation, all users are
part of the user role. If a user is a member of the developer
role, she additionally retains the developer privileges. Mod-
ification of the active roles in a session can be explicit or
implicit. For explicit modification of active roles, the user
must initiate modifications to the role set through FRAC.
In F, the administrator delegates his role to members of
the developer group during the non-work hours. That is,
the members of the developer group can acquire adminis-
trator privileges between 5SPM and 9AM. This delegation
is often desired but is seldom implemented without explicit
RBAC support. The escalation of developer to admin is
performed explicitly, and a new session is created.

J also supports an implicit session update using the en-
vironment. When the access control system determines a
user is a threat, based on previously specified access pat-
terns or attempted accesses to sensitive files, FRAC termi-
nates the active user session and initiates a new session with
the threat role. This update does not involve the user and
prohibits access to the file system including any role up-
dates. Administrator intervention is required to re-enable
the user access.

3. FRAC Design

In this section, we describe the design of the FRAC ac-
cess control framework. Our goal is to provide RBAC func-
tionality in network file systems, for existing file server de-
ployments with a diverse client population. By insisting on
no server modifications, FRAC is readily deployable and
provides RBAC functionality even for closed-source or pro-
prietary file servers.

We further restrict our system to not require any client
modifications. This precludes designs where a separate user
agent executes on the client system to interact with the ac-
cess control mechanisms. However, we believe that expect-
ing a client to run any software other than the default is diffi-
cult. This requires administrators to install and maintain the
software, and train the users in its use. On the other hand,
standard file system interfaces are well understood and sat-
isfy the principle of least astonishment (POLA), where the
system does not surprise the user with modified or non-
traditional interfaces.

3.1. Overview

FRAC implements an RBAC framework for network file
systems by interposing on the client-server network path
and transforming file system messages. At the highest level,
it is a reference monitor that controls the flow of requests
from clients to servers. FRAC assumes that the underlying



system provide minimal support for message capture and
injection, for forwarding or denying requests, and attribute
extraction and transformation to implement access control
policies.

Figure 1 shows the flow of requests and responses
through FRAC. The client generates file system requests
for both real (solid boxes) and virtual (patterned boxes)
objects. The requests for virtual objects are handled by a
special VCN handler, which generates the file system re-
sponses. Requests for real objects are forwarded to the file
server, which generates the responses sent to the client. All
requests are subject to permission evaluation and deny re-
sponses are generated for all requests that are denied.
Policy Specification and Update: Access control poli-
cies must be defined before any accesses to the system are
performed by clients. Therefore, to bootstrap the system,
FRAC requires administrators to provide an initial policy
description during startup. This initial description contains
the principal definitions and access control constraints. Sev-
eral policy specification languages have previously been
proposed for RBAC. We use XACML [2], a standardized
RBAC specification language that provides not only the
core RBAC specification but also allows us to define tem-
poral and dynamic access control policies.

During execution, FRAC provides interfaces for admin-

istrators to update access control policies, and for users to
manage their sessions and permissions for the files they
own. These interfaces are realized using a virtual names-
pace, called the Virtual Control Namespace (VCN), con-
tained within the existing file system namespace (see Sec-
tion 3.2).
State Maintenance: FRAC maintains persistent state,
which must be available through the lifetime of the system
and is essential for correct enforcement of RBAC. We iden-
tify two persistent state components for FRAC: (i) Policy
definition, which includes user and role identifiers, role hi-
erarchies, user assignment, and any separation of duty con-
straints. (ii) Permission assignment, which includes per-file
access control matrix and owner information.

FRAC also maintains soft state, which is throw-away,
and can be reconstructed from the persistent state and by
observing the file system requests and responses. This state
has two main components: (i) Session state, which con-
sists of active user sessions and their currently active roles.
FRAC assumes each user has at most one session on each
machine. This creates a unique identifier for a user session,
which is then used to identify the active roles associated
with the session, and (ii) a Virtual File Handle mapping,
which represents an association between FRAC generated
client-visible file identifiers, distinct from server-defined
file identifiers.

Permission Evaluation: FRAC maintains the state re-
quired for making access control decisions and generates

Algorithm 1 FRAC algorithm for implementing RBAC.

. sid — SESSIONS[MSG.1P|[MSG.UIDJ;
: rolesgiq — ROLES|sid];

:vfh +— MSG.FH,;

: vfhentry «— VFHMAP[vfh];

fh — vfhentry.fh;

. if fh = NULL then

venhandler(MSG, v fhentry.shadow);
return

: end if

10: shadow «— SHADOW FILES|vfhentry.shadow];
11: ownerid «+ shadow.ownerid,

12: perms « shadow.perms;

13: op +— MSG.OP;

14: minrole < perms[op];

15: forall r € roless;q do

16: found «— DFS(HIER,r, minrole)

17: if found = true then

OO LI =

18: MSG' — MSG

19: MSG'.UID «— ownerid;
20 MSG'.FH — fh:

21: forward(MSG');

22: return

23: end if

24: end for

25: deny(MSG);

26: return

aboolean ALLOW or DENY verdict for each file system
request. The requests that are allowed are forwarded to the
file server. For requests that are denied, FRAC generates an
appropriate deny response without contacting the server.

Algorithm 1 shows the algorithm used by FRAC for per-
mission evaluation. The algorithm uses the incoming re-
quest message as input and uses attributes contained in the
message to identify the set of active roles (Lines 1-2). These
roles are maintained in order of increasing privilege level. It
then extracts the virtual file handle (v fh) from the request
message and uses this VFH to obtain the structure contain-
ing the real file handle (fh). If this mapping structure does
not contain a FH, then the VFH refers to a VCN object,
which is handled by the venhandler (Line 6-9).

For the case of real file system objects, the algorithm ob-
tains the corresponding access control information (shadow
file) (Line 10). The least privileged role required to perform
op is identified from the permission map. Finally, a depth
first search (DFS) is performed on the role hierarchy de-
fined by the policy starting at the current role (Line 16). If
the target role (defined by the permission) is found during
the DFS, the message is allowed. Otherwise, if all active
roles are exhausted, the request is denied.

While forwarding the message, FRAC replaces the UID
and VFH in the request with the ownerid and real fh
respectively and the message is forwarded to the server
(Line 21). This ensures that the operation is performed as
the owner of the file and the base file system permissions
are still enforced. All other messages are denied (Line 25).

FRAC uses four tables to maintain the state required for
permission evaluation. The SESSION S table maintains a
mapping of the user identifier and the IP address to a local
session identifier. This identifier indexes into the ROLES
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Figure 1. Overview of FRAC. The client namespace include
the real file system and the VCN. FRAC handles requests for
virtual objects (patterned boxes) and the file server handles
requests for the real objects (solid boxes).

table, which maintains the set of active roles for each ac-
tive session. The VFHM AP stores a mapping from the
VFH to the 2-tuple < fh,shadowfh >. Finally, the
SHADOW FILES map maintains the permission assign-
ment and the file owner information for each file indexed by
the file identifier (file handle).

3.2. Virtual Control Namespace

FRAC defines a virtual namespace, called the Virtual
Control Namespace (VCN), for session management and
dynamic permission assignment. The VCN is initialized
when a file system is mounted over NFS. All operations
on objects in the VCN are sent using the standard file sys-
tem protocol and are interpreted as commands at FRAC.
Through the VCN, clients can interact with FRAC over
the well known file system interface using a familiar set of
tools. Therefore, the VCN eliminates the need to run sepa-
rate software at the clients or servers. It is important to note
that user authentication is performed externally and is not
the focus of FRAC. However, authentication mechanisms
can be easily incorporated using the VCN.

The functionality of the VCN is similar to the well
known /proc file system in Linux. FRAC handlers are
invoked on receiving a file system request for virtual ob-
jects. For read-only requests, for example, READ, READ-
DIR, GETATTR, etc., the handlers query the FRAC state
and generate the file contents dynamically. The query op-
eration presents a snapshot of the FRAC state at the clients.
The WRITE operations update the FRAC state and are used
to modify active roles, permission assignment, and other
session state defined by the system-wide policy. No meta-
data update operations, e.g. SETATTR, are supported on
virtual files to restrict the update interface.

Figure 2 shows a subset of the VCN for the example in
Section 2.1. The VCN has two main components: Ses-
sion namespace, and Shadow namespace. The directories
users and roles make up the session namespace and
provide an interface to control the user sessions and user
assignments, respectively. In the session namespace, a con-
trol file, ct r1, provides the update interface for each direc-

SHADOW FILE CONTENTS

OWNERID: {UID, GID}

SHADOW VFH PARENT

VFHLIST CHILDREN

N
AC MATRIX
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FS NAMESPACE
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Figure 2. Subset of the VCN. User bob has the user and
devel roles active and the admin role inactive. The ctrl file al-
lows session updates. The contents of a shadow file are shown
at the bottom.

tory in the VCN. Users write the identifiers, of the new roles
they want activated, to this file. If successful, the new active
roles are instantiated and any modifications to the available
roles are reflected in the contents of the directory. If un-
successful, a permission denied message is returned to the
client and the session remains unmodified.

The shadow namespace mirrors the file system. The
names for objects in the shadow directory are derived di-
rectly from the files they represent in the primary file sys-
tem. The shadow files provide an interface to query and
update the permission assignments for each file. Effective
permissions are determined using the owner permissions,
specified as file attributes (rwz) of real files, and using the
policy defined role-based permissions.

The initial permission assignment identifies the owner
of each file and assigns her least privileged role the rights
defined by the file permission bits. For example, if a file
owned by alice has permissions rw—, FRAC identifies the
least privileged role for alice (user), and provides that role
with read and write privileges to the file. To update permis-
sions for a file, users write the updated permission assign-
ment to the corresponding file in the shadow namespace. If
successful, the modifications are reflected in the contents of
the shadow file. Owners can also update the permissions
on the files through the chmod interface. For such updates,
the effective permissions are re-evaluated and the contents
of the corresponding shadow files are also updated.

Figure 2 shows the contents of a shadow file. For a
shadow directory, the file handle information and shadow
file identifiers of each of its children are also stored. This
enables the VCN handlers for directory listing to construct a
virtual namespace hierarchy that mirrors the real file system
namespace.

The shadow file hierarchy is built lazily, using the file
system requests to populate itself. FRAC generates shadow
files by extracting records from the responses to direc-
tory listing and file lookup client requests (READDIR,
LOOKUP). The root directory is special since it is identi-
fied during the mount protocol and the VCN root directory



appears as an immediate child of the root directory. FRAC
adds an additional record for the VCN for any root directory
listing request. The state required to generate the shadow
files includes owner information, server specified file iden-
tifiers, and the access control matrix. While the owner infor-
mation and the file handles can be regenerated, the access
control matrix must be available across FRAC restarts as it
represents the permission assignments that may have been
updated by the owners.

All objects in the VCN are virtual and there is no file
(or directory) at the server that stores the content of these
objects. Virtual File Handles (VFH) are file identifiers gen-
erated by FRAC to transparently implement the VCN. Each
virtual object in the VCN has a unique VFH. To prevent col-
lisions between VFHs and file server specified FHs, FRAC
generates a VFH even for real file system objects. FRAC
maintains the VFH to FH mapping in its local state as a file
handle mapping table (VFHMap). For real objects, FRAC
replaces the VFH with the corresponding FH when forward-
ing a request message, and the FH with the VFH for a re-
sponse message. For virtual objects, the appropriate FRAC
handler is invoked. VFHs are also used to implement the
write-once semantics for virtual objects by generating a new
VFH every time the virtual object is updated.

4. Implementation

We built our system using FileWall [21], a network
middlebox for file systems, which allows administrators to
specify file system policies in the network. FileWall in-
terposes between file system clients and servers, and me-
diates their interaction. FileWall provides the basic func-
tionality of message capture, transformation, and injection,
required by FRAC. FileWall functionality is implemented
through policies, which are specified using file system mes-
sage transformation. FileWall policies are executed using
the attributes contained in file system messages, in the con-
text of state, called access context (AC), maintained by the
policy or present in the execution environment. FileWall is
implemented in the Click modular router [11] framework as
an external user-level package. The access context is imple-
mented using an open-source database, Berkeley DB [20].

FRAC is implemented as a FileWall policy that uses at-
tribute transformation to (i) virtualize file handles through
the VFH <« F H mapping, (ii) modify requests to execute
as the owner of the file, (iii) incorporate the VCN in the file
system hierarchy, and (iv) generate deny responses for re-
quests that are disallowed by the policy. FRAC stores the
state it maintains to implement RBAC persistently access
context in FileWall.

5. Evaluation

In this section, we present an evaluation of our system.
Our goal in this evaluation is to measure the impact of in-
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Figure 3. Policy enforcement over FRAC.

corporating FRAC on existing file system performance. All
experiments assume that clients are operating under the pol-
icy defined in Section 2.1.

Setup: In our experimental setup, all systems are Dell Pow-
eredge 2600 SMP systems with two 2.4GHz Intel Xeon
II CPUs, and 2GB of RAM. All systems run a Linux-
2.6.16 kernel and are connected using a Gigabit Ethernet
switch. The average round-trip time between any two hosts
is 300us. FRAC is configured to interpose on all NFS re-
quests and responses.

In all experiments, the roles are arranged as a linear

chain, with the least privileged role at the tail and the high-
est privileged role at the head. We assume a session with a
role at the head of the chain, while the minimum role au-
thorized for all operations is at the tail. This represents the
worst case scenario for FRAC, as the permission evaluation
must traverse all roles before generating an allow or deny
verdict.
Microbenchmark: To study the behavior of the file sys-
tem, with and without FRAC, we developed our own mi-
crobenchmark. This benchmark is an RPC client and issues
NFES requests without relying on the client file system in-
terface. Using this benchmark eliminates the noise due to
the client buffer cache and other file system optimizations,
and allows fine-grained measurements to be collected. The
benchmark measures the CPU cycles between a request and
the corresponding response.

First, we study the effect, on the client observed latency,
of introducing FRAC on the network file system message
path. To isolate the overheads, we study two different cases:
(i) FRAC-5, which is the FRAC system configured with 5
different roles and (ii) FRAC-50, which is the FRAC sys-
tem configured with 50 roles. As a baseline, we present the
operation latency of the default NFS protocol.

Figure 3 shows the client observed latency for different
NFS operations. For clarity, we show only the most com-
mon operations, as reported by various file system workload
studies [4]. In the figure, each group of bars has 3 members,
base NFS, FRAC-5, and FRAC-50. The height of each bar
shows the average response latency for 1000 instances of
the call.

We observe that FRAC imposes modest additional over-
head when compared to the base NFS case. In the case of
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Figure 4. OpenSSH compilation.

5 roles, the overhead is less than 94 s, while it is less than
123 s for the 50 role case.

Application Benchmark: In the following, we compare
the performance of FRAC with the RBAC policy against
the default NFS for a multi-stage software build similar to
a modified Andrew Benchmark [9]. We measure the time
taken to untar, configure, compile, install, and remove an
OpenSSH 4.5 distribution.

Figure 4 shows the average time over ten runs with a
cold cache for each phase of the OpenSSH compilation
benchmark from left to right. The bars in each group are
NFS, FRAC-5, and FRAC-50. We observe that FRAC im-
poses a modest overhead of around 11% (FRAC-5) and 14%
(FRAC-50) for the sum of all phases of the benchmark. The
most expensive data intensive phases have small (< 10%
FRAC-5 and < 15% FRAC-50) overheads. However, the
metadata intensive untar and install phases show significant
degradation (33% and 100% respectively). This overhead is
due to the creation of files, which requires generating new
VFHs and shadow files for each file.

6. Discussion and Limitations

Stateful Policies: Stateful policies are useful, for exam-
ple to identify suspicious user action based on pre-specified
“threat-profiles” and to deny all subsequent file system ac-
cesses for the user. The threat profiles can be generated
using access logs through offline analysis or specified stat-
ically as known malicious behavior. To implement such
policies, FRAC maintains a per-session access history and
matches the current access patterns against the threat pro-
files. On a match, the role associated with the session is
updated to threat and no subsequent accesses are permit-
ted. Re-enabling user access requires administrator action
to update the FRAC state directly.

Concurrent Updates: We prevent concurrent, possibly in-
consistent, updates to the objects in the VCN by forcing all
objects to be write-once. That is any update to the permis-
sions or ownership of a file must result in all cached copies
of the virtual files to be purged. A new VFH is generated on
each update and all other updates, possibly issued concur-
rently, are denied as the VFH is invalid or stale. However,
our mechanism does not guarantee strict ordering or priori-
tization, and similar to UNIX write semantics, the winner of

the race to update is successful, while all others must update
their cached copy and try the update again.

Fault Tolerance and Availability: FRAC is a centralized
reference monitor. This creates the possibility of unavail-
ability of the files even though both the clients and servers
are alive and connected. However, FRAC stores its per-
sistent state in a database and builds up its state using file
system message contents. Therefore, we can easily design
a primary-backup scheme where all messages are received
at both systems. In this scheme, the database can be placed
either at the file server or at an external node. While this
might result in performance degradation, we believe the in-
frequent updates to file permissions and the user sessions
make this acceptable.

FRAC does not allow direct access to users and allows
access only through the standard file system interface. The
limited interface to FRAC protects it against malicious users
making the system unavailable. However, by generating a
large number of carefully crafted requests, malicious users
can cause a denial of service attack at FRAC. Such attacks
can be mitigated by a rate control mechanism that discards
messages from clients generating requests greater than a
threshold rate. Attacks that prevent access to resources by
inundating the network, must be handled external to FRAC.

7. Related Work

Role-Based Access Control (RBAC): The role-based ac-
cess control model has evolved from the use of groups in
UNIX and other operating systems, privilege groupings in
database management systems, and separation of duty con-
cepts. The modern concept of RBAC embodies the above
in a single access control model ([10, 5] and references
therein). Gustaffson et. al. [7] demonstrate the use of NFS
to implement RBAC for distributed systems. They use mod-
ified NFS servers and clients to implement user-role map-
pings. However, their system does not support user session
modification, role hierarchies, or separation of duty con-
straints.

Law Governed Interaction (LGI) [13] proposes a dis-
tributed policy definition and enforcement framework for
heterogeneous distributed systems. He et. al. use the LGI
framework to implement RBAC for network filesystems [8].
However, their system requires the server to execute an ac-
cess control agent to hook into the security framework. It
also requires specialized user agents at each client to com-
municate with the access control system. Their server mod-
ifications and client agents may limit the deployability of
their system.

Namespaces and Semantic File Systems: The use of
client namespaces in FRAC is motivated by seminal work
on namespaces [12, 16, 15], each of which recognizes the
importance of names as a unifying feature in all distributed
systems. Plan 9 [16] uses a hierarchical file system to rep-



resent every resource in the system. A user or a process
constructs a private namespace view by connecting these re-
sources. FRAC uses the control namespace as a query and
control mechanism for role based access control policies on
network file systems. Therefore, unlike the above systems,
file names in FRAC represent more than a mapping to a
physical resource (files, network sockets, etc.). Along with
the access context and policies, names are used as an active
component of the RBAC framework.

Semantic File Systems [19], Jade [17], and Prospero [14]
use programmable namespaces to organize and extend
physical namespaces. FRAC shares the idea of programma-
bility using the control namespace. However, there are sev-
eral important differences. First, unlike the above where the
filters execute on the client, FileWall policies are applied at
an interposing proxy and do not require modifications to
the server. Second, the policies are dynamic and are mod-
ified during execution. Finally, while FRAC can be used
to organize data sources, its primary goal is protection by
controlling access to portions of the namespace.

8. Conclusions

We presented an implementation of role-based access
control for network file systems using FRAC, a reference
monitor that controls the flow of file system messages be-
tween clients and servers. We demonstrated the use of our
system through an access control policy that supports role
hierarchies, user sessions, and static and dynamic separa-
tion of duty constraints.

We developed mechanisms to implement a virtual con-
trol namespace, which allows users and administrators to
query and update user sessions, per-file policies, and the
global access control policy over the standard file system
interface. Our design based on VCN requires no modifica-
tion to either clients or servers and does not require special-
ized user agents for clients to participate in the access con-
trol framework. Finally, our experiments with synthetic and
real application workloads show that FRAC does not im-
pose significant overheads while implementing RBAC poli-
cies.
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