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Abstract

We presentthe idea of a web basedcovert le system,
CovertFS.This le systemallows a userto store les
covertly on mediasharingwebsiteswhile guaranteeing
con dentiality andplausibledeniabilityregardingtheex-
istenceof the les. Further it allows for selectve and
covert sharingof these les with otherusers.CovertFS
can be built on top of ary web basedmedia sharing
service. The les are hiddenwithin the mediausing
steganographitcechniquesThe usercanplausiblydery
the existenceof the covert le systemsince the exis-
tenceof it cannotbe proven. The mediasharingservice
provider is oblivious to the existenceof the le system
within the storedmedia,providing themplausibledenia-
bility aswell. Sincetheuser les arecompletelyhidden,
it givesonly theusercompletecontroloverhiscon den-
tial les.

1 Intr oduction

Web servicessuchas email, photo sharing,video shar

ing, blogs,wikis andothercollaboratve andinteractve

serviceshave becomea part of our daily lives. The
webprovidesaneasyandportablemeandor storingand
retrieving user contentas well as sharingthis content
within agroupof peoplefor online collaboration.

All web servicesavailabletodayarefor openstorage
and sharing,wherethe existenceof the datais known
to the serviceprovider. The fundamentalimplicit as-
sumptionhere,is that the serviceprovider canbe com-
pletely trustedwith the userdata. Any contentstoredin
the clearon thesesenersis vulnerableto unauthorized
accesdy the serviceadministrators.Further the gov-
ernmentcould compelthe serviceprovider to turn over
this datawithout the knowledgeof theuser A morecau-
tioususermightencryptall contenthatis storedonthese
seners. While this protectsthe datafrom unauthorized
accessjt cannothide the fact that somedatais stored

by a particularuser Theusermight be subsequentlgo-
ercedinto revealingthe encryptionkeys by legal instru-
mentssuchassubpoenasThus,useranaydesireto hide
the very presenceof their datastoredon public seners
in sucha way thatits existencecannotbe provenby the
serviceprovidersthemselesor anotherthird party.

Storing and sharing data covertly over the internet
senesseveral purposes.For example,this may be used
asameando sharecontentin societieghattendto sti e
free exchangeof unpopularideas. Evenin moredemo-
cratic countries,socialtabooscanforce peopleto look
for covert meandor facilitating secretonline collabora-
tions. Finally, individual webusersmay usesuchcovert
meango backup,storeandsharetheir les online with-
outtheknowledgeof the serviceproviders.

In this paper we proposethe idea of a covert web
basedle systemCovertFS,which facilitatessecurele
storageand sharingamongsta group of peopleandyet
providesplausibledeniability CovertFScanbe built on
top of ary publicly availablemediahostingandsharing
service. Flickr [2], a photo sharingservicefrom Ya-
hoo, is an excellentexampleof sucha serviceasit pro-
vides large storageand excellent API. The le system
is covertly hiddenwithin the mediahostedby the user
using steganographidechniques.This le systempro-
vides plausibledeniability for the userand the service
provider. Plausibledeniability is achiesed becausehe
presencef the hiddendatacannotbedeterminedy ary
externalparties,ncludingthe serviceprovider.

The salientfeaturesof the le systemcanbe statedas
follows:

Plausible Deniability: Thepresencefthe le sys-
temor les within the mediasharingweb account
cannotbe determinedwith certaintyby analyzing
the mediaor thetrafc. Hencethe useror the ser
vice provider cannotbe compelledby courtto dis-
close the contentsof the le system. This form
of information hiding is desiredby userswho can



safely and securelystoretheir documentson third
party senerswithout the knowledgeof the service
providers. The serviceprovider cannotdetermine
with certaintywhetherthe mediais a plain media
le oramediale with hiddencontent.

Online File Sharing and Collaboration: The le

systemis built ontop of awebbasednediasharing
service.This makesthe le systemavailableonline
andto anyonearywhereto collaborateor shareles

with one another The additionalbene t of this is
only the end-userareaware of the le systemor-
ganizationandcontents.To others,the le sharing
traf ¢ lookslikeinnocuousnediasharingtrafc.

Information Hiding: The le systemis aimedat
hiding con dential documentsywhich canbe stored
and sharedbetweena group of people. Datais
hiddenwithin the media using advancedstegano-
graphic techniquessuch as secureor zero diver
gencesteganography[13, 12, 11], which cannotbe
steganalyzedo retrieve the hiddencontent.

2 DesignOverview

The designof a covert le systemon a mediasharing
websiteposesseveral researcithallenges.First, an ef-
cient way to hide the le systemdatawithin photos
is necessary Advancesin steganographyhelp us here
[13, 12, 11]. The le systemdatacanbe encryptedand
hiddenwithin the photosin suchaway thatanadwersary
cannotdetectthe differencebetweerregular photosand
photoswith hiddendata. Secondlywe needan ef cient
mappingschemeof the le systemblocksto imagesin
orderto fully utilize the storagecapacityofferedby the
public sener. Finally, covert le accesdrafc should
not bedistinguishablérom theinnocuougphotosharing
traf c onthesamewebsite priginatingfrom theordinary
users. Theseusersarelikely to download new photos
andignore photosthey have alreadyseen,they seldom
updatephotosthey have alreadypostedanddo notdelete
old photosuntil thereis ashortagef storageontheirac-
count.Suchaccesgatternsshouldnot beviolatedwhen
the mediawebsiteis usedto accesghe hidden le data.
In what follows, we will discussthe key designissues
thatcanaddresshesechallenges.

2.1 Mounting the File System

In CovertFS, les arestoredremotely hiddenwithin the
mediahostedon athird partyserviceprovider. To access
thehiddenle systemausemountst atadesirednount
pointin thelocal le system.Before mountingthe le
systemthe usershouldhave a valid accounton a media
sharingsite. During the mount, the userhasto present

properauthorizationdetails such as the mediasharing
websiteurl, accounthameandpassverd for theaccount
wherehis le systemis hostedand the passphraséor

encryption/decryptiorof the le systemcontents. Af-

ter verifying the authorizationinformation, the le sys-
temmountstheremotewebbasedle systemandbegins
downloadingphotosasdictatedby thehidden le system
accesseslo avoid repeatediownloadsof certainphotos
(unusualaccesgatternfor mediasharing),photoscon-
tainingthehidden le systemmetadatarekeptin alocal
imagecacheaslong aspossible.

2.2 Mapping File SystemData to Photos

The entire le systeminformationalongwith le meta
dataand le contentsare encryptedand storedwithin
mediacontenton the serviceprovider. Currentstegano-
graphictechniquesare usedto hide the contentsof the
le within the media. Our mediacontenthereare pho-
tosto be sharedwith friendsandfamily. Typical photo
sizesstoredon Flickr rangeanywherebetween40KB to
300KB. Currentsteganographitechniquegsansafelyal-
low embeddingof about10% of information within a
JPEGimage with no visual distortion or deviation in
statisticalpropertiesof the image. Consideringa mini-
mum imagesize of 40 KB, a4 KB disk block sizecan
be stored. To keepthe mappingsimple,we canassume
thatdisk blocksaremappedo imagesone-to-onewhich
meanghatwe will only hide4 KB of dataevenin larger
images.

To storeall the les within the le systemremotely
we needas mary imagesin the Flickr accountas the
numberof blocks on the le system. The numberof

les thatcanbestoredis constrainedy theaccounstor
agesizewithin Flickr. However, Flickr andmostservice
providershave unlimited accountdor a minimal service
fee peryear, providing a virtually unlimited storageca-
pacity Alternative designscanstoremutiple le block
in largerimagesor canspanover multiple useraccounts
and/ormultiple serviceproviders.

Metadata,such as inode blocks, and the direct and
indirect disk blocks are also storedin photos. Inodes
and le blockaddressesanbeidenti ed directly by the
nameof theimagewherethey arestoredor indirectly us-
ing inode andblock allocationmaps,themselesstored
in oneor multipleimages Retrieval of the photocontain-
ingthe rst blockof themapis donethroughanamethat,
whenhashedmapsto a specialvalue,usuallyafunction
of theencryptionpassphrasenteredy the user

Fig. 1shavsthe le systemobjecthierarchyasem-
beddedwithin differentphotosstoredin the Flickr ac-
count. The photomountain.jpgcontainsthe root inode,
which pointsto the only directoryinode underthe root
directory embeddedn the photo hills.jpg. The direc-
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Figure1: Covert le systemlayoutembeddedvithin Flickr
photosandalocal view of les when le systemis mounted

tory containstwo les, whoseinodesare embeddedn
photoslawn.jpg andlion.jpg respectiely. Datablocks
are containedwithin photossnowjpg, sunrisejpg, sun-
set.jpg fallcolors.jpg andtreejpg. The allocationmap
for inodesand datablocks are storedwithin the photo
hiking.jpg. The gure alsoshaws the local view of the
le systemwithin thegraybox.

2.3 Handling File SystemWrites

In a read-write le system, metadataas well as data
blockschangeasa resultof le accessesln CovertFS,
thesechangesmay generateoperationsthat may look
suspicioudor genuinephotosharingsuchas(i) frequent
imagechangingand(ii) frequentaccesso certainold im-
ages.In the next two subsectionsye will discussmap-
ping solutionsto hidethesetwo le systenpatterns.

To addresdrequentimagechangingdueto inodeand
le systemblock updateswe proposeto make photos
immutableand apply an updateschemesimilar to one
usedin thelog structuredle system[10]. Accordingto
this schememaodi ed le systemobjectswill be hidden
in new photos. To achieve this, the indirectionthrough
theallocationmapis absolutelynecessary

With the proposedscheme,the allocation map be-
comesthe le systemobject whosefrequentchanges
must also be hidden. To keepthe photoscarrying the
allocationmapalsoimmutable we mustdevise a mech-
anismto locatethe mostrecentcopy of the map. For
this, we proposewo complementargchemesThebasic
schemedakes advantageof the userde ned namespace
for photosto aprioridecidethenameof the phototo store
the next versionof the mapandto embedit alongwith

theversionnumberin the photoof the currentmap (for-

ward pointer). In thisway, a le systemusercaneasily
determinavhentheallocationmaphaschangedy look-

ing atthe photonameof the next map. If the new photo
doesnot exist but the old one does,the client can as-
sumethatthe maphasnot changedphotosin the same
chainare garbagecollectedin the FIFO order)and use
its cachedcopy. As a backup,in casethis chain can-
notbereconstructedueto garbagehotocollection,the
namef themapphotosarechosersuchthatall mapto

the samespecialvaluewhenwhenhashedwith the user
passphraseln this way, in the worst case,a complete
inspectionof all theimagesin the accountwill allow a
userto discoverthemostrecentcopy of themap.

Photo garbagecollection is done when the userac-
countreachesearfull capacity The photoscontaining
theinvalidatedblockswill all bedeletedn abatchduring
this processfreeingup spacein theaccountyet gener
atingtraf ¢ patternsof photosharingusers.

2.4 Avoiding Photo Hotspots

The currentdesignmay exposesuspicioushotspotpat-
ternsasmetadatgphotosarelik ely to bemorefrequently
accessedyhich canbeanindicativefor acovert le sys-
tem. Local cachingcanalleviate this behavior but only
partially. To further diffusethis pattern,we planto in-
troduceforward pointersto all metadatabjectsandnot
just the maps. This meansthat subsequentopiesof an
inode, for instance,will be chainedby embeddingthe
nameof the phototo storethe next versionof theinode
in the one carryingthe currentone. A userwho wants
to retrieve the mostrecentversionof aninode andhas
a cachedphotoof anpotentiallyold versioncanfollow
this chainto retrieve it withoutreferringto theallocation
mapeverytime. To guarante¢hatthe le corresponding
to thatinodewasnot deletedthe mostrecentcopy of the
parentdirectorymustalsobe checled. Finally, avoiding
hotspotsthroughthis mechanisnis an optimization. In
caseaninodeversionchaincannotbereconstructedthe
usercango backto retrieve the mostrecentversionof
theinodestartingfrom the allocationmap.

2.5 File Sharing and AccessControl

Flickr providesthreetypesof sharing.Photoscaneither
be madeprivate, sharedwith a group, or madepublic.
Private photosare only accessibldo the userwho cre-
atedthem. If photosare sharedasa group, friendsand
family canaccesshemandof course photosmadepub-
lic canbe accessedy anybody. However, group and
publicaccessharingdo notallow the userto modify the
les.

We build our le sharingandaccessontrolmodelon



top of theFlickr photosharingmodel.Only theownerof
the Flickr accountis ableto modify le systemcontent,
while memberof thegroupor otherscanonly read les

or partof the le systemthatis enabledselectvely for
readsharingby the owner.

Selectve sharingneedsto be enabledby the owner
who wantsto sharehis les or directorieswith other
usersin thegroup. Eachshareis assigned separaten-
cryption passphrasasshownn in Fig. 2. Thedirectory
Politicsis sharedwith a groupof friendswith a separate
encryptionkey. Every parentinodeobjectthathasa link
pointingto a le or directoryhasarespectie encryption
key associatedvith it. Storingthe encryptionkey in the
inodeallows the ownerto accessll the les atary time
withoutretypingseparatencryptionpassverdsassigned
to differentshares.In casea separatencryptionkey is
not assignedo ary le or directory the encryptionkey
is replicatedfrom the parentinode. All otherdirectories
in Fig. 2 areencryptedwith the ownersencryptionkey.

Thephotoscorrespondingo thedirectoryto beshared
(Politicsdirectoryin the g) aremovedtotheappropriate
catgyory of photosin the Flickr accounfor sharingwith
thegroup.Theencryptionpassphrastor les within the
shares givento otherusersof thegroup. They canlocate
therootinodewithin the shareby hashingwith the given
passphraseNotethatthe passphrasis differentfor each
shareandcanbechangedy theowneratary giventime,
whenhedecidego revoke sharing.

2.6 Replication

Sincethe web basedservicescanbe unavailableat cer
tain time periods,replicatingthe le systemmeta-data
anddataacrosdifferentserviceprovidersis a desirable
designchoice. The replicascan be assignedpriorities
suchthatthe downloadsalwaystake placefrom the pri-
maryreplica. Whenthe primary replicaserviceprovider
is unavailable the les canstill beaccesseétomthesec-
ondaryreplicas. Updatesmay however be propagated
rst to theprimaryandthento the secondaryeplicas.
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Figure2: File sharingwith CovertFS.ThedirectoryPolitics is
sharedandhasits own encryptionkey
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Figure3: Overview of CovertFSdesign

2.7 CovertFS and Hidden Levels

It is possibleto arguethatthe presenceof CovertFSit-
self canbeincriminatingevidencethatthe useris hiding
something.This is counteredn the steganographicle
systemsby having differenthiddenlevels. Whencom-
pelled by court, the usercan discloseonly one or two
levelswith moderatelyincriminatingevidence while the
presencef realdatathathe wantsto hide canbe plausi-
bly denied. It is impossiblewith this designfor the ex-
aminerto prove thatthe useris indeedhiding something
extrathanwhathe hasalreadydisclosed.

A similaranalogyappliesto CovertFSaswell. Hidden
levelscanbecreatedn CovertFS Eachlevel hasadiffer-
entencryptionpassphrasandcanonly be openedvhen
theuserprovidesthe correctpassphraseddditional lev-
els are also mappedby using other photoswithin the
sameaccount. Alternatively, hiddenlevels may alsobe
createdinvolving additionaluseraccountson the same
or otherserviceproviders.

2.8 Implementation Plan

CovertFScanbebuilt asauserlevel le systemWeplan
to implementthis ontop of the FUSE [1] le systemin-
terfaceasshovnin Fig. 3. FUSEfacilitateseasydevel-
opmentof userlevel le systems.It hasa kernelmode
driverandauserlevel library. Theuserlevel library lib-
fuseinteractswith the kernelmodedriver througha de-
vice called/dev/fuse The systemcalls that operateon
les inthe FUSE le systemareredirectedrom thevir-
tual le system(VFS) layerin the kernelto the FUSE
driver. Thedriverin turn forwardsthis call to the user
spacdlibrary. Thenew lesystem, CovertFSin the g-

ure, that links into this library can handlethis call and
implementnew functionality. We plan to develop our
proof-of-conceptprototypeover Flickr [2], sincethey
have a public API availablefor this purpose.

3 Discussion

In this section,we provide securityanalysisanddiscuss
otherdesignrelatedissues.



3.1 Security Analysis

We de ne two typesof adwersaries. A passie adwer-

sary simply obsenesthe traf c and checksfor anoma-
lies. An active adwersaryontheotherhand,actively per

forms steganalysison randomimagesfrom time to time

to detecthiddendatawithin the images. We examine
why CovertFSis indeedcovertfrom the point of view of

boththe active andthe passie adwersary The active ad-
versaryis primarily concernedwvith steganalysiswhile

thepassie adwersarymainly performstraf ¢ analysison

theFlickr accountraf c.

3.1.1 Active Adversary and Steganalysis

Steganalysigs a techniquewherethe adwersarycande-
terminethat the imageis usedasa cover for hiddenin-
formation. Steganalysistechniquesvatchfor signature
distortionscreatedby known steganographyools. With
respectto JPEGimages,somesteganographytools use
simpletechniquesuchasLSB encoding.In thismethod
eachbit of thehiddentext is encodedn theleastsigni -
cantbit of every bytein the JPEGimage.Thistechnique
doesnot causevisual distortionperceptve to thehuman
eye, but createshuge deviationsin the statisticalprop-
ertiesof the JPEGimage. Suchtools that perform bit
manipulationsarecalledimagedomaintoolsandcanbe
detecteckasilyby steganalysis.

Othersetof techniquesisedfor hiding informationis
calledthe transformdomaintools. Thesegroupof tools
usetechnigueghat involve manipulationof algorithms
and imagetransforms. One of the populartechniques
usedfor JPEGimagesds calledthe discretecosinetrans-
form (DCT). Thesemethodshide informationin more
signi cant areaf theimageandmaymanipulatamage
propertiessuchasluminance. Thesetechniquesarefar
more robust and much harderto detectusing steganal-
ysis. The tradeof however is that such methodscan
encodemuch smalleramountof informationwithin the
cover. Recentesearcthascomeupwith zerodivergence
steganographyor securesteganographyhat usestatisti-
cal restorationtechniques|[13, 12, 11]. The basicidea
is to thwart steganalysismethodsby hiding information
in few bits within the imageand adjustingotherbits to
offset the deviations causedby the hiddeninformation.
Hence adwancesn stegganographyave madeit possible
to build toolsthatcanthwart steganalysisWe planto use
onesuchadwancedechniquen our prototypeto hidethe

le systemdata.

3.1.2 Passve Adversary and Traf ¢ Analysis

The passve adwersarysimply sniffs trafc to look for
anomaliesandtries to deduceif ary hiddentext exists
within theimage.All thetraf c duringuploadanddown-

load of the les within the le systemmustappeaiike
innocuousphotosharingtrafc. However, the patternin
whichthe les areaccessedhayleak someinformation
to the adwersary The adwersaryhowever, mustnot be
ableto determinewith certaintythata speci c patternat
thebeginningof accessesmplieshiddentext.

Trafc patternscan be obfuscatedby introducing
pseudorandomdummy imagefetches. The client can
cachealreadyvisited photosto ensurethat it doesnot
downloadthosephotostoo frequently CovertFSis de-
signedsuchthat only new photosare uploadedandold
onesare deletedwhenthe accountreachesiearfull ca-
pacity, which resembleshe behaior of normal photo
sharingusers. Also, the additionsare donein a batch
asthe le systenmpperatesn adisconnectedhode,mak-
ing additionsin abatchto the photostore,similarto how
regularusersaddphotos.SinceFlickr hasanopenAPI,
severalotherapplicationshave beenbuilt ontop of it that
performspeci ¢ tasks,customizedo the user Eachof
thesetasksgivesrise to differentupload/devnload pat-
terns.

3.2 Feature or Misuse

CovertFScan be built on top of mediasharingservice
suchasFlickr. While this providesaninnovative useof a
commonlyusedwebservice this canbeviewedasahuse
of a servicedesignedor a differentpurpose.We argue
thatsinceFlickr is a photosharingservice,whatelseis
embeddedn the photosdoesnot really affect Flickr's
businessmodel. Usersstill host photoson Flickr for
CovertFSto work.

4 RelatedWork

The steganographicle systemthatgivesthe userplau-
sible deniability was rst proposedby Andersonand
Shamir [6]. They did not have a working prototypeof
the le system. McDonaldet al [8] werethe rst to
build a working prototypeof a steganographicle sys-
temcalledStegFS.StegFSis alocal le systemthatpro-
videsplausibledeniability by hiding les in unuseddisk
blocks. The prototypedid not require a separatepar
tition but worked along with the Linux ext2 partition.
Pangetal [9] demonstratednprovementdo the hiding
schemesnddesignof StegFS,which demonstrategig-
ni cant improvementsn performance.All the le sys-
temsmentionedabosrework with thelocalharddriveand
provide plausibledeniability to the user Noneof these
providetheability to globally acces®r shareles. Since
all of thesehidein unuseddisk blocks,they runtherisk
of beingoverwrittenwhenthe driver is not operatingin
thesteganographienode.Thereforetheserequirea high
degreeof replication,severelylimiting thedisk spaceus-
age. CovertFS,on the otherhand,provides le sharing



betweengeographicallydistantusersaswell as plausi-
ble deniability CovertFShides les from the service
providersthemselesandis built over a mediasharing
service. The designconsiderationgresigni cantly dif-

ferentin bothcases.

Thegmail le system [3] allows the userto storehis
dataasemailmessagem his mail account.The service
provideris awareof theexistenceof theuser les in this
mail account. This le systemdoesnot allow plausible
deniabilityor enable le sharingwith others.Httpfs [7]
is a network le systemthatprovidesaccesdo les on
a remotemachineusingthe http protocol. It requiresa
componento run ontheremotesener, from wheredoc-
umentscanbefetchedontheclient. Thisis similarto the
network le systemimplementatiorbut usinghttp. For
CovertFS,no suchcomponentis requiredon the sener
side. DavFS [4] allowsto mount les from a WebDAV
sener on a local driver. WebDAV is an extensionof
httpthatallowsremotecollaboratve authoringof webre-
sourcesDavFS allows a remoteweb senerto be edited
simultaneoushby a group using standardapplications.
DavFS, fundamentallydiffers from our implementation
asit requiresasener componentNoneof theabove le
systemsprovide plausibledeniability either CovertFS
canrunontop of any mediahostingservice.Thecontrol
lieswith theuseronhow heaccesses/modi esishidden
les.

TheWebFile system[5] providesa le systeminter
faceto theworld wide weh The goalhereis completely
differentfrom our goal. This le systemallows the user
to browsethe web asdifferent les thataredownloaded
onthelocal harddrive.

5 Conclusion

In thispaperwe motivatetheneedfor awebbasecdovert

le system,CovertFS.This le systemallows usersto
storetheir les, hiddeninsidethemediahostedon a pub-
lic sener andaccesghemfrom anywherein the world
with completecon dentiality from ary third party in-
cluding the serviceprovider. Additionally, the very ex-
istenceof the le systemis known only to the userand
cannotbe determinecdbr provenby aryoneelse.Further
it allows les to be selectvely andcovertly sharedwith
othersasandwhenneededAs partof ongoingwork, we
are developing a working prototypeof sucha le sys-
temandwill evaluateit in termsof latenciesscalability
securityandprivacy.
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