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Abstract

This paper reportsan initial studyon classifyingcom-
monJavacodingpitfalls with an emphasison thepatterns
thatleadto such codingpitfalls. Documentationof such pit-
fall patternshelpsto avoidmakingcommonmistakesandto
shortenprogramdebugging time.

1. Introduction

A lot of Internetapplicationsarewritten in Java,a more
andmorepopularprogramminglanguagefor the Internet.
Programtestingand debugging are difficult; using multi-
ple threadsin mostof theseInternetapplicationsintroduces
new difficulties to their testinganddebugging. Onediffi-
culty isnondeterminism:differentrunsof thesameprogram
with thesameinput mayhave differentoutput. Most com-
monbug typesof multithreadedJava programs,e.g.,dead-
locks, livelocks,andraceconditions,arerelatedto nonde-
terminism.

Tools have beendevelopedto detectbugs in Java pro-
grams,e.g., [1] and[2]. However, thesetools are lack of
animportantproperty:localizationof bugs.Toolsbasedon
staticanalysescanproducemany falsepositiveswhenpro-
cessinglarge programs. In addition, in the caseof model
checking,mappingback a counterexample to the source
codeis a difficult task.Toolsbasedon testcasescanreport
bugsbut they usuallydo not reportwherein the programs
thebugsare.

It is difficult to find a needlein a sea,but it is easyto
seea camel in a classroom. Similarly, in order to effec-
tively localizebugs,anecessarytechniqueis to restrictbugs
to a limited scope. This paperproposesa novel approach
for identifying assmallaspossible(Java) coderegionsthat
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likely containbugs.Thekey ideaof theapproachis to iden-
tify anddocumentpatternsthatleadto commoncodingpit-
falls.

Outline The rest of the paperis organizedas follows:
section2 describesthe ideaof usingpatternsfor delimit-
ing coderegionsthat possiblycontainbugs. Section3 re-
portsaninitial studyof commoncodingpitfalls in Javapro-
grams.Section4 proposesa formatfor documentingpitfall
patterns.Section5 comparesrelatedwork. Section6 con-
cludescurrentwork andmakesaperspectiveof futurework.

2. Coding pitfalls and their patterns

A patternis “a consistent,characteristicform, style, or
method”[5]. I have thefollowing observationswith respect
to patterns:

� Whenpeopleperformatask,they usuallyfollow some
patterns,whicharederivedfrom theirexperiencefrom
practiceand/ortextbooks.

� Somepeopletendto follow thesamepatterns.
� Somepatternsaregoodin thesensethatthey will lead

to a success,while somepatternsarebadin thesense
they will leadto a failure.

� Usuallyapatterninstanceexistswithin asmallamount
of timeandspace.

� Patterninstancesarerecognizable.
� Multiple patterninstancescoexist well andthey usu-

ally don’t interferewith eachother.

A codingpitfall is somecodethatis notconsideredgood.
A codingpitfall is likely afault. A pitfall patternis apattern
thatmakesa programmerproducecodingpitfalls.

The ideaof usingcodingpitfalls andpitfall patternsto
delimit possiblebugregionsis asfollows: supposewehave
recognizedcodingpitfalls andtheir patterns.Sincea cod-
ing pitfall is a potentialfault, theunionof thesecodingpit-
falls is a scopeof faults. This scopemaystill be large,but
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it canbenarroweddown by examiningthe codingpitfalls.
For example,if asmallregionin thatscopecontainsseveral
codingpitfalls, this region is a goodstartplacefor debug-
ging. Another good start place for debugging is a small
region containingmany codingpitfalls thatarelikely to be
madeby theprogrammerwhowrotetheprogramunderex-
amination.After thescopeis narroweddown, toolscanbe
exploitedto testanddebug thescope.

To make this novel ideaeffective in practice,a lot of is-
suesneedto beaddressed.For example,Whatarethecom-
mon coding pitfalls? How often doesa particularcoding
pitfall occur?Whatshouldbeincludedin a pitfall pattern?
Whatis thepitfall patternthatcausesacodingpitfall? How
to representa pitfall pattern? etc. In the next sections,I
discusstheseinterestingissues.

3. An initial study of coding pitfalls

As aninitial study, I chosesomemultithreadedprograms
asdatapointsandfocusedoncodingpitfalls relatedto mul-
tithreading. Below I introducethe backgroundof the pro-
gramsandprogrammersin thestudy, andreportandanalyze
thecommoncodingpitfalls foundthroughthestudy.

3.1. Programmers and programs

The programswere an output of a classproject of an
undergraduateOS courseat Rutgersin Spring 2002. In
Spring 2002, the programmerswere senioror junior stu-
dentsfrom ComputerSciencedepartmentor ComputerEn-
gineeringdepartmentatRutgers.They werenotveryfamil-
iar with Java, e.g., someof themdid not know whethera
Java programcoulddeadlockor not. Thus,I classifythem
asStudentProgrammers.

The programmerswere asked to solve two synchro-
nization problems. One was the Many Readers/Single
Writer Problem,theotherwasthe“cigarettesmokersprob-
lem”(pages237-238,[8]). Therewere36 usableprograms
writtenby19students:18for thecigarettesmokersproblem
and18 for theMany Readers/SingleWriter problem.

3.2. Coding pitfalls w.r.t. multithreading

I did not useany bug-detectiontools in finding pitfalls
in the36 programs.Therearetwo reasons.Oneis that the
tools I have collecteddo not have goodusability, and the
otheris thatthetoolscanfind bugsbut they cannotidentify
codingpitfalls. Thus,I tried to identify the codingpitfalls
by inspectingthecode. I foundquitea few codingpitfalls
w.r.t. multithreading,which are reportedbelow with the
numberof occurrences:

1. ExclusiveRead In the Many Readers/SingleWriter
problem,atonetimeatmostonereadercanread.(fre-
quency: 4)

2. No synchronization No synchronizationwhere syn-
chronizationis necessary. (frequency: 4)

3. Useyield() insteadof wait()/notify()Usingyield() in-
steadof using wait() or notify() on condition vari-
ables.(frequency: 3)

4. Wait without a condition The wait() operationis not
associatedwith a condition.(frequency: 3)

5. UnnecessarylocksTo useanunnecessarynestedlock
for protection.(frequency: 2)

6. Wait() insideanif Wait() is put insidean’if ’ statement
insteadof a ’while’ loop. (frequency: 1)

7. Usesleep()insteadof wait()/notify()Usingsleep()in-
steadof using wait() or notify() on condition vari-
ables.(frequency: 1)

8. Notify()withoutwait() Thereis anotify() operationbut
thereis no wait(). (frequency: 1)

9. Notify() without a lock Notify() is performedwithout
obtainingthecorrespondinglock. (frequency: 1)

10. Createa threadbut doesnot start it The wait() oper-
ation is not associatedwith a condition. (frequency:
1)

If oneprogrammermadethesamecodingpitfall several
times, I only count1 in the frequency calculation. In ad-
dition to the frequencies,I recordthe relationbetweenthe
codingpitfalls. Specifically, differentpitfalls madeby the
sameprogrammerarerecorded.

I usetuples to denotethe coding pitfalls madeby the
sameprogrammer. 15 programmersmadecodingpitfalls,
andthepitfallsthey madein termsof tuplesare:(1,3),(1,3),
(1,3),(1,10),(2), (2), (2,4,5,6),(2,8),(4), (4,9),(5), and(7).
Oneprogrammerthatmadea (2) did not havea usefulpro-
gramfor the cigarettesmokersproblem,andthe program-
mer that madea (7) did not have a usefulprogramfor the
many readers/singlewriter problem.

The existenceof one(1,10)shows that C programmers
may take sometime to adaptthemselves to Java; several
instancesof (1,3), (7), (4,9),and(2,8) suggestthat thepro-
grammerswerenot familiar with Java monitors,in partic-
ular, conditionvariables;mostof the pitfall tuplessuggest
that it is not easyfor studentprogrammersto graspmulti-
threadedprogramming.

3.3. The E3 features

A furtheranalysisshows thattheapproachof usingcod-
ing pitfallshasthefollowing E3 features:
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� Efficient The coding pitfalls were identified by code
inspectionwithout runningthe program,andmostof
them were identified by syntacticchecksplus light-
weight semanticchecks,for example,whethersome
method namesare used. Furthermore,most these
checkswereperformedin anintro-proceduralfashion.
Toolscanbedevelopedto helpfindingcodingpitfalls.

� EffectiveAll “Exclusive Read”pitfalls changethere-
quirementof theproblem;one“wait without a condi-
tion” andthe two “unnecessarylocks” arenot faults;
the rest pitfalls are faults. Thesefaults may lead to
deadlocksand raceconditions. Moreover, programs
are written by programmers.If a programfragment
containsquite a few coding pitfalls the programmer
tendsto make accordingto history, this programfrag-
mentlikely containsbugs.

� Educational Before they startedto do the projects,
the studentswere provided exampleson how to cre-
ate, start and join threads,and on how to invoke a
wait()/notify() for a thread.Thus,the studentdid not
make othercommonpitfalls like to join a threadtoo
early, andthe frequency of somepitfalls, e.g. “ wait
insideanif ”, is small.

TheaboveE3featuressuggestthatcodingpitfallscanbe
of greatusefor thepurposeof testinganddebugging. The
next sectionproposesa templateto documentthe pitfalls
with anemphasison their patterns.

4. Using patterns to document pitfalls

4.1. A documentation template

Influencedby [7] and[3], I usethe following template
for documentingcodingpitfalls:

1. DescriptionWhatis this pitfall?

2. NameWhatis this pitfall patterncalled?

3. CategoryWhatcategorydoesthepitfall falls into?

4. LanguageWhichprogramminglanguageis used?

5. Programmer Classification What programmersare
likely to make this pitfall?

6. ProblemWhat problemdoesthe programmerstry to
addresswhenthey make thepitfall?

7. Context Whatis thecontext of theproblem?

8. CodingPitfall Whatis parameterizedpseudo-codefor
thispitfall?

9. PossibleConsequencesWhat are the possibleconse-
quencesof thispitfall?

10. Relatedpitfall patternsWhataretherelatedpatterns?

11. FrequencyHow oftendoesthepitfall occur?

12. RationaleWhy do programmersmake this pitfall?

13. PrescriptionHow to avoid makingthis pitfall?

The templateis easyto beunderstoodby programmers,
as a few studentprogrammerstold me after using it. It
containsusefulinformationfor usingpitfall patternsin pro-
grammingpractice,asmostof thefieldsaredirectly related
to programmingpractice. It is not restrictedto one lan-
guage,asthe programminglanguageusedis a field of the
template.

After enoughcoding pitfalls are identified and repre-
sented,andthecorrespondingpitfall patternsareextracted,
a pitfall patternlibrary canbebuilt for a groupof program-
mers.Sucha library canbeusedto narrow down the fault
scopeof programswrittenby thatgroup.It canalsobeused
to teachprogrammersin that group how to avoid writing
buggyprograms.

The next subsectiondescribestwo pitfall patternsusing
this template.

4.2. Two pitfall patterns

Pitfall Pattern1:

1. DescriptionA potentiallyfaulty wait becauseit is within an
“if ” insteadof a “while”

2. NamePut wait inside if
3. Category Multithreading
4. Language Java
5. ProgrammerClassificationStudentProgrammers
6. Problem How to make a threadwait for somecondition

whichcanbechangedby anotherthread?
7. Context Thereareseveral communicatingthreadsin a sys-

tem.In particular, onethreadblockedonaconditionvariable
canmakeprogressonly underaspecialcondition,whichcan
bemadetrueor falseby anotherthread.

8. CodingPitfall

Def x = a “wait()” occurrencein

NOT(while (COND FOR MONITOR)
�

...x...� )

AND (if (COND FOR MONITOR)
�

...x...� )

whereCOND FOR MONITOR standsfor a conditionasso-
ciatedto a conditionvariable.

9. ConsequencesProgramsmay behave differently from what
programmerswantthemto.

10. Relatedpitfall patterns

Wait without Condition

Lack synchronization

Abuseof yield or sleep
11. FrequencySmallafteranexampleis shown
12. Rationale not familiar with the flavor of “sig-

nal andcontinue”;not familiar with multithreading.
13. PrescriptionIllustrateconceptsof monitorsandmultithread-

ing; give examplesbecauseexamplesin this caseareeffec-
tive
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Pitfall Pattern2:

1. DescriptionA potentiallyfaulty wait dueto lack of a condi-
tion associatedto theconditionvariable

2. NameWait without Condition
3. CategoryMultithreading
4. Language Java
5. ProgrammerClassificationStudentProgrammers
6. ProblemHow to make athreadwait onaconditionvariable?
7. Context Thereareseveral communicatingthreadsin a sys-

tem.In particular, onethreadblockedonaconditionvariable
can continueexecutiononly after it is notified by another
thread.

8. CodingPitfall

Def x = a “wait()” occurrencein

NOT(while (COND FOR MONITOR)
�
...x...� )

AND NOT(if (COND FOR MONITOR)
�

...x...� )

AND ( ...x...)

whereCOND FOR MONITOR standsfor a conditionasso-
ciatedto aconditionvariable.

9. ConsequencesDeadlock
10. Relatedpitfall patterns

Put wait inside if

Lack synchronization

Abuseof yield or sleep
11. FrequencyMedium
12. RationaleAssumeanorderof threadexecution;mix thecon-

ceptof semaphoreswith thatof monitors.
13. PrescriptionIllustrateconceptsof nondeterminismandmon-

itors.

5. Related work

[4] reporteda studyof pitfalls on multithreadedC pro-
grams.Their studysuggeststhat it is difficult for students
to graspmultithreading.My studyfocuseson how to avoid
commonpitfallsandto shortendebuggingtime.

Sometoolshavebeendevelopedfor debuggingJavapro-
grams. Someof them do not run the programunderex-
amination,e.g., [1], while someof themrun the program
with testcases(andmay exploit a customizedJVM), e.g.,
citeB99.With thehelpof codingpitfallsandtheir patterns,
thequalityof thesetoolscanbeimproved.

Designpatternshavebeenstudiedfor about10 years[7],
and there is also researchon pattern-orientedsoftware
architectures[3]. The templateto documentpitfall patterns
is influencedby designpatternsandarchitecturalpatterns.

In a recenttalk, Erich Gamma,a coauthorof [7], indi-
catedthat the main contribution of designpatternsin the
pastten yearsis to encourageandfacilitatepeopleto dis-
cussandusegoodsoftwaredesigns[6]. I hopemy work
will arisepeople’s interestsin communicatingandavoiding
imperfectandpossiblefault code.

6. Conclusion and future work

I performedand reportedan initial study on common
codingpitfalls. The ideais novel andpromising,andthere
are many interestingopenquestions,e.g., what kinds of
faultscanbecoveredby codingpitfalls?How to givescores
to faulty codescopesbasedon codingpitfalls? I expectto
furtherexplorethepattern-orientedfaultdetectionapproach
to make it widely acceptedin programmingpractice.
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