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Abstract

This paperreportsan initial studyon classifyingcom-
monJava codingpitfalls with an emphasion the patterns
thatleadto sudh codingpitfalls. Documentatiorof sud pit-
fall patternshelpsto avoidmakingcommormistalesandto
shortenprogramdehuggingtime

1. Introduction

A lot of Internetapplicationsarewritten in Java, amore
and more popularprogramminglanguagefor the Internet.
Programtestingand dehugging are difficult; using multi-
ple threadsn mostof theselnternetapplicationsntroduces
new difficulties to their testingand dehugging. One diffi-
culty is nondeterminismdifferentrunsof thesameprogram
with the sameinput may have differentoutput. Most com-
mon bug typesof multithreadedlava programsge.g.,dead-
locks, livelocks,andraceconditions,arerelatedto nonde-
terminism.

Tools have beendevelopedto detectbugsin Jasa pro-
grams,e.g.,[1] and[2]. However, thesetools are lack of
animportantproperty:localizationof bugs. Toolsbasedn
staticanalysecanproducemary falsepositveswhenpro-
cessinglarge programs. In addition, in the caseof model
checking, mappingback a countergampleto the source
codeis adifficult task. Tools basedon testcasescanreport
bugsbut they usuallydo not reportwherein the programs
thebugsare.

It is difficult to find a needlein a sea,but it is easyto
seea camelin a classroom. Similarly, in orderto effec-
tively localizebugs,anecessaryechniques to restrictbugs
to a limited scope. This paperproposesa novel approach
for identifying assmallaspossible(Java) coderegionsthat
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likely containbugs. Thekey ideaof theapproachs to iden-
tify anddocumenpatternghatleadto commoncodingpit-
falls.

Outline The rest of the paperis organizedas follows:
section2 describeghe ideaof using patternsfor delimit-
ing coderegionsthat possiblycontainbugs. Section3 re-
portsaninitial studyof commoncodingpitfallsin Javapro-
grams.Sectiond proposes formatfor documentingpitfall
patterns.Section5 comparegelatedwork. Section6 con-
cludescurrentwork andmakesaperspectre of futurework.

2. Coding pitfallsand their patterns

A patternis “a consistentcharacteristidorm, style, or
method’[5. | have the following obsenationswith respect
to patterns:

e Whenpeopleperformatask,they usuallyfollow some
patternswhich arederivedfrom their experienceérom
practiceand/ortextbooks.

e Somepeopletendto follow the samepatterns.

e Somepatternsaregoodin the sensehatthey will lead
to a successwhile somepatternsarebadin the sense
they will leadto afailure.

e Usuallyapatterninstancesxistswithin asmallamount
of time andspace.

e Patterninstancesrerecognizable.

e Multiple patterninstancesoexist well andthey usu-
ally don't interferewith eachothet

A codingpitfall is somecodethatis notconsideredyood.
A codingpitfall is likely afault. A pitfall patternis apattern
thatmakesa programmeproducecodingpitfalls.

The ideaof usingcoding pitfalls and pitfall patternsto
delimit possiblebug regionsis asfollows: supposeve have
recognizeccoding pitfalls andtheir patterns.Sincea cod-
ing pitfall is a potentialfault, the union of thesecodingpit-
fallsis a scopeof faults. This scopemay still belarge, but



it canbe narroved down by examiningthe codingpitfalls.
For example,if asmallregionin thatscopecontainsseveral
codingpitfalls, this region is a good startplacefor delug-
ging. Another good start place for deluggingis a small
region containingmary codingpitfalls thatarelikely to be
madeby the programmervho wrote the programunderex-
amination. After the scopeis narroved down, tools canbe
exploitedto testanddelug thescope.

To malke this novel ideaeffective in practice,a lot of is-
suesneedto beaddressed-or example,Whatarethe com-
mon coding pitfalls? How often doesa particularcoding
pitfall occur?Whatshouldbeincludedin a pitfall pattern?
Whatis the pitfall patternthatcauses codingpitfall? How
to represent pitfall pattern? etc. In the next sections,|
discusgheseinterestingssues.

3. Aninitial study of coding pitfalls

As aninitial study | chosesomemultithreadegprograms
asdatapointsandfocusedon codingpitfalls relatedto mul-
tithreading. Below | introducethe backgroundf the pro-
gramsandprogrammerin thestudy andreportandanalyze
thecommoncodingpitfalls foundthroughthe study

3.1. Programmersand programs

The programswere an output of a classproject of an
undegraduateOS courseat Rutgersin Spring 2002. In
Spring 2002, the programmersvere senioror junior stu-
dentsfrom ComputerSciencedepartmenor ComputerEn-
gineeringdepartmenat Rutgers.They werenotvery famil-
iar with Java, e.g.,someof themdid not know whethera
Java programcould deadlockor not. Thus,| classifythem
asStudentProgrammers.

The programmerswere asked to solve two synchro-
nization problems. One was the Many Readers/Single
Writer Problem the otherwasthe “cigarettesmolersprob-
lem”(pages237-238,[8]). Therewere 36 usableprograms
writtenby 19students18for thecigarettesmolkersproblem
and18for theMany Readers/SinglgVriter problem.

3.2. Cading pitfallsw.r.t. multithreading

| did not useary bug-detectiortoolsin finding pitfalls
in the 36 programs.Therearetwo reasonsOneis thatthe
tools | have collecteddo not have good usability, andthe
otheris thatthetools canfind bugsbut they cannotidentify
codingpitfalls. Thus,| tried to identify the coding pitfalls
by inspectingthe code. | found quite a few codingpitfalls
w.r.t. multithreading,which are reportedbelon with the
numberof occurrences:
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1. ExclusiveReadIn the Many Readers/SingléNriter
problem,atonetime atmostonereadercanread.(fre-
queny: 4)

2. No syndironization No synchronizationwhere syn-
chronizationis necessaryfrequeng: 4)

3. Useyield() insteadof wait()/notify() Using yield() in-
steadof using wait() or notify() on condition vari-
ables.(frequengc 3)

4. Wait without a condition The wait() operationis not
associatedavith a condition. (frequeng: 3)
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. Unnecessarjocks To usean unnecessargiestedock
for protection.(frequeng: 2)
6. Wait() insideanif Wait() is putinsidean’if ’ statement
insteadof a’while’ loop. (frequeng: 1)
7. Usesleep()insteadof wait()/notify() Using sleep()in-

steadof using wait() or notify() on condition vari-
ables.(frequenc 1)

8. Notify()withoutwait() Thereis anotify() operatiorbut
thereis nowait(). (frequeng: 1)

. Notify() without a lock Notify() is performedwithout
obtainingthe correspondindpck. (frequeng: 1)
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10. Createa threadbut doesnot start it The wait() oper
ationis not associatedvith a condition. (frequeng:
1

If oneprogrammemadethe samecodingpitfall several
times, | only countl in the frequeng calculation. In ad-
dition to the frequencies| recordthe relationbetweernthe
codingpitfalls. Specifically differentpitfalls madeby the
sameprogrammearerecorded.

| usetuplesto denotethe coding pitfalls madeby the
sameprogrammer 15 programmersnadecoding pitfalls,
andthepitfallsthey madein termsof tuplesare:(1,3),(1,3),
(1,3),(1,10),(2), (2), (2,4,5,6),(2,8),(4), (4,9),(5), and(7).
Oneprogrammethatmadea (2) did not have a usefulpro-
gramfor the cigarettesmolersproblem,andthe program-
mer that madea (7) did not have a useful programfor the
mary readers/singlevriter problem.

The existenceof one(1,10) shows that C programmers
may take sometime to adaptthemselesto Java; several
instance®f (1,3), (7), (4,9),and(2,8) suggesthatthe pro-
grammerswere not familiar with Jaza monitors,in partic-
ular, conditionvariables;mostof the pitfall tuplessuggest
thatit is not easyfor studentprogrammergo graspmulti-
threadedgprogramming.

3.3. The E3 features

A furtheranalysisshavsthatthe approactof usingcod-
ing pitfalls hasthefollowing E3 features:



o Efficient The coding pitfalls were identified by code
inspectionwithout running the program,and most of
them were identified by syntacticchecksplus light-
weight semanticchecks,for example, whethersome
method namesare used. Furthermore,most these
checkswereperformedn anintro-procedurafashion.
Toolscanbedevelopedto helpfinding codingpitfalls.

o EffectiveAll “Exclusive Read”pitfalls changethe re-
guirementof the problem;one“wait without a condi-
tion” andthe two “unnecessaryocks” are not faults;
the rest pitfalls are faults. Thesefaults may lead to
deadlocksand race conditions. Moreover, programs
are written by programmers.If a programfragment
containsquite a few coding pitfalls the programmer
tendsto make accordingto history; this programfrag-
mentlikely containsbugs.

e Educational Before they startedto do the projects,
the studentswere provided exampleson how to cre-
ate, start and join threads,and on how to invoke a
wait()/notify() for a thread. Thus,the studentdid not
malke other commonpitfalls like to join a threadtoo
early, andthe frequeng of somepitfalls, e.g. * wait
insideanif”, is small.

Theabove E3featuressuggesthatcodingpitfalls canbe
of greatusefor the purposeof testinganddehugging. The
next sectionproposesa templateto documentthe pitfalls
with anemphasi®n their patterns.

4. Using patternsto document pitfalls
4.1. A documentation template

Influencedby [7] and[3], | usethe following template
for documentingodingpitfalls:

. DescriptionWhatis this pitfall?

NameWhatis this pitfall patterncalled?

. Categgory Whatcategory doesthe pitfall fallsinto?

. Language Which programmindanguages used?

. Programmer Classification What programmersare
likely to make this pitfall?

6. ProblemWhat problemdoesthe programmergry to
addressvhenthey malke thepitfall?

7. Contet Whatis the context of the problem?
8. CodingPitfall Whatis parameterizegpseudo-codéor
this pitfall?
9. PossibleConsequence¥/hat are the possibleconse-
guence®f this pitfall?
10. Relatedpitfall patternsWhataretherelatedpatterns?
11. FrequencyHow oftendoesthe pitfall occur?
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12. RationaleWhy do programmersnalke this pitfall?
13. PrescriptionHow to avoid makingthis pitfall?

The templateis easyto be understoody programmers,
as a few studentprogrammergold me after usingit. It
containsusefulinformationfor usingpitfall patternsn pro-
grammingpractice asmostof thefieldsaredirectly related
to programmingpractice. It is not restrictedto one lan-
guage,asthe programminganguageusedis a field of the
template.

After enoughcoding pitfalls are identified and repre-
sentedandthe correspondingitfall patternsaareextracted,
apitfall patternlibrary canbe built for a groupof program-
mers. Sucha library canbe usedto narrav down the fault
scopeof programswritten by thatgroup. It canalsobeused
to teachprogrammersn that group how to avoid writing
buggyprograms.

The next subsectiordescribegwo pitfall patternsusing
thistemplate.

4.2. Two pitfall patterns

Pitfall Patternl:

1. DescriptionA potentiallyfaulty wait becausét is within an

“if " insteadof a “while”

. NamePutwait inside.if

. Category Multithreading

. Language Java

. ProgrammerClassificationStudentProgrammers

. Problem How to male a threadwait for some condition
which canbe changedy anotherthread?

7. Contet Thereare several communicatinghreadsin a sys-
tem. In particular onethreadblockedonaconditionvariable
canmale progresonly underaspecialcondition,which can
bemadetrueor falseby anotherthread.

8. CodingPitfall

Defx = a*“wait()” occurrenceén

NOT (while (COND_.FORMONITOR){ ...x...})

AND (if (COND_.FORMONITOR){ ...x...})
whereCOND_FOR MONITOR standgfor a conditionasso-
ciatedto a conditionvariable.

9. ConsequenceBrogramamay behae differently from what
programmersvantthemto.

10. Relatedpitfall patterns

Wait without Condition

Lack_synchronization

Abuseof_yield_or_sleep

11. Frequencysmallafteranexampleis shavn

12. Rationale not familiar with the flavor of “sig-
naland continue”;not familiar with multithreading.

13. Prescriptionlllustrateconcept®f monitorsandmultithread-
ing; give examplesbecausexamplesin this caseareeffec-
tive
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Pitfall Pattern2:

1. DescriptionA potentiallyfaulty wait dueto lack of a condi-
tion associatedbo the conditionvariable

. NameWait without. Condition

. Category Multithreading

. Language Java

. ProgrammerClassificationStudentProgrammers

. ProblemHow to male athreadwait on a conditionvariable?

. Contet Thereare several communicatinghreadsin a sys-
tem. In particular onethreadblockedon aconditionvariable
can continueexecutiononly after it is notified by another
thread.

8. CodingPitfall
Defx = a“wait()” occurrencen
NOT(while (COND_FORMONITOR){...x..})
AND NOT(if (COND_FORMONITOR){ ...x..})
AND (...x...)
whereCOND_FOR.MONITOR standsfor a conditionasso-
ciatedto a conditionvariable.
9. Consequencddeadlock
10. Relatedpitfall patterns
Putwait.inside.if
Lack synchronization
Abuseof_yield_or_sleep
11. FrequencyMedium
12. RationaleAssumeanorderof threadexecution;mix thecon-
ceptof semaphorewith thatof monitors.

13. Prescriptionlllustrateconcept®f nondeterminisnandmon-
itors.
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5. Related work

[4] reporteda study of pitfalls on multithreadedC pro-
grams. Their study suggestshatit is difficult for students
to graspmultithreading.My studyfocuseson how to avoid
commonpitfalls andto shortendeluggingtime.

Sometoolshave beendevelopedor dehuggingJava pro-
grams. Someof them do not run the programunder ex-
amination,e.g.,[1], while someof themrun the program
with testcaseqgand may exploit a customizedlVM), e.g.,
citeB99. With the help of codingpitfalls andtheir patterns,
the quality of thesetools canbeimproved.

Designpatternshave beenstudiedfor aboutl0years[1,
and there is also researchon pattern-orientedsoftware
architectures[B Thetemplateto documenfpitfall patterns
is influencedby designpatternsaandarchitecturapatterns.

In a recenttalk, Erich Gamma,a coauthorof [7], indi-
catedthat the main contribution of designpatternsin the
pastten yearsis to encourageandfacilitate peopleto dis-
cussand usegood software designs[6]. | hopemy work
will arisepeoplesinterestan communicatingandavoiding
imperfectandpossiblefault code.
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6. Conclusion and future work

| performedand reportedan initial study on common
codingpitfalls. Theideais novel andpromising,andthere
are mary interestingopen questions,e.g., what kinds of
faultscanbe coveredby codingpitfalls? How to give scores
to faulty codescopeshasedon codingpitfalls? | expectto
furtherexplorethepattern-orienteflault detectiorapproach
to make it widely acceptedn programmingpractice.
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