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Abstract

Storing data securely while enabling efficient queries on that data is a
challenging, multifaceted problem. Standard encryption can provide strong
confidentiality but completely disables non-trivial querying by parties who
cannot decrypt. Moreover, strongly isolating tenants in shared systems poses
further complications.

This talk presents my work on designing and analyzing methods to effi-
ciently and securely query data. In the first part, I will cover my work on
searchable encryption, including empirical security analyses of prior industry-
used searchable encryption, a better construction of searchable encryption
that became the basis of a more secure industry product, and a foundational
lower bound on the main performance bottleneck of my construction.

In the second part, I will present my recent work on the security of the
industry-standard approach to enabling full-text search in multi-user services.
I will show that multi-tenant indexes fail to sufficiently isolate users by ex-
hibiting a novel side channel in relevance scores and then developing tech-
niques for exploiting the side channel in practice. This new attack is effective
against a multiple cloud service providers, including a major service with
millions of users. Finally I will conclude with countermeasures.
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