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ABSTRACT OF THE THESIS

TCP Servers: A TCP/IP Offloading Architecture for Internet
Servers, using Memory-Mapped Communication

by Kalpana S Banerjee

Thesis Director: Liviu Iftode

TCP Server is a system architecture aiming to offload network processing from the host(s)
running an Internet server. The TCP Server can be executed on a dedicated processor, node
or intelligent network interface using low-overhead, non-intrusive communication between it
and the host(s) running the server application. In this thesis, we present and evaluate an im-
plementation of the TCP Server architecture for Internet servers on clusters built around a
memory-mapped communication interconnect. We have quantified the impact of offloading
on the performance of Internet servers for our TCP Server implementation, using a server ap-
plication with realistic workloads. We were able to achieve performance gains of up to 30%
due to offloading for the scenarios studied. Based on our experience and results, we conclude
that offloading the network processing from the host processor using a TCP Server architecture
is beneficial to server performance when the server is overloaded. A complete offloading of
TCP/IP processing demands substantial computing resources on the TCP Server. Depending
on the application workload, either the host processor, or the TCP Server, can become the bot-
tleneck indicating the need for an adaptive scheme to balance the load between the host and the
TCP Server.



Acknowledgements

I would like to thank my advisor Professor Liviu Iftode, for his help, support and insight at
every stage of my research. His motivation has taught me the value of looking deeper and
further beyond what isimmediately evident.

My heartfelt and sincere thanks to Murali Rangarajan for always being ready to help. | would
like to thank him for the many discussions we had regarding the design, implementation and
evaluation of my work.

| would like to thank Professor Ricardo Bianchini and Professor Richard Martin for taking the
time to bein my Master’s thesis committee and for providing me with valuable inputs.

| would like to thank all the members of DiscolL ab for their support and Aniruddhain particular
for his help with the experimental setup for the performance evaluation. |1 am thankful to my
friends Degpa, Xiaoyan and Srinath for the many good times we shared.

The support and mativation of my family - my parents, my parents-in-law, Viji, Ananth, Latha,
Ravi, Suprio, Madhumita, Srikanth, Shalini and little Akshaya - has helped me at every single
stage.

| am grateful to my husband Saikat for always being by my side.



Dedication

Dedicated to my parents, for their endless love, strength and guidance.



Table of Contents

Abstract . . . . . . i
Acknowledgements. . . . . . . . .. e e iii
Dedication. . . . . . . . . iv
Listof Tables . . . . . . . . . . e ix
Listof Figures . . . . . . . . . X
1. Introduction . . . . . . . . e 1
1.1. Internet SErvers . . . . . . . . e e e e e e 1
111, Server Application . . . . .. ... ... 2

1.1.2. Roleof theOperatingSystem . . . ... ... ... ... ....... 4

1.1.3. ServertoOSlInteraction . . . . . . . . . . . . . . 4

1.2. Internet Server Performancelssues . . . . . . . . . . o e e 5
1.2.1. Network ProcessingOverheads . . ... .. ... .. ... ...... 6

1.2.2. Experimental Measurement of the Network Processing Overheads . . . 6

1.2.3. Hardware Offloading Solutions . . . . . ... ... ... ....... 7

1.3. Our Approach - TCP Server Architecture . . . . . ... ... ... ...... 8
131 TCPSeversforClusters . . . . . . . .. . .. i 8

132, Contributions . . . . . . . ... . .. 10

1.4. Outlineof theRest of Document . . . . . . ... . . ... ... ........ 10

2. RelatedWork . . . . . . . e 11
21. OSBasedSolutions . . . . . . . . . 11
2.2. Cluster-Based Network Servers .. . . . . . . . . . .. . 12
23. Newl/OTechnology . ... ... ... .. .. . . ... 13



24. TCPServersfor SMPSystems . . . . . . . . . . . . . . . e 15

3. TCP Server Architecture . . . . . . . . . . . .. 16
3.1. Traditional Network Processing . . . . . .. .. .. . . ... ... ... 16
3.11 SendandReceiveProcessing. . . . ... ... ... ... 16

3.1.2. Componentsof TCP/IPProcessing. . . . ... .. ... .. ...... 18

3.1.3. Breakdown of Network Processing Overheads . . . . ... ... ... 20

3.2. TCPServer Architecture . . . . . . . . . .. .. . ... 20
3.2.1. Scopefor Optimization . . . . . ... .. ... ... . ......... 24

4. Designof TCP Servers. . . . . . . . i e 27
4.1. DesignAlternatives . . . . . . . . . . . e 27
4.1.1. Socket Call ProcessingattheHost . . . . ... ... .......... 27

41.2. TCPSarver . . . . e 27

4.2. Network ProcessingMechanism . . . . ... .. ... ... .. ........ 29
4.3. Hostto TCP Server CommunicationusingVIA . ... ... ... ... .... 30
43.1. VI ArchitectureOverview . . . . . .. . . . .. e 31

4.4, Mapping SocketstoVIs. . . . . . . . . e 34
4.4.1. Alternatives Based on Request Processing at the TCP Server . . . . . . 34

4.4.2. Communication Library at HostNode . . . . . ... ... ... .... 36

45 TCPServer Components . . . . . . . . . i v v i i e e e e 37
4.6. Optimizations . . . . . . . . . . e e e 38
46.1. AsynchronousSend . ... .. ... ... ... 39

4.6.2. EagerRecalve . . . ... . . . . ... 40

46.3. Eager AcCept . . . . . . . .. e 42

46.4. SetupwithAccept . . . . . . . ... . 42

4.6.5. Avoiding DataCopiesattheHost . . ... ... .. ... ....... 44

5. Implementation . . . . . . . ... 45
5.1. Application Programming Interface . . . . . .. ... .. .. ... ... 45

Vi



52. HostEndPoint . . . . . . . . . . . . e 46

5.3. Request/Response Protocol . . . . ... ... .. ... . ... ... ... ... 49
54. TCPServer Implementation . . ... ... ... . ... ... .. ....... 51
55, Optimizations . . . . . . . . . 53
551 AsynchronousSends . . ... . ... ... ... ... ... 54

552, EagerReceilve . .. . . . . . . . ... e 58

553. Eager Accept . . . . . ... 60

5.5.4. Avoiding DataCopiesattheHost . . ... .. ... .......... 60

6. Performance Evaluation . . . . . . . .. .. ... 62
6.1. Experimental Setup . . . . . . . ... e 62
6.1.1. HardwarePatform . . . . ... ... ... ... . ... 62

6.1.2. WebServer . . ... . .. . . 62

6.1.3. Client BenchmarkingTool . .. ... .. ... ... .......... 63

6.2. Microbenchmarks . . . . . . . . . .. L 63
6.2.1. SAN Performance Characteristics . . . . . .. ... ... ....... 63

6.22. Costof SendCal . . ... ... ... . .. . ... 63

6.23. Detaled Anaysis. . . . . . . . .. 67

6.3. TTCPBenchmark Results . . . . ... ... .. . ... . . . ... ..... 69
6.4. Web Server Performance . . . . . . . ... 71
6.4.1. Initiad Experimentswith FastEthernet . . . . . ... ... ... .... 72

6.42. HTTP/1OPerfformance. . . . . . . . .. . . . ... 73

6.43. HTTP/L1Pefformance. . . . . . .. .. . ... ... 80

6.4.4. PerformancewithReal Traces . . . . . . ... ... ... ... .... 81

7. Conclusions and Future Directions . . . . . .. ... ... ... ........ 84
71 ConClUSIONS . . . o o ot e e e 84
7.2, FutureWOrk . . . . . 84
References . . . . . . . . . 86

Vii



Appendix A. VI Primitives

viii



6.1.
6.2.
6.3.
6.4.
6.5.
6.6.

List of Tables

VIA Microbenchmarks . . . . . .. .. ... 63
Costofsend . . . . . . . . 64
Breakdown of theCostofsend . . . . . ... ... ... ... ......... 65
VIAOne-Way Latency . . . . . . . . . . 66
LegendsUsedintheGraphs . . . ... ... .. .. ... .. ... ...... 69
Main Characteristicsof WWW Server Traces . . . . . . . . . . . ..o ... 82



11. Client-Server Model . . . . . . . .. 2
1.2, Internet Server . . . . . . e e 3
1.3. Apache Execution TimeBreakdown . . . ... ... ... ... ........ 7
1.4. Traditional Internet Server Architecture . . . . . . ... ... ... . ... .. 8
1.5. Internet Server Architecturebasedon TCPServers . . . . . . ... ... ... 9
16. TCPServersforClusters . . . . . . . . . 9
3.1. Network ProcessinginLinux . . .. ... ... ... ... .. ......... 17
3.2. Componentsof TCP/IPProcessing . . . . . . . .« v v v i i i e 18
3.3. Apache Execution TimeBreakdown . . . . ... ... ... ... ....... 21
34. TCPServer Architecture . . . . . . . . . .. . . 21
3.5. Separation of Componentsof TCP/IPProcessing . . . . .. ... ....... 22
3.6. Network ProcessingwithTCPServers . . . . . . . . . ... ... . ... ... 23
4.1. Alternativesfor TCP Serversover Clusters . . . . . . . . . . . ... ... ... 28
4.2. Network ProcessingwithTCPServers . . . . . . . .. .. .. .. 29
4.3. TheVI ArchitectureModel . . . . .. . ... ... ... ... . 31
4.4. Host and TCP Server CommunicationusingVIA . .. ... ... ... .... 33
45. DesignAlternativel . . .. . . . . . . . ... 35
4.6. DesignAlternative2 . . . . . . . . . 35
477. DesignAlternative3 . . . . . . . ... e 35
4.8. Componentsof the TCPServer . . . . . . . . . . . . . . . .. ... 37
4.9. SynchronousCall Processing . . . . . . . . . . . . e 39
4.10. Asynchronous Send Processing . . . . . . . . o o v e e 40
4.11. Eager Receive (pull-based) Processing . . . . . . . .. .. .. ... ... ... 41
4.12. Eager Receive (push-based) Processing . . . . . . . . ... ... ... .. 41

List of Figures



4.13. Eager Accept Processing . . . . . . . . e e e 42

414. Setup With Accept . . . . . . . o 43
5.1. SockettoVI MappingattheHost . ... ... ... .............. 47
52. Request/Response Format . . . . . . . . . . . . . 49
5.3. Threaded Model of theTCPServer . . . . . . . . .. ... ... ... ..... 51
5.4. Asynchronous Send Call Processing . . . . . . . ... .. .. ... 54
5.5. Locationof Resultsof Requests . . . . . .. .. ... ... ... ....... 56
5.6. ExampleFlow Control Processing . . . . . . . . . . . .o i 57
5.7. Eager ReceiveBuffer . . . . . ... . .. .. ... ... 59
6.1. Costofsend . .. .. . . . . . 64
6.2. BreskdownoftheCostofsend . . . . . ... ... ... ... . ........ 65
6.3. Flowofsend . ... ... . . . .. ... 67
6.4. Flow of Synchronous send in the TCP Server Architecture . . . . ... .. .. 68
6.5. Flow of Asynchronous send in the TCP Server Architecture . . . . . . ... .. 68
6.6. Throughput Measured at the Host Node - the TTCP Transmitter . . . . . . .. 70
6.7. Throughput Measured at the Client Node - the TTCP Receiver . . . . . .. .. 71
6.8. Web Server Throughput on Fast Ethernet . . . . . . .. ... .......... 72
6.9. Web Server Throughput for HTTP/1.0 StaticLoads . . . . ... ... ... .. 73
6.10. CPU Utilization for HTTP/1.0 StaticLoads . . . . . .. ... ... ... ... 74
6.11. Web Server Throughput with Repeated Requests to the Same File . . . . . . . 76
6.12. Web Server Throughput for HTTP/1.0 Combined Loads . . . . ... ... ... 77
6.13. CPU Utilization for HTTP/1.0 CombinedLoads . . . . . . ... ... ... .. 78

6.14. Web Server Throughput for HTTP/1.0 Static Loads, with 16K Transfer Size . . 79

6.15. CPU Utilization for HTTP/1.0 Static Loads, with 16K Transfer Size . . . . . . 80
6.16. Web Server Throughput for HTTP/1.1 Loads, with 16K Transfer Size . . . . . 81
6.17. CPU Utilization for HTTP/1.1 Loads, with 16K Transfer Size. . . . . . . . .. 82
6.18. Web Server Throughput withaRea Trace(Forth) . . . ... .. ... ..... 83

Xi



Chapter 1

Introduction

The Internet of today with close to hundred million hosts has come along way from its modest
beginnings in the form of ARPANET in the 1960’'s. The continuously growing popularity of
the Internet and World Wide Web applications places increasing demands on the performance
of Internet servers. As the processing power of the Internet servers increases, the network
subsystem plays a crucia role in determining server performance. This thesis is an effort to
develop a TCP/IP offloading solution, and to study the impact of TCP/IP offloading, on the

performance of Internet servers.

1.1 Internet Servers

Internet serversprovide several serviceslikeHyper Text Transport Protocol (HTTP),File
Transfer Protocol (FTP),tel net etc, to clients across networks ranging from the Local
Area Network (LAN) to the Wde Area Network (WAN). Most of these services are built
over the popular transport layer protocol, the Transmi ssi on Control Protocol (TCP, RFC-
793). TCP is a connection-oriented reliable transport layer protocol built over the unreliable,
best-effort connection-less network layer protocol | nt ernet Prot ocol IP. The TCP/IP proto-
col suite enables inter-networking between computers connected across heterogeneous physical
networks, and is one of the most popular protocol suitesin use today.

Client-Server Model. Internet servers are based on the traditional client-server model. Fig-
ure 1.1 shows atypical client-server communication scenario where an Internet server services
several clients across the wide area network. The clients are the service requestors and send
requests for services and/or data to the server. The server isthe service provider. On receiving
aclient request, the server processes the request and replies back to the client from which the

request originated. Figure 1.2 shows a schematic of the server. All communication from the
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server application passes through the network subsystem of the operating system and is then
directed to the outside world through the network adapter. Three major components that con-
stitute an Internet server are the server application, the operating system and the interface from
the server application to the operating system. In the following subsections, we discuss each of

the three components.

1.1.1 Server Application

In the client-server model, the design and architecture of the server plays an important role in
determining the performance and scalability of the entire system. Severa design choices are
available. Server applications are typically multi-threaded or multi-process to enable concur-
rent processing of multiple client requests. The multi-process model involves frequent context
switching between the various processes and the use of Inter Process Communication primi-
tives. In the case of the multi-threaded model, the threads can be user-level or kernel-level. In

both cases, the working pool of threads or processes can be created on-demand or pre-created.
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In the case of the pre-created working pool, the size of the working pool can be static, or can
be dynamically adjusted depending on the server load.

The Web server is a typica example of an Internet server. It receives HTTP requests from
clients and sends HTTP responses back to the clients. To be specific in our discussion, we
use the Web server as a classical example of Internet servers. Most of the issues arising in the
context of Web servers, however, are equally applicable to Internet serversin general. Clients
send connection requests to the Web server on a well-known port. The Web server associates
a socket, known as listen socket, with this well-known port. Incoming connection requests are
received, accepted and queued on the listen socket. Each time the server issues an accept, a
new socket is associated with this HTTP connection, and the server can then issue recv and
send on this connected socket to communicate with the client. The client application at its end,
issues aconnect system call requesting the server for a connection. Once the connection has

been established, it sends requests to the server on the established connection.



1.1.2 Role of the Operating System

The operating system is entirely responsible for the allocation and management of shared sys-
tem resources. Access to the Network Adapter, disk, and other 1/0O devices is protected and
under the control of the OS. The OS is aso responsible for scheduling CPU time between
various competing processes. Policies for dynamic scheduling, main memory allocation, and
swapping are enforced to provide fairness in atime-shared system. Internet serversrely heavily
on the network subsystem of the OS. In UNIX-based operating systems and many non-UNIX
operating systems, the network subsystem is interrupt-driven. An incoming packet raises an
asynchronous interrupt and passes upwards through the network protocol processing layers
and then reaches the destination socket queue. Outgoing packets traverse through the multiple
protocol layers and are then transmitted out on to the network. Thus, a substantial portion of
the work involved in processing a request is under the control of the OS. Internet servers also

rely on the storage subsystem to retrieve files that are requested by the clients.

1.1.3 Server to OS Interaction

System calls represent the interface between the server applications and the operating system
and provide a mechanism for applications to request OS services. A system call is typicaly
executed as a trap or interrupt instruction which causes the execution to jump to afixed entry
point in the OS. Once within the context of the OS, privileged operations like device access are
performed by the OS on behalf of the requesting application. Before the execution switches
from the user-level into the kernel, the application state is saved and then restored just before
the call returns. Thus system calls are expensive. Socket calls which enable applications to
perform network operations are implemented as system calls. While executing asystem call, in
addition to the execution state moving from the user application on to the kernel, datamust also
be copied from application buffers on to kernel buffers and vice versa. In the case of the send
system call, data from the application communication buffers are copied on to kernel buffers
and then transmitted on to the network. In the case of the recv system call, data is received
from the network on to kernel buffers and then after the receive network processing for that

data has been completed the dataiis copied on to the application receive buffers. The copy from



user to kernel buffers adds to the costs of the system calls.

1.2 Internet Server Performance Issues

The Internet server architecture outlined in the previous section is designed to service several
simultaneous clients. However, with the explosive growth of the World Wide Web, the perfor-
mance of the Internet serversis becoming increasingly critical. Internet servers must be able to
scale to thousands and sometimes millions of clients. Often, the speed perceived by the users
is dictated by the server performance. In addition to the increasing number of clients, with
the availability of high-speed, gigabit-per-second networks, higher bandwidth requirements are
being imposed on servers. The processing power of the Internet servers has aso increased
considerably. Asthe processing power of the Internet servers increases, the OS in general, and
specifically the storage and the network subsystems of the OS prove to be performance bottle-
necks.

The term OSintrusion was introduced in Piglet [38] to represent the mechanisms and policies
of the operating system’s resource management that have a considerabl e negative impact on the
performance of applications. OS-based solutions like 10-Lite and Resource Containers [43, 7]
have been proposed, to improve the mechanisms and policies used by the OS and therefore
reduce the impact of OSintrusions on server applications. Caching, server clustering, and in-
telligent request distribution techniques have helped to alleviate some of the storage system
bottlenecks by removing the disk access from the critical path of the request processing [42].
However, the same is not true of the network subsystem. In the case of network processing,
every single data byte has to go through the complete processing path of the network protocol
stack to and from the network device. In addition to “stealing” processor cycles from the appli-
cations, asynchronous interrupt processing and frequent context switching also cause indirect
effects like cache and TLB pollution, which further increases the overheads due to the network

processing.



1.2.1 Network Processing Overheads

The TCP/IP protocol processing requires a significant amount of host system resources and
competes with the application processing time. This problem becomes more critical at high

|oads because

e A packet arrival results in an asynchronous interrupt which preempts the current exe-
cution irrespective of whether the server has sufficient resources to process the newly

arrived packet in its entirety.

e When a packet finally reaches the socket queue, it may be dropped because sufficient re-
sources are not available to complete its processing. The dropping of the packet however
occurs only after a considerable amount of system resources have already been spent on

the protocol processing of the packet.

Thus at high loads, the above conditions can cause the system to enter a state known as
receive livelock [36]. In this state, the system spends considerable resources processing new
incoming packets, only to drop them later because of lack of resources for the applications actu-
aly processing thedata. Thissituationisall the more critical as high-speed, gigabit-per-sec net-
works are becoming increasingly available. The host processors can easily be saturated by the
network protocol processing overheads limiting the potential gain in network bandwidth [4]. In
atraditional system architecture, performance improvements in network processing can come
only from optimizations in the protocol processing path [21]. Replacing the expensive TCF/IP
protocol processing by a light-weight, more efficient transport layer protocol using user-level
communication and memory-mapped communication based on standards such as the Virtual
Interface Architecture (VIA) [22] and Infiniband (1B) [31] have been proposed [48, 44]. So far

these have been used only in the context of intra-server communication.

1.2.2 Experimental Measurement of the Network Processing Overheads

In TCP Servers [45], the time allotted to network processing from the execution time of an
Apache [5] Web server was quantified when the server was overloaded with client requests. In

this experiment, a synthetic workload of repeated requests for a 16KB file cached in memory
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was used. Figure 1.3 shows the execution time breakdown on adual Pentium 300 MHz system
with 512 MB RAM and 256 KB L2 cache, running Linux 2.4.16. The Linux kernel wasinstru-
mented to measure the time spent in every function during the execution path of the send and
recv system calls, aswell as the time spent in interrupt processing.

The results show that the Web server spends only 20% of its execution time in user space.
The entire TCP/IP processing takes 71% of the CPU time. The time spent in processing other
system callsis about 9%. This shows that the time spent in TCP/IP processing is significantly

higher than the time spent on actual application processing by the Web server.

1.2.3 Hardware Offloading Solutions

It has been recognized that the TCP/IP processing consumes considerabl e host system resources
and there have been efforts at offloading the TCP/IP processing. Hardware solutions have been
proposed to offload some or al of the TCP/IP protocol processing on to an Intelligent Network
Interface card (I-NIC). Currently there are several cards available in the market [3, 19, 24, 32,
35, 53] which provide varying levels of TCP/IP offloading to speed up the common path of the

protocol processing.



1.3 Our Approach - TCP Server Architecture

The aim of our work is to understand the design, implementation, and performance of server
architectures that rely on TCF/IP offloading for client-server communication. We propose the
TCP Server architecture, a system architecture which aims to de-couple application processing
from the network processing. The TCP/IP processing is offloaded from the host(s) running an
Internet Server and is executed on a dedicated processor, node, or intelligent network interface
known as the TCP Server. The host(s) running the server application communicate with the
TCP Server(s) using alow-overhead, non-intrusive communication medium.

Figure 1.4 shows the traditional Internet server architecture. In the conventional architecture,

SERVER CLI ENT
L__l USER L__l USER
KERNEL ‘KERNEL

Figure 1.4: Traditional Internet Server Architecture
TCP/IP processing is done in the OS kernel of the node which executes the server application.
Figure 1.5 is the Internet server architecture based on TCP Servers. Here, the application host
avoids TCP/IP processing by tunneling the network processing to the TCP Server using fast
communication channels. The TCP Server architecture separates the application processing
from network processing and shields the application from OS overheads associated with net-
work processing. The communication medium between the host and the TCP Server is critica
to the success of the TCP Server architecture. It has to be efficient and must provide light-

weight communication with minimal overheads, if any.

1.3.1 TCP Servers for Clusters

In this thesis, we propose a TCP Server architecture for cluster-based network servers us-
ing memory-mapped communication. System Area Networks provide low-latency and high-

bandwidth communication, and are an attractive option for building high-speed clusters. The
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Figure 1.5: Internet Server Architecture based on TCP Servers

Virtual Interface Architecture (VIA) [22] is a standard for user-level memory-mapped com-
munication that enables high-speed communication across a System Area Network (SAN). In
the TCP Server architecture we dedicate one or more nodes of the cluster, referred to as TCP
Server nodes, to handle network processing. The remaining nodes of the cluster, referred to as
host nodes, perform application processing and OS functions not related to network process-
ing. The host node(s), communicate with the TCP Server node(s) across the cluster through the
low-overhead, non-intrusive memory-mapped communication provided by the SAN.

Figure 1.6 shows the TCP Server architecture for clusters. The host avoids TCP/IP processing

SERVER
:r Host TCP Server E CLI ENT
: | USER
| e i [
| : KERNEL

Figure 1.6: TCP Serversfor Clusters
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by tunneling network requests across the SAN to the TCP Server. The network processing
is executed at the TCP Server. The TCP Server is the communication end-point for clients
connecting across the Internet. The host nodes are provided with a programming interface to

communicate with the TCP Server for network-related processing.

1.3.2 Contributions

The main contributions of our research work are:

e Design of the TCP Server architecture for Internet servers based on memory-mapped

communication.

e Implementation of TCP Servers for Internet servers based on memory-mapped commu-

nication.
e Programming interface for applications to exploit the TCP Server architecture.

e Performance evaluation of a system using TCP Serversin a cluster.

1.4 Outline of the Rest of Document

The rest of the document is organized as follows:

e Chapter 2 provides a description of the related work.

Chapter 3 gives the high level design of TCP Servers.

Chapter 4 concentrates on the design details of TCP Servers, based on memory-mapped

communication and the Virtual Interface Architecture.

Chapter 5 gives details of our implementation.

Chapter 6 provides performance evaluation resullts.

Chapter 7 concludes with Future Work.
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Chapter 2

Related Work

Work related to our TCP Server architecture for clusters can be broadly classified into the

following categories:
e OS-Based Solutions
e Cluster-Based Network servers

e New I/O Technology

A description of the related work in each of these categories is given in the following sections.

The TCP Server architecture on a Symmetric Multiprocessor (SMP) system is also discussed.

2.1 0OS-Based Solutions

Overheads as aresult of policies and mechanisms used by the OS can have a significant impact
on server performance. OS mechanisms and policies specifically tailored for servers have been
proposed in [21, 43, 7].

In Lazy Receiver Processing (LRP) [21], the network subsystem was optimized to provide bet-
ter performance for network servers. The network interface demultiplexed incoming packets
directly on to per socket queues and whenever the protocol semantics allowed it, protocol pro-
cessing was performed lazily.

|O-Lite [43] proposed an unified buffering and caching system among various input-output
(1/0) subsystems and applications for general purpose operating systems. The primary goal of
|O-Lite was to improve the performance of server applications like Web servers and other 1/0
intensive applications. Redundant data copying and multiple buffering were avoided, and cross

subsystem optimizations were proposed.
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Resource Containers [ 7] targeted Web servers and provided improved resource management to
the applications in the form of resource containers. A resource container is an abstract oper-
ating system entity that logically contained the system resources used by a given application.
Resource containers could explicitly be controlled by the application thereby giving it control
of the resources used by it.

While LRP, |O-Lite and Resource Containers recognize the existence of OSintrusion and sug-
gest ways of reducing it, they do not study the effect of separating the application processing
from network processing or shielding an application from OSintrusion.

End-Systems Optimizations [16] showed that on high-speed networks, the delivered perfor-
mance was often limited by the sending and receiving hosts. They proposed optimizations
above and below the TCP protocol stack to reduce host overheads.

An important factor in the performance of a server isits ability to handle extremely high vol-
ume of receive requests. Under such conditions, the system enters a receive livelock. This
phenomenon was reported by Mogul and Ramakrishna [36]. Several researchers suggest the
use of polling on the system to prevent receive livelock and for high performance [49, 34]. Aron
and Druschel in [6] use the soft timer mechanism to poll on the network interface. Theideais
extended in Piglet [38], where the application is isolated from the asynchronous event handling
using a dedicated polling processor in a multiprocessor. In fact, one of the earliest studies on
dedicating processors for |/O was done at IBM for the IBM TSS 360 [29] in a multiprocessor
system. The main focus of the dedication was storage, and networking at that time was not an

important design criterion.

2.2 Cluster-Based Network Servers

There has been considerable amount of research work done in the area of cluster based net-
work servers. Clusters of commodity computers connected over a high speed interconnect
are capable of providing the scalability required by internet servers. Cluster-based network
servers typically consist of a front-end node which distributes requests amongst several back-
end nodes. Locality-Aware Request Distribution (LARD) [42] proposed distribution of requests

to the back-end servers based on the content of the request. This approach is different from a
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content-oblivious request distribution based on parameters like server load [30, 17]. LARD
resulted in performance gains due to cache locality and secondary storage scalability by fa-
cilitating server database partitions among the different back end nodes. PRESS [12] is a
locality-aware cluster-based WWW server that uses the Virtual Interface Architecture (VIA)
for intra-server communication. An evaluation of the impact of the features of the intra-server
communication architecture on PRESS was studied in [14]. In this study, the effect of proces-
sor overhead, network bandwidth, remote memory writes, and zero-copy data transfers on the

performance of the Web server were studied and eval uated.

2.3 New I/O Technology

Intelligent devices have been shown to be a promising innovation for servers, especialy in the
case of storage systems [27, 1, 10]. Intelligent Network Interfaces [39] have also been stud-
ied, but mostly for cluster interconnects in distributed shared memory [26] or distributed file
systems [4]. Recently released Network Interface Cards have been equipped with hardware
support to offload the TCP/IP protocol processing from the host [3, 35, 2, 19, 24, 53, 32]. Some
of these cards also provide support to offload network protocol processing for network attached
storage devices, including iSCSI, from software on the host processor to dedicated hardware
on the adapter. While these approaches support offloading on specialized hardware, the goal of
the TCP Server architecture is to provide a generic TCF/IP offloading architecture.

The introduction of Infiniband [31], a switch based serial 1/0 interconnect capable of operating
at base speeds ranging from 2.5 to 30 Gb/s, has triggered considerable interest in industry and
academia. Scalable server systems can be built by connecting host processors and 1/0O devices
across an Infiniband fabric. In this architecture, host processors and devices can communicate
amongst themselves at gigabit speeds breaking conventional 1/O interconnect bottlenecks. In
this context, our TCP Server architecture across clusters, can also be viewed as an emulation
of host processors connected to Intelligent Networking devices across an Infiniband fabric. In-
finiband is closely related to the Virtual Interface Architecture [22] and provides support for
anumber of features, including memory-mapped communication, that is currently provided by

the Virtua Interface Architecture.
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Recent work [13] was an effort to study the impact of next generation I/O architectures on the
design and performance of network servers. In this work, modeling and simulations were used
to analyze arange of scenarios, from providing conventional servers with high 1/0O bandwidth,
to modifying servers to exploit user-level 1/O and direct device-to-device communication, and
re-designing the operating system to offload file system and networking functions from the host
to intelligent devices.

In the Communication Services Platform (CSP) [48] project, the authors suggest a system ar-
chitecture for scalable cluster-based servers, using dedicated network nodes and a V1A-based
network to tunnel the TCP packets inside the cluster. This project has similar goals to our de-
sign, i.e., offloading the network processing to dedicated nodes. However, their results are very
preliminary and their goal wasto limit the network processing to a specific layer in amulti-tier
data center architecture. Unlike CSP, we study the effect of such separation of functionality for
a server system under real server application workloads. CSP also does not explore the issue
of providing a programming interface which alows server applications to exploit performance
gains from using an efficient low-latency memory-mapped communication layer.

QPIP [11] is an attempt to provide a lightweight protocol for applications which offloads net-
work processing to the Network Interface Card (NIC). However, they implement only a subset
of TCP/IP on the NIC. QPIP suggests an alternate interface to the traditional sockets APl but
does not define a programming interface that can be exploited by applications to achieve better
performance. Moreover, performance evaluation presented in [11] was limited to communica
tion between QP-aware applications over a SAN.

Sockets Direct Protocol (SDP) [44] originally developed to support server-clustering appli-
cations over VI architecture, has been adopted as part of the InfiniBand specification. The
SDP interface makes use of InfiniBand capabilities and acceleration while emulating a stan-
dard socket interface for applications.

Fast Sockets [46] proposed a low-overhead communication protocol but this was only in the
context of high-performance Local Area Networks.

Voltaire has proposed a TCP Termination Architecture [51] with the goals of solving the band-
width and CPU bottlenecks which occur when other solutions such as IP Tunneling or bridging

are used to connect InfiniBand Fabrics to TCP/IP networks.
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Direct Access Transport (DAT) [20] is an initiative to provide a transport exploiting remote
memory capabilities of interconnect technologies like VIA and Infiniband. However, the ob-
jective of DAT isto expose the benefits of remote memory semantics only to intra-server com-

munication.

2.4 TCP Servers for SMP Systems

In TCP Servers [45], an implementation of the TCP Server architecture on a symmetric mul-
tiprocessor (SMP) system was presented. In a cluster of nodes a subset of nodes, the TCP
Server nodes, are dedicated to network processing. The remaining nodes of the cluster, the host
nodes, perform application processing and processing of operating system functionality not re-
lated to network processing. The host nodes and the TCP Server nodes communicate using
memory-mapped communication across the cluster. In a SMP system, a subset of the proces-
sors are dedicated to network processing. The remaining processors (host processors) perform
application processing and processing of operating system functionality not related to network
processing. The host processors and the dedicated processors communicate using shared mem-
ory. Comparing the two architectures, it is seen that using shared memory in a SMP system
results in lower latency and higher bandwidth of communication compared to using memory-
mapped communication across clusters. The processor overhead for communication is also
lower for a SMP system compared to clusters. However, clusters provide better insulation of
application processing from network processing. For instance, if the TCP Server is subjected to
aDenial of Service attack and aparticular TCP Server node is brought down, awell configured
system can restrict the fault to that single node and application processing on host nodes can be
insulated from the fault. Clusters also provide ease and flexibility for building heterogeneous
configurations. The processing power and memory of a TCP Server node can be varied inde-
pendent of the processing power and memory of ahost node. The TCP Server architecture over

clusters could also potentially scale to very large systems.
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Chapter 3

TCP Server Architecture

We begin this chapter with adiscussion of the traditional network processing and identify com-
ponents of the TCP/IP protocol processing that can be offloaded. We then discuss network

processing using the TCP Server architecture.

3.1 Traditional Network Processing

The following discussion of the traditional network processing is based on an interrupt-driven,
Unix-based networking stack. To be concrete in our explanation we have used the Linux
TCP/IP protocol stack as an example. As shown in Figure 3.1%, the Linux network processing
architecture is made up of a series of connected layers of software, similar to the layered ar-
chitecture of the network protocols themselves. BSD sockets is the general socket interface for
both networking and inter-process communication sockets. The INET socket layer supports the
internet address family. The BSD socket layer invokes the INET layer socket support routines
to perform work for it. Beneath the INET socket layer, are the transport layer protocols UDP
(User Datagram Protocol) and TCP processing routines. Following this is the IP layer which

finally interfaces with the Network devices.

3.1.1 Send and Receive Processing

After connection has been established between the sender and the receiver, to trace the data
flow from one machine to the other, we describe the processing involved in ther ecv and send

communication paths.

1source: Linux Kernel Guide (Linux Documentation Project)
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Figure 3.1: Network Processing in Linux

e Receive Processing:
When a packet is received by the network card from the network, it triggers an interrupt.
The interrupt handler converts the received packet into an sk_buf f socket buffer data
structure. Thesk_buf f isadatastructure used by all the layers of the network subsystem
and consists of a control structure and associated memory. The received sk buf f’s are
then queued on to the backl og queue and the network bottom half? is flagged as ready
to run. The backl og queue is a system wide queue where all packets received by the
system are queued. When the bottom half handler is scheduled to run, it does the IP and
TCP (or UDP) protocol processing and then writes the sk_buf f on to the received queue
for that socket. When the application posts ar ecv system call this datais then copied to

the application buffers.

e Send Processing:
When dataistransmitted by the application, an sk_buf f is created based on it. This copy

of the application data on to the kernel buffer is made to prevent the data from being

2|n Linux, “bottom half” refers to the “soft interrupt” part of the interrupt processing.
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overwritten by the application before it is sent out. The send system call returns at this
stage. Asthe sk_buff passes through the various protocol layers, the protocol headers
are added on to it. It isthen finally queued on to the network interface’s transmit queue
and finally sent out to the network. In the case of TCP an additiona copy is aso made to

enable retransmission if required.

3.1.2 Components of TCP/IP Processing
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Figure 3.2: Components of TCP/IP Processing

Based on the traditional network processing outlined above we have identified five distinct
components of TCP/IP processing. Figure 3.2 shows the breakup of the send and r ecv pro-

cessing into the different components. We describe each of the five components below:

e interrupt processing: Each network device deds entirely in the transmission of net-
work buffers from the protocols to the physical media, and in receiving and decoding
the hardware generated responses. The interrupt processing component includes the
time taken to service the Network Interface Card (NIC) interrupts and setup DMA trans-

fers. In the path of the recv processing, an interrupt is signaled when a packet arrives
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at the network interface. The device driver's interrupt handler routine (dev_i nt errupt)
collects the received frames and sets up a sk_buf f buffer and writes the packet on to
it. It then calls neti f _rx which places it on the backl og queue. On the sending side,
the packets queued on the interface queue are transmitted out on to the network. The
hard_start xnit function iscalled passing to it ask_buf f for transmitting. When the
buffer has been loaded into the hardware or, in the case of some DMA driven devices,
when the hardware has indicated that transmission is complete, the driver releases the

sk_buff.

receive bottom: The next component is the receive processing, starting from retrieving
packets from the backl og queue al the way up to the socket queue. It does not include
the time taken to copy the data from the socket buffers on to the application buffers. Once
interrupt processing completes, the bottom half handler net _bh dequeues packets from
the backl og queue and passes them to the appropriate protocol handler. In the case of
IR itisip_rcv. IP Receive processing is completed and then TCP Receive processing
(tcp_rcv) iscaled. After the TCP Receive is completed, the sk_buff is queued on to

the appropriate socket queue.

receive upper: This refers to the top portion of the receive processing which copies
data on to the application buffers. After data has reached the respective socket queue,
when the application posts ar ecv, the data is copied on to the application buffers from
the kernel buffers. If the application posts ar ecv before data is available in the socket
queue, the application is blocked and when data arrives the blocked process is woken up

and the data then copied on to the application buffers.

send upper: This component refers to the top portion of the send processing which
copies the data from the application buffers on to the socket buffers inside the kernel.
When the application posts a send, it trandates into a call tot cp.sendnsg which tests
for certain error conditions, and if the tests succeed, it allocates an sk_buf f , builds TCP
and |P headers and then copies the data from the application buffers on to sk buf f. If
the data is larger than the M SS (Maximum Segment Size) of a TCP Segment, the datais

copied on to multiple TCP segments. Alternatively many small data buffers can also be
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packaged into a single TCP segment.

e send bottom: This component refers to the send processing done after copying data on
to the kernel buffers. TCP Send processing from the time data is available as sk_buf f,
involves calculating the checksum3 and adding TCP protocol specific information on to
the headers if required. TCP retransmission processing also takes place. Depending on
the state of the TCP connection and arguments to the send call, TCP makes a copy of
al, some or none of the data and processes them for retransmission. After the TCP Send
is complete, IP Send is called. 1P's transmit function i p_queue_xmi t adds IP protocol
specific header values (including checksum for 1P). After this the packet is ready for

transmission and is added on to the interface’s queue.

3.1.3 Breakdown of Network Processing Overheads

In Chapter 1, Figure 1.3 we saw that TCP/IP processing takes 71% of the CPU time. In Fig-
ure 3.3 we revisit the earlier figure, and show the breakdown of the time spent in network
processing based on the components identified above.

It is seen that interrupt processing takes 8% of the CPU time. The bottom half processing
shown as 12% is a portion of the send bottomand receive bottom The remainder of receive
bottom takes 7%. receive upperis a hidden cost accounted with other system calls. send up-
per and send bottomtake up a substantial amount of CPU time, around 45%. Thisis because
the amount of data sent by a Web server is substantially larger than the amount of data that it
receives. This breakdown gives a better understanding of the amount of overhead that each of

the TCP/IP processing components result in.

3.2 TCP Server Architecture

TCP Server is a system architecture for offloading network processing from the application
hosts to dedicated processors, nodes, or intelligent devices. This separation improves server

performance by isolating the application from OS networking and by removing the harmful

3Though calculating the checksum is supposed to happen after copying the data, for the sake of optimization, a
function csumparti al _copy_f romuser isavailable which carries out both actions in one step.



interrupt
processing
User space 8%
20% bottom half
processing
12%

receive bottom
receive upper + - 7%
QOther system calls

9%

<

send bottom +
send upper
44%

Figure 3.3: Apache Execution Time Breakdown

communicate with the TCP Server.

SERVER
Host TCP Server

A

Y

SAN .

TCP/IP
(WAN)

Figure 3.4: TCP Server Architecture

21

effect of co-habitation of various OS services. In acluster of nodes, interconnected by a System
Area Network a subset of nodes can be dedicated to network processing. These dedicated
nodes are called TCP Server nodes. The rest of the nodes in the cluster, the host nodes can
be dedicated to application processing. OS functions not related to network processing are

performed on the host nodes. The SAN provides the high speed interconnect for the host to

Figure 3.4 shows the TCP Server architecture for clusters. The host and the TCP Server
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communicate across the SAN using memory-mapped communication. The host can offload the
entire TCP/IP processing to the TCP Server, or it can split the TCP/IP processing between itself
and the TCP Server.

Figure 3.5 shows the components of TCP/IP processing identified earlier. These components

send receive
upper upper
bsé?tgcrin receive
bottom
_ send receive
interrupt interrupt
processing | processing

Figure 3.5: Separation of Components of TCP/IP Processing

can be divided between the host and the TCP Server in severa different ways. Each of the
individual components also interact with the other components. For example, in the case of
TCP processing, for every packet sent, a corresponding acknowledgement is received. This
requires both send bottomand receive bottomto share TCP state. The components may also
refer to common data structures. Choosing a split of the components between the host and the

TCP Server involves atrade-off of the following two factors:
1. The overhead or cost involved in processing a given component at the host.

2. The amount of host to TCP Server communication that offloading the component will

result in.

Internet hosts use the socket programming interface to perform network related calls. In the
case of the host and the TCP Server communicating across the SAN, components interrupt
processing send bottomand receive bottomcan be offloaded to the TCP Server. This can be

achieved using the semantics of the traditional socket interface, by intercepting the socket calls
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and tunneling the network request across the SAN to the TCP Server. To offload send upper
and receive uppercomponents, the application buffers have to be exported to the TCP Server
so that the TCP Server can directly write to and from application data buffers. This requires a
modification to the traditional socket programming interface. Internet servers usually have an
asymmetric flow of send and receive data volume. The receive data volume is much smaller
than the send volume and we therefore expect the benefits due to offloading receive upperto

be insignificant. In Figure 3.6, we show the sequence of steps involved when the host issues a

host
application
socket calls network processing
1 p 5
4
Y ) SAN >
> >
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Figure 3.6: Network Processing with TCP Servers

socket cdl, in the TCP Server architecture.

1. The host application issues a socket call.

2. The socket call isintercepted and the request along with the parameters passed to it are
tunneled across SAN to the TCP Server.

3. The TCP Server performs the network related processing for the call.

4. The TCP Server communicates the results of the call to the host.

5. The socket call at the host returns to the application.

The TCP Server node, therefore, is the communication end point for clients connecting across

the network.
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3.2.1 Scope for Optimization

Deciding a suitable split of the TCP/IP processing between the host and the TCP Server and
the actual mechanism for offloading is critical to the TCP Server architecture. In addition, the

performance of the TCP Server solution depends on two factors:

1. The efficiency of the TCP Server: The TCP Server is responsible for the network pro-
cessing and therefore, the more efficient the TCP Server implementation, the better the

overall server performance.

2. The efficiency of the communication between the host and the TCP Server: Since the goal
of TCP/IP offloading is to reduce the network processing overhead at the host, using a

faster and lighter communication channel for tunneling is essential.

In this section we focus on possible optimizations to these two areas to provide an efficient
overall architecture.
Efficiency of the TCP Server: The first set of optimizations target the efficiency of the TCP

Server implementation.

e Avoiding interrupts: Sincethe TCP Server performs only TCP/IP processing, interrupts
can be beneficially replaced with polling. With this optimization we could potentially
free up to 8% of the processing time at the TCP Server. Thisis the CPU time spent on
interrupt processing as shown in Figure 3.3. However, the frequency of polling must be
carefully controlled, as avery high rate would lead to bus congestion and avery low rate
would result in inability to handle all events. The problem is aggravated by the higher
layers in the TCP stack having unpredictable turnaround times and by multiple network

interfaces.

e Processing ahead:Since the TCP Server is dedicated for network processing, idle cy-
cles at the TCP Server can be used to perform certain operations ahead of time (before
they are actually requested by the application). The operations that can be “eagerly” per-
formed are the accept and receive system calls. Thiswill movethe cost of performing the

operation out of the critical path and will result in lower latencies perceived by the host.
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This optimization is beneficial only if the TCP Server hasidle time available. 1t will not

prove to be beneficial if the TCP Server is already overloaded with network processing.

e Eliminating buffering at the TCP Server. The TCP Server buffers data received from
the application before sending it out to the network interface. It is possible to eliminate
this extra buffering by having the TCP Server send data out directly from the buffers
used for communication with the application host. However, if the Processing ahead
optimization is used, the TCP Server has to maintain separate buffers for the “eagerly”

received data and then copy it on to the buffers used for communication with the host.

Efficiency of Host to TCP Server CommunicationTo improve the efficiency of the interac-

tion between the host and the TCP Server we identify the following optimizations.

e Bypassing the host kernel:To achieve good performance, the application should com-
municate with the TCP Server from user-space directly, without involving the host OS
kernel in the common case. Implementing the socket calls as a user-level library using a
user-level communication paradigm like VIA will help bypass the kernel in the common
case. Thiscan be done without sacrificing protection by establishing adirect socket chan-
nel between the application and the TCP Server for each open socket. Thisis a one-time
operation performed when the socket is created, hence the socket call remains a system

call in order to guarantee protected communication.

e Asynchronous socket API:Tunneling the socket calls across the SAN may increase the
latencies perceived by the application compared to a socket call that traps into the kernel
and then returns. Asynchronous socket calls provide a mechanism for the application
to hide the latency of a socket operation by overlapping it with useful computation. By
using asynchronous socket calls, the application can exploit the TCP Server architecture

to avoid the cost of blocking and rescheduling.

e Avoiding data copies at the host:To achieve this, the application must tolerate the wait
for end-to-end completion of the send, i.e., when the data has been successfully received
at the destination. If thisisacceptable, the TCP Server can completely avoid data copying

on asend operation. For retransmission, the TCP Server may have to read the data again
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from the application send buffer using non-intrusive communication. Pinning application
buffers to physical memory may be necessary in order to implement this optimization.
In Figure 3.3, send upperand send bottom take about 45% of processing time. A
substantial part of this processing time is due to the data copies involved. With this
optimization we could potentially free up this processing time and use it for application
processing. Combining this optimization with Asynchronous socket APImay prove

beneficial to the host.

Dynamic load balancing: Depending on the application workload, it is possible that
either the TCP Server or the host can get saturated. Network intensive work loads may
saturate the TCP Server, whereas computation intensive work loads may saturate the
host. An adaptive scheme to balance the load or resource allocation between the host and
TCP Server will help improve overall server performance. While the host and the TCP
Server can communicate with each other and share load information, incoming client
requests will need to be redistributed between them based on this load information. This
will require a front end request distributor, to which the current load information will
have to be communicated. The host application will then have to direct socket callstoits

own kernel or to the TCP Server to achieve uniform load balancing.



27

Chapter 4

Design of TCP Servers

4.1 Design Alternatives

In the TCP Server architecture, the host offloads the network related socket calls to the TCP
Server. This offloading of socket calls leads to user-space vs. kernel-space design choices at
the host and the TCP Server.

4.1.1 Socket Call Processing at the Host

At the host, a socket call is intercepted and the call is then tunneled across the SAN to the
TCP Server. The socket cal at the host can be intercepted after it traps into the kernel or
directly from user space. As discussed earlier, under the optimization Bypassing the host
kernel, it is advantageous for the application to communicate with the TCP Server in user-
space, without involving the host kernel. Hence a user-level communication library is provided
to host applications, which enables them to communicate with the TCP Server bypassing the

host kernel in the common case.

4.1.2 TCP Server

Using auser-level communication library at the host, there are several aternatives for designing
the TCP Server. Figure 4.1 shows the different design choices available. The two primary tasks

of the TCP Server are to communicate with the host and to perform network processing. The

small boxes in the figures indicate the data buffers.

e Figure 4.1(a) shows Alternative 1. The communication between the host and the TCP
Server takes place in user-space. Once data from the host has reached the TCP Server

node, network processing proceeds as in a traditional system, involving a trap into the
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Figure 4.1: Alternatives for TCP Servers over Clusters

kernel. This alternative does not require any modifications to the native network subsys-

tem on the TCP Server node.

Figure 4.1(b) shows Alternative 2. Asin Alternative 1, the communication between the
host and the TCP Server takes place in user-space. Here too, the network processing
proceeds asin atraditional system, involving atrap into the kernel. However, the buffers
used for host to TCP Server communication are shared with the kernel and are also used
for network processing. This requires the network subsystem on the TCP Server node

to be modified. These buffers have to be pinned in memory and the mapping exported
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to the kernel. Referring to the optimizations discussed earlier, Eliminating buffering at

the TCP Serveris achieved by this alternative.

e Figure 4.1(c) shows Alternative 3. Onthe TCP Server node, the communication between
the host and the TCP Server takes place in the kernel. The kernel on the TCP Server node
is modified such that the host to TCP Server communication and the network subsystem
share common buffers. Eliminating buffering at the TCP Server is aso achieved by

this dternative.

The rest of this thesis elaborates on a TCP Server design and implementation using Alterna-
tive 1. The host to TCP Server communication takes place in user-space and the network sub-
system on the TCP Server node is unmodified. Since the network subsystem on the TCP Server
node is unmodified, traditional socket calls are used by the TCP Server to perform network

processing.

4.2 Network Processing Mechanism

Based on the design alternatives discussed above, we present a more detailed version of the

earlier Figure 3.6. Figure 4.2 shows the Network processing mechanism using TCP Servers.
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Figure 4.2; Network Processing with TCP Servers

1. The host application issues a socket call using our communication library.

2. The socket cal is intercepted in user-space and the request along with the parameters
passed to it, istunneled across SAN to the TCP Server.
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3. The TCP Server interprets the call and executes the appropriate socket cal using the
traditional BSD socket library.

4. The socket call is completed and control returns to the TCP Server.

5. Theresults of the socket call are sent back to the host.

6. Thelibrary call at the host returns to the application.

4.3 Hostto TCP Server Communication using VIA

The communication between the host and the TCP Server across the SAN plays an important
role in the design of TCP Servers for clusters. The host to TCP Server communication in our
design is based on the Virtual Interface Architecture (VIA) [22]. In this section we provide an
overview of the Virtual Interface Architecture (V1 Architecture), and the data transfer models
provided by it.

The VI Architecture is a memory-mapped user-level communication model that bypasses the
kernel from the common communication path. The VI Architecture specification [18] was
developed as a joint effort by Compaqg, Intel and Microsoft. It is based on previous aca
demic research on user-level communication including U-Net [8], Active Messages [23] and
VMMC [15]. Inthe VI Architecture each consumer process is provided with a protected, di-
rectly accessible interface to the network hardware - a Virtual Interface (V1) which represents a
communication endpoint. Thisis different from the traditional network architecture, in which
the host operating system is responsible for managing the network resources and multiplexes
accesses to the network hardware across process-specific logical communication end points.
In the traditional architecture, every network access, involves atrap into the kernel increasing
message latencies, which is avoided by the VI Architecture.

Several hardware and software implementations of VIA are available. Giganet [28] has a hard-
ware implementation of the VI Architecture on its proprietary cLAN network interface card.
Software emulations are available on ServerNet [47] and Myrinet [9, 39]. M-VIA [40] provides

Linux software VIA drivers for various fast Ethernet cards.
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4.3.1 VI Architecture Overview

Figure 4.3 shows the details of the VI Architecture. The VI Architecture?! is made up of four
major components. Virtual Interface, Completion Queues, VI Providers and VI Consumers.
The VI Provider consists of the VI network adapter and a kernel agent device driver. The VI
consumer is the application that is the end user of the VI. The VI Consumer can be a “VI-
aware” application which directly uses the VIPL (Virtual Interface provider Library) or can
be a standard application which uses a communication facility like MPI [41] which internally
uses the VIPL. The VI is the mechanism that allows a VI Consumer to directly access the VI
Provider to perform data transfers. It acts as a communication end point similar to sockets in
the TCP context. The VI is bi-directional and supports point-to-point data transfer. A VI con-
sists of a pair of work queues, the send and the receive queue. VI Consumers format requests
into descriptors and post them on to the work queues. A descriptor contains al the informa-
tion required by the VI Provider to process this request including pointers to data buffers. VI
Providers asynchronously process the posted descriptors and mark them as complete. The VI
Consumer can either poll or wait for a descriptor to be completed. Once completed, the de-
scriptor can be reused for consequent requests. A completion queue provides a single point for

a VI Consumer to combine descriptor completion notifications of multiple Vls.

1The following discussion is based on the Virtual Interface Architecture Specification Version 1.0
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Connection Mechanism:

The VI Architecture provides a connection-oriented data transfer model. A VI Consumer must
connect alocal VI to aremote VI before data can be transferred. The connection process fol-
lows aclient-server model. The server side waits for incoming connection requests from clients
and can either accept or reject them based on the remote VI's attributes. A process can maintain
several connected Vs to transfer data between itself and other processes on different systems.
After the data transfer is complete, the associated VIs must be disconnected.

Memory Registration:

The VI Architecture requires the VI consumer to register all memory used for communication
prior to submitting arequest. Memory registration enables the VI Provider to transfer data di-
rectly to and from the buffers of aVVl Consumer and the network without any intermediate copy.
The memory registration process locks the pages of avirtually contiguous memory region into
physical memory and the virtual to physical memory translations are exposed to the VI NIC.
The VI Consumer gets an opague handle for each registered memory region. Using this handle
and the virtual address, the VI Consumer can reference al registered memory. The process also
alowsthe VI Consumer to reuse the registered memory.

Data Transfer Models:

The VI Architecture provides for two kinds of data transfer:

1. The traditional Send/Receive model to transfer data to and from communicating end
points. The send and receive operations, complete asynchronously, and the descriptor
completion has to be tracked by the VI Consumer. The receiving side has to pre-post a

receive descriptor with buffers large enough to hold the incoming data.

2. The Remote Direct Memory Access (RDMA) model provides for remote data reads and
writes. This allows a process to read from and write to the memory of a remote node
without any involvement on the part of the remote node. To facilitate this the destination
memory address and registered memory handle need to be exported to the source prior

to the RDMA.

In the VI Architecture, kernel mode traps occur at the time of VI creation and destruction,

connection establishment and connection tear-down, memory registration and deregistration.
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Figure 4.4: Host and TCP Server Communication using VIA

All other communication proceeds without any kernel involvement.

TCP Server Architecture Based on VIA

Figure 4.4 shows the role of VIA in the TCP Server architecture. The dotted lines represent
communication across the SAN and the solid lines represent the communication across the

WAN to the client(s). The key features of the architecture are:

1. The TCP/IP processing has been offloaded from the host node and the host kernel has
been freed from TCP/IP network processing. The host node therefore has more resources

to devote to application processing related tasks.
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2. The socket library at the host is executed as a light-weight Remote Procedure Call at the
TCP Server node.

3. Thehost and TCP Server node use memory-mapped communication across a high-speed

interconnect - the System Area Network.

4.4 Mapping Sockets to VIs

Sockets are the natural representation of the communication end points for hosts across the net-
work. Participating hosts use the socket as the identifier to establish a communication channel
between them and then to send and receive data on the established channel. For intra-SAN
communication, the Vs are the natural communication end points. Between the host node and
the TCP Server node the host node requests VI connections from the TCP Server node and once
communication is established, data can be transferred between them using it. Using a single
VI to channel all socket calls from the host node to the TCP Server node will severely limit
parallelism and will adversely affect the latency of each socket call. Therefore multiple Vis
need to be established between the host and the TCP Server node. If multiple Vis are avail-
able, the socket calls on the host node need to be mapped on to the available VIs. Mapping of
socket call requests to VIsis linked to the design of the TCP Server and the order in which it
processes incoming requests. Since socket calls can be blocking, the TCP Server needs to be
multi-threaded to enable parallel processing of requests. Thisleads usto several design choices

which are explained below

4.4.1 Alternatives Based on Request Processing at the TCP Server

e Figure 4.5 shows the design aternative 1. At the TCP Server there is one thread per VI,
which processes the incoming requests on a given V1 in order. Threadl processes calls
received on V11, Thread2 on V12 etc. To channel agiven socket call the host node selects
any available VI at random. Such an arrangement will result in unfair processing delays.
Request B for socket2 will be processed only after Request A for socketl is completed.
In fact, A could be a blocking call, e.g., recv in which case Threadl could be blocked

for quite awhile before it is able to process the request B.
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e Figure 4.6 shows the design alternative 2. At the TCP Server there is one thread per
socket instead of one thread per VI. Incoming requests on al Vls are parsed and then
channeled to the appropriate thread for processing. Thus Threadl will handle requests
A and C and Thread2 will handle B. This avoids the problem faced by Design 1. Under
synchronous call operations, control is returned from the library call only after the corre-
sponding socket call is completed at the TCP Server node. Hence if the host application
issues A, control will return to it only after A has been processed by the TCP Server. Af-
ter thisif the application issues C, then the processing order at the TCP Server will be the
correct processing order intended by the host application. However, in the case of asyn-
chronous calls control returns to the host application as soon as the request is queued for
dispatch on the VI. In this case it is possible that C, transferred using a different VI will
arrive earlier than A and may be processed before it. Asynchronous calls are described

in more detail in Section 4.6.1.

e Figure 4.7 describes design aternative 3 in which case the host application maintains
the socket to VI mapping and ensures that all socket calls for a given socket are sent on
the same V1. This will avoid the problems discussed with the above two designs. In this
case, at the TCP Server side there is one thread per V1. Since the host will send al calls

relating to a socket on agiven VI, thisis equivalent to one thread per socket.

4.4.2 Communication Library at Host Node

The communication library at the host node is responsible for maintaining and managing the
Vlsand for directing the socket calls on to the correct V1. This happens transparent to the host
application. In the discussion in Section 4.3, it was seen that the expensive VI operations that
involve the kernel, are the creation of VIs, establishing connection on the Vs and registering
the memory required for SAN communication. It is essential to avoid these costs in the com-
mon data path. Drawing a direct parallel between the VI and the socket life cycle, at the time
of socket call, aVI can be created and a connection established with the TCP Server. At the
time of the cl ose socket call, the VI can be disconnected and destroyed. This simple parallel

involves unnecessary creation and destruction of VIs. To avoid the overheads of creating and
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destroying Vs, apool of connected VIsismaintained. At thetime of socket call, the free pool
isfirst checked for an available V1, and if none exists, then anew V1 is created and a connection
isestablished on it. At thetime of VI creation the memory regions to be used in the transfer are
also alocated and registered. At the time of cl ose, the VI is added to the free poal.

Inatraditional Web server architecture, the listen socket is opened with thesocket call. Incom-
ing client connection requests are accepted using the accept call, which returns a new socket
descriptor associated with this new connection. In the TCP Server architecture, the association
of the VI to socket is done at the time of the socket call for the listening socket and for the
newly accepted connections the association can be done either at the time of the accept call
itself or can be postponed until the time of actual use of the new socket, i.e., until a socket call
(typically recv or send) is actually issued on the new socket descriptor. The trade-offs with

either association are discussed in Section 4.6.4.

4.5 TCP Server Components
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Figure 4.8. Components of the TCP Server

Figure 4.8 shows the modules that constitute the TCP Server. The VI Connection Handler is
made up of an Admission Control module and a Dispatcher. Incoming VI Connection requests
are handled by the VI Connection Handler. Depending on the current load, i.e., the number of
VI connections that have already been accepted, the Admission Control module either accepts
or rejects the incoming connection request. If the request is accepted it isthen forwarded to the

Dispatcher. The Dispatcher ensures that there is a Request Handler available to handle further
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requests on this VI. All requests on the VI are henceforth directly handled by the designated
Request Handler. The Request Handler consists of the Request Acceptor module which is re-
sponsible for accepting incoming requests on this V1. The Request Processor module identifies
the kind of request. If the request isfor asocket related operation the Socket Processor executes
the corresponding socket call using the native BSD socket system calls. Requests could also
be internal setup/control related in which case the Control Processor handles the request. The
results of the Request Processor are directed to the Responder module. Depending on the na-
ture of the request the response is, either through the regular VI Send format handled by the VI
Send module, or through non-intrusive communication handled by the RDMA module. In addi-
tion to these basic modules, eager processing performed on a per socket basis will be executed

in the context of the Request Handler. Some kinds of eager processing are system-wide.

4.6 Optimizations

In Chapter 6 we present the performance of the base TCP Server architecture and identify the
additional gains that result due to the optimizations. To provide a basis for that discussion, we
present the design of the optimizations in this chapter. In this section, we first describe the
steps involved in processing a synchronous call. For optimizations that directly influence the
socket call processing, we provide a time line representation of their execution. Each of the
optimizations is explained in isolation, but can easily be combined together.

Synchronous Calls:

The synchronous calls follow the standard outline described in Section 4.2. Figure 4.9 shows
the time line representation of the synchronous calls. The accept isissued at the host, after
it reaches the TCP Server and is interpreted by the TCP Server, the BSD accept isissued at
the TCP Server. After it returns, the results of the call are sent back to the host node and then
the host node’'s accept call returns to the host application. The same sequence happens for the

recv and send socket calls. Thisis used as the baseline for comparison with the other calls.
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Figure 4.9: Synchronous Call Processing

4.6.1 Asynchronous Send

The volume of data sent out by Web serversistypically larger than the data received. We there-
fore focus our attention on optimizing the send, by providing an asynchronous send primitive
to the applications. In the case of the asynchronous send, the send call returns to the user
as soon as the request is queued at the host. To ensure that these sends are not lost, the host
should only enqueue as many sends as the number of outstanding receive descriptors posted
by the TCP Server. In addition the host should also be informed of the results of the previous
sends by the TCP Server. Since the library call has aready returned at this point there are no
receive descriptors posted by the host to receive the results of the call. The TCP Server does
anon intrusive silent write (RDMA) of the results of the previous sends to the host and of the
outstanding number of receive descriptors available at its end. To enable RDMA, the host has
to export the buffersin which it expects the RDMA results and also initiate the flow control for
a new socket. Figure 4.10 shows the time line representation in the case of the asynchronous

send. Since the same VI can be reused for severa sockets, at the time of the first send on this
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Figure 4.10: Asynchronous Send Processing

socket, the host has to export its RDMA enabled buffers to the TCP Server and also indicate
to the TCP Server that it is a new socket association that has started now. This is shown by
the additional Round Trip Time RTT at the time of the first asynchronous send on this socket.
Consecutive sends can then proceed asynchronously, by the host verifying the status from its

RDMA buffers.

4.6.2 Eager Receive

In Section 3.2.1, eager receive was described as part of the Processing aheadhat the TCP
Server could do. A push-based or a pull-based approach can be taken in eager receive process-
ing. Figure 4.11 shows the pull-based approach. At thetime of thefirst r ecv for agiven socket,
the host library indicates to the TCP Server to start eager receive on behalf of this socket. This
indication has to be sent to the TCP Server once per socket because different sockets share the
same VI and the TCP Server has to know the socket descriptor for which eager receives have
to be posted. The eager receive optimization does not require any modification to the socket
API. The communication library at the host internally formats the request along with the pa-
rameters required for the setup. After this setup, for consecutive r ecvsther ecv happens at the
TCP Server before the host posts ar ecv. When the host posts ar ecv if data has already been
received by the TCP Server it is returned to the host. The push-based approach, as shown in
Figure 4.12 goes one step further and the TCP Server sends any eagerly received data al the
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way to the host. Thus when the host application posts ar ecv, data can be returned from the
local buffersif it aready has been eagerly received.
4.6.3 Eager Accept

HOST TCP SERVER

After bind and listen

BSD accept

accept
return to host
e

return to user
—

Figure 4.13: Eager Accept Processing

In the case of eager accept, the TCP Server eagerly posts accept and accepts new TCP
connections on behalf of the host. These connections will be returned to the host as and when
the host application posts the accept call. Thisis shown in Figure 4.13. The TCP Server
can also perform admission control and restrict incoming client connections without affecting

application processing at the host.

4.6.4 Setup with Accept

The association of socketsto VI isdone at the time of the socket call or in the case of accepted
connections, it can be done at the time of the accept call or can be put off until the time of
actual use. In certain host applications, it is possible that the parent process accepts calls and
then a child process handles the actual communication on the socket. If the mapping of socket
to VI is done at the time of the accept call then the VI will be in the parent’s process address

space and has to be shared with the child process. To accommodate such host applications it is
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simpler if the mapping between the socket to V1 is done at the time of the first socket operation
on the new socket descriptor, in which case the VI will be in the child process' address space.
Another important design consideration isthat the maximum number of available VIsislimited.
IncLAN the hardware provides for amaximum of 1024 VIs. These have to be multiplexed with
the number of socket connections concurrently opened. Delaying the mapping of socket to VI
to the time of first use on the socket will help increase the concurrency. However, it is seen
that both asynchronous send and eager receive require some form of setup to inform the TCP
Server to process in the context of the new socket that is now associated with the current V1.
This is done at the expense of an additional RTT in the case of asynchronous send, or at the
time of thefirst recv cal in the case of eager receive, in which case the eager processing can

continue only from the next receive onwards.

HOST TCP SERVER

accept along with
 ——

parameters for eager recv

and async send setup

BSD accept

return to host|
<—

return to user
——————

eager recv and async send
can proceed without any
additional setup

Figure 4.14: Setup With Accept

This setup information can be sent along with the accept cal, provided the VI to socket
association is done at the time of the accept call itself. The feature of setup with accept
associates the VI to the new socket that will be returned by the accept and therefore sends
the necessary information to setup asynchronous send and eager receive for this new socket.
Figure 4.14 showsthis. It isto be noted that after theaccept call asynchronous send and eager

receive can proceed with no additional cost.



4.6.5 Avoiding Data Copies at the Host

The buffers used for VI communication between the host and the TCP Server have to be reg-
istered. The host application uses its own data buffers for the various socket calls. To transfer
application data from the host, across the SAN to the TCP Server, the host library maintains
a set of registered buffers which it uses for VI communication. The host application’s data is
copied on to these buffers and then transferred to the TCP Server. In the case of recv, datais
received on to these buffers and then copied on to the application data buffers. This additional
copy may add significant overheads especidly in the case of the send socket call, where large
amounts of data are usually transferred. An alternative would be to register the host application
data buffers in the context of each call. Thiswill include the cost of memory registration of the
data buffers in the critical path. Thiswill involve akernel transition in each call which will be
expensive.

To ensure that no additional copy/memory overheads are introduced by the TCP Server ar-
chitecture, additional APIs are provided to the host application. These APIs alow the host
application to pre-register a set of data buffers that it will use for communication, and then use
these buffers for the send and r ecv calls. However, this optimization requires a co-operative
application which is aware of the underlying TCP Server architecture. The application is re-

sponsible for buffer management of these pre-registered data buffers.
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Chapter 5

Implementation

In this chapter we describe our implementation of TCP Servers. We describe the details of
processing at the host and at the TCP Server. We also explain the optimizations that we have
implemented. Our implementation was developed using the hardware V1 architecture provided

by Giganet. Appendix A lists the primary VI primitives used in our implementation.

5.1 Application Programming Interface

The host application is provided with a programming interface to communicate with the TCP
Server for network related processing. This interface has to be robust and easy to use. In this
section we list the interfaces provided by our implementation. The interfaces can be divided

into the following categories:

e Traditional socket calls: These calls are analogous to the BSD socket call interface.

int tcps_socket(int domain, int type, int protocol);

int tcps_bind(int socketfd, struct sockaddr *paddr, int addrlLen);

int tcps_listen(int socketfd, int backLog);

int tcps_accept(int socketfd, void *paddr, int *paddrLen);

int tcps_connect(int socketfd, const struct sockaddr *paddr, int addrlLen);
int tcps_send(int socketfd, const void *nsg, int len, int flags);

int tcps_recv(int socketfd, void *buf, int len, unsigned int flags);

int tcps_close(int socketfd);

e Pre-registered Buffers: These calls are provided to the host application to enable them

to pre-register the buffers used for SAN communication. These calls help avoid the
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overheads of additional copy from the host nodes to the TCP Server.
Menory Regi stration:

int tcps_register _menmory(void *prenmory, int |ength,
NS_MEM HANDLE *pmenor yHandl e) ;

int tcps_deregister _memory(void *prenory, NS MEM HANDLE nenoryHandl e);

Synchronous calls with registered buffers:

int tcps_send_registered(int socketfd, const void *msg, int len,
int flags, NS_MEM HANDLE nenHandl e);
int tcps_recv_registered(int socketFd, void *buf, int len,

unsi gned int flags, NS _MEM HANDLE nenHandl e);

Asynchronous calls with registered buffers:

int tcps_send_async_registered(int socketfd, const void *msg, int len,
int flags, NS MEM HANDLE mermHandl e, NS | O RESULT *pres);

int tcps_io_done(NS | O RESULT *pres);

int tcps_io_wait(NS | O RESULT *pres, unsigned long tinmeQut);

5.2 Host End Point

The communication library at the host is responsible for creating and maintaining VIs. It sends
VI Connection requests to the TCP Server to establish a connection between its local VI and
aremote VI at the TCP Server. To improve performance, a configurable number of Vs are
created and connected at the time of initialization. If additiona VIs are required they are
created on-demand. A corresponding exit routine destroys the VI connections. The library also
manages the socket to VI mapping for the lifetime of a socket. When the application issues
a socket call, using the provided APIs, the communication library retrieves the associated VI
(or associates one if none is associated as yet). It then packages the request into the format
required for VI communication and then sends the request to the TCP Server. On receiving a

response from the TCP Server, it unpacks the response and returns the result of the call to the
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host application. In this section, we identify the key data structures required by the host and
their role in this communication. Figure 5.1 shows the organization of information at the host.

The key data structures are described below:

_ VI Communication
Socket- VI Hash VI Info Buffers
socket| VI Info* VI Handle Si?n:dl reEVe

4 0x23ef Buffers —f——-

RDMA
6 "W Flags D
8 | 0x91bd

Figure 5.1: Socket to VI Mapping at the Host

e Vilnfo: TheVilnfo isthe primary data structure used at the host to maintain all the
information required for communication on a given VI. It contains the send and receive
descriptors associated with this VI and the Host RDMASend, a data structure which main-
tainsinformation required for RDMA communication. The key fields of the Vi | nf o data

structure are shown below

typedef struct
{
VIP_VI_HANDLE viHandle; /* identifier of the VI */
[* descriptor used for asynchronous sends*/
VI P_DESCRI PTOR *psendExt raDescr;
/* send descriptor used for regular calls */
VI P_DESCRI PTOR *psendDescr ;
VI P_DESCRI PTOR *precvDescr; /* receive descriptor */
VI P_MEM HANDLE nenoryHandl e; /* registered menmory handle */
Host RDMASend *pRDMASend; /* RDMA related information */

}Vilnfo, *pVilnfo;
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e Registered Buffers: For a given VI, al the required memory is allocated in contiguous
blocks and are registered under a single nenor yHandl e. Thisincludes the memory used
for the descriptors and for the buffers used for transferring data. The descriptors contain
pointers to the start of the memory buffers used for sending and receiving data. The reg-
istered memory is actually unrelated to a given VI. The memory used can be maintained
as a separate pool. Each time a free memory buffer can be alotted from this pool for
communication on a given VI, and the descriptors altered to point to the relevant mem-
ory region. Inour design, for convenience we associate the memory pointers with the VI

inthestruct Vilnfo.

e VI Free List and Hash table : FreeViLi st maintains the connected Vs that are free
and currently unused. When a given Vi | nf o is associated with a socket, it is removed
from the FreeVi Li st and added to a hash table wherein each entry is in the form of
a Socket Vi . Every consequent socket call uses the hash table to retrieve the VI corre-
sponding to the given socket. At the time of cl ose the Vi | nf o isremoved from the hash

and re-inserted into Fr eeVi Li st .

typedef struct _FreeViList FreeVilList, *pFreeVilist;
struct _FreeVilList
{
pVilInfo vilnfo;
pFreeViLi st next;
b
typedef struct _SocketVi SocketVi, *pSocketVi;
struct _Socket Vi
{
int socket Fd;
pVilnfo vi;
[* each hash entry is a linked list to accormpbdate collisions */

pSocket Vi next;
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5.3 Request/Response Protocol

The host and the TCP Server follow a pre-determined request/response protocol, as shown in
Figure 5.2. The requests sent by the host, identify the network operation requested by the

REQUEST FORMAT RESPONSE FORMAT

header | CallType header CallReturn
Network Results of
payload| Request payload Network
and Request
Parameters

Figure 5.2: Request/Response Format

application, along with the parameters associated with the network request. The TCP Server
on receiving a request identifies the network operation and performs the required processing.
The response is then packaged, identifying the network operation and the results of the call.
This request/response format is also used for internal control messages between the host and
the TCP Server. These control messages are typically used for flow control, initiating eager
processing at the TCP Server and for identifying RDMA data buffers. The request packet
contains a Cal | Type asits header. This identifies the type of call being sent from the host to
the TCP Server.

t ypedef enum

{
SOCKET _CALL,
BI ND_CALL,
LI STEN_CALL,
ACCEPT_CALL,

}Cal | Type;

Therequest payload contains a structure associated with this Cal | Type. Thisstructure contains

the datarelevant to the call. For instance, struct Accept Dat a contains the parameters passed
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totheaccept cal, struct SendDat a contains the parameters passed to the send call etc. The
response packet containsaCal | Ret ur n asits header. It identifies the call (Cal | Type field) and

gives an indication of success or failure of the call.

t ypedef struct

{
Cal | Type call;
int error; /* indicates if the call was a success or failure */
int errorNo; /* errorNo at the TCP server node in case of error */
}Cal | Return;

In the case of failures, the response packet does not contain a payload. Successful calls contain
a payload which is a return structure containing the results of the call. For instance, st ruct

Accept Ret ur n contains the results of the accept call, struct RecvReturn contains the re-
sults of ther ecv call etc.

It is to be noted that the socket descriptors in our architecture are valid in the context of the
TCP Server node. Hence in the case of errors if the host application issues perror or uses
errorno to query the status of the error, it will result in incorrect behavior since the host node
is oblivious to the error that has taken place at the TCP Server node. To provide for correct
behavior, theerr or no that resulted in the TCP Server is passed back to the host and the library
call setsthe host node’s er r or no to the value on the TCP Server node.

The request/response format described above is used for the Send/Recv data transfer model.
In the case of RDMA transfer 1, the basic structure required is the ROVAI nf 0. The destination
memory address and memory handle must be exposed to the sender before it can initiate an

RDMA transfer.

typedef struct
{

char *pdata; /* pointer to remte buffer */

VI P_MEM HANDLE nenoryHandl e; /* menory handl e of buffer */
} RDMAI nf o, * pRDMAI nf o;

1Giganet’s cLAN does not provide RDMA Read, only RDMA Writeis provided
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5.4 TCP Server Implementation

Thread Model

Thefollowing isadiscussion of the threads that constitute the TCP Server. Asshownin Figure

Main Thread Worker Threads Eager Accept Thread

shared data

VI Connection Handler Request Handler Eager Processor
(system wide)

Figure 5.3: Threaded Model of the TCP Server

5.3, the main thread plays the role of the VI Connection Handler. It waits for VI Connection
Requests. Once a VI Connection Request comesin, and the Admission Controller logic decides
to accept the Connection, a new V1 is created and the VI is handed over to a worker thread.
The worker thread serves as the Request Handler. It processes all requests received on this
VI and is responsible for responding back to the host. A system wide eager accept thread is
responsible for eager accept processing and communicates to the worker threads using shared
data structures. In this model, each worker thread individually calls Vi pRecvWi t and waits
for arequest to arrive on the VI. An aternative model would be to associate all the VIs with
a Completion Queue and have a single Completion thread wait for a request on any of the Vs
using Vi pCQMi t. On receiving a request the appropriate worker thread could be awakened.
This alternative model was originally used but it introduced additional latency because the
handling of requests was now dependent on the scheduling of the Completion thread. It was
therefore replaced by the current design.

Data Structures used by the TCP Server

At the TCP Server, the main data structures used are the Vi Det ai | which holds a mapping of a
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given VI to the Vi ConnThr ead data structure. When the main thread decides to accept a given
VI Connection request, it creates the above structures and passes a pointer to the Vi Det ai |

to aworker thread. Each worker thread works off a single Vi Detai | and is responsible for
processing all requests that come on that VI connection. The Vi ConnThr ead contains al the
requisite fields related to the VI, worker thread and VI connection. The key fields are shown
below.

typedef struct

{
VIP_VI _HANDLE viHandle; /* identifier of the VI */
pVi ConnThread pvi Conn;

}ViDetail, *pViDetail;

typedef struct
{
/* send descriptor used for regular calls */
VI P_DESCRI PTOR *psendDescr;
/* an array of receive descriptors are used to enable pipelining of
asynchronous sends */
VI P_DESCRI PTOR *precvDescr [ RECV_DESCRS] ;
VI P_MEM HANDLE reroryHandl e; /* registered menory handle */
I'* descriptor used for asynchronous send*/
VI P_DESCRI PTOR * pRDMASendDescr
/* menory handl e for asynchronous sends */
VI P_MEM HANDLE RDMADescr Handl e;
VI P_CONN_HANDLE connection; /* VI connection identifier */
/* thread id of worker thread responsible for this VI */
pthread_t thread;
Ni cRDMASend *pRDMASend; /* structure used for asynchronous send */

Ni cRDMARecv *pRDMARecv; /* structure used for eager receive */



53

}Vi ConnThread, *pVi ConnThr ead;

5.5 Optimizations

We first describe the Synchronous call processing mechanism, which is the base-line imple-
mentation and then discuss each of the optimizations implemented.

Synchronous call processing

In the case of processing synchronous calls, the library routine at the host follows the basic

format outlined below.

SynchronousCal I (....)

{
Socket ToVi Lookup();
Mar shal | Params() ;
Post Request () ;
Wi t For Response() ;
Unmar shal | parans() ;

Ret urnToAppl i cation();
}

The Socket ToVi Lookup routine, searches for a socket to VI mapping in the hash table, and
if none is found, picks one from the free pool. If there is no free connected VI then a new
one is created and a connection is established on it. If the selected VI was not found in the
hash table, its entry isadded. The Wi t For Response routine waits until the request sent by the
host reaches the TCP Server, is processed by the TCP Server and the response is sent back and
received by the host.

At the TCP Server side, aworker thread representing the Request Handler processes incoming

requests as follows:

whi | e( Wi t For Request () )
{

Unmar shal | Par ans() ;

ProcessRequest () ;



Mar shal | Ret urnPar ans() ;

Post Response() ;

5.5.1 Asynchronous Sends

HOST TCP Server
-~ — — —_— —_— — = .—
Exported RDMA Write
errors Buffers
of
previous
sends
Flow
Control

‘ Vi

pipeline
requestS request request —
_— process
‘ a request
return to
application

Figure 5.4: Asynchronous Send Call Processing

Figure 5.4 shows the sequence of steps that take place at the host and at the TCP Server
to process an asynchronous send call. The host first checks for errors of previous sends, if
any. It then ensures that there are sufficient receive descriptors available at the TCP Server.
It then pipelines the request on the VI and immediately returns to the application. The TCP
Server processes the incoming request and then does a RDMA Write of the results of the
call on to the exported host buffers. It aso updates the information required for flow con-
trol. Flow Control is a mgjor component of asynchronous call processing. To enable asyn-
chronous send, the flow control mechanism between the host and the TCP Server has to be
set up initially. RECV_DESCRS represents the number of receive descriptors that the TCP
Server has posted per VI. Leaving one receive descriptor free to process the synchronous calls,

maxPi pel i ne the maximum number of asynchronous requests that can be pipelined by the host
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is RECV_DESCRS-1. To ensure that requests are not dropped, the host has to make sure that
the number of pending requests does not increase maxPi pel i ne. SendCt | isthe basic structure
which contains the fields that the TCP Server updates after it processes an asynchronous send.
After updating its local copy of the SendCt |, the TCP Server performs a Remote Memory
Write (RDMA Write), on to the remote copy at the host.

t ypedef struct
{
int processedRecvs;
int error[maxPipeline];

}SendCt|, *pSendCtl;

SendCt | contains processedRecvs which isincremented every time an asynchronous send is
processed by the TCP Server. An array of size maxPi pel i ne isused to report the results/errors

of the previous asynchronous sends.

typedef struct
{
/* RDMA write destination */
pSendCt| pcontrol;
/* menory handle of RDVA Wite destination */
VI P_VEM HANDLE ct | Handl e;
int postedRecvs;
int checkedRecvs;
/* indicates is flow control setup has been conpleted */
int fremoteSetup;

} Host RDMASend, *pHost RDMASend;

The Host RDMASend is maintained by the host. In addition to the SendCt |, it also contains
post edRecvs a count of the number of asynchronous sends posted so far. The difference
between post edRecvs and processedRecvs represents the number of receive descriptors at
the TCP Server that the host has used up. The post edRecvs and pr ocessedRecvs are used

by the host and TCP Server as an index into the error array (with modulo function for wrap
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around). As shown in Figure 5.5, error[0] holds the results of requestl, error[1] of request2

1121314 n n = maxPipeline

Figure 5.5; Location of Results of Requests

etc. The checkedRecvs is used by the host to keep track of the index up to which the results

of previous sends have already been checked and errors if any reported back to the application.

At the time of flow control setup, an RDMAI nf 0 containing the address and memory handle of

pcontrol -the RDMA Write destination, is sent by the host to the TCP Server. Thisissent asa

separate request with Cal | Type SEND_FLOW_SETUP. Once this setup has been completed,

when an asynchronous send is issued by the host, the following sequence of steps are involved:

AsynchronousSend(. . .)

{

Socket ToVi Lookup();

i f(!setup)

{
SendFl owCt | Set up() ;

}

Report Error sCf Previ ousSends() ;

/* busy wait until a receive descriptor is available
at the TCP Server */

whi | e( post edRecvs - processedRecvs) >= maxPipeline);

Mar shal | Params() ;

Post Request () ;

post edRecvs++;

Ret urnToAppl i cation();

For every asynchronous send, the host first checks if the previous sends have completed suc-

cessfully. If there has been an error in any of them, it reports it back to the application.
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Figure 5.6 gives an example of how the results of previous sends are verified. Consider

maxPipeline =5

postedRecvs = 8

6 7 3 4 5 processedRecvs = 7
O 1 2 3 4 checkedRecvs = 4

Figure 5.6: Example Flow Control Processing

the stage in processing as shown. The host has posted 8 sends so far, the TCP Server has
processed 7 of them, whereas the host has verified the results for only 4 so far. At this
stage if a asynchronous send call is made, Report ErrorsOf Previ ousSends will have to
look at the results of sends 5,6 and 7, starting from the earliest unreported error. It there-
fore looks at index 4, 0, and 1 of the error array and returns to the application any errors it
may find. It also updates the checkedRecvs to indicate the number it has already checked. In
case there are no errors, in the previous example checkedRecvs will be updated to 7. After
Report Error sO Previ ousSends completes, the host can post arequest only if the difference
between post edRecvs and pr ocessedRecvs islessthan maxPi pel i ne. However if it is equal

to maxPi pel i ne then the host has to wait for the pr ocessedRecvs to be updated by the TCP
Server. When the TCP Server indicates the availability of a free descriptor, the host posts the
request. After the request has been posted, the library call returns to the application. The send
call returns the number of bytes that have been successfully sent. In the case of asynchronous
send the number of bytes that were successfully sent is the total number of bytes requested to
be sent by the application. This is because, once the data reaches the TCP Server, the TCP
Server takes care of transient errors and retransmissions and ensures that the data is eventually
sent out, unless there is a serious error in which case it is reported back to the application. The
following traces the processing steps involved at the TCP Server to handle an asynchronous

send. This happens in the context of the Request Handler
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ProcessRequest (. .)

{

case ASYNC SEND:
if( !setup)
{
Returnkrror();
}
send(); /* actual send socket call */
Updat eSrcSendCt | Fi el ds() ;
RDMAW i t eSendCt | () ;

br eak;

5.5.2 Eager Receive

Eager receive occursin the context of each worker thread that processes requests on agiven VI.
This processing starts only after the host has indicated to the TCP Server to start eager receives
for the given socket. Each time the worker thread processes any request, before it loops back to
wait for another request, it does the eager receive processing. The N cRDMARecv is maintained

by the TCP Server, to facilitate eager receive processing.

typedef struct
{
char *pdat a;
VI P_MEM HANDLE dat aHandl e;
/* position up to which data has been eagerly received */
int witeOfset;
/* position up to which data has been reported back to host */
int readC fset;

i nt socket Fd;
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int flags;

}Ni cRDMARecv, *pN cRDMARecv;

pdat a points to a memory region of size EAGER_RECV_SIZE which is typically around
32KB. This is the eager receive buffer, shown in Figure 5.7 and is allocated per VI. Eager

RECEIVE BUFFER

read pointer
>

eagerly received data
. ) not yet sent to host
write pointer

—

Figure 5.7: Eager Receive Buffer

receive proceeds depending on the rate at which the host consumes the data.

EAGER_RECV _THRESH, typically (EAGER_RECV _SIZE/2) is the limiting threshold. If
previous eager receives have aready read EAGER RECV_THRESH data and the host has
gtill not issued arecv to consume that data, then eager receive is automatically stopped. It
will resume once the host consumes some of this data. Data is eagerly received in chunks
of EAGER_RECV _UNIT which is set around 2 KB and can then be increased or decreased
depending on the number of bytes successfully read by ther ecv. The worker thread first issues
apol | system call, with NO_WAIT option. This checks if the socket is readable, and if it is,
thenrecv isissued and data read on to pdat a at locations determined by the current positions
of thereadO f set andwriteCf fset. If thereisan error then the eager receive is stopped and
data that was previously read, up to that point, is first returned to the host and then the error
reported. With eager receive every time the host issues arecv, the TCP Server first checks
Ni cRDMARecv to determine if data has been eagerly received. If yes, then the send descriptor
is setup as a gather list of buffers and the data sent to the host. The current implementation

represents a pull-based approach. A push-based approach will carry the eager receive one step
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further and the TCP Server will do a RDMA Write of eagerly received data back on to host

buffers.

5.5.3 Eager Accept

Eager accept, unlike eager receive, is not per worker thread but is system-wide. The worker
thread that receivesthel i st en call, creates the accept thread. The accept thread eagerly posts
accept socket call, adds the accepted connections to a mutex protected linked list, and posts
a semaphore to indicate an available accepted connection. Each worker thread that receives an
accept request from the host, waits on the semaphore, and then retrieves one of the eagerly
accepted connections from the linked list and returnsit to the host. When the worker thread that
created the accept thread receives acl ose from the host, it issues a cleanup to stop the eager
accept processing. The accept thread, similar to eager receive processing, stops the eager
accept if the number of previously accepted connections exceeds EAGER ACCEPT_SIZE

which is a configurable parameter.

5.5.4 Avoiding Data Copies at the Host

In the Send/Receive model of VIA data transfer, the descriptor format allows the source and
destination to be described as a scatter-gather list of buffers within each descriptor.
Inns_send_regi st ered and ns_send_async_r egi st er ed the application passes a pointer to
apre registered memory region along with the memory handle associated with that region. The
library call, while formatting the send descriptor, formats it as a gather list with multiple data
segments. The first data segment is used from the memory region associated with the Vi | nf o.
This is used to transfer the relevant request headers (Cal | Type and Data st r uct ) associated
with this call. The next segment points to the buffer passed in by the application and contains
the actual data transferred in the send call. Therefore in the Mar shal | Par ans routine there is
no need to copy the user data on to the memory regions associated with the Vi | nf 0. Instead
the descriptor is formatted differently avoiding anentpy.

In the case of ns_send_async_r egi st er ed, the call returns as soon as the library enqueues
the request to be sent, therefore ajob identifier NS IO.RESULT is returned from the call. The

application can later query the status of the send, by passing the job identifier tons. i a done or



61

ns_i o_wai t . After the job identifier is marked as complete the application can then reuse the
memory buffers associated with that send. However until that point, the application must make
sure that it does not overwrite the data in the send buffers.

In the case of ns_recv_regi st ered the receive descriptor uses a scatter list of buffers and
is formatted with multiple data segments. The first segment points to the memory associated
with the Vi | nf 0. The relevant response headers (Cal | Ret ur n and Return st r uct ) associated
with this call are received in this segment. The next segment points to the buffer that is passed
in by the application. The actual data of the recv call is received directly into these buffers.
The Unnar shal | Par ans routine does not have to copy the received data on to the application
buffers. Thus anmencpy is avoided on the receive path.

Theflip sideto this schemeisthat the application isnow responsible for pre-registering memory
regions, and has to have its own buffer management scheme to ensure that the pre-registered

memory is appropriately used in place of the regular send and r ecv buffers.
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Chapter 6

Performance Evaluation

Thegoal of our performance evaluation wasto study the behavior of Internet servers under high
loads, using the TCP Server architecture. The contributions to server performance by each of
the different TCP Server optimizations was evaluated. We studied the server performance using

the HTTP/1.0 and HTTP/1.1 protocols.

6.1 Experimental Setup

6.1.1 Hardware Platform

The hardware environment that was used to evaluate the performance of the TCP Server ar-
chitecture consisted of two 300 MHz Pentium |1 PCs, with 512 MB DRAM and 256 KB L2
cache. One PC served as the host node and the other served as the TCP Server node. The
host and the TCP Server communicated over 32-bit 33 MHz Emulex cLAN interfaces and an
8-port Emulex [24] switch. The TCP Server node was installed with a 3Com 996B-T Giga-
bit Ethernet adapter which was used for client-server communication. For the client node, we
selected a more powerful 550 MHz processor, so that it could generate sufficient requests to
saturate the server. A 3Com 996B-T Gigabit Ethernet adapter was also installed on the client.

The underlying operating system on al the machines was Linux-2.4.16.

6.1.2 Web Server

For our experiments, we built a multi-threaded Web server which served as the host application
and ran on the host node. The Web server follows the HTTP protocol and services HTTP
requests from clients. We used a custom-built Web server, instead of an existing Web server, to

provide us with increased flexibility in manipulating application buffering. To fully realize the
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potential of the TCP Server architecture, the Web server was also modified as required to use

the additional APIsfor asynchronous call processing and pre-registering data buffers.

6.1.3 Client Benchmarking Tool

Httperf [37] was used as the client benchmarking tool to generate the required workloads to
study the performance of the Web server using traditional TCP/IP and using the TCP Server
architecture. The key idea behind httperf is that an Internet based server could potentialy
service hundreds of millions of users. Simulating these client requests using a fixed and small
number of clients is not sufficient. Httperf generates and sustains overload which in effect

simulates an infinite user base.

6.2 Microbenchmarks

Sincethe SAN was the interconnect between the host and TCP Server, in this section we present

microbenchmarks measured on the SAN.

6.2.1 SAN Performance Characteristics

Table 6.1 describes the performance characteristics of the VIA-based SAN that was used for our
experimental evaluation. Latency denotes the time taken to transfer a 1 word packet between
two nodes using VIA. PostSend denotes the average time taken to post a send request on VIA.
The last row represents the cost of the Vi pRegi st er Mem operation used to register a memory

region of size 4096 bytes using VIA.

One-way latency (1 word) | 8.2 us
Bandwidth (32 KB) 102 MB/s
PostSend (4 KB) 2.1ps
RegisterMem (4 KB) 4.3 ys

Table 6.1: VIA Microbenchmarks

6.2.2 Costof Send Call

Figure 6.1 shows the cost of the send socket call for different data sizes. It represents the la

tency perceived by the application from the time the call is posted to the time it returns. For
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Figure 6.1: Cost of send

further clarity, Table 6.2 liststhe actual values. The send socket call isstudied in detail because

Data Size (Bytes) Time Taken for send (us)
Regular Send | Sync Send | Async Send
64 29 90 7.56
256 30 95 747
512 32 99 7.73
1024 36 118 8.13
2048 49 142 8.34
4096 72 183 8.62
8192 134 285 9.11
16384 242 496 9.29

Table 6.2: Cost of send

it plays an important role in server applications like Web servers. Regular Send represents the
time taken by the traditional socket library routine. Sync Send represents the time taken by the
synchronous implementation of send using the TCP Server architecture. Async Send repre-
sents the latency of the asynchronous send. The latency of Sync Send is inflated because the
library call at the host blocks, waiting for the TCP Server to execute the traditional send and
then return the results back to the host node. Thus it includes around trip across the SAN in
addition to the cost seen by Regular Send. Async Send eliminates the waiting time at the host
by immediately returning to the application as soon as the send is scheduled over the VIA. The

time taken for thisis significantly lower than that of Regular Send and Sync Send. Async Send
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allows the application to overlap the send with other useful operations.

To provide a better understanding of the sub components which contribute to the cost of Sync
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Figure 6.2: Breakdown of the Cost of send

Send and Async send, in Figure 6.2, we provide a breakdown of the cost. For further clarity,

Table 6.3 lists the actual values. The breakdown shows four major components. Processing

Data Size (Bytes) | Send Type Time Taken (us)
Processing | PostSend | SendWait | RecvWait

64 Sync Send 4.13 204 8.15 74.76
Async Send 2.8 2.06 2.97 0

1024 Sync Send 4.22 2.03 21.33 91.12
Async Send 3.02 2.16 321 0

4096 Sync Send 44 1.97 51.9 112.83
Async Send 3.24 2.27 3.39 0

16384 Sync Send 541 214 183.36 308.59
Async Send 35 2.35 3.63 0

Table 6.3: Breakdown of the Cost of send

includes the time involved in pre-processing (including socket to VI lookup, marshalling pa-
rameters) and post-processing (including unmarshalling the results). PostSend isthe timetaken
to queue the request to the send work queue of the VI and trandates to aVi pPost Send request.
SendWait is the time taken to send the data to the network, i.e., it indicates the completion of
the send request processing by VIA and translatesto Vi pSendWi t . RecvWait includes thetime

taken for the data to reach the TCP Server and for the TCP Server to process the request and
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return the results of the call to the host node. The host node waits on acall to Vi pRecvVWai t . It
is seen that in the case of Sync Send the cost of RecvWait is the most dominating factor which
increases as the size of the data transferred increases. In the case of Async Send, since the
call returns as soon as the request is submitted for processing, there is no cost associated with
RecvWait. It isto be noted that the cost of Sendwait in the case of Async Send is lower than
that of Sync Send. In the case of Sync Send the Sendwait immediately follows the PostSend
and therefore waits for VI to complete the current send request. However, in the case of Async
Send, the call returns after PostSend, and SendWait is done at the time of the next Async Send
request. By this time the request is expected to have completed and hence SendWait takes less
time.

The latency to transfer data across the SAN, is a major component of the cost of Sync Send.

Data Size (Bytes) | One-way latency (us)
Wait Poll
16 26.4 10.95
32 28.3 12.1
64 284 13
128 28.7 15.8
512 32.75 17.55
1024 39.45 22.6
4096 715 514
8192 110.75 90.3
16384 188.15 167.35

Table 6.4: VIA One-Way Latency

Table 6.4, lists the one-way latencies measured using t vi a aVIA benchmarking tool provided
by Emulex. The benchmarking tool includes the time taken for Vi pPost Send, Vi pSendWi t

and Vi pRecv\Wi t in the calculation of one-way latency. Thus the time taken by the Sync Send
components, excluding the Processing time, should be approximately egual to the sum of one-
way latency from host to TCP Server, time for send processing at TCP Server, and one-way
latency from TCP Server to host. From the above values, it is seen that this holds true. It is
to be noted that the one-way latency from host to TCP Server and TCP Server to host will not
be the same because it is dependent on the size of data transferred. This size is asymmetric;
while the host may send 16KB of data to the TCP Server, the TCP Server on processing the

call returns the results of the send which is around 64 Bytes. Of interest in Table 6.4, isthe fact
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that the one-way latency varies depending on whether the blocking or polling VI primitives are
used. Using the polling primitives, will result in lower latency, but this will be at the cost of

increased CPU usage and therefore we use the blocking primitives in our implementation.

6.2.3 Detailed Analysis

Based on the benchmark numbers presented in the previous section we present a detailed anal-

ysisof thesend call. Thisanalysisis presented for the data size of 64 Bytes. Figure 6.3 shows
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Figure 6.3: Flow of send

the flow of the traditional send call from the time it is issued by the Server application. The
vertical lines represent the time line in ps. The time when the send isissued by the server ap-
plication is considered as the start-time. The send reaches the Server kernel, and after the copy
on to kernel buffersis complete, returns to the application in 29 ps. The kernel then completes
its processing for the send and transmits the data on to the network. The data is then received
by the client. Figure 6.4 shows the flow of the Synchronous send in the case of the TCP Server
architecture. The cumulative time taken is presented at every stage of the processing. The host
application issues the t cps_send. The figure shows the time taken for the processing at the
host to complete and the request to reach the TCP Server. The TCP Server then issues the
traditional send call and then returns the results of the call back to the host. The call then

returns to the host application after 89.6 us. This latency is higher than that of the traditional
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send. However, during the time between Sendwait and RecvWait the application thread is only

blocked. Therefore in terms of CPU overhead, the Synchronous send only takes about 15 ps

compared to the 29 us taken by the traditional send. Also, t cps_send could in fact return after

the SendWait, i.e., once the request has been transmitted on to the SAN. In Figure 6.5 the time
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Figure 6.5: Flow of Asynchronous send in the TCP Server Architecture

taken for the asynchronous send is shown. The call returns to the application after the Post-

Send. SendWait is done at the time of the next send and therefore occurs before the PostSend.
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The call returns to the application sooner than in the traditional send. The time taken by the
kernel to process the call and the transmission across the WAN to the client, remain the same

in both the traditional and the TCP Server architecture and are not presented.

6.3 TTCP Benchmark Results

Before we proceed to the performance results using our Web server, in this section we present
performance results using the TTCP benchmark [50]. In the TTCP setup, there is a transmit-
ter and a receiver. The transmitter requests a TCP connection from the receiver by issuing a
connect request. Once connection is established, the transmitter transmits data over the TCP
connection. The receiver issues an accept to receive and accept the incoming client connec-
tion. In the case of typical servers, the flow of data from the server to the clients is much more
than the data received by the server. Hence, in the TCP Server architecture, the host serves as
the TTCP transmitter. The TTCP receiver is an external client. Table 6.5 explains the legends

used in the graphs in this and the following sections. For the sake of consistency, we use the

Legend (in graph) Explanation

Regular Single Node, using traditional BSD sockets
Sync TCP Server, using synchronous calls
AsyncSend TCP Server, using asynchronous send
ERecv TCP Server, using eager receive

EAccept TCP Server, using eager accept

Setup TCP Server, using setup with accept

Table 6.5: Legends Used in the Graphs

legends to represent the corresponding optimization in the text. For example, AsyncSend refers
to the asynchronous send optimization. A combination as in AsyncSend + EAccept refers to
a corresponding combination of the optimizations asynchronous send and eager accept. All
the above variants of the TCP Server use pre-registered memory buffers for communication.
Figure 6.6 shows the throughput measured for different data transfer buffer sizes, as measured
by the transmitter, the host node. Figure 6.7 shows the throughput as measured by the re-
ceiver. The bars represent the throughput as measured by the real time taken (indicated on Y 1).
The curves represent the ratio of throughput to CPU utilization (indicated on Y2). Thisratio

is referred to as the performance efficiency (PE) index [33]. A high PE index indicates high
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Figure 6.6 Throughput Measured at the Host Node - the TTCP Transmitter

throughput with low CPU utilization and suggests a favorable overall system performance.
Regular shows an increased throughput measured using the real time compared to Sync and
AsyncSend. The reason for thisis that the TTCP benchmark involves transmission and recep-
tion of data over a single TCP connection; in the TCP Server architecture, every call includes
an additional latency due to the transfer across the SAN from the host to the TCP Server. This
does not happen in the case of rea applications as discussed in Section 6.4, where the addi-
tional latency due to the TCP Server architecture is overcome by the parallelism of the server
application and by multiple TCP connections. The throughput of AsyncSend is higher than
that of Sync, since it allows the transmitter to pipeline more requests. In Figure 6.6, analyzing
the ratio of throughput to CPU utilization for Sync and AsyncSend, we observe the following -
Sync has ahigh CPU utilization for small message sizes, due to the higher processor utilization
for small messages by clan VI [25]. For larger message sizes, the CPU utilization dramati-
cally decreases, resulting in ahigher PE index. AsyncSend however has alow PE index for all
message sizes with this benchmark. AsyncSend reduces the latency of the send call providing
away for the application to perform application processing, and overlap network processing
with application processing. In the case of the TTCP benchmark, the transmitter continuously
transmits data and does no other application processing. Hence, when asend call returns faster,

the transmitter issues another send. The host pipelines as many calls as possible to the TCP
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Figure 6.7: Throughput Measured at the Client Node - the TTCP Receiver

Server, but after alimit, it has to wait until the TCP Server can accept more reguests. It does a
“busy wait” checking the contents of the flow control buffers. Therefore, the CPU usage, has a
high user time component which explains the low PE index for AsyncSend in the TTCP bench-
mark. Instead of doing a “busy wait”, an aternative design would be to block the application
thread. A separate flow control thread that receives flow control information from the TCP
Server can then wake up the appropriate thread. This design may prove beneficial in the case of
asingle connection, but in the case of multiple connections, the latency involved in waiting for
the flow control thread to be scheduled will outweigh the benefits and therefore this design was
not chosen for implementation. In the case of real applications with multiple connections, our
current implementation of AsyncSend performs well, as shown in Section 6.4. The PE index at
the TTCP Receiver (Figure 6.7), is highest for AsyncSend. Both Sync and AsyncSend have a

higher PE index compared to that of Regular.

6.4 Web Server Performance

In this section we present the performance of our Web server using different kinds of workloads.
The TCP Server architecture is compared against a Web server running on a single node using

the traditional BSD sockets. The aim of this evaluation is to quantify the performance gains
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that can be achieved as aresult of offloading the TCP/IP processing.

6.4.1 Initial Experiments with Fast Ethernet

Thefirst set of experiments were run with the client connecting to the server over aFast Ethernet
(100 Mbps) network. A synthetic workload with repeated requests for a 16KB file was used.
These experiments, in fact did not provide the anticipated results.

In Figure 6.8, it is seen that the performance of both Regular and Sync are the same and
both saturate around the same offered load. The TCP Server apparently provided no additional
gain over that of a stand alone single node server. Observing the throughput, it was seen that
the throughput was around 78 Mbps, which was close to the network saturation point for Fast
Ethernet. It wasthen evident that the network was the bottleneck preventing additional requests
from being satisfied. To make sure that the network did not prove to be the bottleneck, further
experiments were conducted after installing 3Com 996-BT gigabit Ethernet adapters on the
client and server nodes and using a dedicated cable to connect the client and the server nodes.
In the TCP Server setup the 3Com 996-BT gigabit ethernet adapter was installed on the TCP

Server node, since the TCP Server node is the communication end point for the external world.
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6.4.2 HTTP/1.0 Performance

Static Workloads:

The workload used in this case was a synthetic workload which consisted of requests for static
files, 16KB in size. Theworking set was chosen to be larger than the L2 hardware cache, so that
the returned file would not be cached. With this workload we were able to achieve performance
gains of up to 17% using the TCP Server architecture.

Figure 6.9 presents the throughput of the server as a function of the offered load in re-
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Figure 6.9: Web Server Throughput for HTTP/1.0 Static Loads

guests/second. At lower loads (less than 600 reqs/sec), all systems are able to satisfy the of-
fered load. At high request rates, we see a difference in performance when Regular saturates at
around 650 reqs/sec. Animprovement of 7% in performance was obtained by Sync compared
to Regular. Thisisthe gain due to offloading of the TCP/IP processing. AsyncSend obtained
a 17% increase in throughput compared to Regular. The additional improvement achieved by
AsyncSend over Sync is due to the fact that the latency of individual send calls is reduced.
This allows a better pipelining of network sends and helps the application overlap the latency
of offloading the send primitive over the SAN with useful processing at the host.

AsyncSend + EAccept exhibits the same behavior as that of AsyncSend. The addition of EAc-

cept was not able to provide additional gains over that of Async Send. Thisis because EAccept
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helps improve the connection time. However it is not the connection time but the actual re-
guest processing time that dominates the network processing. AsyncSend + Setup removes one
round trip across the VIA channels from the critical path of the request processing, but does
not improve the send performance over that of AsyncSend.

ERecv aone does not help for thisworkload sinceit isthefirst r ecv on the socket that triggers
ERecv processing and in HTTP/1.0 there is only one request per connection. Since ERecv +
Setup Sets up ERecv processing at the time of accept , it ensures that ERecv is triggered even
before the first recv. It does not perform well because after processing any request from the
host, the TCP Server executes the pol | system call to verify if there is data on the socket to be
received. This adds processing overhead to the network processing on the TCP Server node,
and hence the performance is almost similar to that of Regular. Finally, contrary to our ex-
pectations, putting together all the optimizations AsyncSend+ERecv+EAccept+Setup does not
provide the maximum gain. This is because of ERecv and the pol | system call overhead that
accompanies it.

Figure 6.10 provides better insight into the performance of the different systems by present-
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ing the CPU utilization for the host and the TCP Server nodes. For each variant of the TCP
Server architecture, the CPU utilization on the host node is represented by (Host) and the CPU

utilization on the TCP Server node is represented by (TCPS). It isinteresting to note that, even
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before saturation point (load of 600 regs/sec), with Regular, the CPU does not have any idle
time. In the case of Sync and AsyncSend, the host has idle time available since the network
processing has been offloaded to the TCP Server node. At higher loads (800 regs/sec), the
CPU usage on the TCP Server node for Sync and Async is similar to that of Regular with the
network processing at the TCP Server node, finally saturating it. Analyzing the CPU utilization
at the host nodes, it is seen that even after the network processing has been offloaded to the
TCP Server node, the system time usage is substantial. This is due to the high system over-
heads associated with the Emulex VIA implementation that was used. In addition, the host
also incurs processing overheads due to the file system processing which still occurs at the host
node. Another observation isthat the user time spent by AsyncSend host is higher than that of
Sync host. Since AsyncSend processes more requests than Sync, it pumps more requests to the
TCP Server node, than the TCP Server can process. There isalimit on the number of requests
that can be asynchronously queued on a given V1. Once this limit is exceeded the host does a
“busy wait”, checking the contents of the flow control memory buffers. The TCP Server does
an RDMA Write to update these buffers whenever it processes a reguest.
Further gains with this setup are not possible because the TCP Server node is excessively
loaded. In fact, this explains why some of our combined optimizations, e.g., AsyncSend +
EAccept, do not improve throughput beyond that of AsyncSend. These optimizations are in-
tended to improve the performance of the host application at the cost of more processing at the
TCP Server node. It isto be noted that speeding up the host does not really help overal per-
formance because, at some point, the performance becomes limited by the TCP Server node.
This problem can be alleviated in three different ways. by moving some of the load back to the
application node (either staticaly or dynamically), by using a faster TCP Server, or by using
multiple TCP Servers per application node. These approaches have to be further explored.
Figure 6.11 shows an experiment, wherein the same 16KB size file was repeatedly requested.
This workload shows no additional gains using the TCP Server architecture’s Sync variant.
While the number of requests satisfied by Sync is similar to that shown in Figure 6.9, the num-
ber of requests satisfied by Regular has increased and is now similar to that of Sync. Since the
samefileis repeatedly requested, the file is available in the hardware L2 cache for Regular and

isreturned with no additional expense. This helps increase the number of requests that Regular
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is able to satisfy. In the TCP Server architecture, the L2 cache effect is on the host and not on
the TCP Server node. Requests received by the TCP Server, continue to be propagated across
the SAN up to the host node, and therefore there is no increase in performance.
Combined Workloads:
To study a scenario which required application processing, in addition to network processing
we used a combined workload. The workload contained requests for static and dynamic con-
tent (at aratio of 20% dynamic content to 80% static content). The dynamic content behavior
isthat suggested by the WebStone 2.0.1 [52] benchmark, i.e., the data returned is computed by
making a call to a random number function for each byte returned. No threads or processes
are created on the critical path of the dynamic content requests. The same performance trade-
offs for this workload was studied, using this more realistic combination of static and dynamic
content requests. With this workload we were able to achieve performance gains of up to 18%
using the TCP Server architecture.

Figure 6.12 presents the server throughput as a function of the offered load. The general per-
formance trend is similar to that seen in Figure 6.9. Sync and AsyncSend saturate at higher
loads compared to Regular. The gain in throughput for Sync compared to Regular is about

11%, which is higher than the corresponding gain with the static workload. The gain provided



7

500 -

450

400

g
» 350 -
-
H
i 300 -
[
=
— 230 4
=]
o
'E, 200 - —— Regular
2 150 —o—Sync
_E —— AgyncSend
= 100 - —&— AsyncSend+EAccept
—— AsyncSend+Setup
50 —= ERecw+Setup
—— AsyncSend+ERecv+EAccept+Setup
0 T T T T
200 300 400 500 600 700

Offered load (requests/sec)
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by AsyncSend is about 18% and is only marginally higher than the gain found with the static
workload. AsyncSend + Setup and AsyncSend + EAccept are similar to AsyncSend, asseenin
the case of the static workload.

Thisis clear from Figure 6.13 which shows that at an offered load of about 500 reqs/sec, the
host CPU is saturated both for Sync and AsyncSend. In Regular there is an increase in the
user-time component of the CPU usage, since the application processing time now competes
with the network processing time. The TCP Server node for Sync and Async has idle time
available. Since the host node is saturated, this does not translate to any increased gain. In
Figure 6.12, the performance of ERecv + Setup is similar to that of Sync, unlike the case of
static loads. Though there is additional overhead in processing the pol | system calls, the TCP
Server node has sufficient idle time to absorb it. The combination of al optimizations Async-
Send+ERecv+EAccept+Setup performs similar to that of Async Send. As mentioned earlier,
the addition of ERecv does not decrease performance. These results show that, in this setup,
greater gains are not possible because the host node is excessively loaded for this architec-
ture/workload combination. We can aleviate this problem in ways similar to those discussed
under static workloads. The focus, in this case, is on reducing the load on the host node.
Overall, we can infer from the results for the two workloads that balancing the load between

the host and the TCP Server depends heavily on the particular characteristics of the workload.
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When these characteristics are fairly static and known in advance, a balanced system can be
implemented. When either of these conditions does not hold, a dynamic scheme for balancing
the load between host and TCP Server nodes is required for ideal performance.

Larger Transfer Size, Static Workloads:

In the previous sections, for the given HTTP/1.0 workloads, the Web server application used a
buffer size of 4KB for the send calls. Thiswas the send data transfer size. This meant that four
transfers of 4KB each, were needed for a 16 KB file. In this section, the buffer transfer size was
increased from 4KB to 16KB. Synthetic traces consisting of a static workload of 16KB files
was used. With this workload we were able to achieve performance gains of up to 30% using
the TCP Server architecture.

Figure 6.14 shows the throughput of the server as a function of the offered load. The behavior
of Regular was almost similar to that seen in Figure 6.9. However al the implementations of
the TCP Server architecture were able to sustain much higher loads. In the traditional TCP/IP
processing, performing four sends of 4KB size instead of a single 16KB send did not make
much of adifference to the processing. In the case of the TCP Server architecture, this resulted
in adifference of doing four sends across V1 (though of smaller transfer size) instead of asingle
transfer. A single transfer resulted in significantly lower VI resource usage and this translated

into an increased performance gain.



79

900 -
800 -

700 -

600

500 4

400 -

—#— Regular

300 - —— Sock

Throughput (replies/sec)

200 4 —-e— Sync
—< AsyncSend+Setup
100 —-&- AsyncSend+EAccept+Setup

—— AsyncSend+EAccept+ERecv+Setup

400 500 600 700 800 900 1000
Offered Load (requests/sec)
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In Sync a performance gain of 22% over that of Regular was observed. Since there was only
one transfer per send, the cost of an additional Round Trip Time required by AsyncSend was
not amortized, as it was in the case of 4KB transfer size. Therefore AsyncSend + Setup has
been used in place of AsyncSend. AsyncSend + Setup achieved a performance gain of up to
30% over that of Regular. The other variants show the same trend displayed in Figure 6.9 with
correspondingly higher gains. An additional variant showed is that of Sock. This represents
the standard socket call primitives provided by the TCP Server architecture, i.e., the calls that
do not require the application to use pre-registered data buffers. For a given send there is an
additional copy from the application data buffers on to VI registered memory buffers used for
host to TCP Server communication. The performance of Sock lies between that of Regular and
Sync. It achieved again of 15% due to offloading in spite of the additional nentpy involved.
Figure 6.15 shows the CPU utilization for this set of experiments. In Figure 6.10 we observed
that AsyncSend (Host) had a higher user time component compared to Sync (Host). In the
current case however that is not so. Thisis because there is only one transfer from the host to
the TCP Server node and therefore the host does not queue more requests than can be handled
by the TCP Server. There is no “busy wait” on the part of the host waiting for a free receive

descriptor available at the TCP Server. The descriptor flow control, which played a significant
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role in the previous case, is avoided here. The CPU usage for Sock (Host) shows a higher user
time component compared to Sync (Host) and AsyncSend (Host) because of the additional time

taken for nencpy.

6.4.3 HTTP/1.1 Performance

HTTP/1.1 includes features to aleviate some of the TCP/IP processing overheads. The use
of persistent connections enables reuse of a TCP connection for multiple requests and amor-
tizes the cost of connection setup and teardown over several requests. HTTP/1.1 also alows
for pipelining of reguests on a connection. The workload used for this study is the same as
that used for HTTP/1.0. Synthetic traces with an application buffer size of 16KB was used.
Multiple requests (six) were sent over each socket connection, in bursts of three. This meant
that requests were pipelined three at atime and the host application could process up to three
requests as aresult of asinglerecv call.

Figure 6.16 shows the Web server throughput in this case. The performance gain achieved by
Sync is about 17%, and by AsyncSend is 27%, over that of Regular. These performance gains
show that the TCP Server architecture is able to provide substantial gains over that of atradi-
tional networking system, even while using HTTP/1.1 features aimed at reducing networking

overheads for application servers.
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Since multiple requests were sent on a single socket, the lifetime of a socket was longer com-
pared to HTTP/1.0. Associating asocket to aV| at thetime of accept (done by Setup) reduced
concurrency and caused asignificant drop in performance. Variations without using Setup have
therefore been used. The performance gap between Sync and Sock was reduced compared to
HTTP/1.0. Looking at their CPU utilization in Figure 6.17, it is seen that Sock has a signif-
icantly higher user time component compared to that of Sync. However, since requests are
pipelined, the host is able to continue processing additional requests without affecting the net-
work performance even in the case of Sock. The figure also shows that the TCP Server node is
completely saturated in all cases like Regular. At the host, the user time component of Async-
Send is higher than that of Sync as seen in Figure 6.10. Several requests are sent across the
same VI and the host ends up queuing more than the TCP Server can process, resulting in a

“busy wait”.

6.4.4 Performance with Real Traces

All the experiments so far were performed using a synthetic trace. To observe the behavior
of the system, using real traces, we studied the performance of the Web server, using Forth.

Forth is area trace taken from the FORTH Institute in Greece. Table 6.6 describes the main



82

bl I | -
90
80
£ 70
c
.9 60 _ .
=
©
N 504
E
2 40
2
] 30
20 - Oldle Time
B User Time
10 -
O System Time
o ‘
g g @ g @ 2 2
=] -] o =] o D = < i
om k= o k= [Z] [0} 9
) = E I3 L= 29 20
o Qg = £ G = EE
8 | 3 | & | 5 & |z&°
@ @ L L

1300

Offered Load (requests/sec)

Figure 6.17: CPU Utilization for HTTP/1.1 Loads, with 16K Transfer Size

Logs #filesAvg file size Avg req siz
Forth  |11931] 19.3KB 8.8KB
Syntheticic 128 16.0KB| 16.0KB

Table 6.6: Main Characteristics of WWW Server Traces

characteristics of Forth compared to Synthetic used in the earlier experiments.

Figure 6.18 shows the performance of the Web server as a function of offered load, using
Forth. Thetrace involved HTTP/1.0 static requests and the Web server used a 16K B send buffer
size. Thetrend is comparable to that observed for HTTP/1.0 workloads using Synthetic. Sync
achieved a performance gain of 19% and AsyncSend a performance gain of 26%, compared to

Regular.
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Chapter 7

Conclusions and Future Directions

7.1 Conclusions

In this thesis, we have described the TCP Server architecture, a system architecture based on
offloading network processing to dedicated TCP Servers. We have implemented and eval uated
the TCP Server architecture for clusters, by separating the network functionality from the host
node(s) (which run the host application) on to the TCP Server node(s) (dedicated to network
processing). The architecture is built around a memory-mapped communication interconnect.
Using our evaluations, we have quantified the impact of TCP/IP offloading on the performance
of network servers.

Based on our experience and results, we draw several conclusions:

e Offloading TCP/IP processing is beneficial to overal system performance when the
server is overloaded. Performance gains of up to 30% were achieved, due to offload-

ing, in the scenarios we studied.
e TCP Servers demand substantial computing resources for complete offloading.

e The type of workload plays a significant role in the efficiency of TCP Servers. We ob-
served that, depending on the application workload, either the host node, or the TCP
Server node can become the bottleneck. Hence, a scheme to balance the load between

the host and the TCP Server would be beneficial for server performance.

7.2 Future Work

Future directions for this work would be to:

e Explore the other design models presented for the TCP Server in Chapter 4.
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e Optimize the TCP/IP processing on the TCP Server node: Since the resources of the
TCP Server node are exclusively used for network processing, an optimized TCP/IP

implementation can be used to further improve performance.

e Study the effect of heterogeneous configurations, by varying the processing power on the

TCP Server nodes compared to that of the host nodes.

e Study the performance gains using eager receive and eager accept on receive-oriented
network applications: The current TCP Server implementation was eval uated using aweb
server application. Optimizations such as eager receive and eager accept did not prove
beneficial for a web server application. However, they may contribute to performance
gains using certain receive-oriented network applications, e.g., a submission site. The
benefits of using these optimizations to the TCP Server architecture for such applications

can be further explored.

e Compare the TCP Server architecture against a cluster-based web server: In this thesis,
the performance of the TCP Server architecture was compared against aweb server run-
ning on asingle node in the cluster. It would be interesting to compare the TCP Server
architecture against a cluster-based web server running on both the nodes. This study

will al'so depend on the mechanism for distributing requests between the two nodes.

e Compare the TCP Server architecture against hardware offloading solutions provided by

intelligent Network Interface Cards.

e Explore the use of the TCP Server architecture to counter Denial Of Service attacks:
Additional checks could be introduced at the TCP Server to help counter certain kinds of
Denial Of Service attacks. Since the host application can communicate easily with the
TCP Server, application specific metrics can be exported to the TCP Server to filter out
unwanted connection requests. Inthis case the result of anaccept at the TCP Server can
be selectively propagated back to the host. Connections can be terminated at the TCP

Server node without interrupting or affecting the host node.
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Appendix A

VI Primitives

Thefollowing isalist of the key VI primitives that were used in our implementation of the TCP
Server.

Hardware Connection

VipQpenNic - Open the VI NIC
ViploseNic - Close the VI NIC

VI Creation and Destruction

VipCreateVi - Create a Vi
Vi pDestroyVi - Destroy a VI

Connection Management

Vi pConnectWait - Wait for incoming VI connection requests
Vi pConnect Accept - Accept a received connection request
Vi pConnect Rej ect - Reject a received connection request
Vi pConnect Request - Request a VI connection

Vi pDi sconnect - Disconnect an established connection
Memory Registration

Vi pRegi sterMem - Register a region of memory with the VI NIC

Vi pDer egi sterMem - Deregister a previously registered menory region



91

Data transfer

Vi pPost Send - Post a send descri ptor

Vi pSendDone - poll to check if send descriptor has conpleted

Vi pSendWait - blocking call to check if send descriptor has conpleted
Vi pPost Recv - Post a receive descriptor

Vi pRecvDone - poll to check if receive descriptor has conpleted

Vi pRecv\Wit - blocking call to check if receive descriptor has conpleted



