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ABSTRACT OF THE DISSERTATION

Robust Decentralized Authentication for Public Keys and
Geographic Location

by Vivek Pathak
Dissertation Director: Liviu Iftode

Authentication has traditionally been done either in a decentralized manner wvithrh
assistance or automatically through a centralized security infrastructarthe Isecurity in-
frastructure approach, a central trusted authority takes on the by of authenticating
participants within its domain of control. While the security infrastructure aggrevorks well
in traditional organizations, it does not address the needs of open n&nbsystems.

We propose automatic decentralized authentication mechanisms for pesgrteystems,
email systems, and ad-hoc networks. Our byzantine fault tolerant gkegli@uthentication
protocol (BPKA) provides decentralized authentication to peer-to-pgstems with honest
majority. Authentication is done over an insecure asynchronous netwtirw using trusted
third parties or human input. We also authenticate public keys in the email emérdanthrough
our social-group key authentication protocol (SGKA). The protocoliales end-to-end au-
thentication at the email client without using infrastructure or centralizecatids. Finally,
location authentication in ad-hoc networks is proposed through our gjglaigal secure path
routing protocol (GSPR). The protocol authenticates geographic losatfcanonymous nodes
in order to provide location authentication and anonymity simultaneously.
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Chapter 1

Introduction

Information security has been an area of great interest even beéousétof digital computers.
With the mainstream use of digital computers, a number of information secusdty ave been
studied and applied in various application settings. This dissertation foous® security
goals of authentication, fault tolerance, and privacy in modern computirigtbements.

1.1 What is authentication

Authentication is a term that is used in a number of related ways. It is genesaiti/to provide
assurance about the veracity of a claim. The claim and the assuraneeddep the secu-
rity goal, the application domain, the authentication procedure, and thelyindeassump-
tions. Authentication serves the critical function of imparting trust in traditiatveduments
like currency or contracts, where it is typically achieved through physeaurity features like
watermarks or seals. Authentication also serves an important function irotiengporary
networked computing environment. It is necessary to identify participantslar to avoid im-
personation attacks in a controlled access scenario. Even in opes acggsnments, where
any one is free to join, participants have to be authenticated for the pupptrseking repu-
tation, managing friends, enforcing resource usage limits, and managjoingrtransactions.
The rise of ubiquitous and mobile computing makes location a useful attribut¢hterdicate.
Identity and location authentication are important in modern computing scenarios

A number of attributes can be authenticated depending on the application danohits
information security needs. ldentity authentication, or identification, is Ugsefan access
control scenario where privilege and authorization depend on idendigéntity authentication
is achieved either by verifying a password, which is expected to betgriea by checking
for identity directly. Direct identity authentication is done either by using humdgment or
through automatic biometric authentication. Open access networking envintlike Email
or the Internet do not restrict participation based on identity. Howeuéngeaticating the con-
tents and senders of received messages are desirable security eatage authentication
provides the assurance that the message contents have not been neodibete. Sender au-
thentication provides the assurance that the apparent sender is indemgltisender of the
message. Sender and content authentication are the basic networty sgmals.



A-priori relationships are needed to take advantage of sender auttiemticlf the com-
municating parties do not have an a-priori relationship, it is useful to atita¢e the sender
indirectly through a popular or reliable recommender. This is traditionally donedgh public
key authentication. Authentication through public keys simplifies the authentigattt@edure
by relying on the judgment of relatively few recommenders to vouch for threemous identi-
ties. Authentication of the message source and content is typically achigwetifying the
digital signature on the message. The digital signature is created with tlaepkiey of the
sender. Public key authentication is a fundamental problem of digitalisebecause authen-
ticated public keys are required for verifying the integrity of digital signegy23, 80]. Just as
authentication through reference helps in making access control chyi@stablishing “who
knows you”, location authentication helps by making these decisions bastahere you
are”. Location authentication is meaningful in practical situations becaarsairc privileges
are expected by virtue of being in particular locations. Location authenticpgomits richer
access control policies by using location as an input to the trust deduction.

Authentication mechanisms differ in the properties of the authentication adhieMee
level of robustness against defective or malicious participants diffecng the authentication
mechanisms. Another area of difference is having or avoiding single pofiritlure. Au-
thentication mechanisms can also be distinguished in terms of their requiremaetsmay
impose different computational and storage costs. Participants may atsisiex like the loss
of privacy. The authentication mechanisms may also differ in the assumptidnba threats
they are able to withstand.

1.2 Why is trust needed

The assurance achieved through authentication depends on the swsipéisns underlying
the authentication procedure. Centralized trust assumptions assumeelatmnre central-
ized players are competent and honest. Centralized trusted third pagtiesearfor traditional
organizational settings where the centralized trust model is meaningfuleithtion mech-
anisms may also explicitly depend on human evaluations of trustworthinessaschisption
affects whether the authentication mechanism is automatic or human-aidetyttmepesing
different demands on user sophistication.

The advent of cloud computing and social networking on the Internetetht a new
class of authentication needs. The large-scale and open nature osyisésms prohibits the
usage of centralized trust assumptions and central trusted parties. Deisaigse there may
be no possible third party that can be trusted by all the participants. Tpesening systems
are increasingly being used by technologically unsophisticated useus, fhe authentication
needs of the future must address decentralization and automation simusigneou
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Figure 1.1: Overview of trust assumptions and authentication objectivesimus application
areas. The contribution area of this dissertation is indicated in highlightessbox

1.3 Thesis

Robust decentralized authentication of public keys and geographic losatém be achieved
by assuming the presence of honest majority instead of relying on centdrabzerity infras-
tructure or human trust judgment.

1.4 Authentication in addressable networks

Participants in traditional networks are identified through network adeses&rious authenti-
cation approaches have been proposed for these networks. Thefldeeentralization, need
for human input, and tolerance of malicious behavior are the solution spaeasions outlined
in this section.

1.4.1 Identity authentication

Identity authentication is used for access control typically in smaller netwehese all the
participants can be identified by a central trusted administrator. In this sniatbrkescenario,



the central administrator is also responsible for setting the access caslicgland implement-

ing the access control mechanism. Examples of identity based authenticatiateipassword
based authentication in the UNIX operating system, and biometrics based igrrikigntica-

tion for high security installations [88]. The basic principle in these applicati®that access
can be completely determined purely based on identity, and that evaluatiomadfdhss func-
tion and its enforcement is done by a central trusted authority.

Identity based authentication has limitations. Using a central administrator to maintain

policy and to enforce mechanism limits the number of participants in these netlvedause

of the management overhead. Administering such a system may also reguifieant human
input making it feasible either for high value security applications or for snetivorks with

few participants. Identity based authentication is therefore found onlyitinadr specialized,

or small applications. Since both policy, mechanism, and membership arellgmhfrom

a single logical administrator, this form of authentication is perhaps the simgrelstmost
effective where applicable.

Research in identity authentication has focused on addressing the limitatichesntfy
authentication. Improvement of identification based access control in mrdeldress its lim-
itations. The issue of naming and access control across administratinedras has been
addressed by Howell by assuming certificate infrastructure [40, 4ddthéer way of crossing
administrative boundaries for a global file system has been propod€drbinsky et. al. [47].
This approach aggregates the administrative authorization decisions ofleatlithentication
servers into a single server that decides on access control. While ffarsgexpand the enve-
lope of applicability for identity based access control, they do not adtiedsasic limitations
of identity based access control. These limitations include having a funddnsaptility
separation between the set of identities and the set of administrators. Thes idehtity au-
thentication less suitable for applications with dynamic membership and opessacce

1.4.2 Role based access

The abstraction of roles has been proposed to address the difficultemiftidbased access
control systems. Their popularity both in research and practice stemgtiefact that roles
are usually more stable in organizations than the individuals that occupy Bamdhu et. al.
formalized and analyzed the issues with role based access control [&@r research has
attempted to generalize and formalize role based access control for vaddagse [28, 89].
Roles are meaningful only within the context of given access controlipsligvhich must be
centrally controlled by a dedicated administrative staff. Ongoing adminisraffert is also
required for maintaining user membership within the roles in order to reflgeinaational
goals. These requirements limit the applicability of role based access ctmtiraiditional
organizational settings.

Application of role based access control to distributed systems has beeeeaof research



interest. Bacon et. al. propose the OASIS architecture for implementingaségilaccess con-
trol in distributed systems [10]. Their proposal increases the flexibilitgoéss control specifi-
cation by using an appointment mechanism and parametrized roles. Hotheemechanism
depends on the existence of pre-existing certificate infrastructure. &l propose a language
oriented role based trust management mechanism for decentralized ecn@sl [63]. While
their solution depends on pre-existing trust relationships between cataimpadministrative
players, it is highly scalable on the number of trusted beneficiaries. depeyon pre-existing
security infrastructure makes it hard to use these systems in modern appaotety environ-
ments like the Internet.

1.4.3 Reputation based access

Using reputations of identities rather than identities themselves is an alternatyvowgrant
privileges in distributed systems. This approach not only simplifies acodisy,jput also en-
hances participant privacy because reputations can be trackeddiodgnyms instead of real
identities [5, 21, 48]. Although reputation is a useful simplifying abstractipdepends on
the existence of an underlying secure identification layer so that the tigputd one iden-
tity may not be used by another. Reputation based distributed trust hagbestigated by a
number of previous works. The Free Haven project uses a proacdebanism based on rec-
ommendations to protect anonymity of the users [24]. The NICE platform siloe/formation
of co-operative groups in a peer-to-peer system through a reputzisesd mechanism [58].
Reputation oriented systems typically operate in the context of easily verifabl&es that
allow participants to easily compute robust reputations. This limits their applicatieasity
verifiable services like peer-to-peer file sharing.

1.4.4 Cryptographic identifiers

Cryptographic identifiers is an alternative approach to identity authenticdtidepends on en-
suring that the the public key of a network end-point is related to its netwgdddress, thereby
eliminating the need for a certificate authority. The original proposal fieirepthe sender au-
thentication problem through cryptographically verifiable identifiers camme f6hamir [92].
In this scheme, the well known network address or identity was used asiltie key while
the private keys were generated by a secure key distribution centekeytdistribution center
limitation was addressed by allowing part of the network address to be ased/ptographic
identifier as done by [69]. The basic idea behind the cryptographic idastif that network
address depends on the public key of the network end-point.

Cryptographic identifiers are appropriate in applications where eitheethrk addresses
can be chosen as a functions of the self selected public keys or in appigatttere it is
feasible to set up a secure key distribution center. In the former casguires support from



the networking infrastructure, and in the latter from a competent and rekalldistribution
center. Thus, its applicability is restricted to advanced networks or to higk epplications.

1.4.5 Certificate authorities

Certificate authorities are trusted third parties used for authenticating pelykic Khe trusted
third party model requires that the certifying authority is trusted by all thégiaants. Cer-

tificate authorities issue digitally signed public key certificates that associatglia ey to an

identity. Verification of the digital public key certificate confirms that if the cexdife authority
is honest and capable, then the public key belongs to the identity stated irrtifieate. This

authentication architecture is hierarchically extended to create Public kegtinfctures in the
X.509 standard [19]. In this architecture, certificate authorities can isgitalctertificates

to other certificate authorities, which are placed lower in the the certificatioarbig. The

special root certificate authority is trusted by everyone.

Trusted third parties are well suited for a client-server computing modelerdnéew cen-
tralized service providers are granted public key certificates by the catéifauthorities. How-
ever, they are not suitable to peer-to-peer systems for a number ofisedsmay be impossible
to find sufficiently trusted parties in heterogeneous systems. Trusted #utrdsomust support
certificate revocation to prevent misuse of compromised private key8{7/@®]. The off-line
advantage of certificate authorities is reduced by the overhead of maigtéiesh revocation
information. Considering the consistency and timely propagation issues ithpps$be mech-
anism, and the administrative burden placed by the security policy, it mayenpossible to
scale up the centralized authentication mechanism for securing large syikethe Internet.

Public key infrastructures and certificate authorities have been thedbmtense research
for more than two decades. Recent research directions in traditionabnkedettings have in-
cluded increasing the efficiency of public key infrastructures in largdogenents. The NPKI
system uses nested certificates for highly efficient certificate validatioreiarbhically deep
trust paths [61]. Increasing the efficiency of certificate revocatiadiso been a track of
improvement [6, 62]. Another area of research has been the investigdtiust issues under-
lying practical public key infrastructure deployments [60]. Although pukdig infrastructures
have had some success within organizational contexts, they do not fiuten&eds of large
scale open distributed systems.

1.4.6 Threshold cryptography

Threshold cryptography is an approach designed to improve the ressstii cryptographic
operations by distributing secret information among multiple parties. Usuallynibeu of
these parties have to co-operate in order to use the secret informati@sholl cryptography
also ensures that an attacker can not recover the secret withoutaraising more thark of



the secret shares. Threshold cryptography has been used torolratecertificate authorities.
Goldwasser et. al. present a method where it is impossible to create a digitaid gigblic key
certificate without having a quorum of participants [35]. As a conseggiamless the number
of malicious parties is as large as the quorum, false authentication is imposskiyeshdld
cryptography requires the existence of a trusted dealer that initializesyhshlares. In this
way, it depends on the honesty of the dealer. Threshold cryptogrhaghyeen applied in
COCA, afault tolerant public key authentication service [107]. It is aleddthsis of a number
of other secure services [15, 84, 106].

Threshold cryptography is also used to implement proactive recovegompromise such
a system, the adversary is required to compromise the quorum within its vioilitgraindow
or lose any previous progress due to a re-randomization of key sfi&e89]. Although
better than static secret shares, these scheme cannot recover frmomipremise of a quorum
because the same long term shared secret is recycled among the truses] pathough
the signature procedure is distributed, the procedural aspects dingrandigital certificate
(like verifying the identity is legitimate, has a real address, etc.) are still logicatyralized.
Therefore, while they improve robustness, threshold cryptograpbgcbeertificate authorities
do not address the boundary crossing trust needed in open distriystedns.

1.4.7 Domain keys

Domain keys is a domain based sender authentication approach for enul sethentica-
tion [7, 27, 95]. It originates from industry attempts at solving the email speshlem by
authenticating sender addresses. Domain Keys Internet Mail (DKIM$ @ initial proposal
in this area. An enhancement to the domain keys approach is proposertigdied Domain
Keys Internet Mail, or ADKIM [36]. This enhancement improves the itasise of domain
keys to DNS cache poisoning attacks. The domain keys approach woassbciating domain
public keys with the DNS records of domains. Corresponding private &syused to digitally
sign the headers of outgoing email messages. Receivers can confitimetsander address is
authentic because it is contained in the digitally signed mail header. This aloaikreceivers
to authenticate sender email addresses.

The idea behind the domain keys approach is to make domain administratousiatie
for all the email sent from their domain. In a typical organizational settirgynthil transport
configuration is handled together with domain administration. Thus, the domgrageroach
represents an appropriate level of granularity for spam control,cegdlyein organizational
settings. Domain based authentication methods represent an intermediai@capphere do-
mains are authenticated instead of end-points.

Sender policy framework (or SPF) is a proposed open standardsociating mail sending
policy with domain records [100]. The motivation for this proposal comas fthe observation



that sending email from an organizational email address has policyqoersees for the orga-
nization. Unauthorized forwarding and transmission of emails from rogneess is a threat.
This threat is handled by the SPF proposal [100]. A similar approacknimrcing mail send-
ing policy is the Sender Id proposal [1]. This proposal is similar to SPEgor what fields
it validates in the sending policy. Validating email sending policy at the domaihikeuseful
because they help in detecting forged sender addresses. For examimheainkyz. comcould
nominate a particular server to send all the emails for senders in the domagrreddiving
mail transfer agent would check if this policy is being respected, andedfuaccept emails
coming from senders in another domain.

These proposed solutions are at the domain level, and are complementanyeiodeto-
end solutions. Our solution aims to achieve individual key authentication hwhiat a finer
granularity. Using the end-to-end argument [87], only the applicationubed sender authen-
tication is best equipped to correctly implement it. For example, users may waistitgyuish
senders on the same domain and be willing to receive email frarand@bc. com but not
from st ranger @bc. com This kind of fine grained control is desirable in large open systems
where it is necessary to distinguish multiple senders on the same domain.

1.4.8 Web of trust

The web of trust approach relies on natural human trust for public ktheatication. It was
introduced by the Pretty-good-privacy (PGP) email security system132]. PGP allows
peers to authenticate public keys in an email environment by issuing digitallydsjguigic
key certificates to each other. The digital certificate represents ansemdent of the public
key, thereby confirming the association between the key and its owneausinehticating the
public key. Authenticated sender public keys allow the receiver to valideitges identity and
content integrity by verifying digital signatures on the incoming email messaB&P can
also provide confidentiality to email messages. The sender encrypts emaiheitbceivers’
public key. The encrypted message can be decrypted only by the inteecksder, thereby
providing an assurance for confidentiality. The ability to provide public &ethentication
without additional infrastructure is a salient feature of PGP’s web of.titse need for human
input for judging key authenticity is a limitation.

The web of trust works by making manual decisions on key ownershiprasiivorthiness.
This extends the human concept of trust to digital identities. Researdagarstbat PGP’s
limited usage can be attributed to its user sophistication needs [99]. Inttas&ree peer
to peer public key authentication is achieved in PGP by relying on the implicirseide
channel of human trust decisions. Its dependence on human evalugkiey @vnership and
peer trustworthiness prevents its large scale usage in systems whereusaraare unable or
unwilling to make these trust decisions.



1.4.9 Key continuity management

Key continuity management (KCM) is an approach for authenticating pubjis kased on
human trust judgment [33, 38]. KCM takes the pragmatic approach of tivigra window of
vulnerability during the first interaction between two users. Making this comfge secures
the ongoing interactions of unsophisticated users without dependingonitgénfrastructure.
Users generate and certify their own public keys, which are exchadigexg the first in-
teraction. This initial interaction is vulnerable to impersonation attacks. KCMeadds this
vulnerability by assuming that human users are smart enough to tell if thepatitgtis genuine
or not, and that the chance of a man-in-the-middle attack is negligible duririgitiaéinter-
action. The public key is considered to be authentic upon completion of the intgahction.
This public key is used to secure subsequent interactions.

The key continuity approach is highly usable because it does not needtgefrastructure
or user sophistication. Itis used for public key authentication in typical iaStdllations [104].
Human users are asked to approve newly encountered public keysthehieeviously authen-
ticated public keys are used transparently. The usability of KCM for emait@mments has
been investigated in [33]. The study replicates a previous study on théditysaf PGP [99].
It finds that key continuity is useful for securing emails even with an umistipated user base.

1.5 Authentication in ad-hoc networks

Ad-hoc networks are distinguished by their lack of global addressimgdtrficture. They are
desirable in transient networking applications like vehicular networkinghddnetworks are
also important for disaster recovery and military applications. The trans@nte of con-

nectivity between participants in these networks precludes the use ofieterk addresses.
Transient ad-hoc addresses and the lack of a fixed routing infrasteunake it a challenge to
authenticate participants in ad-hoc networks.

Participants in ad-hoc networks are usually referred to as nodes.sNiadect their one-
hop neighbors through a neighbor discovery mechanism. These pneelghbors are used by
ad-hoc routing protocols for multi-hop routing through the ad-hoc netwditke ad-hoc rout-
ing protocols can be categorized into a a few well established approathese approaches
differ not only in the routing approach, but also in their concept of rgutiastination. This
happens because ad-hoc networks lacks a global addressingrirdia®. Different concepts
of destination lead to different models of authentication in ad-hoc netwdrkese different
authentication approaches are outlined in this section.
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1.5.1 Authentication for distance vector routing

Ad-hoc routing can be implemented by proactively setting up routing tablee agiticipating
nodes. One approach for ad-hoc routing is to maintain routing tables ofniatid distance
vectorsat every node. This distance vector approach is used by the Destinatjoersced dis-
tance vector routing (DSDV) protocol for ad-hoc routing [79]. DSDdeates by proactively
propagating routing tables in the ad-hoc network either as complete routiegiiainps or as
incremental updates. The routing protocol is robust to connectivityggsand behaves well
in mobile settings. Since the state required for storing and sharing routing talple@portional
to the number of nodes in the network, it is feasible only for small networkss limitation
has prevented DSDV from being deployed in real life commercial applicatidnother char-
acteristic of proactive routing is that some amount of network traffic isireqdior maintaining
the routing tables. Avoiding the ongoing idle power consumption becomes impdantiow
power networks like sensor networks. Although distance routing is maicaple to large net-
works, its robustness to network topology changes makes it a common éhioggeriments
and research in ad-hoc networks.

Implementing ad-hoc routing by maintaining routing tables implies that nodes edaly
unique names or identifiers. Global names require a central naming autihatityan assign
unique names to nodes. This pre-existing centralization in the ad-hoc ketganrodel makes
it easy to justify the use of some centralized assumptions. The Secureriffcléhoc Dis-
tance vector routing (SEAD) protocol secures distance vector rougamst impersonation
and routing attacks as long as an initial hash value is authenticated per4#jdelhe idea
behind the protocol is to use one-way hash chains to ensure that misigehades cannot
incorrectly modify the shared routing tables. Using cryptographic teckernigenforce route
consistency makes the protocol robust against a number of attacksindibdying limitations
of distance vector routing including limited network size are also inherited BDSE

Another class of attacks consists of malicious or selfish nodes reportingéet route
weights, thereby making it hard or impossible to reach the correct nodesugthefficient and
feasible routing paths. These path length based attacks have also bestigated. S-DSDV
is a secure routing protocol based on DSDV that can detect frauchaletimg table updates
caused by malicious nodes provided multiple nodes are not in collusiofifA&]non-collusion
requirement is met by making the node layout assumption that malicious n@desvar one-
hop neighbors. The S-DSDV approach uses a public key infrasteuftiubootstrapping trust.
It therefore has limited applicability because all the nodes must belong tortteelsgical trust
domain. The node layout constraint also makes it unsuitable for geremialyanent.
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1.5.2 Authentication for source routing

Dynamic source routing (DSR) is an ad-hoc routing technique where thieesnode provides
an explicit routing path to the message [45, 46]. This routing approachresgsource nodes
to discover a route to the destination and then use the discovered routeufoe souting
messages. Thus, the routing protocol has two stages: route discomksparce routing the
message on discovered route. Route discovery is usually done by fioti@imetwork for
the desired node. Since the route discovery is done only when a messadgeta be routed,
the source routing approach is a reactive one. Unlike the proactitimgaapproaches, there
is no ongoing network traffic for maintaining routing tables. This differemakes source
routing attractive to power limited devices. It is also attractive to use soauting for sensor
networks with infrequent inter nodal communication pattern. The wealafessurce routing
is that messages need to carry the entire routing path in their headersvé@tiisad increases
linearly with route length, thereby limiting the route length that can be suppdifieetetly in
source routing. DSR is a popular ad-hoc routing protocol, which has tsed in a number of
research and industry implementations [26, 86].

Authentication in dynamic source routing has been investigated by priarsseHu and
Perrig propose the Ariadne protocol for securing on-demand andesoouting protocols in
ad-hoc networks [43]. The protocol requires a secure cryptbgrapitialization phase con-
sisting of either a pair wise secret key setup between all possible commugipatirof nodes,
or setting up digital certificates signed by a certificate authority for all thesodhis initial-
ization step is not fully compatible with the ad-hoc usage scenario wheres moag need to
be added or removed from the network at runtime. However, the protoakes the important
contribution of permitting nodes to authenticate their transmissions, and allowerapdthoc
traffic to be routed on safe paths consisting of non malicious nodes. Ehef efficient sym-
metric key cryptography makes Ariadne suitable for resource condfraithdroc networking
environments.

An alternative approach for achieving authentication through self argdrrust relation-
ships is proposed by Hubaux et. al. in [44]. This self organized pubiidrideastructure is
modeled after the web of trust of PGP. The trust management protocokathabile nodes to
share public key certificates and thereby build a certification path to authentiodes. This
trust generation procedure has been validated in the Secure dynamge souting (SDSR)
protocol [49]. While the use of self organized public key infrastructarexchieving authenti-
cation in ad-hoc networks appears to be promising, it depends on a aitigalification of the
trust problem in ad-hoc networks. The assumption that the trust relaiisngfesent among
PGP email users can be transferred to co-operating nodes in a mobilelhappears question-
able in settings where there is no one-to-one relationship between netadek and humans.
This authentication approach is therefore constrained to operate in mméms where indi-
vidual human owners own the nodes and take the time to issue public key atgtifto other
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nodes. The other issue with this approach is that long lived private keyasaumed to reside
on the co-operating nodes. Considering the security of nodes in a mobiteranent, this ap-
proach may not achieve the desired level of robustness in adveigaeiating environments.

1.5.3 Authentication for geographic routing

Geographic routing is an established protocol for routing in ad-hoc me$wt4, 30, 50]. It

requires nodes to know their geographic locations. This requirementréasiagly simple to
satisfy. A large number of personal mobile devices like PDA or cell phbaes location infor-

mation provided through geographic positioning system (GPS). Gedgraphing relies on

nodes knowing their geographic locations, and using their one-hopbwigfor routing pack-
ets to target geographic destinations. Location awareness simplifiecadthimg making the
local routing state at a node independent of network size or route leRigtvever, using lo-
cation as a routing method also also raises privacy concerns. Usingagbagrouting implies
that node locations are well know. This allows adversarial nodes to trad& locations and
thereby violate location privacy.

The privacy threat posed by location aware devices has also beemceatdptense re-
search. Defective or compromised devices could allow tracking of themrsu#\ coalition of
malicious nodes could co-operate to continuously track the geographimluxaf correct de-
vices (and their users). Existing research has taken two approaxctmstecting user privacy:
the first is to fudge the locations of identifiable nodes as in [37, 66]. Redube available
accuracy of location is a promising approach for protecting node rivilowever, it still
leaves the opportunity for collaborating malicious nodes to use the approXiocat®n as a
starting point for an exhaustive localization attack. The alternative appris to use transient
pseudonyms for temporary identification of nodes as proposed in [1811801, 108]. Tem-
porary pseudonyms help in protecting node privacy by preventingrsaies from linking a
sequence of pseudonyms to a single physical node.

The type of authentication possible in networks using geographic routipgnds on the
node anonymity. Networks having permanent node names can authenticsage® by at-
tributing them to source node names. An example of this is the voting based toaatfenti-
cation scheme is presented in [65]. This secure localization work asseage $nitialization
and permanent node names. Thus, it assumes identity authenticationisad dewnting based
location authentication on top of it. The reliance on ling lived node names madésctiliza-
tion protocol susceptible to location privacy violations.

Location authentication can also be implemented without depending on longnioase
names. An out of the band method for location authentication has been iatedtig [91].
Using speed of sound and speed of light as physical constants, fitegmgphic protocol au-
thenticates node location physically. Another approach to location auth@ibg improving
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the robustness of location measurement is proposed in [64]. Here,ttiwaprovide statisti-
cal tools and a mechanism for using measurements from multiple nodes to minimizrg ot

of intentional measurement errors on localization. The out of band locatithentication is
made robust by taking multiple readings. Using a secure out the band conatiomichannel
simplifies the problem at hand by having stronger assumptions. Howewayialso introduce
a new type of vulnerability, for example, if the adversary uses microphiongiven locations.

1.6 Contributions

The main contributions of this dissertation are as follows:

e Byzantine fault tolerant public key authentication in peer-to-peersystems

We design a byzantine fault tolerant public key authentication protocd{fBFor peer-

to-peer systems. Authentication is done without trusted third parties andiésiénzan-
tine faults under an honest majority assumption. An anti-entropy versiom afutthenti-
cation protocol is developed in order to reduce the messaging cost. $hiengdications
of the authentication mechanism are studied by simulation. This work has bekshed
in theJournal of Computer Networks, Special issue on Management intBdeger Sys-
tems: Trust, Reputation and Security, 2Q@6].

e Social-group key authentication for email
We design social-group key authentication (SGKA) for email in order toigeoau-
tomatic public key authentication to unsophisticated email users. The solution is au
tomatic, byzantine fault tolerant, eventually correct, incrementally deployéialek-
ward compatible with the existing email infrastructure, and does not usedrtstd
parties. We investigate the performance of the proposed email authentinstibod
through micro-benchmarks, simulation on an industrial and an academic eata| tr
and live experimentation on an instrumented mail authentication prototype. his w
has been published in tiRroceedings of the Fifth Conference on Email and Anti-Spam,
2008[74, 76].

e Location authentication for ad-hoc networks

We design geographical secure path routing (GSPR), an infrastetftag secure geo-
graphic routing protocol, which does not require out-of-band commtiaicar shared

secret initialization. The protocol authenticates the geographic locaticarsoofymous

nodes in order to provide location authentication and anonymity simultaneotiséy.

protocol does not require secure initialization and works correctly ifethera suffi-

cient density of honest nodes. We also develop a novel method calledhgbaghash

for encoding unforgeable geographic location data. This work has peblished in

the Proceedings of the International Conference on Vehicular Electronick Safety,

2008[77, 78].
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1.7 Outline of the dissertation

The outline of this dissertation is as follows. Chapter 2 addresses the probleublic key
authentication in addressable networks. It presents a byzantine fauétrtiofiblic key au-
thentication protocol (BPKA), which is infrastructure free, and dodsreguire human trust
inputs for operation. The correctness and performance of the ptaoediscussed, and an
optimized version of the protocol is shown to achieve authentication with a lowgageg
overhead. Chapter 3 presents the social-group key authenticatiorcqir¢86sKA) for au-
tomatically authenticating public keys of email users. This chapter discusseesign and
implementation of the protocol. Authentication performance is investigated througyo-
benchmarks on an instrumented email authentication prototype, and thicugaton on two
real life email traces. Chapter 4 presents the geographical secur®ptitiy protocol (GSPR)
for authenticating geographic locations in ad-hoc networks. This chdsteusses the design
and security of the protocol. A simulation based performance investigatitregirotocol is
also presented. Chapter 5 concludes the dissertation with a discussiencofithibutions and
a vision for the future.
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Chapter 2

Byzantine Fault Tolerant Public Key Authentication

2.1 Problem statement

Public key authentication is a fundamental problem of digital security. Atittedad public
keys are required for boot-strapping shared secret encryption nsetmutifor verifying the
integrity of digital signatures [23, 80]. Trusted third parties and websudt tare the two
established methods of public key authentication.

The trusted third party model uses a centralized offline public key certifyinigority that
is trusted by all the participants. This authentication architecture is hieralighéxtended
to create Public key infrastructure [19]. While trusted third parties aremable in a client-
server computing model, they are not suitable to the users of peer-tgystems for a number
of reasons. It may be impossible to find sufficiently trusted parties in heteeays systems.
Trusted third parties must support certificate revocation to prevent mifusempromised
private keys [6, 31, 70]. The off-line advantage of certificate autiberis reduced by the
overhead of maintaining fresh revocation information. Considering thgistemcy and timely
propagation issues imposed by the mechanism, and the administrative bladed py the
security policy, it may not be possible to scale up the centralized authentica¢icmanism for
securing large systems like the Internet.

PGP creates a web of trust, which allows peers to authenticate public keymking
manual decisions on key ownership and trustworthiness [32, 109]. Udth®GP supports
peer-to-peer key authentication, its dependence on human evaluatiogy ofvkership and
peer trustworthiness prevents its large scale usage in autonomous-peertystems. It also
appears that its manual usage is limited to sophisticated users [99].

2.1.1 Our solution

The increasing usage of large autonomous peer-to-peer systems nsdinetzeation of our
Byzantine fault tolerant public key authentication protocol (BPKA). Theppsed mecha-
nism involves a distributed system of mutually authenticating semi-trusted partiéslarates
byzantine faults. Authentication is eventually correct if no more tb@?ﬂﬂ of the n parties

are malicious or faulty. Authentication does not require predefined trisbetiparties and
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enables secure communication in heterogeneous groups. Since it allcaegdhemous light-
weight mutual authentication of strangers, BPKA is well suited for the atitta¢ion needs of
peer-to-peer systems.

2.2 State of the art

Alternative approaches to provide fault tolerant authentication are knolihere is a class
of protocols relying on threshold cryptography that uses key shaitbshe following prop-
erty: without a quorum of participants, it is impossible to create a digitally siguddic key
certificate [35]. As a consequence, unless the number of malicious parassarge as the
qguorum, false authentication is impossible. Threshold cryptography esohie existence of a
trusted dealer that initializes the key shares. In this way, it depends onttlestly of the dealer.
Threshold cryptography has been used in COCA, a fault tolerant pkéjicauthentication
service [107] and as the basis of a number of other secure servige3[1106].

Threshold cryptography is also used to implement proactive recovegompromise such
a system, the adversary is required to compromise the quorum within its voilitgraindow
or lose any previous progress due to a re-randomization of key sfifesAlthough better
than static key shares, the scheme cannot recover from the compromigeaiim because the
same long term shared secret is recycled among the trusted partiestrstarur distributed
BPKA authentication is proactively secure in the sense that it holds no lomgserets.

Role based access control in a distributed system has been studied#@}li#ruses roles
instead of identities for granting access and therefore, avoids the iB&lentty authentica-
tion [90]. Reputation based distributed trust has been investigated by aenwhprevious
projects. The Free Haven project uses a proactive mechanism basedomnmendations to
protect anonymity of the users [24]. NICE allows the creation of trustwoptber groups
through a trust evaluation mechanism based on reputation [58]. Bothrsy/stggressively
eliminate (overtly) malicious parties to preserve their correctness. Ountigedault tolerant
authentication builds upon this idea of peer reputation. It does not reextieenal identity
authentication and works on provable observations instead of recomtizgrsda

PGP has applied decentralized trust to authentication in distributed syste9n82].0How-
ever, it requires human evaluation of trustworthiness, which limits its applicatuititynsophis-
ticated users and autonomous systems [99]. Trusted ambient communitiesd8Gpproach
that incrementally builds trusted groups by observing the behavior ofedgdnitialized peers.
It is more permissive of malicious peers than our authentication mechanisnin mdeds veri-
fiable challenge response proofs.

Cryptographic identifiers provide authenticated identities by selecting netdentity re-
lated to the public key [69]. This approach is simple but constrained by the toeacquire
specific network identifiers. Additionally, this authentication mechanism doebandle the
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man-in-the-middle attack. A randomized approach to setting up weakly speardo-peer
networks is used in Smart Dust [8]. Although it does not focus on atittagion, it shares dis-
tributed trust and a weakened adversary model with our byzantine faarkmd authentication.

2.3 Model

Public key authentication by trusted third parties is traditionally done througficate author-

ities that digitally sign a public key certificate. Verification of the certificate maksmtement
of the following form: If the certificate authority is honest and capable, themprivate key cor-
responding to the certified public key belongs to the given identity. Hereotheept of identity

is very general. It may span applications, individuals, and organizatioe®ntrast, our mech-
anism authenticates network end-points or peers. Authentication is aginpagsession of the
private key under honest majority and other assumptions as descriload be

2.3.1 Network

Consider a distributed system of mutually semi-trusting peers. They aredntercted by
an asynchronous network and are identified by their network identifiis network does not
guarantee message ordering or delivery. However, no part of terkebecomes permanently
disconnected. The network is also assumed to return delivery failurecagbfis. In particular,
a notification is expected if a message is sent to a non-existent end point. §irfiam end-
point does not implement the authentication mechanism, this fact can be détecemiving
a connection failure message.

We assume that disjoint message transmission paths exist to each peepinenofsits
peers. The parametegris defined to represent the proportion of non-disjoint paths among all
the message transmission paths. Disjoint message transmission paths aqeentecdeto be
vulnerable to the man-in-the-middle attack. Further, if the man-in-the-middlekattat be
mounted for more than a fractiapof its peers, then the peer is considered to be faulty. Faulty
end points, as shown in Figure 2.1, are not authenticated by our profoelauthentication
mechanism is designed to detect and ignore faulty peers.

2.3.2 Honest majority

Correctness of authentication depends on the existence of honestimateiaithfully execute
the protocol. Informally, they tell the truth about their network identity andipey. While
none of the peers inherently trusts any other peer, each believes thetrtbst peers are in a
majority. We define honest peer and honest majority as follows:
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Figure 2.1: Adversaries and assumptions.

DEFINITION 1 An honest peerprotects the privacy of its private key and executes the au-
thentication protocol correctly. A set of n peers esest majority if the number of malicious
or faulty peers t< 1-2n,

Dishonest peers may behave in an arbitrary fashion, either becabsingffaulty or be-
cause of being malicious adversaries. It is assumed that the system oflynaititiaenticating
peers has honest majority.

2.3.3 Adversaries

The computational power of adversaries is polynomially bounded. Hevitte a very high
probability, adversaries cannot forge digital signatures or inverygtion transformations. We
consider both active and passive adversaries. Passive advetsare the power to eavesdrop
on any message. While active adversaries have the power to inject grhiteasages into the
network', they cannot prevent message delivery for more that a small fraptidrihe honest
parties. This adversary model is weaker than the classical one bebausetwork adversary

1Since we do not address denial of service type of attacks, the sppufivey is not large enough to break the
network or the parties processing the forged messages.
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Figure 2.2: Authentication protocol example: A pdeis authenticated b using its trusted
peers.D is a malicious peer that tries to prevent authenticatiof. of

can not delete arbitrary messages.

The weakened active adversary is appropriate in wireless netwodeside of physical
difficulties in silencing radio transmissions. Its use in Internet applicationsigigd by con-
sidering the difficulty of preventing message delivery to a large numberdpeints. Practical
experience with Internet based systems also suggests that messagenigiespoofing is the
preferred form of attack.

2.3.4 Authentication

We propose to authenticate public keys of peers through our authentipatitocol. Public
key authentication is defined as follows:

DEFINITION 2 Public key authenticatiodenotes the association of a public key to a peer. It
also provides an assurance that the corresponding private key isrktwthe peer.
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Challenge response protocols can authenticate public keys in the alxfemgman-in-the-
middle attack. Giverm message transmission paths to a peer, we allow for a limited number
ng of such attacks. Therefore, public keys of peers can be authentlmatedltiple challenge
response exchanges originating from different end-points.

The authentication protocol (Figure 2.2) consists of three main operati€msLLENGE
RESPONSE DISTRIBUTED AUTHENTICATION, and BrZANTINE AGREEMENT. During chal-
lenge response, the peer to be authenticated is challenged with encrgpteb by a set of
peers. Since the nonce can be recovered only by the possessorpiviiie key, a correct
response is a proof of possession.

In the distributed authentication phase, peers forward their proofs to ptlees. A peeB
can authenticate a pe@rafter it receives a number of valid proofs from different peerslliif a
the participants are honest, there will be consensus on validity. In this cormpevating case,
the protocol terminates witB becoming convinced that the public key is authentic.

If there are conflicting claims on authenticif§,can deduce that eithéy or some of the
peers are malicious or faulty. The protocol proceeds to Byzantine ragreevhere the sent
and received messages of different parties are validated. As all theagessare digitally
signed, malicious behavior can be discovered by this procedure.

The messaging cost of authentication motivates optimization of the common case wh
all trusted parties are indeed honest. The public key infection protocol ingpiesoptimistic
authenticationwhich hides latency by proceeding before a public key is authenticatduxdicP
keys and authentication proofs are propagated efficiently by an antipgrgublic key infection
algorithm described in Section 2.6.

2.3.5 Trusted groups

Each peer has a probationary group, trusted group, and untrusied gf peers as shown
in Figure 2.3. Peers gain knowledge of each other’s public keys deyeond their commu-
nication patterns. Newly discovered peers are added to the probatigrarny. Successful
authentication moves a peer from the probationary group to the trustegl. dvialicious peers
are moved from the trusted group to the untrusted gréupeers are also deleted from trusted
groups for lack of liveness and for periodic pruning of trusted grolius is done in order to
improve authentication performance.

2Continuous addition of malicious peers can cause the untrusted groupaanghout limit. Therefore, peers
may forget malicious behavior of the very distant past.
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Deletion
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Figure 2.3: Trust groups for executing the authentication protocol aea p

2.4 Architecture

Byzantine fault tolerant public key authentication (BPKA) is implemented byiay the
Authentication protocol and the Membership control protocol at each pée protocols are
described as per the notation given in Table 2.1. A bootstrapping pnezedaiso provided for
system initialization. All protocol messages have timestamps, source andatiestimdenti-
fiers, and digital signatures. Peers ignore messages with invalid sighatdenaintain a most
recent received time-stamp vector to guard against replay.

Ki Public key of the principail.

Ki‘l Private key of the principal

Ki(X) A string x encrypted with the public key of

ri A pseudo random number generated by peer
{X,y,z2} A message containing three stringy andz.
{x}i A message signed by

7 (i) Trusted group of pedar

Table 2.1: Notation for BPKA protocol
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1. ADMISSION REQUEST
A peerA makes a key possession claim by notifying the pgelf A has an expired

authenticated public kelfz, it includes the proof of its possessign= {A,Ka}a-. B
announces the claim to the group.

A—B :  {ABadnission request,{AKa[,?]}a}a
For each trusted peé of B

B—PR : B [I]
where

B[i] = {B,R,aut hentication request,{A Ka[,?]}a}B

2. CHALLENGE RESPONSE
Each peer challenges with an encrypted nonce, arilresponds with the signed

response.A also stores the challenge response paig, ®ia} from its interaction
with peerP, as¥/4[i] for use in Byzantine agreement.

At each trusted ped® of B
P—A cia = {P,Achal | enge,Ka(ri)}p
A— P : Rin = {A,R,response,ri}a

3. DISTRIBUTED AUTHENTICATION
Each peer returns the proof-of-possesdion, ®ia} to B. B saves the pair in a local
variablevg[i] and determines the public key to be authentic (or inauthentic) if there
consensus on validity (or invalidity) in the proofs received. If there isosensus,

B calls for Byzantine agreement.

At each trusted ped® of B
P—B : {Ga Rialp

4. BYZANTINE AGREEMENT
B asks the peeA for the challenges it received, and its responses to them. It th

compares the proofs received from the peers and those recedredfrlt also noti-
fies the peers of the received proofs so that malicious parties are elimfratethe

trusted group.
B—~A {B,A, proof request}g
A—B : {A,B, proof , ¥a}a

If Aiis not proved malicious

For each trusted pe& of B
B—PR : {B,R, byzantine fault,s,vg}s

For each trusted pe&; of B
R—P : {R,Pj, byzantine agreenent,s,7}p

is

Figure 2.4: Authentication protocol.
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2.4.1 Authentication protocol
The authentication protocol (Figure 2.4) consists of the following steps:

e ADMISSION REQUEST
The protocol begins whea encounters an unauthenticated public Kgy It announces
the key to its trusted group and asks them to verify its authenticity.

e CHALLENGE RESPONSE
Each peePR, challenge® by sending a random nonce encrypted with supposed pub-
lic key in the signed challenge messagg.can recover the nonce only if it holds the
private keyK;l. It returns the nonce in a signed response message. The challenge re-
sponse message pair is a proof of possession for the public key. Aif ¢imel challenge
response phase, each peer gets a proof of possessién foEach challenger waits for
an application specific time-out. It deletes the proof if duplicate respomeeseeived.

e DISTRIBUTED AUTHENTICATION
The peers respond s authentication request by sending their proofs of possession to
B. If all peers are honest, then there will be consensus on the validityoofsrin this
caseB gets the authentication result and the protocol terminates.

e BYZANTINE AGREEMENT
If there are differing authentication votes, then eith@r some of the peers are malicious
or faulty. To detect ifA is malicious,B sends the proof request messagé\toThe
response consists of all challenge messages received, and thesesgent by. If
A is honest, it can prove that it received the messages because thegigreze by the
sending peer. It can also show a correct responsA.idfnot provably malicious, then
some of the peers must be malicious or faulty. This l€ads announce a byzantine
fault to the group. Now, each group member will send the byzantine agréenessage
to others. At end of this phase, the honest peers will be able to recagaii@ous peers
causing the split in authentication votes.

2.4.2 Bootstrapping

The bootstrapping procedure is provided to cold-start the system. Thisdntrast with the
situation when trusted groups already exist and a peer joins some of theotstBpping
initializes the authentication system by creating a trusted group consisting loddtstrapped
peers. The peers authenticate each other by requesting admission intagdtad group. It
should have honest majority to function correctly.

3SinceKa is not yet authenticated, digital signature is not verified on the respoessage.
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1. PUSH PROOFS
A peerD periodically pushes the proof-of-possess{@ma, Xpa} to peers that have
not yet received its proof.

For each trusted pe& that has not been sent the proof
D—P : {cpaRoa}D

2. PULL PROOFS
A peerB has some, but not all proofs of authenticity. It can ask any pgdor
the proof to arrive at the authenticity and trusted group membership debisitre
probationary peeA.

For each trusted peé that has not sent a proof
B—P : {B,Pj,aut hentication request,(AKa)}s
PP—B {CiaRjalp

Figure 2.5: Membership control protocol.

2.4.3 Membership control protocol

Membership control (Figure 2.5) serves three purposes. It pressaonest majority of trusted
groups, maintains consistency of trusted group definition among setsqokfidy communi-

cating peers, and prevents excessive growth of trusted group size tehientost of authenti-
cation. The group operations of the protocol are described below:

Addition to trusted groups

Each peer maintains a list of to-be-sent authentication proofs for eatiatpnary peer. It

lazily pushes these proofs to its trusted peers. Thus, the probatiorarpesomes trusted at
each trusted peer. A peer may pull proofs because lazy push may delayieed authentica-
tion. Peers pull the proofs by sending authentication request messages.

Deletion from trusted groups

Peers are deleted from trusted groups for malicious activity or lack afds® A malicious
message causes execution of the Byzantine agreement phase, whichsayalicious behav-
ior except for the lack of liveness. Deletion occurs as a result ofriyEaagreement [57] on
the maliciousness of the proof. If the group has honest majority, all theshdrusted peers
delete the malicious peer from their trusted groups and add it to the untrusted.g

41t is possible that honest peers may be deleted from dishonest grohijsscauses them to join other groups,
most of which have honest majority.
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A peer that fails to respond to messages in a timely manner is considered fzal¢al ldck
of liveness and is deleted from the trusted group. Performance ofrdigitéon is maintained
by preserving a suitable group size. Thus, honest peers voluntatdiedbemselves from
trusted groups by randomly selecting a trusted peer and ceasing to despibe messages.
The probability of deletion is chosen as a function of trusted group sizederdo create
suitably sized trusted groups.

Group migration

Authentication depends on honest majority of trusted group. Howevstetfigroup member-
ship is granted on key authentication and does not guarantee that thetmatieel peer will not
act maliciously in future. In particular, it is possible that a number of covertljicious peers
join a trusted group so that they are in majority. Trusted groups are pailydicshed to pro-
vide proactive security against unobservable loss of honest majotity.pfocess also guards
against the Sybil attack [25] that relies on a malicious peer creating multipéeidahtities.
The progress made by multiple fake identities is lost by group migration.

2.4.4 Complexity

Authentication of a public key requires the execution of the BPKA protocat n_Lbe the
number of peers participating in the protocol, andklbe the public key length. The number of
messages, the message size, and the computational cost of the BPKApaotaummarized
in Table 2.2. The table is constructed by considering the cost on aBpeerauthenticating

Protocol operation Number of Message size Computation
messages
CHALLENGE RESPONSE O(1) O(k) O(poly(k))
DISTRIBUTED AUTHENTICATION | O(n) O(k) O(poly(k))
BYZANTINE AGREEMENT Oo(n) O(n) O(n?poly(k))
Worst Case Oo(n) O(n) O(n?poly(k))
Best Case O(n) O(k) O(poly(k))

Table 2.2: Complexity of public key authentication through BPKA.

the public key of peeA. The messages sent and receivedtare counted from the protocol
definition (given in Figure 2.4). The computational cost is calculated by@jpoly(k)) as the
complexity of challenge response and digital signature operations. Tleealab summarizes
the best and worst case results. Since the presence of malicious orfeatty triggers the
expensive BZANTINE AGREEMENT operation, the best case complexity is achieved if the
protocol operates in a benign environment.
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Table 2.3: Effect of attacks during challenge respoisis.authenticated b and its peer§.

| Sender under attack | A B P, |
Spoofing delay K-invalid K-invalid

Man in the middle | faulty faulty faulty
Incorrect response | P-invalid, K-invalid or A-invalid or

A-invalid or delay delay

K-invalid
No response delay delay delay
2.5 Analysis

This section analyzes the correctness of authentication in honest majortigsgtbalso shows
that the group dynamics resulting from membership control creates hoagsity groups with
high probability. Previous studies [94] have focused on proving bodlearectness assertions
on two and three party authentication protocols. The authentication pratesotibed here is
open ended in number of peers and incremental in its approach. Tiggrafdirect case by
case analysis of the protocol is developed below.

2.5.1 Challenge response

Consider a peeB with a trusted group of peefd,...,R,...,P}. Let A request admission
into the trusted group d. Each peeP, sends a proof of possessifnia, Ria }p to B, where

cia = {PR,Achal | enge,ci}p

Ria = {A,B,response,ri}a

Let the proof of possession be validcif= Ka(ri) and bothcia and;a are properly signed.

CLAIM 1 If B and A are honest, the proof of possession valid, and the communicatibn p
R A does not lose messages, theni&Kauthentic with very high probability.

PROOF: By contradiction, leKa be inauthentic. SincB, is honest, it transmits a correct
challenge containing = Ka(r;) to A, and does not disclose its nonge

Since the network path does not lose messages, the challenge will beatbtivA and the
response delivered ®. Thus, if a single response is receivdnust be the responderSince
it computes; = KA‘l(ci), it knows the private key, a contradiction. O

51f multiple responses are received, they are marked invalid by thequioto
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Attacks on challenge response

The challenge response protocol can be attacked in a humber of wagssaljes may be
spoofed and originating from sources other than their apparent ofigiMan in the middle
attacks may cause a peérto impersonat& and protocol attacks could be launched by a peer
X not following the prescribed protocol.

Let a proof of possession Binvalid if the challenge is not properly signeghinvalid if
the response is not property signé&djnvalid if ¢ # Ka(ri), and faulty if it is valid butKy is
not owned byA. Messages exchanged between the trusted peers are safe frdingpod
man in the middle attacks since they are signed by authenticated public keysd€rorg the
various possibilities of attacks on the protocol, the effect on correctofedwllenge response
is analyzed below. A summary is provided in Table 2.3.

We consider Spoofing, Impersonation and Protocol attacks on the &o#tiem architec-
ture. Spoofing is defined as the attack where an advefsaysumes the identity of a pe&r
This attack is detected by the challenge response mechanism. Impersonatioramsin the
middle type of attack where an adversafyimpersonateé while communicating wittB, and
B while communicating withA. In accordance with the mechanics of the attackndB can-
not communicate directly without passing through We define protocol attacks as the set of
attacks that are mounted by providing incorrect responses (or laelsjpomnses) to various pro-
tocol messages. A number of other protocol attacks like replay, type 8adi®€ncapsulation
are rendered ineffective by the use of timestamps, message identifidrdigital signatures
respectively. In general, source and destination identifiers are foawtssage definition when
the identity of communicating parties matters.

The adversary mounts a successful attack if at least one of its follovoalg gre satisfied:

G1 Violate authentication
The adversary convinces an honest peer that the public kéysd{, when it is not.

G2 Violate honest majority
The adversary creates an adverse selection of group members thiad ekt majority

Consider the case of malicious peers that are not trusted by honess pahay can attack
challenge response in one of the following ways:

e Spoofing
A malicious pee®’ may try to impersonate an honest p@dry sending thadni ssi on
request message. IA is already part of the trusted group, then each trusted peer has
its correct authenticated public ké§x. Since A’ cannot produce the required proof
? = {A,Ka }a without the knowledge oK, 1, each honest peer will ignore the invalid
request.
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Each peer will challengAif it does not belong to the trusted group. The pkeesponds

to the challenges because it is honest. As it does not Kg¥ethe response will be in-
valid. If the adversary also sends a spoofed response, then thet peeeH will receive
two distinct responses, one valid and one invaldconsiders the incorrect message and
A is not authenticated. Therefore, none of the goals are satisfied.

e Impersonation
By the limited power of active adversary, some of the challenges must feathus,
some peers will see valid proofs f& while the others will get invalid proofs. The
authentication will fail because the majority of peers confacthus,G1 is not satisfied.

Because each peer can prove that it issued the proper challengecaivdd the corre-
sponding response, none of them is proved malicious. TBR$s not satisfied.

e Protocol attack
The malicious peeA’ can only choose the responses for the messages it sends. This
limits it to theadm ssi on request message and the response message. Because a re-
ceiving peeB shall verify the validity of the digital signature, the message format and
the correct recipient, the only choice for the peer is to create a messtugefoflowing
form:
{X,B,admi ssi on request,{X,Kx[,?]}x}x

This is equivalent to spoofing K # A’. If X = A/, then the malicious peer will receive
challenge messages from the peers. If it responds with incorreatesourdestination

identifier, incorrect signature or incorrect format, then the message evilidtarded as
ill-formed. Thus, it can at best send a message of the following form togbePp

Rin = {A',P,response,ri}n

Sincer; # r{ causes invalidity, the pe& sends the received response to its f&énat
does not find a consensus. ThGd, is not satisfied.

The protocol now goes into the Byzantine agreement pHaissksA’ to send its copies

of the challenge response proo#.cannot produce a valid challenge since it does not
know Kp and cannot create a new challenge. Its only option is either to send nothing o
to send the available copy. Since it cannot prove that it received eatatallenge and
recovered its response, the trusted peer is not proved to be malicious, Gais not
satisfied.

If the malicious peer already belongs to a trusted group, then the followincksattae
possible:

e Spoofing
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Spoofing by trusted peers is restricted to parties outside the trusted grbigpis be-
cause trusted peers have an authenticated public key of the peer beafigds@mnd can
detect an incorrect signature on the spoofed message. A malicious fpestechay send
spoofed challenge messages to a probationary peer. These messhgesasunt in
distributed authentication because of invalid signature on the challengtheFLuf the
probationary peer sends this invalid proof to any trusted peer, the insigeavably ma-
licious and will be deleted in byzantine agreement phase. NeBhewor G2 is satisfied.

e Impersonation
Consider a trusted peé being impersonated by due to a man in the middle attack.
R belongs to the trusted group because of successful authenticatioradVeesaryP/
cannot convince the trusted group that iBidecause it does not knd(xgll. Since badly
signed messages are ignorBdappears to be non-live to some of the peers@tdails.
Also P, is not proved to be malicious arR fails.

e Protocol attack
A malicious insider can delay the entry of a péanto the trusted group by not sending
a correctaut henti cation request message. This does not satisfy either of the goals
because\ can find other honest peers.

The challenge response phase can be affected by the malicious insiderfatidiving
way: It can fail to send the challenge or send a number of challengege\éo,A cannot
be proved malicious by any such strategy because it can remember thengbsalend
produce them to other trusted peers. These challenges will be sent igzhrtBie fault
phase when an honest peer observes lack of consensus on aitthehHa.

A malicious insider can delay sending the proof of possession. Howieeannot con-
struct a bad response signedAyAs the malicious peer may only delay the authentica-
tion of A, neitherG1 andG2 are not satisfied.

Therefore, the challenge response protocol provides correctrgtigation and preserves
honest majority of trusted groups.

2.5.2 Distributed authentication

Distributed authentication ends with a consensus of valid if every partidphohest and there
are no attacks. Given the presence of attacks and malicious peersutist@uthentication of
A by B is correct as follows.

CLAIM 2 A peer A is not mis-authenticated if it is honest.

PROOF: Mis-authentication requires consensus on faulty proofs. Becaiseot malicious
or faulty, consider two possibilitie® is malicious orA’ spoofs messages.
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If Bis malicious, it can either inform its peers of an incoriggtor fail to send correct mes-
sages to its peers. B sends incorrect key(s), the honest peers will receiténent i cation
request messages and send challengeA.t@ecauseA responds by decrypting according to
its correct private key, the proofs will B€-invalid. If B does not send the correct messages,
honest peers will send no challenges and some proofs will be missing.

If A’ spoofs responses fdy, then the honest peers will delete their proofs becdusa|
respond too. Since there must be missing(dnvalid proofs, there can not be a consensus on
faulty proofs. |

CLAIM 3 Honest majority is preserved at every honest peer.

PROOF: If B is honest, lack of consensus leads to byzantine agreement. It companés p
sent by peers with the proofs sent By If A is provably malicious because of sendini(a
invalid proof to some peer and valid to another, or because of sefdingalid proofs on
request oB, the protocol ends witl being marked malicious. No honest peer is deleted.

If Ais not provably malicious, the protocol moves into the second phase. This smejilier
some trusted peers are malicious or there is a man in the middle attack.

Each peer sends the proofs it has (for authenticigQfto its trusted peers. Malicious peers
could send conflicting proofs of possession to their peers. These aiatienletected by byzan-
tine agreement as follows: Consider an honest peeeceiving thebyzant i ne agreenent
message from other peers. ltaif the peers be malicious and may offer arbitrary proofs. Sec-
ondly, ¢n of the peers may not be able to reaclnd may have faulty proofs to offer. Finally,
proofs from anothegn peers may be faulty because the pEghas a compromised path to
them. In the worst case, these three sets of peers are disjointpand 2f the proofs can be
missing. Thus, every peer eventually gets at leas2@n —t proofs. However, the malicious
peers could respond eagerly, causimgp 2t of the n— 2¢n —t received proofs to be faulty.
Therefore, a majority of the proofs are identical and correct at evengst peer if

n—4epn—2t > 2pn+t

t<l—6cp

n

Therefore, using a majority vote after Byzantine agreement allows the peéorm trusted
groups that contain only the honest peers that are not in the path of a rtienrnmddle attack.
This preserves the honest majority.

If B is malicious and sends conflicting requests to the peers, its segid@nt i cati on
request messages will cause it to be detected by Byzantine agreement on thesequewed.
Again, by deletion of the malicious peBr honest majority is preserved. O
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Figure 2.6: Dynamics of authenticated communication.

2.5.3 Group evolution

Admission requests are caused by the need for secure communicatiom. piéehsA and B
intend to communicate securely, they will checlAiE 7 (B) andB € 7 (A). In this case, the
problem is trivially solved.

Otherwise A will request admission ta (B) andB will request admission ta (A). If both
A andB are honest, the admission requests will succeed in the common operatinghzase
their groups are also honest as shown in Figure 2.6. If one of the seqiadls, then either
Byzantine agreement will correct the groups as described earliegriadic pruning of trusted
groups will ensure honest majority as described in the following sectiomitter case, the
honest peers can eventually authenticate each other.

2.5.4 Formation of honest majority groups

Since honest members form trusted groups by following the membershiplcprdtocol, any
provably malicious peers are deleted from trusted groups. On the otiérifimalicious peers
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can successfully masquerade as honest peers, then the continoopsrggrations cause the
distribution of covertly malicious parties to be same as a random selectionefdtesrhonest
majority groups are formed with a probability greater than that of randorotgate

A trusted group withl_i&p + 1 peers has honest majoritytipeers are malicious or faulty.
Because the value gfdoes not change the behavior of random selection, consider thethones
majority group with 3+ 1 peers. Let the fraction of dishonest partie%bee, where O< € < %
Under the assumption of independent random selection of members, thebity P(i) of
choosingr with i dishonest members is given by the following binomial probability:

= (%)) <%‘€>i <§+€>3t+1_i

The probabilityR, = Z}:o P(i) of selecting an honest majority group is computed numerically
and shows a rapid convergence to ]sm)proache%.

In practice, the untrusted sets preserve information about past malictvises and im-
pede the free assimilation of dishonest parties into trusted sets. Thus, hestpartieg\ and
B can have an expectatiqi — P,)X < 2—1k of being incorrectly authenticated if they continue
communication througk group migrations.

2.6 Public key infection

The protocols implementing distributed authentication are expensive in megsagin Trusted
groups execute protocols that include broadcast messages leadin@to?arcost for mutual
authentication in trusted groups. In order to reduce the messaging cossewan epidemic
algorithm calledPublic key infectiorfor lazy propagation of protocol messages. As shown
in Figure 2.7, the public key infection protocol stores the authentication @btoessages in

a message cache, and forwards them to other peers through antiyesgsgions. Because
each protocol message is protected by an unforgeable digital signatisrep#sible to store
and forward messages through intermediate peers. This section dstusgeotocol design,
correctness, and the performance analysis in terms of messaging ardepairements.

Consider a lazy messaging layer underlying the authentication protocakdest earlier.
This layer maintains a cache of the undelivered messages and provatgaa\consistency
in the following sense: The outcome of the lazy protocol will approximate theooe of the
eager protocols described earlier. Thus, before the two protocdksvadhe same assignment
of public keys to peers, we shall be in the stateopfimistically trustingthe authenticity of
public keys. If the optimistic trust is broken, we mark the offending peeusted as required
by the authentication protocol.

Public key infection does not require knowledge of physical time butadpsiby maintain-
ing a number of logical timestamps. A summary of the data structures requirpdidtic key
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Figure 2.7: Overview of Public Key Infection.

infection is given in Table 2.4. Each peer maintains a numeric logical timestarapcalled

the Lamport timestamp [56]. This timestamp is maintained by updating it to the maximum of
the incoming message timestamp and the local timestamp. This timestamp provides a partial
order on events in the distributed system. Each peer also maintains a caustdnimet s,

which is simply a local event counter incremented on send and receimtsevdis timestamp

is sent with each outgoing message, allowing peers to maintain a timestamp veetaof

causal timestamps.

Key infection works by deferring the transmission of messages sent authentication
protocol. The following steps are taken when a protocol messaggith sources and des-
tinationd is pushed to the key infection layer: Firstly, the causal timestarp|s, and the
Lamport timestampl, t s, are incremented to record the change of state in the distributed sys-
tem (Table 2.4). Secondly, the cache recrdct v[g],s,d,m} is inserted into the message
cache. The message cache data structure, as shown in Table 2.5, holdigytieg messages
and timestamps in order to achieve eventual delivery of authentication plfotessages.
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Its The Lamport timestamp.
ctv[i] The last causal timestamp
known for peei.
Itv[i] The Lamport time of the mos
recent message originating from
peeri.
srv[i] The stable read timestamp. Its
value is the largest (known)
Lamport time such that all mes
sages with a smaller timestamp
have been received at peer

—

Table 2.4: Data Structures required for Public Key Infection.

I't The Lamport timestamp

ct The causal timestamp at source
src  Source

dest Destination

mesg The cached authentication protocol message

Table 2.5: The cache record data structure for storing authenticatitocpronessages deliv-
ered through anti-entropy sessions.

Anti-entropy sessions

Anti-entropy sessions between peers transfer the protocol messagespidemic manner.
The timing of anti-entropy sessions can either be application dependenden tortake ad-
vantage of piggybacking on application messages, or could depend oncaititagrevent too
much divergence from the eager protocol execution. The following stefine an anti-entropy
session between the pesrandd.

e Exchange time stamps
Lamport timestamps are exchanged and used to update the Lamport timestaonp vec
I tv. The local Lamport timestampt s, is also updated by the standard algorithm [56].

e Send cached messages
The causal timestamp vectors are compared in order to decide which nseskagkl be
sent to the other peer. For any locally cached recpiitthe following holds:

r.ct > ctvgq[r.src]
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It can be inferred thad has not seen the message stored ifhis is because the causal
timestamp of the messags;t , is later than the last causal timestaropyq]r.sr |, that

is known tod. Thus, all the records satisfying tmsessage exchange conditibave to
be transmitted to the pedrin order to enable eventual delivery at the destination.

e Receive cached messages
The peerd computes a set of records to be transmitted by the same logic. On receiv-
ing a recordr, the receiver inserts in the message cache, and updates the component
ltvlrsrc]if Itvirsrc] <rlt. As aconsequence, the Lamport timestamp vector con-
tains the latest known Lamport time for each peer.

e Exchange stable read time stamp
The stable read time stamp is computed as (hirv[i]). The pees assigns this value to
srv[s]. The updated stable read timestamp vectov, is transmitted tal.

e Delete received messages
The exchange of stable read timestamps allows the receiver to advanceisrants
in the usual manner. The componsnt |i] is advanced to the received valsey|i], if
srv]i] < srvgli]. Updates to the stable read timestamp also allow delivered messages to
be deleted from the message cache. Consider a cached messapehat:

rlt <srvir.dest]

Clearly, since the valuer vir.dest ] is computed at.dest as minimum of the Lamport
timestamps received from the peers, a message with greater or equalrtimpanust

have been received from the message source as well. By assumptioleefcdmessage
delivery, the messagehas already been received, and can be deleted. In this manner, the
peer can delete all the records that satisfy di@ketion condition

Encrypted timestamps

The epidemic algorithm operates in a semi-trusted environment. Thus, it isSaeg¢o ensure
the integrity of timestamps. We creatacrypted timestamgsy requiring the peeirto gener-
ate the pair{t,K."}(t)} instead of the timestamp componentThus, the protocol processing
outlined above would always pass timestamp values as pairs. Receivdcswedafy the cor-
rectness before acting on a timestamp value. By the assumption of non-iititgrttie secure
timestamp can be generated only by the deerhus, for an honest peérit is impossible
to forge the timestamp component representing the stateSihce the authentication proto-
col requires correct operation only from the honest peers, s¢icuestamps are sufficient to
preserve the correctness of authentication protocol.
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2.6.1 Complexity and coverage

The messaging cost and the rate of progress of public key infectioneteemdned by anti-
entropy sessions. Let the peers do an anti-entropy session with angnciwosen peer every
unit time. Consider a message transmitted at the first round of exchah¢g$ - n, then the
fraction f of initially uninfected peers i§;—1. Let f; be the fraction of uninfected peers at round
i. Since an uninfected peer can remain uninfected only by contacting anwmiinéected peer,
f2 peers remain uninfected with the update at roumd.. Thus, on an average:

fiyg = f2

_ f2

The number of uninfected peers drops doubly exponentially with time. Sireceuimber
of exchanges initiated by a peer is one per unit time, the number of messagesnd received
by a peer is irD(1+ ).

2.6.2 Size of the message cache

The rates of message creation and deletion determine the size of the messagie loetu
be the rate of message creation at the authentication protocol layer. thibusgssage cache
receiveqi new messages per unit time from the authentication protocol. Consider th@situa
at roundi with respect to the messages created during the first round. Since tkierfraf
uninfected peers is same as the probabRityf the destination being uninfected, we have:

Py = 2

Suppose the destination gets infected at rokindAgain, by the anti-entropy propagation
of its stable read timestamp, we have the probabiithat a peer is infected with the message
but not with the stable read timestamp of the destination:

P=(1—f?)f2"

Infection with the message but not with the stable read timestamp ensures thmaistbege
is not deleted. Hence, the expected fraction of cached messages iszi)fzw. However,
a cached message could be created at any previous exchange Thandfore, we have the
following summation for the message cache $ize

NS S 1o £
22,
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Relating the series to the integrfiéexdx which is evaluated using integration by parts, we
have the following relation on the message cache size:

eloge
2

n+1

nlog( )

We know that Ioginl) is in O("’%). Also, the rate of message insertigris in O(n)
because messages are sent to all members in the trusted group. Hemeenliee of cached
messages is i@(nlogn).

2.7 Simulation

We devised a simulation system to investigate authentication cost in variousrissenThe
simulation system is a stripped down version of the authentication module implemniented
the library. All the message transfers are replaced by function calls fukttel counters to
simulate system activity. The simulation is designed to replicate the authenticaitongdiin a
universe of peers. The trust relationships between the peers caedst guring bootstrapping.
Application level message exchange can be simulated to trigger authentichtioikreown
peers. The simulation consists of about 1500 lines of C++ code and wsdibdpseudo
random number generator to make application level choices.

The scenarios of interest are bootstrapping and the authentication gieaes/on an ongo-
ing basis. The flow of time is uniformly measured in epochs with each epodistioig of the
time needed for one cryptographic operation and one message trdiégaway of measuring
time allows extrapolation of the simulation results to systems having various tfadéqio-
cessing power and network laterfcit also allows us to state all simulation results in terms of
number of messages exchanged by a peer.

2.7.1 Bootstrapping cost

The bootstrapping procedure requires the trusted peers to authentichtetber as if they
were mutually probationary. This process was simulated with respect to thsttapping set
size, the topology of the trust graph connecting the bootstrapping @ewfshe proportion of
malicious peers in the universe. We simulated the bootstrapping processeese of 1000
peers with trusted group sizes from 6 to 56.

We chose different types of trusted groups, as shown in Figure 2.8eBlidnal trust was
used to create clusters of mutually trusting peers. This is realistic in geagadiphocal or

6The extrapolation should assign zero message transfer time and thereteayptographic operation time to
calculate the cost of Public key infection.
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Figure 2.8: Average Bootstrapping cost per Peer.

in small world type of trusted environments. These clusters of bidirectionst were per-

turbed by randomly selecting some of the members from the universe. Thissntak trust

relationship unidirectional, and imposes additional cost on the peers.oshefdootstrapping

increases because it becomes less likely that a trusted peer can retued paoofs of posses-
sion. We also note that the bootstrapping cost is quadratic in group s&tegws in Figure 2.8.

This is expected because the bootstrapping peers authenticate each other

The effect of malicious peers was studied for various group sizesmglieious peers were
randomly distributed in the universe. Their actions were not provably maficm challenge
response, thereby leading to the execution of Byzantine agreement. uBtedtgroups were
created with 15% random selection. The results shown in Figure 2.9 shothéhacurred
bootstrapping cost increases rapidly with increasing group size and wréaising proportion
of malicious peers. This is expected because each malicious peer fomesrhead 00(|7 |?)
message transfers on each of its peers.
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2.7.2 Authentication cost

We investigated the messaging cost incurred by group members and tla¢igmaby peer for
various group sizes. This simulation was conducted on a universe 0ff#8s with statistics
collected in 1000 runs of 1000 application messages each. The applicagsageas were sent
to an unauthenticated peer with a probability of.0 As shown in Figure 2.10, the cost of
authenticating a new peer is independent of group size for the trustes] pbe cost increases
linearly with group size for probationary members. It is slightly cheaper toeaticate peers
in groups with randomized selection because some of the challenge respeps are avoided.
This happens if the probationary peer is already trusted by some groupersenibhe role
of malicious peers is investigated in Figure 2.11. Authentication cost shoegiGincrease
with increasing proportion of malicious peers. The effect of maliciousyisegreater on larger
groups as expected. This happens because malicious peers caxsethior of the expensive
byzantine agreement phase with a quadratic messaging cost.
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Figure 2.10: Cost of Authentication.

2.8 Discussion

Our model supports ancremental growth of trustOptimistic authentication allows the trust to
increase by the successful authentication of a public key through maap grigrations. Since
most of the peers are in honest groups, it becomes increasingly unlie¢ly iing sequence of
dishonest groups is selected. Thus, our protocols praafteauthenticationwhich contrasts
them from the traditional notion of authentication.

The traditional model with its all-or-none approach provides strongeleatitdation with
weaker fault tolerance. We trade off the authentication strength androsgar network as-
sumptions to provide an autonomous and fault tolerant authentication meohathisan be
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Figure 2.11: Authentication with Malicious Peers.

argued that the security infrastructure approach forces systermdesig take a boolean ap-
proach to security. This has allowed most of the Internet traffic to remagcime even though
the computational power and software engineering needed to secueeaitatable. Byzan-
tine fault tolerant authentication is useful because it allows the co-operfatimation of self
authenticating systems.

2.9 Summary

Byzantine fault tolerant public key authentication provides a new approaackle the authen-
tication problems of peer-to-peer systems. The salient features aref lat&ldrust and single
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points of failure. Our approach allows a natural growth of trust withogtiireng trustworthy
hierarchies of delegating and recommending parties as is done in othentmagement sys-
tems. Weakening the network adversary model makes our approadiideasthough weaker
than the traditional model in terms of adversary power, our authenticatiotiosois stronger
in terms of fault tolerance.

The rise of peer-to-peer systems on the Internet is the motivation fologéve the byzan-
tine fault tolerant public key authentication protocol. In the following chapterextend this
approach to social groups of email users.
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Chapter 3

Improving Email Trustworthiness through Social-Group Key
Authentication

3.1 Problem statement

Electronic mail is one of the most popular applications on the Internet. Unliéitnaal mail
that can be signed by hand, electronic mail does not have a built-in autit@rionechanism.
In particular, the absence of sender authentication makes it possibledbsgpaler identity.
It is also possible to modify message contents en-route because messagesarry digital
signatures, which could provide message authentication. The lack afrsauttientication and
message authentication limits the effectiveness and trustworthiness of engihoh-trivial
to determine the true identity of the sender because messages could bedspeof appear
to be from a different sender than the real sender. The low costnofiree electronic mail
coupled with ease of spoofing has led to a flood of spam on the Internd@hd-ender authen-
tication would not only contain spoofing, but also enable tackling the spabigm by using
authenticated sender identities to classify messages as trusted or oth8imitarly, message
authentication would increase trustworthiness of electronic mail making it nfiectiee for
personal and business use. These motivations make sender authenéindtinessage authen-
tication important enhancements to email.

While the original email specification [20, 73] does not address authé&oticthe S/MIME
enhancements [82, 83] have added support for message authentibdgsage authentication
in SIMIME depends on sender authentication, which is provided by annextpublic key
infrastructure (PKI). This works well in an organizational setting, veteecentral trusted party
can certify public keys associated with all the email addresses. Howbeergntralized trust
model becomes unsuitable for communications across organizationaldsasar for private
communication through free email systems. Since the email user base is digethtwith
peers belonging to different logical trust domains, the authenticatiorsinficiure should be
decentralized too. This requirement is not addressed by the S/MIMEssthnd

A popular security add-on for electronic mail is Pretty Good Privacy, coniyrknown as
PGP [109]. It allows users to authenticate public keys of other userseeratp-peer manner.
Human judgment of trustworthiness guides the authentication decisions.ndigtied public



44

The peer A has a group of

trusted peers C, D, and E. A authenticates the
A knows the authentic public public key of B with help
key of the trusted peers. of her trusted peers.

E Authentication
W o T ool )

9

B @ __An unknown peer
<A | Bsendsan emalil

Authenticated public keys
W L to A creat_e secure
= communication paths

Figure 3.1: The big picture: public key authenticatidrauthenticates the public key Bf

keys can provide both sender authentication and message authenticatiagyhttigital signa-
tures [80]. Although PGP has been freely available for over a deitddgget to be adopted by
a majority of mail users. A number of factors contribute to its limited use. Firstlggitiires a
significant level of sophistication to evaluate the trustworthiness of pekean be argued that
common users are either unwilling or unable to make these decisions [99n®gceven if
the users are willing to put a one time effort to manage their trusted peergydaupwn as key
rings in PGP terminology, they may be unwilling to invest this effort on a redudars. The
vast user base of electronic mail views it as a plug-and-play service mgigheimail accounts
available from a number of providers. Therefore, a suitable authentiaaggdhod must be au-
tonomous, i.e., able to run with minimal or no human input. This requirement is dotsgbd
by PGP.

Therefore, we believe that a widely acceptable electronic mail authenticatiotion must
support the following requirements:

1. Operate without depending on centralized third parties for authenticgimsions.

2. Provide autonomous operation with minimal human intervention.
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Fortunately, the authentication requirements for electronic mail are lessthaitthose
for authorization and access control. Let authentication be calledtual authenticatioif it
is achieved with a finite delay, and if the extent of the delay depends on thegnication
patterns of the participants. We note that eventual authentication is adeejptdbe email
environment because of its asynchronous communication pattern. Evautbantication is
also useful because it can overcome the false positives of spam filigrzravide confidence
in the received message, albeit with a delay. On the other hand, while emaiwaication
crosses organizational and administrative boundaries, it typically ®edthin social groups
of collaborating individuals. Therefore, it is reasonable to assume thatdbial groups of
collaborating individuals have honest majority.

3.1.1 Our solution

Our social-group key authentication proposal for email (SGKA) is desdrand evaluated in
this chapter. The proposed solution is an instantiation of our byzantingdérint public key
authentication protocol (BPKA) described in Chapter 2, which suppoftsasthentication of
public keys without centralized infrastructure. The social-group kélyeautication protocol au-
thenticates public keys of email users. It runs as an overlay on the emttpt [54], thereby
supporting incremental deployment and backward compatibility. Digital sigem{id1] gener-
ated from the authenticated public keys provide sender and messaget@ittheo email.

Our public key authentication protocol provides eventual authenticatibis means that
users may receive digitally signed messages from peers whose puldialeyet to be au-
thenticated. While eventual authentication of sender public key would aighenboth sender
identity and message content, there exists a period before eventualteattiemwhen the pub-
lic key authenticity is undecided. This is different from a false negativeraithe public key
of an honest peer cannot be authenticated. We note that while authenticatide delayed,
there are no false negatives in public key authentication as shown in S@diioisimilarly,
there are no false positives under the honest majority assumption. Sincedéying public
key authentication protocol is autonomous and decentralized, socigl-geyuauthentication
inherits these characteristics. Authentication is supported in an end-toa@maer without ad-
ditional infrastructure or human input. Our solution is therefore compatible tivéhusability
requirements described above. It also allows incremental deploymeptreserves backward
compatibility with existing email infrastructure. In summary, this chapter dissusgsfollow-
ing contributions:

e We implement social-group key authentication for email. Our solution is automatic,
byzantine fault tolerant, eventually correct, incrementally deployableswrad com-
patible with the existing email infrastructure, and does not use trusted thitdgpa
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e Performance of the proposed solution is investigated through micro-temkl, sim-
ulation on an industrial and an academic email trace, and live experimentatian o
instrumented mail authentication prototype.

3.2 Social-group key authentication protocol

The secure association of public keys to email addresses is referregublac key authenti-
cationin this chapter. This section explains how the BPKA protocol proposed ipréwgous
chapter is applied to the email environment.

3.2.1 Email setup and security model

The BPKA protocol assumes that the participating peers are identified ynttevork ad-
dresses, which are email addresses in the context of this chapted &atgs premise, we do

not distinguish the email addre8srom the user who uses that address. We assume that every
userU has a public keyiy) and a private keyl‘(gl). Every email message contains the public
key of the sender and is signed by the sender using his or her private ke

The BPKA protocol requires that the asynchronous network conmgtitnpeers provide
delivery failure notifications for non-existent destinations. The netwbiduld support even-
tual delivery on retransmissions, and not become permanently partitiosedming that tem-
porary failures in the email network are eventually repaired, the email nessatisfies these
requirements [54].

Public keys are authenticated with help of a group of peers called the tigreteg:

DEFINITION 3 (Trusted Group) Thetrusted groups used for authenticating public keys of
new peers. On authentication of its public key, the new peer becomedf plagttrusted group.
The public key of every peer belonging to the trusted group is known asigdt.

The trusted group is initialized from the address book of the user. We raitedlonging to
another peer’s trusted group does not affect the authentication proRecause the authenti-
cation protocol requires message transfer between trusted peatsrad@xtension fields are
added to email headers.

DEFINITION 4 (Email Header Extension) The following email header extension fields are
used by social-group key authentication protocol for public key authditit

o X-Bft-Auth-PublicKey : public key of the sender.

1Bft in the email headers stands for Byzantine fault tolerance.
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o X-Bft-Auth-Data : unauthenticated public key of other peers, noncdsectpxt, or trust
decisions.

o X-Bft-Auth-Mesginfo : the protocol operation that sends out the messad)the specific
stage within that operation (for operations that have multiple stages). Pobtugera-
tions can be one of the followinggEMAIL _PEER, EMAIL _RESPONSE, or INFER.TRUST.

e X-Bft-Auth-Signature : digital signature signed with the private key of thdesen

Using SMTP extension header fields for carrying social-group keyeatittation data pro-
vides backward compatibility. The email messages sent by the authenticatiblee@ mail
clients would contain social-group key authentication protocol messagésh are processed
by the email clients supporting the protocol. The additional protocol messagagnored by
other email clients because email systems should ignore unknown extensiters [73].

3.2.2 Adversarial model

We assume the following strong adversarial model. Adversaries mountisy@astacks are
allowed to overhear all the communication between peers. The active asarksstricted
compared to the classical “network is the adversary” model as follows:attive adversaries
have unlimited spoofing power, i.e., they can inject arbitrary messages intettverk. How-
ever, they have limited power to prevent message delivery. In partifotane BPKA protocol

to operate at a peét, it should be impossible to prevent (eventual) message delivery for more
than a fractiorpof P's peers. We note that since email servers are widely distributed, a jatactic
value of@is zero for general email communication over the Internet.

Peers in the trusted group can be honest, malicious, or faulty. The prdtmEonot distin-
guish between the latter two cases, but provides public key authenticatidces® the honest
peers. The protocol correctly authenticates the public keys of hoaest i the trusted group
has honest majority.

DEFINITION 5 (Honest Majority) A trusted group habonest majorityf fewer thant of the
n trusted peers are malicious or faulty, Wheret%n. A peer is malicious if it does not follow
the protocol correctly, and faulty if its authentication vote is incorrect.

For example, a faulty peer may suffer man-in-the-middle attacks causingatéancorrectly
while a malicious peer may intentionally give wrong authentication votes.
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Figure 3.2: Challenge response in BPKA protocél.uses the nonces to authenticate the
public keyKg of B in absence of man in the middle attack.

3.2.3 Our protocol

The purpose of our protocol is to let Alice authenticate Bob’s public key wvlp from the
peers in her trusted group. Our social-group key authentication ptdiasdhe following op-
erations: BAIL _INIT, EMAIL _PEER, EMAIL _RESPONSE and NFER TRUST. The protocol
operations are described below along with the exchanged messagése\kty;, only the con-
tents of X-Bft-Auth-Data and X-Bft-Auth-Mesglnfo email extension haadare described.
The remaining extension headers are populated as follows: Public key étiger is stored in
X-Bft-Auth-PublicKey extension header, and the X-Bft-Auth-Signatxtension header stores
the digital signature created with the sender’s private key.

e EmAIL _INIT: Alice receives an email message from Bob whose publickegy is not
authenticated.

Bob — Alice

e EMAIL _PEER: This operation is run by Alice. Alice emails the peers in her trusted group
A,..., A, for authenticating{gop, the unauthenticated public key of Bob. The email
message has typeMAiL _PEERIN the X-Bft-Auth-Mesginfo header, and kégop, in the
X-Bft-Auth-Data header. For all€ [1,n], we use below formula to represent the email
message sent by Alice to pe&rin her trusted group.

Alice — A Kgob
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Figure 3.3: Distributed authentication in BPKA protocél.authenticates the public key Bf
by gathering authentication votes from its trusted p€ef3, E, andF.

e EmAIL _RESPONSE This operation is run by eady with the participation of Bob. As
shown in Figure 3.2, the peé& runs the GIALLENGE RESPONSEOperation of BPKA
protocol and decides if the public ké§gq, Of Bob is authentic or not. The challenge
consists of a random numbeg, chosen byA; and encrypted wittKgop, the supposed
public key of Bob. In response, Bob is expected to recover the ramdoniben 5, chosen
by A;, and demonstrate its ownership of the public kgy, The detailed steps of this
operation are given below. Each message has the typelLERESPONSEStored in the
X-Bft-Auth-Mesglinfo header.

A — Bob Keon(ra)
Bob — A a
A — Alice Ta (Bob)

Each peeA; emails back itgrust vote | (Bob) to Alice. The trust vote consists of the
signed challenge message senthythe signed response sent by Bob, and a true or false
vote on authenticity.

e INFER.TRUST: This operation is mainly run by Alice and may also require the partic-
ipation of Alice’s peers and Bob. Alice’s inputs are the trust votes recdeftom her
peersA;. If the trust votes are in agreement on the authenticiti{gyh, then Alice de-
cides according to the unanimous decision of her peers. This inferebeses on the
DISTRIBUTED AUTHENTICATION operation of BPKA protocol shown in Figure 3.3.
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If Alice receives disagreeing trust votes from her peers, she initiaEe8taANTINE
AGREEMENTOperation of BPKA protocol, which allows Alice to determine who among
Bob or her peers is malicious or faulty. We note that Bob needs to participahe in
BYzANTINE AGREEMENT step because either Bob or any of Alice’s peers may be ma-
licious or faulty. Alice sends the vector of received trust votes to Boblardpeers

Ai. On receipt of this message, Alice’s peers and Bob exchange the tresvectors
among themselves. Using the symbfItb denote multiple sources or destinations, the
messages exchanged in this protocol operation are shown below. Ethehroessages
contains NFER_TRUSTIn the X-Bft-Auth-MesgInfo header.

Alice — Aj|Bob Ta, (Bob)
A|Bob — A Ta (Bob)

Alice decides whether or not to trust Bob’s key by majority on the trust vatbs part
of the authentication protocol also permits Alice and her peers to identify xcidde
malicious or faulty peers from trusted groups.

3.2.4  Security of our protocol

Our social-group key authentication protocol is secure against theszdiz¢ model defined in
Section 3.2.2, assuming the trusted group has honest majority (see Definititns&curity is
based on the security of the BPKA protocol (discussed in Section 2.aubedts operations
are aggregations of BPKA operations. The embedded BPKA operatiersdssn executed in
the same sequence. Since the email environment satisfies the requirentieat8KA proto-
col (as discussed in Section 3.2.1), the security of our social-groupwégntication protocol
follows from the security of the BPKA protocol.

3.2.5 Complexity of the protocol

The complexity of authentication with the social-group key authentication prbi®same as
that of BPKA described in Section 2.4.4. Givepeers with public keys of lengty the number
of messages to authenticate a pe@(is), the message size@ k), and the computational cost
is O(poly(k)). This equivalence follows from the same argument given in Section 3.2.4.

3.3 Implementation of email authentication

We implemented social-group key authentication as a plugin for Thunderbid elient from

the Mozilla application suite. This section outlines the design issues, applichtices, and
practical considerations encountered during its design and implementahiavefview of the
plugin architecture is also provided.
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The Mozilla suite of applications [3] allows developers to extend applicatinationality
by developing plugins. XPCOM objects are the basic unit of plugin developnighese ob-
jects allow run time linking and expose their interface through a compiled ineedafinition
file. A compiled XPCOM object can be accessed as a first class Javasgjdpt from the user
interface controlling scripts. The user interface itself is defined througtXthL user inter-
face language with Javascript making XPCOM calls on receiving usefdnteevents. The
entire package of compiled XPCOM objects, user interface elements, atling scripts
is referred to as a plugin. We followed the standard procedure [2] to @BB&A library in
Thunderbird in order to provide social-group key authentication for email.

The email authentication plugin architecture is shown in Figure/AAuhentication Adapter
is an XPCOM object that exposes the authentication interface. It is staticatlydlito the
Byzantine fault tolerant public key authentication (BPKA) library. The eatltation adapter
interface provides authentication protocol messages to be attached tonguégaails, and
consumes the protocol messages from incoming emails. The interface atsmsacalls to
guery and authenticate the public keys associated with email addressesauffientication
adapter is used for implementing social-group key authentication. Its fuatitiois integrated
into the Thunderbird email client through tBeripted Extension Acces®dule. In Figure 3.4,
the gray box indicates the standard Thunderbird email client, while the rergdinies show
the major components of our plugin implementation.

3.4 Overlay considerations

We use SMTP extension headers to create an overlay for the sociglkgp@authentication
protocol. This maintains compatibility with existing email infrastructure becauseyegmail
clients should ignore unknown extension headers [73]. Running theqmicas an overlay on
top of email introduces performance limitations and design constraints. Tdtisrsévesti-
gates these issues in order to choose implementation parameters that thcalpnathe email
environment.

3.4.1 Trusted group size limits

We evaluated the overhead of BPKA protocol through a simulation studydtioBe2.7. The
cost of public key authentication depends on various controllable panemiigéebootstrapping
group size, trusted group size, probationary group size, and thefratgh@ntication of new
peers. These parameters must be selected in order to match the compusatibmedssaging
power available in typical email systems with the requirements of the protocol.

The authentication protocol can operate as an overlay above the mgildrabg using the
extension fields defined in SMTP. This is in line with many anti-spam implementatiove-
ever, SMTP mail transfer agents impose a limit on the maximum header size. Toigdsn
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Figure 3.4: Authentication plugin architecture for the Thunderbird email clien

order to avoid denial of service attacks. For examggadmai | , a popular UNIX mail transfer
agent, supports the maximum header size of 32 KB. This limits the maximum authientica
payload that can be attached to a single message. Since the authenticatioal peguires in-
creasing amounts of messaging overhead with increasing trust groyuthsizeaximum group
size that can be supported in the overlay is limited. Using a public key sizelnfdid ZLIB
library for compression, we tested the final header load for differatiteatication message
payloads. A high compression ratio can be achieved on the authenticatisagassecause
they are are serialized in XML format. Figure 3.5 shows the size overhfeadtlventication
messages resulting from the university mail trace described in Section 3.6h&se a pay-
load of at most 300 compressed authentication messages in order to impotwsled0KB
overhead on the mail header.

Messaging cost of authentication depends on the trusted group sizeeaatetbf discovery
of new peers. The budget of 300 authentication messages per emas gffemaximum size of
trusted group that can be maintained. Getting hold of mailbox statistics is chalidmggause
of privacy issues. Therefore, we gathered statistics of unique maiéssies and number of
messages from the mailboxes of a few colleagues. The results indicatéoda2®% of the
messages are sent to, or received from new peers, and need tihbetimated. Applying this
ratio to the limit of 300 authentication messages per email, we can afford 15@€ndigation
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Figure 3.5: Authentication message size with and without compression. A ression is
used on raw authentication messages created for 1Kb sized public keys.

messages per un-authenticated peer. Our previous simulation resultdion&e¢ indicate
a maximum trusted group size limit of 75 peers for this messaging cost. This lijteon
trusted group size is designed into the system.

Designing this limit into the system ensures that the new peers can be sultgés®tstrap
the system at any given point of time. We also note that while the cost ondrgsbep is
independent of group size, the peers to be authenticated do incur easimg messaging cost
with group size. Since the messaging cost on the probationary peer is sémeebaotstrapping
cost, the proposed group size limit is also appropriate for continuoustiqer

3.4.2 Bootstrapping groups

To determine a meaningful heuristic for generating bootstrapping greepsSection 2.7), we
analyzed the email communication patterns available from the anonymizedrsityivemail
trace (described in detail in Section 3.5). Figure 3.6 shows the cumulativibgii®n of num-
ber of user accounts with respect to email messages sent or recedrea @2 day period. We
find that a large number of user accounts are idle with minimal sending aaivirecactiv-
ity. Using the distribution, we cut off accounts that do not have at leastt@oing messages
and at least 9 incoming messages over the period of the study. This settheceumber of
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Figure 3.6: Activity profile of user accounts over the 92 day email tracegeThe trace has
27,623 user accounts andl® million emails.

user accounts in the study from,523 to 715. This active subset of user accounts is analyzed
against two possible heuristics for generating bootstrapping trust giraotyeOutgoing heuris-

tic selects bootstrapping peers from destination addresses of outgoing. eftal$wo-way
heuristic selects bootstrapping peers from both the destination addresses oihgutgaails

and the source addresses of incoming emails.

The selection heuristics are applied to the mail trace by considering the(jr30,land 90
days of the trace. Using the initial subset of the trace is desirable befchwseecommunication
patterns will not be available in real life. The size of the bootstrappingmfaueach mailbox
is calculated using the given heuristic and time window from the mail trace. Timelative
number of mailboxes having more than a given number of bootstrapping [@eplotted in
Figure 3.7. It can be observed that one way communication is quite commoniirasreaown
by the gap between the two heuristics. In order to have a frequently comatingisubset of
users, we apply the 30-day two-way heuristic on the 92 day mail trace r@sidts in a set of
53 peers that have at least 4 peers in their bootstrapping group. Hsstsaf active users is
chosen as the experimental base.
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Figure 3.7: Selection of bootstrapping groups for 715 active useuats@ the email trace.

3.4.3 Handling the email communication model

A characteristic feature of electronic mail is that the sender and recgov@ot need to be
connected at the same time. This offline nature of email requires changesdpidemic pub-
lic key infection algorithm that works with anti-entropy sessions betweerspéati-entropy
sessions determine the set of messages to be sent by checking the time-ettonp at the
receiver [22, 29, 56]. We modify this approach to compute the set ofagesdased on stale
timestamps from a previous receive event. This approach effectivittly e anti-entropy ex-
change into two one sided sends. It increases the cache usagedsstedriimestamps require
sending a larger number of messages. Since the receiving peers wentty sgnore dupli-
cate messages, the modified connectionless epidemic algorithm maintains thenflitgtaf
public key infection.

Email supports one to many communication. This communication pattern does nbt matc
the peer-to-peer anti-entropy sessions. This mismatch is handled by copiatiset of out-
going messages based on all the receivers. Having multiple destinatioes Bopessimistic
choice of messages by selecting messages based on the most out-afedtafEhjis modifica-
tion affects the performance of the protocol by carrying extra messéigpegever, correctness
is not affected since each potentially undelivered message is transmitted.
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Trace Number of messagesTime duration
University 1197043 92 days
Industry 2549767 56 days

Table 3.1: Email traces used for evaluation.

3.4.4 Eager and lazy modes

The authentication mechanism can be run in lazy or eager modes. In lazy thedeithenti-
cation plugin does not proactively send out any email messages spbcfticghe key authen-
tication purpose. The protocol messages are therefore transmitted etiiicelgh organically
exchanged emails in a piggybacking fashion. In the eager mode, addjiloigah generated
email messages may be sent out to peers. These messages would be aaltpimatidled and
absorbed at the receiving end plugin, and therefore would not ehthieguser experience. We
note the downside of eager mode that the added protocol messages noangbed by spam
filters. This problem can possibly be addressed by human means, by #s&imail adminis-
trators to disable particular spam filters. However, losing eager modergigteon messages
only causes delay. It does not affect correctness because thadaieyprotocol will eventually
achieve authentication by piggybacking on user emails.

3.5 Experimental evaluation

The objective of experimentation is to characterize client costs, and tdigistéte suitability
of social-group key authentication in a real life scenario. The experimients done in two
stages. The first evaluation is a micro-benchmark consisting of sendimgegiving messages
from an instrumented authentication plugin. The second evaluation corfdistalized execu-
tion of two anonymized email traces, one from a university and anothertiie industry. The
details of the traces are given in Table 3.1. The university trace is colléciedasendmai |
log behind the spam filter, while the industry trace is collected from the Irtterai gateway
ahead of the spam filter. Statistics are collected for data overhead imposetai messages,
cache size at the peers, and the performance of authentication. Exptsramne also done for
comparing the performance of eager and lazy mode authentication.

3.5.1 Micro benchmarks

A set of micro benchmarks was conducted on.4GHz Intel Pentium 4 desktop running
LINUX Fedora Core 5. The objective of micro benchmarks is to determindatieacy in-
troduced by the addition of authentication plugin in the email processing pdib. adided
latency of sending and receiving emails was measured for differetitudy sizes, as shown
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Figure 3.8: Additional email processing latency for authenticating publis &églifferent sizes.

in Figure 3.8. The sender cost was about 200ms for all the differdaiicgkey sizes. Sender
latency does not depend on public key size because it is dominated bygmesselization

costs. On the other hand, the receiver costs are dominated by the cagtimgoperations of
digital signature verification and responding to challenges. As shown urd-ig.8, the re-

ceiver costs increase from 85ms for 512 bit keys to about 500ms fbrk&ks. While both

of the costs are within usability limits, one can observe that receiver miogesan be done
asynchronously in a separate thread. Therefore, one can expettddition of about 200ms
latency to email operations due to the authentication plugin.

The effect of trusted group size on authentication plugin overhead lsasreeasured, as
shown in Figure 3.9. The overhead on the sender increases with iimgy¢asted group size
because of the increasing overhead of serializing a larger number ségessfor trusted peers.
The overhead increased from 160ms for a trusted group size of 8 to=20 a trusted group
of 18 peers. The receiver overhead does not depend stronglystedrgroup size and takes
about 65ms. The overhead of compression and making function callssgbeauthentication
interface were measured and found to be less than 10ms in all the cagse. OMerheads are
not sensitive to authentication protocol operational parameters, astedp&ending overhead
depends on trusted group size, while the receiving overhead deparidsy size. Since the
overhead introduced by the plugin is less than 500ms in all the cases, itamekfrreasonable
from a usability standpoint.
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3.5.2 University workload

As described in Section 3.4.2, the email trace is trimmed to contain email interactids o
peers that have bootstrapping groups of size 4 or more. A maximum sifao€hosen for the
bootstrapping group in order to limit the processing time of the trace. The trimraed lias
873 752 email messages as compared to the origiddl inillion. This mail trace is used to
drive the authentication system on a single computer. The resulting messabeaud, cache
size, and authentication progress are collected from the logs. We expeniitl different
values of the following controllable parameters of the authentication systestedrgroup
size, expiration time for detecting non-liveness of peers, and the maximorberwof protocol
messages that can be attached to an email message.

Bootstrapping group selection

The authentication protocol performance is sensitive to bootstrapping gelection. In or-
der to ensure progress, the initial candidates were filtered through adayw@aemmunication
rule as discussed earlier in Section 3.4.2. Experiments were conductedderstanding the
suitable bootstrapping group size in the email environment. Bootstrappingga sizes 8,
16, 32, and 64 were selected as shown in Figure 3.10. A number of selewtihods were
developed. The serial and random methods shown in Figure 3.10 setdstrapping peers by
first seen, and by uniform random selection on the candidates resghgclihe product crite-
rion prefers peers with a higher product of sent and receives gessahe balance criterion
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Figure 3.10: Variation of authentication performance with the size and selectierion of the
bootstrapping group.

prefers bootstrapping group candidates that have balanced bidisdatmmmunication, i.e.
the absolute difference of sent and received messages is minimizedarf8eReceive criteria
use the number of sent and received messages respectively.

The performance of authentication is measured by the number of peecsuthia¢ authen-
ticated, and then, averaging over all the mailboxes. We find that the belaaktion rule has
the best completion performance. This is because the underlying protgciides bidirectional
communication for progress. The performance also increases with snmallgr gjizes because
fewer peers can delay authentication. Based on these observatiossleatthe trusted group
size to be 10 peers, and use balanced selection criterion for populatitegrapping groups.

Impact of message expiry

The authentication protocol operates as an overlay on the email infrasgués a lazy pro-
tocol it is susceptible to excessive log growth at the peers. We use &oitaxygssage expiry
time and carry it with all the protocol messages. This ensures that eadcgrmteraction has
a finite life time. This limits the log size at each peer. We added this feature orvolgsthat
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executing the trace becomes difficult without having a reasonable messgzigetime. The ac-
cumulation of stale messages would severely impact the performance. \afnespted with

a number of practical values for message expiry as shown in Figure BtiEleffect of mes-
sage expiry on authentication performance was found to be marginalefdhesra moderate
message expiry interval of 15 days was used in the experiments.

Message overhead

Authentication protocol messages are piggybacked on email through SMe&Rsion fields.
Because SMTP implementations limit the mail header size, the number of protosshges
that can be attached to a single email message is limited. In order to underganeithead
introduced by the authentication overlay, we experiment with message gaydb&0 and 100
authentication protocol messages per email message.

The overhead on email messages due to piggybacking of compressedoproessages
is shown in Figure 3.12. Recall the payload constraint of 300 messadabameader size
constraint of 10KB applied in Section 3.4.1. The observed overhepdatssthe constraint, as
shown by the flat maximum message overhead observed for payloadsnfi3.00 messages.
The median overhead and minimum overhead are shown for the payloadofal®0. The
overhead is positively biased because of a few idle peers. We oltbertvine experimental
message payload values of 50 and 100 messages are reasonabdevithube 32KB header
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Figure 3.12: Overhead on email messages carrying the authenticationghnoiessage pay-
load.

size limit of SMTP.

Cache usage

Public key infection protocol relies on the lazy propagation of protocolsagss. The mes-
sages that are not yet delivered need to be cached at participatirsy pseng the message
payloads of 50 and 100 protocol messages per email, we study the nuinclaehed protocol
messages as the authentication protocol progresses. The resultsvamarskigure 3.13.

The number of cached protocol messages shows an increase addlelpmgresses. The
distribution does not show a significant positive or negative bias asrshgwhe median being
placed in the middle of minimum and maximum values. The initial trend shows an secirea
number of cached messages as the protocol authenticates the bootgtpgesr The median
number of cached messages stabilizes as the rate of production andéxpaysages balances
out. As shown in the figure, this happens approximately on thédiéy of the trace.

We also note that the maximum permitted payload affects the number of cacheaess
As shown in Figure 3.13, the maximum number of cached messages dsareag@ally with
decreasing payload. The number of messages is also closely related thudlesize of the
cache as shown in Figure 3.14.
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Figure 3.13: Number of authentication protocol messages cached at éerdd.c

Mail Checking Interval| Extra Email Ratio| Time for 80% authentication
Weekly 0.502 14 days
Daily 0.702 2 days
Hourly 7.038 2 hours

Table 3.2: Overhead and authentication latency for eager mode authentication

Lazy mode authentication performance

The authentication protocol results in the authentication of public keys o pEke progress of
authentication is shown in Figure 3.15. It can be noted that there is a widwitidpetween the
progress of authentication between the best peer and the averageaerte of authentication.
This gap can be attributed to the fact that most of the email users do noa $etnaf messages.
The implementation of authentication as an overlay on SMTP limits the rate of psogfe
authentication. Using a trusted group size limit of 10 peers, payload cap&adidp messages,
and a 15 day message expiry interval, the average peer can autherimat8%06 of its peers
of interest in the 92 day run.

It is noteworthy that increasing payloads allow faster completion of the gobtd his is
clear from the slower rate of authentication obtained with a payload of 50agesas com-
pared to 100 messages. This behavior is expected since the progthsspodtocol is con-
strained by the payload limit, which restricts the immediate delivery of all possildeages.
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Figure 3.14: Storage overhead caused by the cached authenticatiocoproessages.

The authentication protocol requires challenge response results lrtime &rusted peers.
However, even one challenge response result from a trusted pmadgs some confidence
in the authenticity of the public key being authenticated. This “optimistic authenti¢ato
also studied as shown in Figure 3.15. The average completion of optimistin&a#tien is
at 55% at the end of 92 days, i.e. averaging over all the peers, more dffaof fthe peers
have been authenticated. This progress is satisfactory consideritigetpaotocol is backward
compatible with the mail infrastructure, has lazy operation, and is fully autonemo

Eager mode authentication performance

Eager mode authentication performance is evaluated for various eagngétervals. This
assumes that human users typically power up the email client to check faeneived emails
even if they do not send out any email. This periodic powering up of the efieit is used for
sending out the social-group key authentication messages to peerspaéisaip the authen-
tication performance because users who only read emails can also Hewaethentication.

We experimented with various periodic intervals for activating eager modeshdwn in
Figure 3.16, the rate of authentication seen by all the peers increases @eritdic interval
between eager exchanges is reduced. The eager protocol resuksifistantial speedup in
authentication performance as compared to lazy baseline authenticatioreagéeprotocol
can authenticate more than 90% of the peers within a week if users justttiegoémails once
a day. This is a huge speedup over the slow rate of authentication seenaaytemse. The
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Figure 3.15: Authentication progress for different authentication megsagoads.

overhead introduced by eager mode is measured in terms of ratio of add#imak messages
sent as compared to the organic email messages captured in the mail traceedian of ratio
overhead introduced by the eager mode is very marginal as shown ine Bdut. The time
to reach 80% completion is about twice the eager send interval as also shbairte 3.2. Thus,
the eager mode latency can be used to trade off authentication delay asedrmessaging
overhead.

3.5.3 Industry workload

The second real trace is collected from the Internet mail gateway of aotffdration. This
trace is collected ahead of the spam filter and poses a unique challertge farthentication
mechanism. As shown in Figure 3.18, while 70% of the addresses regeivezithan 100
messages, less than 50% sent out more than 2 replies over the 56 day pkisds consistent
with the large amount of incoming spam and can be contrasted with Figure @) shows
the distribution on the spam filtered university trace.

The authentication protocol authenticates less than 2% of peers in the yndostrario.
This can be contrasted with Figure 3.15, where the authentication pro@meauthenticate a
much larger percentage of peers. Analysis of the industry workloagistiat senders outnum-
ber the receivers by about 68 to 1. Therefore, most of the sendermareceivers. Since the
authentication protocol is required to authenticate the public key of a sehddew receivers
can authenticate only some of the many senders. In order to interpretdhits vée considered
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Figure 3.16: Progress of eager mode authentication with different eneakicty frequencies.

the instances where a receiver responds to the sender. The industtsanehad 5 such in-
stances. In two instances, the sender is authenticated by the receigefiiéeffectiveness of
authenticationas the fraction of times a receiver can successfully authenticate ther.sévele
find that the effectiveness of authentication on the industry trace is 40%orhparison, the
university workload has 2301 such instances, and the effectiverfieaghentication is 36%.
Therefore, the performance of authentication on the industry trace isazabip to that on the
university trace.

3.6 Comparison with alternative solutions

PGP is a popular public key authentication system. It works with the help of maegisions
of trustworthiness that are expressed as public key certificates. P&Hkeng rings to store
trust relationships that are expressed as public key certificationsn beaoted that the uni-
directional trust relationships in PGP can be mapped to a directed trust grhp vertices of
this trust graph are PGP keys and key certificates are the directed &tigesfore, authentica-
tion of a node reduces to finding a path to the node in the trust graph. Beeveld behavior of
PGP trust graph has been analyzed in [17, 85, 93]. The trust gnag tie have one very large
strongly connected component. For example, biggest key-ring mentignetdype. or g was
1.9GB in April 2002. We can compare the storage requirements by comparingizb with
the cache size in our protocol. The storage costs are relatively small, ofdee of 10MB,
as shown in the experimental evaluation. Therefore, peer-to-peéc el authentication is
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Figure 3.17: Messaging overhead and authentication latency for eageranthentication.

autonomous and has lighter storage requirements as compared to PGP.

A number of sender domain authentication proposals have been putdotoveackle the
spam problem. These include Sender Policy Framework [100], Sendéi,IDomain Keys
Internet Mail (DKIM) [4], and accredited DKIM (ADKIM) [36]. All ofthese proposals asso-
ciate cryptographic material and mail sending policy with the DNS recordsmféhs. This
information is used by receivers to detect forged sender addrebsesexample, a domain
Xyz. comcould nominate a particular server to send all the emails for senders in théndoma
The receiving mail transfer agent would check if this policy is being retegke and refuse to
accept emails coming from senders in another domainssegbody @bc. com These pro-
posed solutions are at the domain level, and are complementary to our useolenion. Our
solution aims to achieve individual key authentication, which is at a finer taatyu Using the
end-to-end argument [87], only the application that uses sender &gttem is best equipped
to correctly implement it. For example, users may want to distinguish sendéne same do-
main and be willing to receive email frofmi end@bc. combut not fromst r anger @bc. com
This kind of fine grained control may be complementary to domain level autl#iotic An
additional benefit of our approach is that the computational cost ofayygphic processing is
moved away from the mail gateway to the large number of user desktops.

The widespread use of spam control solutions with false positive enamseduced the
reliability of electronic mail. Garriss et. al. propose the use of social informatizerent in the
communication patterns to eliminate the false positives of spam filters [34]. \oyikis work
makes stronger assumptions by prohibiting man-in-the-middle attacks andgptamimplete
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Figure 3.18: Activity profile of industry user accounts over the 56 dayildnage period. The
trace has 84 million email addresses ands2million emails.

trust in the attestation servers that manage attestations of social relatiok¢diiish et. al.
propose another approach to solve the spam problem without introdadssgositives [97].
This approach enforces a sending quota in a lightweight fashion benhdspn global trust
for quota allocators. Unlike these approaches, our sender authemtisatistion does not
require global trust for any entity, resists man-in-the-middle attacks, amddes a useful
sender authentication substrate that can be used to prevent falseggasithpam filters. There
are a number of commercial anti-spam solutions that use a challenge sespechanism to
authenticate sender addresses. It can be noted that these solugahshaffusability of email
by delaying the delivery of important messages. Our work differs fragselsolutions in two
ways. First, while authentication could be delayed, message delivery &ffacted. Second,
while the challenge response step of these solutions is vulnerable to the 4terAmddle
attack, our solution resists such attacks.

3.7 Summary

We implement and evaluate social-group key authentication, an automatiotiogztault tol-
erant authentication system for email. We have implemented the authenticatioamsecton
the Thunderbird email client. Our authentication mechanism has been edahrategh micro-
benchmarks, and with two real life email traces. Evaluation results showhthaverheads are
acceptable, and that the authentication mechanism is effective in realdifarsss.
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The social-group key authentication protocol operates on social grotipollaborating
users. Authentication in peer-to-peer systems has already beensattteough the byzan-
tine fault tolerant public key authentication protocol developed in the puewebapter. In the
following chapter, we will generalize to the ad-hoc networking model, andldp a protocol
for authenticating public keys and geographic locations.
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Chapter 4
Securing Geographic Routing in Mobile Ad-hoc Networks

4.1 Problem statement

Ad-hoc networks are becoming increasingly important with greater availabilitypopularity
of networking enabled devices. These infrastructure-free netwwiksh are assembled on the
fly, are vulnerable to malicious nodes and other adversaries. Both thiegonechanism and
the routed data flow are potential targets. Geographic routing is an estallisdtocol for rout-
ing in ad-hoc networks [14, 30, 50]. It relies on nodes knowing theiggaphic locations, and
using their one hop neighbors for routing packets to target geographimdtions. Location
awareness simplifies ad-hoc routing but also raises privacy conc&dversarial nodes may
collaborate to track node locations, thereby violating location privacyur8eg geographic
routing while simultaneously protecting location privacy is the focus of thiptena

Securing ad-hoc routing is challenging because of the lack of pre-existiring and se-
curity infrastructures. Nodes must create the routing infrastructure mtitigang global knowl-
edge. Lack of secure node identification is an additional challenge. Madiciocompromised
nodes may pose as new nodes, or as known good nodes. Existing adduwsc routing propos-
als have assumed various degrees of infrastructural supportdoessing these challenges. In
contrast, our approach uses anonymous nodes and a cryptogregibtopfor securing ad-hoc
geographic routing in an infrastructure free manner. Our solution ti@iescurity infrastruc-
ture for computational and messaging overhead. Ongoing improvementsdagékilities of
networked devices make this choice reasonable.

In this chapter, we present an infrastructure-free secure geugnaquting protocol. Our
protocol protects location privacy and requires that nodes be able¢g¢oree their own ge-
ographic location. Geographic routing protocols are known to be pantigidasceptible to
location errors and attacks [55, 59]. Our protocol authenticates gglbigrlocations, thereby
making it robust against malicious nodes. It also prevents malicious noalasbieing used
for routing. The routing paths taken by messages can be authenticatetl,allbws the de-
velopment of new security policies, such as trusting message content if #sageeis routed
through designated safe areas. In contrast to existing location authienticsearch, our ap-
proach does not require out-of-band communication or shared ssitiesdization.
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4.1.1 Our solution

We propose geographical secure path routing (GSPR) for secutihg@routing against ma-
licious nodes and passive adversaries. The routing protocol op@matecation aware anony-
mous nodes in order to provide privacy preserving secure gedgraplting for ad-hoc net-

works. The protocol has the following goals:

¢ Route messages to desired geographic locations in the presence of malatess De-
tect and avoid bad geographic regions containing malicious or faulty nodes

e Authenticate the self-generated public keys and geographic locationsdefsron the
routing path.

This chapter describes the GSPR protocol in detail. Attacks from maliciodesnand
passive adversaries are analyzed in order to demonstrate the cesseghd attack resistance of
the protocol. The overhead introduced by the protocol is modeled andllyaca investigated
in various operational and attack scenarios using the NS2 network sim[fiator

4.2 State of the art

Secure routing in ad-hoc networks has been investigated by a numbeorofvprks. Hu and
Perrig propose the Ariadne protocol for securing on-demand andescauting protocols in ad-
hoc networks [43]. Similarly, the SEAD protocol [42] secures distamwtor routing in ad-hoc
networks. Both the protocols requires a secure cryptographic initializatiase, but use highly
efficient symmetric key cryptography. While our approach uses exgensdular arithmetic,
it does not require secure initialization. A public key infrastructure bapgdoach to securing
distance vector routing is presented in [98, 105]. Public key infrastreigsualso used in [9]
to secure on-demand ad-hoc routing protocols. Threshold cryptogitzased secure ad-hoc
routing is presented in [106]. All of these approaches are infrasteictiented. Our secure
routing protocol, in contrast, is infrastructure free.

The privacy threat posed by location aware devices has also bedno aftopense research.
Defective or compromised devices could allow tracking of their users.afitmmn of malicious
nodes could co-operate to continuously track the geographic locatiomsrettdevices (and
their users). EXxisting research has taken two approaches for prgtasen privacy: the first
is to fudge the locations of identifiable nodes as in [66, 37]. The secondigetpseudonyms
for temporary identification of nodes as proposed in [11, 101, 81, 18J8,We use the latter
approach because secure geographic routing requires authentaxztidns. Using tempo-
rary pseudonyms for location aware nodes allows us to provide locatiacprand location
authentication simultaneously.

A multi-hop anonymous challenge mechanism has been used by Mahajan[6%] &br
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detection of free riders in ad-hoc wireless network. Their mechanisoiresgtwo-hop trans-
mission of challenge messages. Our recursive challenge responisead te their mechanism
in the sense that remote nodes are used for security processing. Urdikevitork, the authors
do not study the effects of mobility.

A secure cryptographic initialization based scheme for providing robaatitm estimation
in a hostile environment is presented by Liu et. al. [65]. Our approachtisglisshed in the
sense that we do not require any secure initialization. However, ounagpis more expensive,
requiring asymmetric cryptography.

A statistical approach for robust localization using triangulation is destribelLi et.
al. [64]. Our approach is similar in the sense we allow the existence of maliotmes. The
difference in the approach is that we use cryptographic primitives atreehlgvel, and do not
depend on physical level data. Other approaches include Sastry ¢@1Jalwho use echo
latency for localization. In contrast, our solution does not use out ofdhd bommunication.

4.3 Preliminaries

Geographic routing is a well researched approach for ad-hoc rojd#h@0, 50, 53]. Nodes
are expected to know their own geographic locations, and to share it wittotreehop neigh-
bors through periodic beacons. The periodic beacons allow eachtm&dew the geographic
locations of its one-hop neighbors.

Messages carry their target locations as they are routed though thoe ambtivork. Under
the assumption of bidirectional connectivity, geographic routing canfiogesitly implemented
on a planar sub-graph of the one-hop connectivity graph. A numlpanérization approaches
have been developed, and each can lead to a different subset bboesigo use for routing.
Once the choice of neighbors to use for routing is made, the next hopecdatermined by
greedily selecting the next hop in order to minimize the remaining distance to ttieaties
location. Greedy forwarding fails if there is no next hop among the neightinat is closer
to the destination. In this case, geographic routing makes progress linernte perimeter
mode. In the perimeter mode, the next-hop is selected so as to traverseithet@eof the
region where greedy forwarding failed. Perimeter mode forwardingruoes as long as there
is no better greedy next hop neighbor, and the initial location where tivagter mode started
is not visited again. Geographic routing is simple and efficient. The stateedaqut each node
depends only on the node density.

The underlying assumptions of bidirectional and distance based corityebtive been
challenged through experimental studies in [53]. The same study alsothatakese non-
malicious errors are solvable through improved planarization techniqulestefbre, we do
not consider violations of bidirectional connectivity and transmissiongaRgor research has
also noted that geographic routing is susceptible to location errors ankisafsé; 59]. These



72

11.118N 55.563W

@—» 2m/s

{1110,5556} {1111,5556}

%

{1110,5555} {1111,5555}

Figure 4.1. An example of geographic location and integer co-ordinatesordnates are
shown in curly brackets, e.g(1110, 5556. 11.118N, 55.563W is a geographic location.

security attacks are the basic focus of our geographical securequaitingr protocol (GSPR).

4.4 Model

This section discusses the assumptions, the problems being solved, arudatt@enrused in
this chapter. The participants in our geographical secure path routihgcpt are referred to
as nodes. The nodes are located in an integer vector space as shaguréen4d=1. The nodes
may be stationary or mobile. These two cases are considered separaeelgorfectness and
attack resilience of routing is first established for the stationary caseefféws of mobility
on correctness, attack resilience, privacy, and performance aiecthereafter.

4.4.1 Assumptions

We make a number of standard ad-hoc networking assumptions. All the acglassumed to
know their geographic locations. The GSPR protocol operates on integendinates, which
can be constructed by scaling the geographic co-ordinates with a glotsahot. For example,
as shown in Figure 4.1, the integer co-ordinaft#$11 5556} of nodeA can be derived from
the geographic location 1118N, 55563W by applying a scaling factor of 100. The scaling
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factor is assumed to be a predefined constant well known to all the ndddes generate their
own public-private key pairs. We also make standard assumptions ateonbthinvertibility
of popular cryptographic functions.

Nodes are identified through short-lived temporary pseudonyms. Tisezelonyms are
also used as the physical level node identifiers in order to prevenicphievel identification
attacks. Pseudonyms are constructed from a pseudo-random nuemieeatpr. This ensures
that pseudonyms can not be used to derive real node identity. Noglessumed to silence
transmissions while changing pseudonyms. Nodes can also estimate the mfiraberhop
neighbors either by listening to local transmissions or by knowing the naugtgeThese ca-
pabilities are sufficient for using mix zones. Mix zones are regions wificgrit node density
that can provide large enough anonymity sets to support the desiredfemebnymity [18].
Changing pseudonyms within mix zones prevents node tracking by making issil® to
associate a series of pseudonyms with a physical node. This protectsatierigprivacy of
participating nodes.

We assume that promiscuous mode reception is enabled on the networkitgradilodes
overhear all transmissions in their one-hop neighborhood. This endétiestion of malicious
activity in the one-hop neighborhood. The underlying networking layexjsected to handle
the hidden terminal problem, packet collision, and asymmetrical connectigiygss Node
connectivity is assumed to be symmetrical and resilient to packet lossesidayusollisions or
jamming.

Node connectivity is assumed to have a range limited one-hop neighborfleedne-hop
neighborhood is bounded by a maximum distaRceNodes farther apart thaR are never
one-hop neighbors. The maximum range distance is assumed to be a fiketl gostant,
which depends on the the link layer technology being used. For example oatdoor IEEE
80211 peer-to-peer wireless network, the maximum range is limited to a few hainuiters.
Violations of connectivity radius are detected, and result in the offenutidg being eliminated
from the secure routing protocol. Limited connectivity radius is a readeresumption in the
context of standardized wireless networking hardware.

4.4.2 Definitions

Consistent with traditional geographic routing [50], all the nodes ardddaan a plane. Every
node p has a geographic location: Locatign = (px,py). The integer co-ordinateg, and
py of the node are computed by scaling the geographic location with the glaiamgséactor.
Each nodep has a public keXp, such that a messagecan be secretly sent by encrypting
with the well known public key akKp(m). The corresponding private kda@gl is only known to
p, and can not be computed fraf. All the messages transmitted froprare digitally signed
with the private ke;KIgl. The notation used in this chapter is summarized in Table 4.1.
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fog(x) Function composition of andg, i.e. f(g(x)).
f(x)  The functionf appliedk times onx.
{X,y,z} Message containing stringsy andz.
Kp Public key of the node.
Kyt Private key of the node.
Ko(X) A stringx encrypted with the public kel of p.
{X}p A message consisting of strigsigned by nodep.
p A pseudo-random number generated by npde
(px,py)  The geographic location of noge also represented as Locatiq).
(px,py)  Integer co-ordinates of nodederived by scaling its geographic location.
AL(p)  The set of nodes in the one-hop neighborhood of nmde

Table 4.1: Notation

Our GSPR protocol resists attacks from malicious and faulty nodes. Maliciodes may
intentionally try to give incorrect responses while faulty nodes may be a&itlenkd have incor-
rect inputs to offer. Honest nodes are distinguished from maliciousutiyfaodes as follows:

DEFINITION 6 (Honest Node) An honest node knows its correct geographical location, fol-
lows the maximum range constraint, and executes the GSPR routing protoaetly. Other-
wise, the node is called malicious or faulty.

The ad-hoc network consists of honest and malicious nodes. Thees n@y be placed
at arbitrary geographic locations. Nodes become candidates foraggmgrouting depending
on their geographic location. Routing paths consist of sequences esndgach node on
the routing path is responsible for forwarding the message towards tgesgnic destination.
Given a node responsible for forwarding the message at a givenwmplefine its honest
witness node as follows:

DEFINITION 7 (Honest Witness) An honest node is an honest witness for a forwarding node
if it is in the one-hop neighborhood of the forwarding node, the previmsnode, and the
next-hop node for the given geographic routing path.

The presence of honest witnesses allows the protocol to secureagbamgrouting while for-
warding messages. We definelamest witness netwods an ad-hoc network that has honest
witnesses for all of its nodes.

DEFINITION 8 (Honest Witness Network) A network is an honest witness network if there
is an honest witness for every possible routing path of leBgth

Geographic routing allows packets to be routed to destination locationsotitieg proto-
col will return a failure message if there are no nodes in the one-hopbaighod of the target
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location. If the one-hop neighborhood of the target location has one mr nuales, then each
of them is considered a valid destination. Our GSPR protocol operatesoiiignest nodes.
The routed packets are expected to reach target locations by usimg saqiing paths only.

DEFINITION 9 (Secure Routing Path) A secure routing path consists of a sequence of hon-
est nodes, each of which is the one-hop neighbor of its predecessor.

Participation in our protocol allows nodes to find a secure routing path toestndtion.
The source node requests for a node located near the desiredgjgodpaation. GSPR finds
an honest node in the one-hop neighborhood of the location if possiterefurned response
contains the public key of the discovered node and the secure routinggdth Message
integrity is guaranteed for both query and response messages. Nerbtles for the query
messages are determined by geographic routing while the response enisssaigrce routed
on the reverse path. The security properties of GSPR protocol arebistad:

DEFINITION 10 ( Properties of GSPR protocol ) Given a messag@t starting at node s
with the destination geographic location D, a geographic secure path ro(@&8PR) protocol
is secure if the following properties hold in an honest witness network:

e If there is a secure routing path(s,d) from the source node s to a node d located within
one-hop distance of the destination locationthent is routed to d.

e The destination node d receives the secure routing pésid).

e On receiving the returned response, the source node s gets thetqoutdc key K of
the destination, and the secure routing patfs, d) traversed by the message.

4.4.3 Threat model

The routing protocol may be attacked for a number of reasons. Adiessaay create the
false appearance of being at a location in order to gain additional peglegor example,
access to a classified document may be denied while away from a safebaregpproved
within it. Adversaries may also have the simple motivation of rendering the roogwpanism
unusable. These motivations are considered in this section. A summarytbfelae model is
also provided in Table 4.2.

A number of threats are expected in the wireless ad-hoc networking emémt. Both
the routing mechanism and the routed data may be attacked.  Attacks can bednonin
the routing mechanism by dropping or incorrectly forwarding messagesrrict forwarding
means forwarding messages towards incorrect directions, and inclladsécal attacks like
routing loops and wormholes. These attacks against geographic rotgingrasidered in the
security analysis. Attacks on routed data could target the payload ornkmlodata required
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Category Specific Threat |
Routing attack  Dropping messages
Routing in the wrong direction
Data attack Payload modification
Control data modification
Malicious node Reporting false location
Directional transmission
Transmission power changes
Tracking node location

Table 4.2: Overview of the threats handled by GSPR

for protocol operation. Control data susceptible to modification includes imwhtifiers, node
locations, and other data fields governing the routing protocol. The thirdata modification
is also considered in our analysis.

Nodes are also vulnerable to attack in ad-hoc networking environment. 1Gonged
nodes can be controlled by an attacker causing them to behave malicioustomectly as
defined in Definition 6. Malicious nodes may also collude to continuously traclottation of
a node, thereby violating its location privacy. In case of nodes havingehocations, location
privacy violations also make anonymity violations more likely. Threats from comfsed or
malicious nodes are considered in our analysis along with possible attatdsation privacy
and anonymity of nodes.

A number of low level attacks are possible against wireless ad-hoc netwdihe jam-
ming attack blocks radio transmissions in a given geographic region, thpretgnting the
routing protocol from using that area. Jamming can be tackled with sppesdrem tech-
niques [102]. Other low level attacks include transmission power chaagggdirectional
transmissions. These attacks are detected by the protocol and thesiblpondes classified
as malicious.

4.5 Geographical secure path routing

The details of our geographical secure path routing protocol areibedadn this section. Each
of the building blocks: geographic hashes, periodic beacons, gdugrauting, and malicious
node detection are presented below.

4.5.1 Geographic hashes

We develop a novel method, callgdographic hashegor encoding relative geographic posi-
tions of two nodes. Our solution associates unforgeable transientaggoghashes to relative
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Figure 4.2: Using associative one-way functions to create geograpbieh.Hy andHy are
associative one-way functions which are applied to maintain geograpstic/atues at different
geographical locationsg is a random nonce published by nagignd serves as the geographic
hash ofsats.

geographic positions as shown in Figure 4.2. Geographic hash vatiadamction of source
node and location of calculation. Geographic hashes allows the validatioodef locations
beyond the one-hop neighborhood. Nodes maintain a set of integestataled geographic
hashes, that associate a secret with a geographic location. The caatmit be determined
without being in the vicinity of the location, but its knowledge can be verifiedately. Geo-
graphic hash values are transient (i.e., are short-lived and keepiobamhile a node moves).
They are computed by repeatedly applying cryptographic one-wayidmsmn a random nonce
chosen by the node.

Geographic hash contains a chain of hashed values. It has the followémgsting prop-
erty. Given a geographic hash value corresponding to a time peribi infeasible for any
polynomial-time adversary to compute the geographic hash values corddspdo any sub-
sequent time period > i. On the other hand, the reverse computation can be easily done,
that is, given a geographic hash value corresponding to a time pelitadd easy to compute
the geographic hash values corresponding to the preceding time pgetiod Conceptually,
this property is the opposite of a regular one-way hash function, wiempuating the hash
value from an input is easy while finding the input corresponding to a Yalsie is hard. We
are able to achieve our property by having a node to (1) pre-computaia chhash values
(r[1],...,r[n—1],r[n]), wherer[n] is the hash value afin— 1] and so on, and (2) use the chain
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in reverse ordefr[n|,...,r[1]), that is, user[n| first, thenr[n— 1] second, etc. Geographic
hashes are created through modular arithmetic. Consider a large prand a generating
numbera, such that the functiofi(x) = & mod p mapsZ; = {1,..., p— 1} onto itself. Each
integerh € Zy can be used to represent a one-way funckigr) = (a")* mod p since the dis-
crete logarithm problem of finding giveny = @ mod p, is believed to be NP-hard. Formally,
geographic hash is defined next.

DEFINITION 11 (Geographic Hash) Each node A periodically publishes the following geo-
graphic hash parameters: a large prime p, a generator &g {1,..., p— 1}, three random
integersia,Na,0a € Z7, and a time interval\s indicating the expiry time for a single version
of the geographic hash.

The geographic hash of A is initialized o, ra) at A, where g is a random nonce selected
by A. Successive versiongif and rafi + 1] of the random nonce satisfy:

rafi +1]a% mod p = ra|i]
Each node B in the neighborhood of A computes the geographic hasatd As follows:
GH(A,B) = (rAaZAAX mod p, raa™® mod p)

whereAx andAy are the differences in the integer co-ordinates related to the geograptde lo
tion of A and B.

The geographic hash has the following properties:

e A geographic hash at a remote location is easy to verify.

e A geographic hash for a remote location is hard to construct except img lre the one-
hop neighborhood of the location.

The geographic hash is a tuple of integers computed by repeated app§aattione-way
functions to the locally known geographic hash of a node. The functiendesigned to en-
code the relative position across multiple applications on various nodesideéoa component
GHy of the geographic hash after two translatidtys andAy, from A:

GHy = ra.a1¥1 a2 mod p
— rA'anAAy1+nAAy2 mod p

= rp.aA®1+2) mod p

The final value of the geographic hash component depends only onitikérindom nonce
ra and the difference in integer co-ordinates. An example computation is shdwgure 4.2.
They component of a geographic hash is being computed for the paramgetes3, na = 10,
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{1110,5561} 6 73.(82710)*2 mod 97

2 units

{1110,5559}(gY |73

53.(82710)"3 mod 97

3 units | Geographic hash of A at B

b —— -

{1110,5556}@ 53

Figure 4.3: Example of geographic hash calculation. The Hoselectsa = 53 as its initial

random nonce, 82 and 97 are the generating and prime numbengaand0. The calculated
y component of the geographic hash is shown in square boxes. An atiptaof the value is
given on the right.

prime numbemp = 97, and generating numbar= 82. The final value of 6 encodes a relative
translation of 5 units along theaxis because & 53(82!%)° mod 97. Since the construction of
geographic hashes encodes the relative geographic locations sf ticeleomputed geographic
hash values would be identical across different calculation paths.

4.5.2 Beacon

Nodes are required to know one-hop neighbor locations for geoigraqpltiing. This is achieved
by having the nodes transmit a periodic beacon containing the node ideatitielocation.
Nodes continuously listen for beacons from neighboring nodes. Tomiation gathered from
the received beacons is stored in memory in order to support geograpltiity. Our protocol
extends the beacon to include the public key and the random nonce sdigt¢texinode. This
ensures that public keys of nodes are well known in the one-hop raigbdd. The beacon
also includes locations and geographic hashes of neighboring nodéss infbrmation helps
in detecting malicious nodes as discussed in Section 4.6. Beacon messagégitally
signed with the private key of the node and are broadcast to all theamadighbors.

DEFINITION 12 (Periodic Beacon) Each node p periodically broadcasts a beacon message
containing its geographic location, random nongg public key K, neighbor information list
Q, and a set of geographic hash@known to it. The beacon message is broadcast to all nodes
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in the one-hop neighborhoag (p) of p as shown below:

p — A(p)  {{p.Location(p)}y.rp.Kp. Q..M

where
Q= {{a.Location(@)}q| a € A (p)}
and
G = {(0,2q.Ng 8q,Aq, GH(q, p)) | Distanceq, p) < 2R}
and

M = {(q, Evidence | q is malicious}

The periodic beacon permits sharing the information that is used for validatinipg ac-
tions. Sharing the neighbor information liSthelps in detecting false location attacks among
the set of one-hop neighbors. The geographic hashes of nodésdaeithin twice the maxi-
mum one-hop radiurR are stored in memory. These geographic hashes are shared with neigh-
boring nodes in order to detect malicious routing behavior beyond théopeeighbors.

4.5.3 Routing protocol

The GSPR protocol has a two step query-response messaging modeladPaghb control
data are sent towards the destination location as is done in traditional ghimgrauting pro-
tocols. The returning source routed acknowledgment completes the @totoc The rout-
ing protocol consists of the following operationsEBIN FORWARDING, GEOGRAPHICFOR-
WARDING, LOCAL RESPONSE RECURSIVE RESPONSE END FORWARDING, REVERSE RE-
SPONSEFORWARDING, and VERIFICATION. The additional stage of malicious node detection
is treated separately in the next section because it encompasses all tagoapedescribed
above. Malicious node detection results in nodes being detected as malicithes o
neighborhood being classified as a bad neighborhood. Malicious acelest used for routing
and honest nodes do not forward messages if they are located inighoréoods.

Consider a data payload being routed from source nods tih@ destination nodd near
the target geographic location. L&y, ..., px} be the intermediate nodes on the geographic
routing path. The messages involved in the GSPR protocol are descalmd [All the mes-
sages include source and destination identifiers. These common fieldsitteddelow for
brevity.

e BEGIN FORWARDING
This operation executes at the source nedad begins routing the payload to the desti-
nation geographic location. The message contains a location lis{,= [Location(s)],
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which is initialized to contain the source location. The message also contaistham
noncers selected by the source node. The message type “forward” is includeden o
to distinguish it from other messages in the protocol. The following messagati$cs
po, the next-hop node for geographic routing:

s — po {Forward D, rs, Ls, Payloads

GEOGRAPHICFORWARDING

This operation executes at each node on the routing path. At pod€ po,..., Pk},

the next-hopp;. 1 is determined according to geographic routing towards the destination
location. The operation is triggered on receiving a message with the type “fotward
from the previous hop;_;. The operation results in further forwarding of the message if
the current node is not the destination node. The forwarded mesgsatginsahe location

list ILj which is constructed by appending the location of the current node to thtdoc

list received from the previous noge 4, i.e. i = L;i_1 + [Locationp;)]. The nodep;
transmits the following message to the next lppp;.

B — Pt {Forward »,rs,L;, Payload;

The operation also causes a “local response” message to be retuthegtevious hop
nodep;_1. The local response contains public key, node identifier, and geaigrapsh
(see Definition 11) informatiom(p;+1) about the next-hop node:

1(pi+1) = (Kp,., Pit1, Location(piy1), GH(pi+1, p))

i1 — Pi {Local Responses, Klgil(rs), I(Pit1)ti

The purpose of the local response message is to help verification obtiee@iroperation
beyond the one-hop region. It permits the previous pom check the validity of the
public keyKp,,,. The presence of the geographic hash of the next hop node permits the
current node to verify that the next to next-hop location is genuine amdato

END FORWARDING

This operation executes at the destination nddeRepeated forwarding of “forward”
messages routes the payload to the destination. The destination node tfmewam
a message of type “forward” but runs the receive operation insteadve@fying the
integrity of the received message, the destination sends back the fvea@sponse” to
the source. The recursive response contains the locatiohdistaversed by the geo-
graphically routed message. This list is used to route the recursivensspack to the
source. The recursive response also contains a list of public ketye afodes on the
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reverse routing patfi®q = [Kq], which is initialized to contain the public key of the desti-
nation. The challenge nonceand its responsgy = Kd‘l(rs) are also sent back towards
the source.

k-1 — d {Recursive Respongky,r's,qd, Pd}d

e REVERSERESPONSEFORWARDING
This operation executes at all the nodes on the routing path. The opdsatimgygered
on the nodep; on receiving a “recursive response” message from the mppde The
public key of the current node is appended to the public key list recaivibg incoming
messageP; = Pi,1+ [Kp]. The location listLy is checked to ensure the current node is
on the reverse route. If so, the following message is transmitted to the rxpnag on
the reverse route:

P-1 — Pi {Recursive Respongky, rs, K, 1 (0i11),Pi};

e VERIFICATION
This operation executes on the source node after it receives thsivectgsponse mes-
sage routed back to it. On receiving the recursive response, theesgats a signed
copy of the routing patfiLy taken by its original forward message and the list of public
keysPg belonging to the nodes on the routing path. The source also gets thesespon
o= Klgol o Kril 0...0 Kgl(rs) to its challenge nonce. The correctness can be verified
using the public keys if?g as:

rs=Kp, 0Kp, 0...0Kqg(qo)

This verification completes the protocol.

45.4 Malicious node detection

Malicious node detection is based on the broadcast nature of wireless cocatien and is
modeled after the watchdog protocol [68]. Nodes listen to the transmisdidimsioneighbors
in order to detect malicious nodes. Malicious nodes are not used for goutinSince the
protocol operates in an honest withess network (see Definition 8), meshwitness node is
always able to detect malicious activity and warn other neighboring nodmsgth its periodic
beacon. Watchdog protocols are vulnerable to blacklisting attacks. Bethe GSPR
protocol uses temporary pseudonyms, a blacklisting attack can only haperary effect.
Avoiding temporary blacklisting is not a goal of the protocol, and is not iclemed further.
Malicious nodes are detected both by checking for inconsistencies in thaglipebeacons
and by checking the correctness of geographically routed messagiéseanreverse source
routed responses.  Among the threats identified in Section 4.4.3, false loattioks are



83

False Location
Advertised by T , o'

False Location
Adyertised by T

Figure 4.4: Different types of false location attacks

detected through inconsistencies in the periodic beacons. The remairgagsthre handled
by overhearing query and response messages in promiscuous maglpefrhits detection of
malicious forwarding.

Beacon validation

Periodic beacons are received from neighboring nodes. Accotdimgfinition 12, beacon
messages contain location information about one-hop neighbors andop@pleic hashes of
nodes within two-hops of the sending node. Beacons are stored in menwtler contents
used for detecting malicious nodes. Nodes launching false location attacitetacted by ap-
plying the range constraif®. Each node constructs a number of mappings from pseudonym
to location, one received from each neighbor. Small inconsistenciesatidacre ignored as
location errors. Larger inconsistencies permit the node to conclude tlatsthop neighbor-
hood has malicious nodes. The precise threshold of location error limindepm the GPS
error rate. As shown in Figure 4.4, the noflean detect that the advertised locationTgfis

out of range. This node must be malicious and can be ignored for rotinglated situation
occurs forTy, which appears to be in the direction®fvhen it is not. The nod@A detects this
malicious behavior with help of the nod® The beacon fron€ will contain either a differ-
ent or an infeasible location f@kr. Thus,A can determine that its one-hop neighborhood has
malicious nodes.
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The detailed procedure for detecting false location attacks based dawedtt®acons is
given in the algorithm below:

1 malicious « [] ;

2 neighbor_info « [] ;

3 bad_neighborhood « False;

4 while beacon— Recei veBeacon() do
5 g < Sender ( beacon) ;

6 if Di stance(q, p)> R then

7 malicious < malicious + {q} ;

8 end

9 for r € Nei ghbor s(g) do

10 if Di stance(q,r)> R then

11 ‘ malicious «— malicious + {r} ;
12 end

13 else if Di stance(p, r) < Randr ¢ neighbor_info then
14 ‘ malicious < malicious + {r} ;
15 end

16 if not ( neighbor_info [r] ~ Locat i on(r,beacon) }then
17 ‘ bad_neighborhood « True ;
18 end

19 else

20 ‘ neighbor_info [ q] < beacon;
21 end

22 end

23 end

Algorithm 1: Detecting malicious nodes and false location attacks on pode

The malicious node detection procedure maintains the list of malicious nodes ftagl
indicating if it is located in a bad neighborhood. The state associated with malinimide
detection is temporary and will be cleaned on expiry of the pseudonym. @grsim Algo-
rithm 1, received beacons permit nodes to update their neighbor infomeatib to decide if
the sender is malicious. Malicious nodes are detected in case of infeasiilecds between
nodes as shown on lines 6, 10, and 13. The node can also decide thbarbmpd is bad if
there are large disagreements in neighbor node locations, as shown a4 .livghile nodes
located in bad neighborhoods do not forward messages, they contittaagmit the beacon in
order to propagate geographic hashes and their knowledge of mali@des im the one-hop
neighborhood.
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Forwarding validation

Operating in promiscuous mode permits overhearing wireless transmissions-bbp neigh-
bors. Incorrect forwarding is detected and the incorrectly forwagrdiodes classified as ma-
licious. Nodes forward signed messages durirgpGRAPHIC FORWARDING and REVERSE
RESPONSEFORWARDING stages. These operations can be abstracted to a simple multi-hop
ad-hoc forwarding protocol as follows: L&t B, andC be successive hops on a routing path.
All the transmissions made B must be received by because of the one-hop neighbor rela-
tionship. ThereforeA can detect iB fails to forward a message by listening for the next-hop
transmission. In this case, the honest previous hop Aockn identify the malicious nod@
without the need for other honest withess nodes. SimilArban check the overheard next-hop
transmission (fronB to C) for malicious payload maodification or control data modification.
Data tampering by is detectable as the message frBrto C is digitally signed with the pri-
vate key ofB, which can be verified bA because of being in the one-hop neighborhood. The
nodeA detects that the next-hop for its message is a malicious node.

In case botB andC are maliciousB can forward the message correctlyGpand later
collude by not reporting a malicious forwarding By This collusion case is detected by the
honest withess nod@, which is the one-hop neighbor & B, andC. We note that such a
node must exist in an honest witness network according to Definition 8.h®hest withess
G will observe the malicious action @, and broadcast this malicious action to its one-hop
neighborhood through the periodic beacon. SiAds in the one-hop neighborhood &, it
will also mark the nod€ as malicious. BUR also overhears the forwarding of its message
from B to C. Thus,A detects that its message is being forwarded through a malicious node. On
encountering malicious nodes, the previous hop moddl find another route to the destination
or send back a routing failure to the source.

Nodes check the integrity of messages and feasibility of routing paths. Batfe SAPHIC
FORWARDING and REVERSE RESPONSEFORWARDING Stages require messages to carry the
geographic location lidgt. of nodes on the routing path. Forwarding nodes check the integrity
of the digitally signed message and the feasibility of the routing path. Since stensyas the
global upper limitR on the range of nodes, a feasible path can not have successiveXmoid
B at a distance greater th&n

R> /(A B2+ (A~ By)? (4.1)

If this range constraint is violated, then the message is faulty or the prevapuaode is
malicious. Messages violating the range constraint are not forwardkthain previous-hop
nodes are classified as malicious.
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4.6 Security analysis

An adversary can attempt to attack our routing protocol in a number of Waysutlined in
Section 4.4.3, the threats can be classified into two categories: attacks #gaibsacon and
attacks against the routed messages. This section demonstrates howtocolprithstands
the threats.

4.6.1 False location attacks

Beacons propagate neighbor information within the one-hop neighbarfdgos information
is used for geographic routing. Beacons are directly transmitted to qnedighbors. Trans-
mission within the one-hop neighborhood obviates the need for protectaigsagiropping
messages and incorrect routing. Direct transmission also protectstguajisad and control
data modification. Since beacons are digitally signed with the private key d¢fathemitting
node, another node can not construct a false beacon. Malicious wadeuse beacons to
launched false position attacks and try to cause incorrect routing. Tibeiftg two lemmas
show that these attacks are either detected or are harmless.

LEMMA 1 Given a pair of honest nodes A and B within one-hop distance of each fatlse
location attacks that change the expected one-hop relationship to A or @eéeeted.

PROOF: Let C be a malicious node with real locatitgr C launches a false location attack by
reporting a false locatiok # lc. Now, consider the one-hop relationship of possible locations
to A andB. LetLa be the set of locations in the one-hop neighborhood,adndLg the set

of locations in the one-hop neighborhoodf The reported false locatida can change the
expected one-hop relationshipAwmr B in one of the following ways:

o If I'c ¢ LaULg andlc € LaULg: The beacon of is heard by at least one éfor B. The
node hearing the beacon magkas malicious because of the violation of range constraint
as shown on line 6 of Algorithm 1. The other node learns alibbieing malicious
through the periodic beacon of its peer (see the beacon specificatiorfimitiDe 12).
Thus, bothA andB detect the false location attack and m@&rknalicious.

o If IE; € La— Lg, thenA should hear the beacon aBdshould not. Iflc ¢ La — Lg, then
eitherA will not hearC'’s beacon oB will hear it. SinceA andB are one-hop neighbors,
they share the location information received from beacons. BahdB will recognize
that eitherA does not hea€’s beacon oB does. This happens on lines 10 and 13 of
Algorithm 1. In this caselc is false because the range constraint is violated for one of
two nodes. Beacon exchanges allow batAndB to detect the false location attack and
markC as a malicious node.
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e The case wheft € Lg — La follows by symmetry from the previous case.

o If I'c € LanLg, then bothA andB should hear the beacon Gf If Ic ¢ LaNLg, then
one ofA or B will not hear the beacon directly but receive it indirectly through the other
node. It will detect the false location attack at line 13 of Algorithm 1 and n@ads
malicious. Beacon exchanges allow bétlandB to share this information and magk
as a malicious node.

In each of the possible cases when the false location has a differeshippnelationship
with A andB as compared to the real location, the false location attack is detected. O

LEMMA 2 Given a pair of honest nodes A and B within one-hop distance of each fatise
location attacks that do not change the expected one-hop relationship tdAdo not affect
the correctness of routing through nodes A or B in an honest withessrietw

PROOF: Let C be a malicious node at locatidg, and letC report a false Iocatioi{t #lc. Let
La be the set of locations in the one-hop neighborhooA,aindLg the set of locations in the
one-hop neighborhood &. The reported false locatidg has the same one-hop relationXo
andB aslc. The following cases can be distinguished by the one-hop relationsgipook and
B:

o If Ic,lc ¢ LaULg, thenC is not used for routing because of being out of range. Thus,
routing throughA or B is not affected.

e If Ic,Ic € La—Lg, thenAis in the one-hop neighborhood &f and hears all the trans-
missions fromC. We note thatC can only lie on routing paths throughbecause it is
out of the range oB. If the reported false locatiolz € La — Lg is not on a routing path
throughA, then it can not impact the correctness of routingl};lfs on a routing path
throughA, andX is the next-hop node on it, thefican either be within one-hop &f or
not. If X is within one-hop ofc, then the location attack does not affect routing because
the next hop receives the message.

If the next-hopX is not within one-hop ofc, then by the honest withess assumption, an
honest nod& must exist within one hop &, Ic, andX. G will observe the message from

C, but not the forwarded message from the next-KopThe witnesss will broadcast

the error to its one-hop neighborhood, which includesNow, A will either select a
different next-hop tha@ or mark the neighborhood bad and return an error upstream to
the previous hop.

e The case Wheii;, Ic € Lg — La follows by symmetry from the previous case.

e The case Whelfi;,k; € LanLg follows by considering the arguments for the previous
two cases.
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In each of the cases, either the message will reach the destination opandification will
reach the source. Thus, the location error does not affect thectwess of routing. a

4.6.2 Routing and message integrity

Preserving message integrity and correct geographic forwardimg@uiaed for secure routing.
As shown in Lemma 1, beacon based malicious node detection detects larijenl@ceors,
which could affect routing. Undetectable location errors do not affecgraphic routing as
shown in Lemma 2. This leaves message dropping, routing in the wrong direptigload
modification, and control data modification as the remaining threats to consluefollowing
two lemmas show that message integrity is preserved, and that messagestegeto the
correct destination location.

LEMMA 3 Message integrity is preserved by the geographical secure path roptotgcol
operating in an honest withess network.

PROOF: Consider the messag@ starting at node with destination locatiorn. Let the se-
quence of nodes(s,d) = {s,...,d} denote a feasible geographic routing path from the source
nodes to a destination nodd in the one-hop neighborhood af. Consider the forwarding

of 90t on three successive noddsB, andC on the routing patty (s,d). Let B be the node
launching the attack and modifying either the payload or control data.

Recall the routing protocol described in Section 4.5.3. TiE®GRAPHIC FORWARDING
operation on nod® forwards the message to the next @pSinceA andB must be one-hop
neighbors by virtue of being successive hops on a routing pati st overhear the transmis-
sion of B to C. If B modifies the contents of the messagayill detect the attack, and mark
the nodeB as malicious. The nod& can now select another next-hop neighbor, or send back
a routing failure if no suitable neighbor exists. In either case, messagetyisgiot violated.
|

LEMMA 4 In an honest withess network, geographical secure path routing gombtoutes
the messages to the correct next hop node.

PROOF: Consider the forwarding dbt on three successive nod&sB, andC on the routing
paths (s,d). Let B be the node launching the routing attack. As outlined in Section 4.4.3, the
following attacks are possible:

e Dropping messages
Recall the routing protocol described in Section 4.5.3. TE®@ GRAPHICFORWARDING
operation executing on nod&forwards the message to the next @pSinceA andB
must be one-hop neighbors by virtue of being successive hops atiag@ath A must
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overhear the transmission Bfto C. If B drops the messag#é, will detect the missing
transmission and marfR as malicious. The nodé either selects another next-hop node
or sends a routing error back to the source.

Routing in the wrong directian

The GEOGRAPHICFORWARDING operation is expected to route the message to the cor-
rect next hop nod€. The malicious hod® can launch one of the following attacks on
the choice of nod€:

— The nodeC is not the correct choice among the neighbgrB) of nodeB. LetD €
AL (B) be the correct next-hop neighbor. By assumption of honest witnessrietw
there must be an honest witness n@iat is in the one-hop neighborhoodAfB
andD. Since the message content can not be modified by Lemba8| overhear
the malicious forwarding b and detect the)t should have been routed to it, but
has been routed © instead.D will mark B as malicious and share the information
with G. G will send the error back té.

— Node B manufactures a false location f6: An honest witnes$ to A, B, and
C will pass back the correct geographic hashCotfo A through the beacon. On
receiving a “Local Response” with incorrect geographic hash fernaxt hopC
(see Section 4.5.37 will detect it is in a bad neighborhood.

In either casei selects another next-hop node or sends a routing error back to tle sour

Collusion among malicious nodes

If both the node® andC are malicious, and i€ forwards the message in an incorrect
direction. The nod® can collude withC and not report the error back £ However, in
the honest witness network, there must be an honest witnes&ibdeis in the one-hop
neighbor ofA, B, andC. The nodeG will detectC dropping the message or routing in
the incorrect direction. The proof follows from the previous two casélis lemma.

In all the cases above, the next-hop is selected correctly if it exists.dppoopriate honest

node can be chosen, a routing error is sent back to the source. |

4.6.3 Security of geographical secure path routing

The security goals of geographical secure path routing follow fromdbistance to false lo-
cation attacks, correctness of routing, and preservation of messagetint&€hese properties
have been established in the previous lemmas for honest witness networks.

THEOREM 1 In an honest witness network, our geographical secure path routiotpqol
provides the following properties:
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e If there is a secure routing path(s,d) from the source node s to a node d located within
one-hop distance of the destination locationthent is routed to d.

e The destination node d receives the secure routing pésid).

e On receiving the returned response, the source node s gets the tcoputdic key K of
the destination, and the secure routing patfs, d) traversed by the message.

PROOF: Consider the messaggt being routed ons(s,d). At each hop the routing path
malicious actions of neighboring nodes are either detected or are harmiegofraphic for-
warding from Lemmas 1 and 2. Hence, the routing path avoids malicious .nbgdesma 4
ensures that messages are routed to the correct next-hop nodesdoaghic routing. Since
geographic routing considers all honest candidates for routing af beg, the routing pro-
tocol will find a secure routing path if it exists. Message integrity is preskat every hop
according to Lemma 3. Thus, the messagevill be delivered tad if there is a secure routing
paths (s,d) from source to destination.

The destination node learns about the secure routing path becausetwart® messages
in the routing protocol (see Section 4.5.3) carry the list of node locatiorsailgse each hop
preserves message integrity, the received location list must be correct.

The source node receives the “Recursive Response” messageriog souting on the re-
verse path. The message carries the public keys and locations of tre omslés, d). Since
message integrity is guaranteed at every hop, the received public #epaing path are cor-
rect. O

4.6.4 Node density requirement

The existence of honest witnesses is required to guarantee the setgetygoaphical secure
path routing protocol. Increasing node density makes it more likely thatsharitmesses shall
exist for every segment of a routing path. The practical way of detergnimiale density would
require a separate information channel because a single physicatand®se as multiple
nodes. Nodes are therefore expected to have a side channel thesdticaate node density in
their one-hop neighborhood.

If a given fraction of nodes can always be assumed to be honest,dhestiwitness density
can be related to node density. Honest witness node requirement cdethrext by modifying
the forwarding procedure, and requiring a higher node density.

LEMMAS Let R be the node connectivity radius, such that nodes closer than Rveagsa
one-hop neighbors. If successive hops are selected \A@tluiistance of each other, and if the
honest node density is greater thé?] then the network is an honest witness network.

PROOF: Consider a square with diagon%l Given that the honest node density is greater
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18
R

the nodes in the four quadrants are one-hop neighbors of each.dflomrsider a message that
enters the square at nodeplaced in one of the quadrants. One of the remaining three nodes

thanz3, each of the four quadrants of the square must have an honestBywdesign each of

must be the next hop because geographic routing routes by directidhendxt hop must be

within § distance.

Without loss of generality, suppose the opposite diagonal mdethe next hop. The
distance betweeA andB is at most%*. LetC andD be the remaining two nodes in the square,
and letX be the next hop frorB. The distance betweefiandB is at mosi% because successive
hops must be selected With§1distance of each other. The distance betwandC is at most
% by construction. By triangle inequality, the distance betw¢emdC is at most%R. SinceA,

B, andC are one-hop neighbors of each oth@is the honest witness for the routing segment
A,B,X. If instead of nodeB, nodesC or D were chose as the next hop frofy the same
argument would apply witB being the honest witness.

The plane can be tiled into squares of diago%aéach having 4 honest nodes in order to
have the honest node densitygf. Therefore, the above argument must apply at all locations.
Because every routing segment has an honest witness node, theknistaonrhonest witness
network. O

Node density estimation is also required for privacy protection. Changidg pseudonyms
in mix zones is sufficient for privacy protection [18]. Mix zones ardoag with sufficient node
density that can provide large enough anonymity sets to support thedliesietof anonymity.
The pseudonym changing procedure requires a sufficient numhedes to silence their trans-
missions while changing pseudonyms. This prevents an attacker fromiassptwo versions
of the pseudonym to the same physical node, thereby providing locati@cyr

4.6.5 Overheads

The overhead imposed by the geographical secure path routing gdrototbe expressed in
terms of the routing and deployment parameters. Consider a geograptingneath consisting
of p nodes. Recall from Section 4.5.3 that the “Forward” messages contalisttioé node
locations. Then, the message size overhead on the forward patip)s The computational
cost on the forward path is two public key operations per forwardedagesser node. One
operation is for digital signature verification on the incoming message, argktioand is for
signing the outgoing message with the private key. The overhead on the petiln is of the
same order as that on the forward path.

Secure geographic path routing also introduces an overhead on tbdipéeacon trans-
mitted by the node. The beacon carries constant size overhead caueslribnce, digital
signature, and the public key (see Definition 12). It also contains neidgbteation list, and the
geographic hash list, which linearly scale with the node density. Thus) give@de density of
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p, the beacon overhead@(p).

4.7 Performance evaluation

Performance of geographic secure path routing is evaluated by thedt\8@rk simulator [72].
Although NS2 has support for wireless and mobile ad-hoc network simulageographic
routing is not available in the standard NS2 code. Therefore, we useatblk provided by
Kiess [52, 51], which maintains Karp’s original implementation of GPSR [5Dhe patch
simulates IEEE 802.11 MAC layer with a node range of 500m. It providegatifor mobility

through the random way point model [12].

Geographic routing takes all routing decisions based on the local onadigpborhood.
Since secure routing detects and avoids malicious nodes, the changasirtg performance
can be evaluated by changing the routing behavior to avoid malicious ndtiestemaining
protocol operations just authenticate node locations and public keys waffeating routing.
Therefore, we change only the local routing behavior of geograjphiting in order to assess
the performance of GSPR. We modified the simulator code to keep track of malmitonest
nodes. The routing mechanism was also modified to operate in the base mumdavoid
malicious nodes for routing.

The objective of this evaluation is to compare the routing performance an#t atilience
of traditional insecure GPSR protocol against our proposed geligedisecure path routing
protocol. We select percentage rate of data delivery and the routingepgth as the indicators
of routing performance. The comparative evaluation of the two routingppots is done for
various combinations of node density, mobility, and the presence of malicialesn

4.7.1 Node density

GPSR and secure routing were simulated on NS2 using one constant lsibuate per node.
Simulation is done with stationary nodes randomly placed on a square areddeitB0Om.
The number of nodes was varied from 20 to 50 to create a number of mod#ydscenarios.
The simulation was run for 300 seconds of simulated time. An average oh$0vas used in
the following observations. The delivery rate was calculated by countenguimber of appli-
cation packets sent and received. Path length was computed by tracsf gzfekets through
forwardings. As shown in Figure 4.5, the baseline GPSR protocol attdilghaercentage of
packet delivery. This is consistent with Karp’s observations in [50kah be observed that
introducing 20% malicious nodes severely impacts the effectiveness dk @G®8emonstrated
by the reduction in delivery rate. Geographic secure path routing is rasitieghe malicious
nodes. Its delivery rate closely replicates the rate achieved by GPSRemigntenvironment.

The impact of incorrect routing introduced by malicious nodes is shown ior&ig.6.
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Figure 4.5: Data delivery vs. node density on a square area with stationdes.

Given the node range of 500m, and thé4knt node placement area, we expect nodes to be
about 2 hops away in the greedy routing case. This is consistent withverage reading of
3.38 hops for GPSR in benign environment. We also note that secure routurg an overhead
on the routing path length by routing packets around malicious nodes. Ehegavnumber of
hops for geographic secure path routing with 20% malicious nodes.3,18n increase of
about three times over GPSR in benign environment.

4.7.2 Effect of malicious nodes

Malicious nodes publish an incorrect location on their beacons. We modsfytiblished

location of malicious node to appear as the closest neighbor for the pgasiket forwarded.

This allows malicious nodes to falsely become the next hop neighbors. Malicamies also

forward the packet to a random neighbor in violation of geographic rgutites. We studied
the effect of malicious nodes on GPSR and geographic secure pattgrbytinnning an NS2
simulation with varying proportions of malicious nodes on a universe of 4lbstay nodes.

These nodes are placed randomly in a rectangular aredkinlby Q5km. Observations are
collected by averaging the collected over 10 runs of 300 seconds simulategine

The data delivery achieved in presence of malicious nodes is shown ireFgu It can
be observed that insecure geographic routing is very sensitive to malicimles. The delivery
rate falls rapidly even with a small percentage of malicious nodes. The simuddgmimdicates
that malicious nodes do not affect the delivery rate of our secure gufihe secure delivery
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Figure 4.6: Routing path length vs. node density on a square area with atgtimudes.

rate falls from close to 100% in a benign environment to about 90% wherod@8 nodes are
malicious. The effect on forwarding path length is shown in Figure 4.8.pHitle length shown
by insecure geographic routing grows by orders of magnitude as the miaglictales force the
insecure protocol to route in incorrect directions. Geographic s@aiherouting incurs a more
modest overhead by rejecting malicious nodes for routing.

4.7.3 Effects of mobility

The effect of mobility on data delivery rate is given in Figure 4.9. Mobility iny@®the data
delivery rate of secure routing because mobility allows nodes to discevethonnest nodes.
This effect is also found in the insecure geographic routing to a smalleeelegseographic
routing in insecure environment becomes less effective with increasinijitybbcause of in-

creasing chance of inaccuracy in one hop node locations. We also abtedhility reduces the
routing path length of secure routing as shown in Figure 4.10. This hagpsause mobility
increases the chance of discovering new honest nodes in the oneigbparhood.
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4.8 Summary

We design and evaluate geographical secure path routing, a prikesgrping ad-hoc routing
protocol that geographically routes messages through anonymous twdestination loca-
tions. The secure routing protocol also authenticates the public key amngdigeaphic loca-

tion of destination nodes. This enables private communication with nodesddocagegiven
geographic area.

Geographical secure path routing protocol requires associatigtognaphic one-way hash
functions for security. These hash functions are derived from tleeedeslogarithm problem,
which uses expensive modular arithmetic. This makes our protocol unsuibapower limited
devices. This limitation could be overcome by implementing the protocol with lightiweig

cryptographic primitives or by applying it in resource rich application domikiesvehicular
ad-hoc networks.

We evaluated the geographical secure path routing protocol using tex&®ork simu-
lator for various values of node density, node mobility, and fraction of maigcimdes. Eval-
uation results show that the protocol tolerates malicious nodes with an iadreasing path

length. The geographical secure path routing protocol is also able to mainl@aw loss rate
even when the majority of nodes are malicious.
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Chapter 5

Conclusions

The ongoing trend towards participative and open systems challengeadtieiral centralized
view of authentication. Better access along with cost improvements have mpdssible
for an ever increasing number of players to create and publish contém.trdnd towards
democratized content creation goes beyond the web. Large numbeed ahd fictitious email
users saturate the Internet with spam emails. Authenticating and trustirgyjpésgse massive
open systems is a huge challenge.

Authentication and trust have been studied for a long time in traditional settiGgs-
tralized trusted authorities are commonly used in traditional hierarchicahiaegeons. Their
trust model is usually closed, and an explicit permission from the administsatequired to
enter the trusted group. Centralized authorities may be used either in a Idaal@eer or
on a global scale as being the infrastructure provider. In both of tressccentralized trust
models are inadequate or unsuitable for addressing the trust and awthentieeds of open
systems. Semi-automatic decentralized authentication methods are also wéilestalirhe
need for human judgment or infrastructure support makes this classutibss inappropriate
for massive open systems. The users of these systems are relativephistisated. These
scenarios therefore need automatic authentication and trust deduction.

With a view towards solving these real life problems, in this dissertation, we #tet ro-
bust decentralized authentication of public keys and geographic locatonise achieved by
assuming the presence of honest participants instead of relying onlizedtisecurity infras-
tructure or human trust judgment. The supporting contributions are dedaréxt.

5.1 Contributions

We developedyzantine fault tolerant public key authenticati(BPKA), a protocol for auto-
matic authentication of public keys in an open peer-to-peer network. Therication proto-
col tolerates byzantine faults and malicious peers without using centralisgddrauthorities.
It works correctly if a majority of the peers are honest. Our authenticatioto@ol provides a
new approach to tackle the authentication problems of distributed and pesgrteystems. Its
salient features are lack of total trust and single points of failure. Th®gol allows a natural
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growth of trust without requiring trustworthy hierarchies of delegatindj@ecommending par-
ties as done in other trust management systems [13, 103]. It is made fdasibleakened
network adversary model. Although weaker than the traditional model in tefmdversary
power, our authentication model is stronger in terms of fault tolerance.

We also develop, implement, and evalugtial-group key authenticatiq®GKA), an au-
tomatic, byzantine fault tolerant authentication system for email. Our autheoticgstem op-
erates without trusted third parties, is incrementally deployable, and betkempatible with
the existing email infrastructure. It is implemented entirely at the email client iordance
with the end-to-end principle. This enables the creation of user controfiedgfiained trust
policies that can cross organizational and administrative boundarieshaweimplemented
the authentication mechanism on the Thunderbird email client. Our authentioairanism
has been evaluated through micro-benchmarks, and with two real life eaagbktrEvaluation
results show that the overheads are acceptable, and that the sehedetieation mechanism is
effective in real life scenarios. The results also show that most of s gan be authenticated
with only a minor overhead on the email network.

We design and evaluatdeographical secure path routing>SPR), a privacy preserving
ad-hoc routing protocol that geographically routes messages throwgilymous nodes. Our
protocol secures geographic routing against malicious nodes. Gungtacations of anony-
mous nodes are authenticated to provide location authentication and anoriymitaseously.
Our solution eliminates the need for secure initialization and works correctlgriétis a suffi-
cient density of honest nodes. The protocol was evaluated using theét®ork simulator for
various scenarios of node density, node mobility, and proportion of madiciodes. Evalua-
tion results show that although the protocol tolerates malicious nodes withreaged routing
path length, it able to maintain a low loss rate even when a majority of nodes aréomslic

5.2 Vision for the future

Given the increasing ease and economy of participation in the the digital,waafzbears that
an ever increasing number of identities, documents, relationships, aperfies would need
to be authenticated in an open trust model. The trust model would permittpeeegly join
and leave their trusted groups. It would also allow them to make trust dedsetimut known
and unknown peers in the system. Future authentication models would alsodaKgy into
account, and permit mobile peers the same level of privacy and trustexs ti static peers.
Since the traditional needs for authentication and trust are unlikely to diagppybrid trust
models and authentication methods are also likely to be useful. Our peeeitatghentication
mechanism can be applied for content authentication on the Internet ackli¢vecollabora-
tive spam control. Automatic authentication of participants can also providiéadke substrate
for economic incentive schemes to handle denial of service attacks aedyereral economic
problems in systems of the future. Authentication and privacy protection-ioadetworking
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environment can provide adequate support for secure ad-ho¢ setierking in future mobile
computing environments.
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