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Abstract—Providing strict bandwidth guaranteesto packet flowsin the
Internet isan inherently challengingtask. It requiressignaling mechanisms,
policing mechanisms, accurate and rapid accounting of network resources,
and call admission control. We present anovel protocol that provides band-
width guaranteesto Internet packet flows. This protocol, called the Edge-
assisted Quality of Service(EQQOS) protocol, requiresmodificationstoonly a
subset of an administrativedomain’srouters, namely the edgerouterson the
domain’s periphery. Legacy routerswithin the core of the domain require
no modifications. Our protocol maintains a high network utilization by dy-
namic sharing of bandwidth between the reserved and best effort flows. We
present the results of several simulation experiments showing that EQOSis
ableto provide bandwidth guaranteesto competing flows.

Keywords— quality of service, network architecture, core-stateless net-
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I. INTRODUCTION

It is an inherently chalenging task to provide quality of ser-
vice guarantees to packet flows generated by network applica
tions. Providing QoS guarantees requires that applications be
abletosignal their resource requirementsto the network, that the
network be able to account for its available resources, that the
network be capable of making distributed call admission deci-
sions, and that the network be capable of policing the behavior
of individual flows. The challenge of providing quality of ser-
vice guarantees is particularly daunting in the Internet, because
theInternet was designed to be connectionless. No per-flow state
is maintained by Internet routers, and thus per-flow accounting
and policing mechanisms are not easily integrated into the I nter-
net.

Nevertheless, over the years many researchers have taken up
the challenge by proposing modifications or additionsto the In-
ternet architectureto giveit support for quality of service. While
the proposed approaches differ significantly in detail, one char-
acterigtic they universaly share is their requirement that every
router within a network be modified in order to support QoS.
In the stream protocol [1] and integrated services [2], [3] ap-
proaches, al routers must maintain per-flow state and partici-
pate in a signaling protocol. In the core-statel ess approaches,
the most notable of which are differentiated services [4] and dy-
namic packet state [5], [6], per-flow state is maintained only at
routers on the edge of the network, but routers at the core of the
network are also modified to perform special operationsonindi-
vidual packets.

We propose an alternative approach, in which only a subset of
the network’s routers requires modification in order to support

quality of service guarantees. More specifically, within a sin-
gle administrative domain, only routers on the edge of the net-
work require modification; routers within the core of the net-
work require no changes. This approach, which we call Edge-
assisted Quality of Service (EQOS), ispotentially morescalable,
less costly to deploy, and simpler to migrate toward than other
proposed QoS solutions for the Internet. EQOS is an edge-to-
edge QoS solution which is interoperable with other QoS solu-
tions such as differentiated and integrated services. Moreover,
it does not require any bandwidth partitioning between the re-
served and the best effort flows. It ensures that the network uti-
lization remains high by alowing dynamic bandwidth sharing
between flows.

The EQQOS protocol consists of aresource reservation signal-
ing mechanism, adistributed call admission control mechanism,
and aloca route pinning mechanism. We detail these mecha
nismsin section 2. In section 3, we present the results of sev-
eral simulation experiments intended to demonstrate the ability
of EQOS to provide bandwidth guarantees to flows that require
them. In section 4, we discuss several features and implementa
tion issues of the EQOS protocol. And in section 5, we provide
some concluding remarks.

1. THE EQOS PrROTOCOL

The EQOS protocol makes certain simple assumptions about
the network in which it isimplemented. For the purposes of the
protocol, a network is generally defined as a group of intercon-
nected routers. Within anetwork, the protocol distinguishesbe-
tween two types of routers: edge routers, which reside at the
boundaries of the network, and core routers, which residewithin
the network’s perimeter. Edge routers may behave as either
ingressor egress routers, depending on whether they act on pack-
ets entering or leaving the network. The edge router through
which a packet enters the network is considered that packet’s
ingress router, whereas the edge router through which a packet
leaves the network is considered that packet’s egressrouter. The
EQOS protocol isimplemented entirely within the edge routers;
no modifications are made to core routers.

The EQOS protocol aims at providing bandwidth guarantees

toflows. Any other type of QoS requirements, likedelay or jitter
guarantees, can be converted to equivaent bandwidth require-



ments. !

EQOS alows for two types of packet flows. reserved flows
and best effort flows. A reserved flow isany flow that requires
bandwidth be alocated to it on the path between the ingress and
egress router, whereas abest effort flow isaflow that requiresno
bandwidth reservation. Reserved flows are alocated bandwidth
through the use of (1) an end-to-end signaling mechanism and
(2) atoken passing mechanism that maintains reservation con-
sistency across edge routers. Best effort flows require no signal-
ing and may enter the network without any specia participation
by the end systems.

The EQOS protocol assumes the existence of a network rout-
ing protocol that updates edge routers with information about
the topology of the network. This is a reasonable assumption,
since widely used link state routing protocols such as OSPF [7]
do this. The protocol also assumes the existence of aroute pin-
ning mechanism that isabletoforceagivenflow’spacketstofol-
low a specific path between two edge routers. Examples of such
route pinning mechanisms include multiprotocol label switch-
ing (MPLS) [8] and strict IP source routing. Although I P source
routing is not feasible on an end-to-end basis due to the limited
space available in the IPv4 header, it isfeasible within asingle
administrative domain, where the number of router hopsis sub-
stantialy lower. Since EQOS operates on an edge-to-edge ba
sis, it can utilizel P source routing effectively while avoiding the
worries of space limitationsof |P header.

In the remainder of this section, we discuss the details of the
EQOS protocol. First, we present the signaling mechanism for
reserved flows. Then we present the distributed call admission
mechanism used by EQOS. Finaly, we present a simple route
pinning mechanism that works with many existing routers.

A. Sgnalingfor Reserved Flows

The EQQOS protocol relies on the RSV P signaling mechanism
tolet applicationsinformthe network of their bandwidthrequire-
ments.2The RSV P protocol isan end-to-end, soft-state, receiver-
initiated resource reservation algorithm for network flows. In
RSVP, sources and receivers periodically exchange signaing
messages, which cause the installation or refreshing of statein
all routers through which they pass. The source of a flow pe-
riodically sends a path message toward the receivers. As path
messages passes through routers, they install or update tempo-
rary “ path state” in therouters, indicating the path through which
the path message traveled. Receivers of path messages a so peri-
odically generate reservati on messages, which routers propagate
toward the source along the reverse of the path used by the path
messages. Reservation messages causetheinstallationor update
of “reservation stat€” in the routers. When a router receives a
reservation message, it determines whether there are enough re-
sourcesto handlethereservation. If so, itinstalls(or updates) its
reservation state for the flow and propagatesthereservation mes-
sage to the next router indicated by the path state. If not enough
resources are available, an RSVP reject message is returned to

YIn our opinion an ISP would primarily be interested in providing bandwidth
guarantees only. The main reason for this belief is that pricing for bandwidth
would be much more intuitive than that for any other QoS guarantee.

2Any other signaling mechanism can be handled in asimilar fashion. We use
RSVP asit is the most prominent requirement signaling mechainsm.
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Fig. 1. Anexampleillustrating the exchange of RSVP messages in an EQOS
network

the receiver, and routers on the way remove any state that had
been reserved for the flow.®

Since one of the design goas of EQQOS is to relieve core

routersfrom the burden of maintaining per-flow state, an EQOS-
capabl e network must interact with RSV P messagesinaway that
is different from normal RSV P-enabled networks. The EQOS
protocol interacts with RSVP as follows:

1. When an ingress router receives a path message, it
stampsitsown address into the message and forwards
it toward the receiver.

2. When acorerouter receives a path message, it simply
routes and forwards the packet like any other.

3. When an egress router receives apath message, it uses
the address stamped into the message by the ingress
router to set up or update the flow’s path state. The
egress router then re-stamps its own address in the
path message and forwards it to the next hop.

4. When an egressrouter receives areservation message,
it examines the flow specification contained in the
message and looks up the flow’s path state, which in-
dicates the flow’'s ingress router. The egress router
uses a route pinning mechanism (such as source rout-
ing or MPLS) to return the message to the flow’s
ingress router.

5. When a core router receives a reservation message, it
simply routes and forwards the packet like any other.

6. When an ingress router receives a reservation mes-
sage, it examines the message's flow specification
as well as its reservation specification. If the flow’s
reservation regquest can be met, reservation state for
the flow isinstaled or updated in the ingress router.

If thereservation cannot be met, an RSVPreject mes-
sage isreturned to the receiver.

7. When an egress router receives an RSV P reject mes-
sage, it freesthepath state and reservation statefor the
specified flow and forwardsthe rej ect message toward
thereceiver.

This mechanism is illustrated by example in Fig. 1. The

source of areserved flow transmitsitsfirst path message toward
the receiver. On receiving the path message, edge router 1 in-

3This overview of RSVP is necessarily brief. For a readable and more com-
plete discussion of the RSV P protocol, the reader is encouragedto read the sem-
inal tutorial paper on the topic [2].



stalls path state, stamps its address in the packet and forwards
the packet toward the receiver. When edge router 2 receives the
path message, it also installs path state, re-stampsits addressin
the path message, and forwards the packet toward the receiver.
Upon receiving the path message, the receiver decides to place
areservation, so it issues a reservation message containing the
flow’s specification and a reservation specification. The reser-
vation message arrivesfirst at the flow’segress router, wherethe
flow’spath stateislooked up. The path stateisused to determine
the next edge router that should receive the reservation. The
reservation message isreturned to this edge router using aroute
pinning mechanism. When theflow’singressrouter receivesthe
reservation message, it determines whether there are enough re-
sources available within the network to support the reservation
request and, if so, updates its reservation state and returns the
reservation message to the flow source.

Notethat, unlikethetypical RSV Pimplementation, admission
control decisions are made only by edge routers; core routers
simply forward RSV P signaing packets like any other packet.
This diminates the requirement of maintaining per-flow state
at core routers. In fact, it eliminates any modification to core
routerset al.

B. Distributed Admission Control

The signaling mechanism is necessary to let end systemsin-
dicate their network resource requirements. However, the heart
of the EQOS protocol isitsdistributed admission control mech-
anism, which allows edge routersto assume the core routers’ re-
sponsibility for making admission control decisions. Infact, the
EQOS protocol provides a mechanism for the ingress router to
perform admission control for the entire domain al at once.

In order for edge routers to make effective admission control
decisions, they must maintain a consistent view of the reserva-
tionsaready in effect on each link in the network. EQOS uses a
token passing mechanism to maintain this consistency. The to-
kenissimply acontrol packet that circulatesamong edge routers
and describes the amount of bandwidth available on every link
within the network.* A link’s available bandwidth is defined as
the difference between its bandwidth capacity and the amount of
bandwidth reserved on thelink. At any giventime, thereisonly
onetokenin circulation.

When an edge router receives atoken, it usesthe token’scon-
tents in conjunction with its knowledge of the network’s topol-
ogy to determine the state of the network. Thisinformationis
used by the edge router to select routes for new reserved flows
entering the network. Route selection may be carried out us-
ing any of anumber of possible routing agorithms, the likeliest
candidates being shortest path, shortest widest path, or shortest
wide-enough path. We consider inthis paper only thelatter rout-
ing agorithm, which operates by removing all linkswith insuf-
ficient bandwidth to meet the reservation request and selecting
the shortest path through the network using the remaining links.

If aroute is successfully selected, the edge router pins the
routeto the flow, updatesthe available bandwidth on each link of
theroute, and sendsan updated tokento thenext edgerouter. The

4For now, we assume tokenstravel between edge routers on a circulation path
determined in advanceby the network operator. We describetoken path slection
mechanismslater in the paper.

reservation for theflow does not go into effect, however, until the
flow’singressrouter fully circul atesthe updated token among all
edge routers. This provisionis necessary for two reasons. First,
it prevents severa edge routers from over-alocating bandwidth
by simultaneoudly reserving bandwidthon asinglelink. Second,
it gives other edge routers the opportunity to reduce the rates of
best effort flows sharing the same linksas the new reserved flow.
Without this provision, reserved flows would not be guaranteed
afixed alocation of bandwidth. Although this provision results
in a dlight delay while the reservation is propagated, it alows
EQOS to provide strict bandwidth guaranteesto reserved flows.
Additionally, it allows dynamic bandwidth sharing between best
effort flows and reserved flows, keeping the network utilization
high.

Tokensal so containinformation about the best effort flowsbe-
ing carried by the network’slinks. Since core routersare not ca-
pable of distinguishing between reserved and best effort flows,
edgeroutersmust take careto limit theamount of best effort traf-
fic dlowed onto each link. If an ingress router did not limit the
rates of its best effort flows, they would negatively impact the
performance of reserved flows, leaving the reserved flows with
meaningless reservations. To prevent this from happening, to-
kens include the number of best effort flows being carried on
each link. These numbers are called flow counts. When a new
best effort flow arrives, the ingress router selects aroute for the
flow and increments the flow count for each link in the route.

Once an ingress router knows the flow count and the avail-
able bandwidth on each link, it must limit the rate that packets
from each best effort flow enter the network. This rate, called
the flow’s ingress rate, can be calculated in a number of ways.
Thefirst approach we consider isa naive approach. Inthe naive
approach, theingressrouter first cal culatesthefair share of every
linkintheflow’'sroute. A link’sfair shareisequal toitsavailable
bandwidth divided by itsflow count. Oncetheingressrouter has
calculated the fair shares, it determines the flow’s ingress rate.
The ingress rate is set to the fair share of the flow’s bottleneck
link, which isthe link in the flow’s route with the smallest fair
share.

Oneproblemwiththenaiveapproach isthat it cannot maintain
consistency unless best effort flows are buffered at the ingress
router until a token arrives. Added buffering is not desirable,
however, because it imposes added delays on best effort traffic.
To avoid thisinefficiency, a dight modification to the naive ap-
proach can be made. Instead of buffering aflow’s packets while
theingressrouter waitsfor atokento arrive, they can be allowed
into the network immediately so long as there are aready other
flowstraveling from theingressrouter to the same egress router.
Therates of these other flows are temporarily reduced in order to
give the new flow an equal share of the route's available band-
width. When atoken arrives, theingressrouter computesaroute
for the new flow, updates the flow count for links in the new
route, and continuesto send the new flow on the old route until
the token has had timeto fully circul ate the network. When the
token returns again to the edge router, the ingress router assigns
the new flow to its new route and limits the new flow’s ingress
rate accordingly.

Another problem with the naive approach is that it may limit
ingressratesin such away that somelinksare persistently under-



Fig. 2. Two best effort flows competing for asinglelink

utilized. Consider the example shown in Figure 2. Sinceflow 1
is bottlenecked at link L1, itsingressrate islimited to 3 Mbps.
Flow 2, on the other hand, is considered by itsingress router to
be bottlenecked at link L3, sinceit sharesthelink with one other
flow. Theingressrate of flow 2 is therefore limited to 4 Mbps,
which is the fair share of available bandwidth on link L3. The
final result isthat 1 Mbps of link L3's available bandwidth re-
mains unutilized by best effort flows. The reason for this unde-
sirableresult isthat ingressroutersonly know the number of best
effort flows crossing each link; they do not know where flows
from other ingress routers are bottlenecked. In the example of
Figure2, flow 2’singressrouter doesnot know that theother flow
sharing link L3 is bottlenecked by link L1.

Fortunately, an enhancement can be made to the naive ap-
proachin order to eliminatethiseffect. The enhancement entails
modifying thetoken toincludetwo additiona pieces of informa:
tion about each link inthe network. |nadditionto theflow counts
and the avail able bandwidths, thetoken listsfor each link (1) the
residual bandwidth, whichisthetotal amount of available band-
width that cannot be fully utilized by the link’s carried best ef-
fort flows, and (2) the claimed residual bandwidth, which isthe
amount of residual bandwidth temporarily being used by best ef-
fort flows. Residual bandwidth is any available bandwidth left
over whenall best effort flowssharing thelink are unableto fully
utilize the link’s available bandwidth due to the existence other
bottleneck links. Thisresidua bandwidth can be claimed by best
effort flows on a first-come first-serve basis. Once a flow has
claimed residual bandwidth, the claimisonly good until another
best effort flow needs the bandwidth to achieveitsfair share.

When deciding a flow’s ingress rate using the enhanced ap-
proach, an ingressrouter cal cul ates the best share of each linkin
the flow’sroute and selects the smallest value. The best shareis
defined as follows:

bestshare = (available bandwidth/flow count)
~+residual bandwidth

—claimed residual bandwidth

D)

Once the ingress rate has been determined, the vaues of the
residual bandwidth and claimed residual bandwidth on each link
of the flow’sroute are updated. In the example of Figure 2, this
algorithm leads to an ingress rate of 3 Mbps for flow 1 and an
ingressrate of 5 Mbpsfor flow 2.

(b) Later, a new flow3 arrives at E2

Fig. 3. Anexample scenario for the admission of anew best effort flow

Best effort ingress rate limiters are most naturally imple-
mented as rate controlled fair queuing schedulers [9], [10]. A
fair queuing scheduler isalocated for each active edge-to-edge
route, and each flow following agiven routeisalocated aqueue
in the route's associated fair queuing scheduler. The advantage
of usingfair queuing schedulersisthat they arework conserving;
when one flow does not fully utilize its fair share of available
bandwidth, another flow following the same route can exploit
theunutilized bandwidth. Althoughon first glanceit might seem
that having one fair queuing scheduler per edge-to-edge routeis
excessive, in fact the number of active routes between two edge
routersistypically not very large.

For an example of how best effort flows are treated by the
EQOS protocol, consider the scenario depicted in Figure 3. As-
sume the token circulates in a clockwise manner from E1 to E2
to E3. Assume also that the most recent token received by edge
routers E1 and E2 indicates that link L3 carries two best effort
flows, and links L1 and L2 carry one best effort flow each. For
the purposes of this example, there are no reserved flows being
carried by any of thelinks. Hence, flow f1 islimited to arate of
3Mbps, soit hasset theresidual bandwidthonlink L3to 1 Mbps;
flow f2 has claimed thisresidua bandwidth and isthereforelim-
ited to arate of 5 Mbps. At alater time, when the token is till
at edge router E3, a new flow f3 arrives at E2. Instead of wait-
ing to receive the token, E2 alows packets from flow f3 to fol-
low the same route as flow f2 and to share the 5 Mbps of band-
width used by flow f2. When E2 receives the token, it computes
the route for flow f3 and increments the flow counts for links
L2 and L3. However, it continues to serve f2 and f3 at a com-
bined rate of 5 Mbps until the updated token has had a chance
to fully circulate the edge routers. When E1 receives the modi-
fied token, it observes that there are 3 flows sharing link L3 and
reduces the rate of flow f1 to 1.6 Mbps, which is equa to flow
f1'sfair share of link L3 minus the claimed residual bandwidth
which E1 had made availableon link L3. Sinceflow flisnot re-



ceiving itsfull fair share, edge router E1 &l so reduces the resid-
ual bandwidth on link L3 to zero and forwards an updated to-
ken to E2. At thispoint, E2's updated token has had a chance to
fully circul ate the network and so E2 beginsregulating the rates
of flows f2 and f3 independently. E2 also notices that the resid-
ual bandwidth has been reduced sinceit last saw thetoken, so it
relinquishesitsclaimed residua bandwidth and cal culates abest
share for flows 2 and f3 of 2.6 Mbps each. When E1 sees the
next updated token, it notices that another edge router has relin-
quished its claimed residual bandwidth and incresses the rate of
flow f1to 2.6 Mbps. Atthispoint, al threeflowsaretransmitting
at equal rates across the shared bottleneck link L3.

C. Local Route Pinning

The EQOS protocol reliesonalocal route pinning mechanism
to ensure that packets from al flows, both best effort and re-
served, follow known routesthrough thenetwork. Routepinning
isnecessary to maintain resource reservations; if routesfollowed
by packetsare not predictabl e, then no guarantees about resource
allocation can be made.

To support route pinning, there are basically two options. One
option is to use MPLS, which is a standardized route pinning
technique for switch-based routers. When MPLS is used as the
local route pinning mechanism for EQOS, all edge and core
routers are assumed to support MPLS.

Unfortunately, there are a large number of networks that do
not support MPLS. For EQOS to be effective in these networks,
another option must be considered. Since many routers imple-
ment | P source routing, we consider this to be a suitable alter-
native for local route pinning between edge routers. An ingress
router ensures that a packet follows a particular route by includ-
ing the IP addresses of all core routers between the two edge
routersin the IP header’s optionsfield. When the egress router
receives a source routed packet, it strips the source route and
forwards the packet to the next network. By stripping source
routes from packets as they leave the network, EQOS ensures
that the routepinning mechanismislocal to thenetwork inwhich
it operates. It aso makes | P source routing a feasible option for
route pinning, since it is only operates within a single adminis-
trativedomain, whichisnot likely to have alarge number of core
routers.

[11. SIMULATION EXPERIMENTS

We have carried out a number of simulation experiments to
study the performance of the EQOS protocol. The primary ob-
jective of the simulations was to determine whether EQOS is
able to provide rate guarantees to reserved flows in the face of
competing best effort flows. Another objective was to study the
impact of EQOS on best effort flow throughput and delay.> All
simulations were performed using a modified version of the UC
Berkdley ns-2 simulator [11].

The first simulation experiment measures the perfomance of
flows on a single link which is terminated by two edge routers
and has a bandwidth capacity of 10Mbps and a propagation de-
lay of 10 msec. Among theflowssharingthislink areasinglere-

5 Although we are not trying to solve the problem of fairness among best ef-
fort flows in this paper, we test how the best effort flow management of EQOS
performsas far as fairness goes. The appendix includes results on fairness.
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served flow and 10 best effort flows. The experiment isdesigned
to explore whether EQOS can protect best effort TCP flowsfrom
best effort UDP flows whose sources do not back off in the face
of congestion and at the same time provide areserved flow with
its share of bandwidth. Flow 1 isareserved flow with areserva
tion of 5 Mbps on the link, flows 2-6 are best effort UDP flows
that transmit at rates of ¢ Mbps, where i isthe flow’sindex num-
ber, and flows 7-11 are best effort TCP flows. The resultsshown
in Figure 4 indicate that the shares of link bandwidth alocated
to the best effort TCP and UDP flows are nearly identical, while
the reserved flow continues to obtain its reserved allocation of
5 Mbps.

In the second experiment, we study how effectively EQOS is
able to alocate bandwidth on links shared by flows from multi-
pleingressrouters. We consider the simple star topol ogy of Fig-
ure5inwhich al links have capacities of 10 Mbpsand propaga-
tion delays of 10 msec. Two reserved flows and two best effort
UDP flows enter the network from different ingress routers and
depart the network through acommon egress router. The results
of thissimulation are shown in Figure 6. Attimet = 0.5 sec-
onds, reserved flow 1 initiatestransmission and requests areser-
vation of 4 Mbps. Shortly thereafter, the reservation is accepted
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Fig. 7. The parking lot topology

and the flow is able to obtain its desired throughput. At time
t = 0.7, reserved flow 2 initiates transmission and requests a
reservation of 3 Mbps, whichit obtains. At thispoint, the shared
bottleneck link has 3 Mbps remaining for use by other flows. At
timet = 1.5, the source of best effort flow 1 begins transmitting
at arate of 9 Mbps. Since only 3 Mbpsof bandwidthisavailable
on the bottleneck link, the flow’singressrouter limitsthe flow’s
ingressrateto 3 Mbps. Attimet = 2.5, the source of best effort
flow 2 begins transmitting at a rate of 8 Mbps. Now there are
two best effort flows sharing the avail abl e bandwi dth on the bot-
tleneck link, so each isratelimitedto 1.5 Mbps. Attimet = 10,
reserved flow 1 rel easesitsreservation and stopstransmitting, al-
lowing each of the best effort flowsall ocate an additional 2 Mbps
shortly thereafter. Attimet = 12.5, reserved flow 2 releasesiits
reservation and stopstransmitting, allowing the best effort flows
to capture yet an additional 1.5 Mbps. Finaly, best effort flow 2
endstransmission at time¢ = 17, and the remaining best effort
flow isable to transmit at its sending rate of 9 Mbps. The small
surgeinthe flow'sthroughput a ¢ = 17 iscaused by the empty-
ing of router buffers.

For the remaining simulation experiments, we consider sev-
eral variants of the parking lot topology shown in Figure 7.
To evaluate the performance of reserved flows when competing
on multiple bottleneck links with other reserved and best effort
flows, we begin with the particular case of the parking ot model
shown in Figure 8. Inthismodel, there are 3 reserved flows, la-
beled 1-3, each of which reserves 3 Mbps of bandwidth and be-
gins transmitting at time¢ = 1 seconds. There are also 4 best
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effort UDP flows, labeled 4-7, each of which starts transmitting
at timet = 2. Figure 9 shows the results of this simulation ex-
periment for three selected flows. The reserved flows achieve
their desired throughputs of 3 Mbps, meseting their reservations
regardless of the fact that several best effort flows compete with
them on multiplelinks. The best effort flows al so perform as ex-
pected, allocating approximately half of the avail able bandwidth
on their bottleneck links.

In the final simulation experiment, we eva uate the respon-
siveness of the EQOS protocol as network size and edge-to-edge
delay increase. In order for areserved flow to obtain its desired
bandwidth, the EQOS protocol first needs to update the token
and alow it tofully circulate the edge routers. Intheworst case,
this delay may be as great as twice the token circulation time.
The worst case scenario occurs when a reservation message ar-
rives at an ingress router just after the ingress router has passed
the token to another edge router. The ingress router must then
wait for the token to return, update the token’s contents, and al-
low thetokentofully circulate once more. The parking lot topol -
ogy shownin Figure 7 isused in this experiment since it has the
property of a particularly large token circulation time; in asin-
glecirculation of al edge routers, the token must traverse every
link twice. All linksin the network are assigned capacities of
10 Mbps and propagation delays of 10 msec.
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The experiment is conducted by randomly initiating reserved
flows at each of the ingress routers. When an ingress router re-
ceives areservation message, it starts atimer. After the ingress
router has updated the token and fully circulated it among the
other edge routers, the flow’s timer is examined to obtain the
reservation response time. To vary the token circulation time,
the number of core routersis increased from 2 to 8. Figure 10
shows the average, best case and worst case reserved flow re-
sponsetimes for increasing token circul ation times. We find that
the average response time generaly falshaf-way between best
and worst case scenarios. Notethat thisresult, infact, verifiesthe
correctness of our protocol. ® If the bandwidth manangement of
EQOSwasincorrect, the queuesinsidetherouters bufferswould
have built up and thus would have increased the response time.
Thisresult aso impliesthat EQOS would serve itsdomain very
well sinceit isan edge-to-edge protocol and the circulation time
inside adomain area would be quite small.

IV. DISCUSSION

In the EQQOS protocol’s description, we have left severa im-
portant issues unaddressed. In this section, we briefly address
these issues and propose severa possible mechanisms to deal
with them.

A. Sdection of the Token Circulation Path

Thus far, we have assumed that tokens circul ate edge routers
on a predefined path. As shown by the simulation results, the
response time to reservation requests is proportional to the to-
ken circulation time. Hence, the token circulation path should
be chosen to minimize the token circulaion time. The prob-
lem of selecting an optimal token circulation route is identica
to the well-known traveling salesman problem, which is known
to be NP-complete [12]. For small enough domains, the travel-
ing salesman problem can be solved by brute force. For larger
domains, however, a heuristic may be necessary to achieve a
near-optimal circulation path. There are many such heuristics
like the nearest neighbor approximation and Christofides 1/2-
approximation algorithm[13].

6 A mathematical proof of correctnessis given in the appendix.

Thetoken circulation path may be sel ected statically, inwhich
case it is configured once by the network manager, or dynami-
caly, in which the path may change as the network’s topol ogy
changes. A dynamic agorithmis more robust, because network
links often fail. We leave for future work the devel opment of a
dynamic token circulation path selection agorithm.

Since token passing is critical to the EQOS protocol, a small
amount of bandwidth should bereserved on thetoken circulation
path. Since the EQOS protocol never over-alocates bandwidth
inits domain, thissmall reservation will virtually eliminate the
likelihoodthat thetoken isdiscarded or buffered for long periods
of time. The edge routers should a so preempt the processing of
other packetswhen atoken arrivesin order to minimizethetoken
circulation time.

B. Regeneration of Lost Tokens

We have aso assumed that tokens are never lost by the net-
work. However, thisis not a safe assumption. If arouter fails
or a buffer overflows, the token may not continue to circulate,
in which case the EQOS network will eventually come to a halt.
What is needed isamechanism to regenerate atoken after apar-
ticular time-out interval.

To support token regeneration, one edge router may be des-
ignated as the token monitor. Every time the monitor receives
a token, it stores the token's state and initiates a timer. If the
monitor failsto receive the token again before the timer expires,
it regenerates the token, increments the token's sequence num-
ber and insertsthe token state carried by thelast observed token.
When other edge routers obtain the regenerated token and notice
that the sequence number has been incremented, they reissueany
reservations or update any flow counts that were placed in the
previous token.

C. Handling Link and Router Failures

When arouter or alink fails, thelink state updates will reflect
it, and the next edge router to receive the token updates its con-
tents, removing the affected links. As edge routers receive the
updated token, they recompute routes for all affected flows and
update the token’scontentsaccordingly. After one circulation of
thetoken, all edgeroutersbecome aware of the new topol ogy and
have adjusted their flow rates to take it into account.

D. Flow State Expiration

When an ingressrouter creates state for anew reserved or best
effort flow, it must a so make provisionsfor removing that state.
Otherwise reserved flows that do not issue tear-down messages
may hold onto reserved bandwidth indefinitely, and best effort
flow counts may continue to accumulate needlessly. To prevent
this from happening, ingress routers rely on a soft-state mech-
anism. At the creation of a new flow, ingress routersinitiate a
timer, which is reset whenever a new packet from the flow ar-
rives. If aflow does not generate any packets before the timer
expires, then its resources are freed by updating the contents of
the next arriving token. In the case of a reserved flow, this en-
tails updating the available bandwidth on each of the affected
route’s links. In the case of a best effort flow, the flow counts,
residual bandwidth and claimed residual bandwidth of links on
the affected route are updated.



E. Handling Short-Lived Flows

The best effort traffic controlling mechanism of EQOS relies
on the ingress router reporting a new best effort flow in the to-
ken. It may seem at an initial glance that the network utilization
would suffer if the ingress router reports a flow which is short-
lived. However, thisis not true. EQOS uses a fair rate sched-
uler to police an active path. A feature of fair rate schedulersis
thefact that they are work-conserving. Although the short-lived
flow dies out quickly, the other flows sharing the path can uti-
lize the bandwidth thus maintai ning the high network utilization
feature of EQOS.

V. CONCLUSION

We have presented the Edge-assisted Quality of Service pro-
tocol, a distributed resource reservation protocol that provides
strict guarantees to application flows and supports fair aloca
tions of bandwidth to best effort flows. It also ensures that no
meatter how much traffic arrives at the network border, the re-
sources assigned to reserved flows are not affected. To pro-
vide bandwidth guarantees, EQOS uses a combination of RSVP
signaling, edge router token exchange, and route pinning. The
EQOS protocol’s primary digtinction is the fact that it is im-
plemented entirely in edge routers and requires no changes to
core routers. This makes the EQOS protocol scalable and sim-
ple to deploy on a network-by-network basis within the Inter-
net. Furthermore, since it relies on RSVP signaling, an EQOS
network can interoperate seamlessly with an RSV P-based non-
EQQOS network.

The EQQOS protocol does not require the network administra-
tor to staticaly partition the link bandwidth between reserved
and best effort flows. The dynamic bandwidth sharing between
reserved and best effort flows maintains a high network utiliza-
tion.

Another point that meritsconsideration isthat the token-based
approach of EQOS can be easily altered to serve as adistributed
bandwidth brokerage mechanism for differentiated services net-
works. Since EQOS is designed to control admission in adis-
tributed manner according to the policy of the network domain,
any network requiring a distributed bandwidth broker can tailor
the EQOS dgorithm to meet its particular requirements.

In future, wewouldliketo expand our work to cover the other
areas like advance reservations, statistical guarantees and fair-
ness. However, we would like to provide for al these in away
similar to EQQOS, i.e., entirely at edge routers.
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APPENDIX
I. PROOF OF CORRECTNESS

The EQOS algorithm is meant to provide bandwidth guaran-
tees to reserved flows. The combined rate of flows must not ex-
ceed the capacity of thelink, as the core routers are obliviousto
reserved flows. In this section we formally establish thar EQOS
never over-alocates the capacity of alink.

Claim: EQOS does not allow the sum of rates of flows passing
through a link I, to be more than its capacity.

Proof:

Consider alink | with capacity C.

Assume that the state of a link is defined by the number of re-
served flows, number of bottlenecked flows and the number of
non-bottlenecked flows traversing it.

Let,

n, = humber of reserved flowson |

n1 = humber of best effort flows which are not bottlenecked
(the ones which contribute some residua bandwidth) at |

ng = number of best effort flows which are bottlenecked (the
ones which do not contributeto the residual bandwidth) at |

ny = N1 + no =total number of best effort flowson |
Also,

C, = tota bandwidth reserved on| by n,. reserved flows

C — C, = Totd available capacity for al best effort flows.

C, = Tota residua capacity, which is the unused portion of
fair share of the n, non-bottlenecked flow.

Assume that for the some values of n,., n; and n, thetotd rates
of these flows are not more than C.

The bandwidth distribution in the current state of thelink is as
follows:

Reserved flows use C, inall.

Non-bottlenecked flows have a fair share “1(27_6“) Of this

they leave C,. asresidua bandwidth. Hence, their total rate is
n1(C-Cq) C.,.

The bottlenecked flows use w whichisther fair share
and claim the residua bandwidth C,. making their total rate

n2(C—=Cyq) +C,.
Henbfe, thetotal allocated capacity is:



o+ (602
toC.

We trace our agorithm'’s state transitions and show that in al
possibletransitionsfrom the current state, thetotal rate of flows
isnever more than C.

Casel:

_ Cr) + (w T CT) whichis equal

Thenumber of reserved flowsonl increaseby 1orn). < n, + 1.

Thetotal bandwidthreserved onlisnow C; withCy > C,. Note
that thisreservation does not change the total number of best ef-
fort flows, but it can change the number of non-bottlenecked and
bottlenecked flowsto n and nf, respectively.

During the first token cycle the best effort flows reduce their
rates (the new reserved flow can startsafter 1 token cycle). Now
with lesser bandwidth available for the best effort flows, the
number of the bottlenecked flows(n4) can not reduce when the
total reservation increases or n, > no. Since, the number of
best effort flows remains the same, n}; < n;. Thisaso means
that now the tota residua bandwidth(C) cannot be more than
C,., since the newly bottlenecked flows (if any) will take away
their part of residual bandwidth. Since EQOS makes flow con-
tinueat their current rate minus the provided residua bandwidth
for 1 token cycle, therate of flowsusing| at theend of thiscycle

is:
- C,«> + (TLQ(CTC/) + C’)

=C+Cy—C,+C,
After the second token cycle the new reserved flow makes
the total rate of reserved flows C. The bottlenecked best effort
flows reclaim the excess residual bandwidth, C,. — C/, which

makestheir rate (M C1). Atthispoint, thetota rate of

al flowsonl is: "

(n’l(C — C{I) B Cf«) N (ng(c — C{I) N Cf«)
np

C

C,+ (n’l(C -Cy)

ny

-C.<C

C/
q + g

=Cl+C-C =

Case2a:

A new best effort flow starts. It is bottlenecked at some other
link. The number of best effort flows on | increase by 1 or
ny, < ny + 1. Sincethearrival of anew best effort flow reduces
thefair share of each of the other best effort flows sharing |, the
number of bottlenecked flows or the number of non-bottlenecked
flows can increase. Assume that the number of bottlenecked
flows does not increase, instead the number of non-bottlenecked
flowsincrease by oneor nj «— ny + 1.

In the first token cycle, the new flow shares bandwidth with
theflowsfollowing the same path through thedomain. So theto-
tal rate does not increase during the cycle. The best-effort flows
which are already present, reduce their rates to take into account
thenew flow. The non-bottleneckedflowswill reducetheir share
of residua bandwidth. Clearly, the new value of tota residual
bandwidth on the link, C?., cannot be more than C,.. The non-
bottlenecked flows continueto send at arate consistent with C,.
for one token circulation cycle. The bottlenecked flows reduce

their rate during the cycle so that the total claimed bandwidth be-
comes CJ..
After 1 circulation cyclethe tota rate of flowswould be :

C,+ (nl(C—Cq) _Cr> n (ng(Cnb Cy) +C’>

n,
(n1 +n2)(C - Cy)
ny+ngo +1

After 2 token circulation cycles, the combined rate of flows
becomes:

!/ J—
Cq 4 (nl(Cn/ Cq) _ C;.) + (nQ(Cn C )
b b

=C,+ —(C.-CH)<C

+C’> C

Case 2b:

A new best effort flow arriveson thelink. It causes adecrease
inthefair share of al thebest effort flows and increases the num-
ber of bottlenecked flowson | or n5 > ny and ny «— ny, + 1.

The new flow does not increase the total rate during the first
token cycle as it shares bandwidth with the flows following the
same path through the domain. The existing best-effort flows
reduce their rates to account for the new flow. The arrival of a
new best effort flow reduces the fair share of each best effort
flow. The non-bottlenecked flows will now have lower resid-
ual bandwidth. So the new value of total residual bandwidth on
thelink, C/, isa most equal to C... Since the flows which had
allowed some residual bandwidth during the last cycle (all the
flows which were non-bottlenecked in thelast cycle) continue at
their old rate minustheir allowed residua bandwidth for one cy-
cle and the bottlenecked flows reduce their rate to get consistent
with the new value of residual bandwidth, the total rate after 1

token circulation cycleis:
Cq—l- (nl(C'—C'q) —C,«) + (ng(C’ C ) +C,>
ny,
(n1 +n2)(C —Cy)

)
ny+ngo +1
After 2 token circulation cycles, the combined rate of flows

=Cy+ —-(C,-C)<C

becomes
/ —_ J—
Cy+ (77”(0 : Co) _ C,C) + (7@(0 : Ca) +C,C> —-C
L L
Case3:

One of thereserved flows ends; n!. < n, — 1. The new re-
served capacity C; < C,. The bandwidth available to the best
effort flows is more than the last cycle. This implies that the
number of bottlenecked flows at | cannot increase or nf, < na.
Asthetotal number of best effort flows, ny,, isthesame, n} > ny.
The non-bottlenecked flowswill leave some extraresidua band-
width astheir fair share increases and they cannot use any more
of that fair share or C!. > C... Hence the bottlenecked flows

will use M C!. By the end of the cycle, the non-
bottlenecked flows will utilize some of the residua bandwidth,
cr

After the first token cycle the total rate will be



Fig. 11. Anexampleillustrating the unfairness of EQOS.
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After the second circulation cycle, the entire residua band-
width will be taken up by the non-bottlenecked flows. Then the
total rate of the flowswill be C.

Case4:

One of the best effort flow on | ends (it may be abottlenecked
flow or a non-bottlenecked flow). The number of best effort
flowsreduceby 1 or nj = n;, — 1. Now thefair share of the best
effort flowsincreases. This means that some of the flows which
were bottlenecked at | earlier, may not be bottlenecked any more
or n}, < ny. Hencethey may contribute some residua band-
widthor C/. > C,.

After onetoken cycle, thetotal rates of theflowson | is:

/ _ / _
Cq + (nl(c : Cq) _ C;.) + (nQ(C : Cq) + Cr)
Ty Ty
=C-Cl+C.<C

After the second token cycle, the entire residual bandwidthis
taken up by the bottlenecked flows and thus the tota rate be-

COMES :
/ _ / _
Cq+ (nl(c - Cq) _ C;.) + (nQ(C : Cq) +C7/.>
y y
=C-C.+C.=C

Hence theclaim.

Il. FAIRNESS

Itisawell-accepted fact that providing some measure of fair-
ness to competing flows is desirable. It protects the compliant
flows from the misbehaving ones and provides lower delays to
flows using not more than their fair share of bandwidth. Al-
though we are not trying to solve the problem of fairness among

Fig. 12. A typical ISP topology.
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Fig. 13. Percentage deviation of best sharefairnessfrom max-minfairnesswith
increase in number of flows.

best effort flows in this paper, the best share mechanism uses
fair rate schedulers. Thisfairness comes into picture because it
seems to be the best way of achieving distributed rate control
while simultaneously ensuring that best effort flows don’t starve
and network utilization doesn't suffer. In this section we evalu-
ate the degree of fairness of our protocol; how fairly isthe band-
width|eft after theallocation to reserved flows, allocated among
competing best effort flows.

EQOS divides the bandwidth among the best effort flows us-
ing “best share” mechanism. A flow gets its fair share on its
bottleneck link and on the non-bottleneck links it indicates the
residua bandwidth of its fair share. The residua bandwidth is
claimed by the flows which encounter the token and which can
utilizethisbandwidthtoincreasetheir rate. We compare thisbest
share alocation with max-min fairness.

All our simulationsresultsin section |11 show a max-min fair
distribution between best effort flows. We simulated the case
where the best effort flows have randomly selected source and
destination on a typica ISP topology shown in Fig. 12 (taken
from [15]) and we varied the number of flowsfrom 200 to 1000.
Fig. 13 shows the average absol ute percentage by which the ac-
tual alocations differed from the max-min alocation. We see
that thedifferenceistypically lessthan 20% averaged over al the
flows. Thisindicatesthat the degree of unfairness of the EQOS
protocol isvery acceptablein practice.

However, we demonstrate that EQOS is not max-min fair us-



ing acontrived case. Fig. 11 shows an example in which the al-
location is significantly different from max-min fair allocation.
E1, E2, E3 and E4 are edge routers connected in a star topology
to a core router with links L1, L2, L3 and L4 having available
capacity C1, C2, C3 and C4. Assumethat thetoken circulatesin
order E1-E2-E3-E4. Supposethat C2issmall and C1 and C3 are
greater than C4. Consider n flows, f1 ...fn, of which f1 follows
the path L1-L4 and f2 followsthe path L3-L4. Theremaining n-
2 flows, 3 ...fn, follow the path L2-L4. The fair share of flows
f3...fn istheentire bandwidth on L2 and W onL4. Since
these flows are bottlenecked by L2, thetotal residua bandwidth
on L4 isapproximately ("=2)* (since the available bandwidth
onL2isnearly zero). Thisentirebandwidthisclaimed by f2 and
thusit gets abandwidth of approximately % onL4. flgets
its fair share of %. A max-min fair alocation in this scenario
would have been approximately % for both f1 and f2 and ap-
proximately zero for the remaining flows. This shows that the
best share fairness of EQOS can be significantly different from
max-min fairness.



