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Abstract

To provide quality of service guarantees, resource reservation schemes have to maintain reservation states at the nodes

along the path of a flow. Advance reservation schemes have to maintain these states for a long period of time. The loss

of reservation state caused by node failures, makes advance reservation schemes highly susceptible to node failures. In

this paper, we argue that a domain-by-domain reservation approach is inherently more fault tolerant than the traditional

hop-by-hop approach. We propose a novel domain-based protocol for handling advance reservations. It requires support

only at the edge routers and no changes are required at the core routers. We describe various factors which determine

whether a flow’s advance reservation is handled properly by a network in event of router failures. We use simulations to

show that our protocol is highly fault tolerant. Our protocol does not require any static partitioningof bandwidth between

best effort flows and reserved flows and thus keeps network utilization high.
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I. INTRODUCTION

Internet in its present form, provides a single class of service, namely the best effort service. The routers do not main-

tain any per-flow states and forward all the packets without catering to their specific quality requirements. This simple

model has lead to the robustness and scalability of the Internet. The advent of applications like video conferencing and

video-on-demand has fueled the need to have quality of service (QoS) guarantees in the Internet. Over the years, re-

searchers have proposed different schemes to the alter the existing Internet framework to provide resource reservation.

The prominent resource reservation mechanism is immediate reservation, where an application specifies its resource

requirements just prior to using it. An alternate paradigm for resource reservation is advance reservation where a reser-

vation request specifies the user’s intent to use a certain amount of reserved resources, at sometime in future.

New features have to be introduced in the architecture to support reservations. These include signaling mechanisms

to specify requirements [1], [2], specialized flow handling [3], [4], admission control and QoS routing [5], [6]. The



immediate reservation models like Integrated Services [7], [8], Stream Protocol [2] and Core-Stateless approaches [9],

[10] require changing all the routers in the Internet to support QoS. The integrated services and stream protocol models

require all the routers to maintain reservation states. The core-stateless model frees the core routers from the burden of

state maintenance but requires the core routers to do per-packet processing. The advance reservation models [11], [12],

[13] have primarily been extensions to the integrated services model and thus require modifications to all routers in the

Internet.

Reserving resources in advance introduces another complexity factor – time. For advance reservations, the flow clas-

sification and the policing mechanisms remain similar to those for immediate reservations. The signaling mechanism to

specify the resource requirement for advance reservation, should provide a way to specify when the reservation will be

availed. [11], [12] describe extensions to the existing immediate reservation signaling mechanisms to specify advance

reservation requests. For admission control and QoS routing, the immediate reservation algorithms need to be modi-

fied to look at the available resources at the time when the reservation will be used rather than the resources available

at present. Guerin and Orda [14] describe mechanism to store network state and its use for QoS routing for advance

reservation capable networks.

However, probably the most important source of complexity introduced in handling advance reservations is the fact

that the routers have to maintain the reservation state of each flow for a long period of time. A router failure may cause

the loss of all reservation state information. It has been observed in [15] that the mean-time-to-failure for an interface in

a network is around 40 days and most of the time the failure is due to circumstances beyond network’s control. Under

these circumstances, the loss of state information is highly probable. Since advance reservation requests can be issued

many days or months prior to usage, fault-tolerance is a prime issue in designing any solution for providing advance

reservation. The issue of fault-tolerance in advance reservation capable networks, has been left largely untouched.

Wolf and Steinmetz [13] classify the types of failures based on when the failure occur:

1. During the negotiation and reservation phase

2. After the reservation but before the usage

3. During the usage

The first and the third cases are same as those in immediate reservations. However, the second case is specific to advance

reservations. If we can mitigate its effect, we shall be able to handle advance reservations in a manner no different than

immediate reservations.

In this paper, we describe a novel edge-to-edge protocol to handle advance reservations. The prime feature of our

protocol is that it is implemented entirely in edge routers. The core routers of the domain do not require any modifica-

tions. We believe that our scheme is more scalable and easier to deploy than any other proposed schemes which require

modifications to all the routers in the Internet. We focus on eliminating the impact of reservation state loss due to router

failure between the negotiation phase and the usage phase of a flow. We study various parameters which contribute to a



flow being mishandled, in presence of network faults. We show that our protocol is highly fault tolerant.

The paper is organized as follows: In section 2 we describe the network model and the terminology used in the paper.

We argue the case for domain-based reservation in section 3. The EQOS-A protocol supporting advanced reservations

is described in section 4. We evaluate various factors contributing to handling of a flow’s state in section 5. Section

6 is a discussion section which addresses some issues regarding EQOS-A and finally we conclude in section 7, giving

directions for future research.

II. MODEL & TERMINOLOGY

We assume a network to be a collection of edge and core routers. The edge routers are the ingress and egress points for

the network. The core routers switch the traffic among the routers of the network. We assume that some route-pinning

mechanism like MPLS [16] or IP source routing is deployed in the network. Our protocol uses these mechanisms for

intra-domain route pinning.

Although our protocol can easily be modified to work with any signaling mechanism, in this paper we use route-pinned

version of RSVP as described in [12]. Our protocol provides bandwidth guarantees to flows.

We focus on handling advance reservations with known duration. Each reservation request contains information about

when the reservation usage starts S and when it terminates T along with the bandwidth reserved R. If the request is

granted, the flow’s ingress router is represented by I ,egress router by E and its computed path P . Each flow is charac-

terized by the tuple (R, S, T, I,E, P ).

We divide a flow’s activity into three phases: 1)The negotiation phase during which the flow negotiates with the net-

work and at the end of which its reservation state is installed in the network. 2) The storage phase during which the

network stores the reservation state of the flow. 3) The usage phase when the flow uses its reservation. The usage phase

starts at time S − δ and ends at T + δ′ where δ and δ′ are grace time margins provided by the ISP to a flow. A reserved

flow is considered active during its usage phase.

For a flow’s reservation to be effective, a minimal set of nodes must have its reservation state available at the end of

its storage phase. For example, for a hop-by-hop approach, this set of nodes would comprise of all the nodes on the path

of the flow. Since our objective is to eliminate the effects of router failure during the storage phase, we consider a flow

to be handled properly, if its reservation state is available at this set of nodes, at the start of its usage phase.

Each edge router stores the future network state information to compute routes for flows as described in [14]. In partic-

ular, for each link l in the domain, a vectorBl = bl[0], bl[1], ...... is stored where bl[i] indicates the amount of bandwidth

available on link l in time slot i. Collectively, we denote the network state information by B = {Bi : i ∈ LinkSet}.

III. DOMAIN-BASED RESERVATION

In this section, we argue that the degree of fault-tolerance inherent in a domain-by-domain scheme, can not be bettered

by a hop-by-hop approach, when they operate on similar bases. By similar bases we mean that the two approaches use



similar algorithms (for routing, admission control, etc.), have similar failure probabilities and the traffic parameters (like

average storage phase duration, fraction of traffic between a given pair of routers) are similar.

Let the probability of router failure be uniform across all the nodes of a domain, and the probability p(t) be a non-

decreasing function of a router’s uptime t. Also, let the set of routers along the path of a flow f inside the domain be

r1, r2, . . . , rn which have stayed up from times t1, t2, . . . , tn respectively. We consider the effect of node failures on the

probability that f is handled properly.

The hop-by-hop approach would maintain states at each of r1, r2, . . . , rn for flow f and for the reservation to be ef-

fective, all the routers should have its state intact at the time it starts. The probability that none of the routers fails before

f ’s start time S is
∏n
i=1 [1− p(S − ti)].

A domain-based approach would maintain flow state and the network state at only one node, say a broker node b. The

probability that this node does not fail before time S is 1− p(S − tb). For a domain-based approach to perform better:

n∏
i=1

[1− p(S − ti)] < 1− p(S − tb) (1)

Or

p(S − tb) < 1−
n∏
i=1

[1− p(S − ti)] (2)

Ignoring higher order terms

p(S − tb) <
n∑
i=1

p(S − ti) (3)

Since p(t) is a non-decreasing function of time with values ranging between 0 and 1, the domain based approach is likely

to lose to the hop-by-hop approach only in those cases where the broker node has been up for a long time (and is likely to

fail in near future) or when all the nodes on the path of the flow have just recently restarted. On an average the node failure

probability for a single node will be much lower than the probability that no node in a given set fails. In other words, the

domain-based approach is likely to fare much better than a hop-by-hop approach in handling advance reservation state.

A common argument that is given to make a system fault-tolerant is to incorporate information backup devices. Even

on that score a domain-based scheme is better because only the nodes which store reservation information need to be

backed up and in the hop-by-hop approach all the nodes on the path need to be replicated. It is very likely that the number

of nodes storing reservation information for the domain will not be more than the total number of routers in the domain.

Lastly, a domain based approach cannot perform any worse than a hop-by-hop approach for each flow, if the node on

which the reservation state is stored is also on the path of the flow (as inequality 3 suggests). We describe the EQOS

protocol which stores a flow’s state only on its ingress router.

IV. PROTOCOL & FAULT HANDLING

In [17], the authors have proposed a protocol called EQOS (Edge-Assisted Quality of Service), to handle immediate

reservation requests entirely at the edge routers. In EQOS, the edge routers coordinate using a token-passing mechanism.
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Fig. 1. Processing of an advance reservation request.

The token carries the information about the available bandwidth on each link in the domain and the number of best-effort

flows on each link. The protocol’s mechanism to handle the immediate reservation flows and the best effort flows are

based on the information in the token. We describe the relevant portions of the protocol here. For a complete discussion

and analysis the reader is referred to [17].

In the previous section, we have argued that a per-domain approach is more suitable to design a fault-tolerant net-

work to handle advance reservations than the hop-by-hop approach. EQOS being a domain-based approach is a suitable

candidate for advance reservations. Two sets of enhancements need to be done to EQOS : 1) to handle advance reser-

vations, and 2) to provide a high degree of fault tolerance. In the remainder of this paper, EQOS refers to the protocol

incorporating the first set of enhancements. The protocol incorporating both sets of enhancements is termed EQOS-A

(Edge-Assisted Quality of Service for Advance Reservations). 1 We now describe these enhancements.

A. Processing Reservation Request

When an RSVP-path message for advance reservation arrives from a source at an ingress router, it stamps its own

address in the message and forwards it towards its destination. Since the core routers are unaware of RSVP packets, they

just forward the message. The egress router receiving the path message notes the ingress router address from the path

message and forwards it upstream. On receiving a RSVP-resv message the egress router looks at the flow specification

and its stored state and sends the packet to the corresponding ingress router using some route pinning mechanism. The

core routers just forward the packet towards the ingress router. On receiving the RSVP-resv message, the ingress router

1We evaluate EQOS asa domain-based protocol to support our claim that a domain-based approach is inherently more fault-tolerant than a hop-

by-hop-approach. EQOS-A is the protocol that attains the objectives sought at the onset.



converts the QoS requested into equivalent bandwidth requirement and notes the R, S, T, I,E values of characteristic

tuple of the flow. The ingress router should not go ahead and compute a route for this flow immediately because it might

be possible that some other edge router also received a request at the same time. The routes computed by the two routers

can overlap resulting in over-allocation of bandwidth on some links. An over-allocation would lead to the guarantees to

these flows not being met. So an ingress router waits for the flow control token (which we describe in next sub-section)

before it computes path P for a flow.

Once the ingress router receives the flow control token, it computes a path P for the flow based on its information

about the future network state stored in vectorB. It then sends a flow information token among the other edge routers to

notify them of the arrival of the new request and then sends the flow control token to the next edge router in the sequence.

The circulated flow information token contains the characteristic tuple of the flow. On receiving the flow information

token, the edge routers update their network state vectors. When the flow information token comes back to the ingress

router it updates its network state vector and also installs the flow’s reservation state.

Thus in EQOS, all the edge routers have identical network state vectors after the flow information token is circulated.

However, the flow’s reservation state is stored only at its ingress router.

The additional enhancement that can provide a high degree of fault-tolerance to EQOS-A, is to make the edge routers

store each flow’s characteristic tuple, when they receive its flow information token. Given this simple enhancement the

states of all reserved flows will be available at all the edge routers of the domain rather than just the ingress router. In

other words, this enhancement makes the flow state across the edge routers consistent along with the network state. Note

that keeping state of all reserved flows at all the routers might be a significant overhead. Practically only a subset of edge

routers can be designated as backups for a given edge router. However, that is more a issue of policy rather than a protocol

issue. We assume that the backup is made at all routers. The most significant part of this co-operative backup operation

is that no extra backup devices are required.

B. Flow Handling

Since our protocol does not change the core routers, they are incapable of distinguishing between packets from re-

served flows and best effort flows. The only way to ensure that the reserved flows get their desired bandwidth, is to have

the total traffic on each link less than or equal to its capacity. At the same time we don’t want to restrict the flows so

much that the network utilization suffers.

We use a flow control token to do exactly as mentioned above. The flow control token carries four aggregated values

for each link l in the domain. These are:

• Cl : The amount of bandwidth left over on link l after deducting the bandwidth reserved on it for the reserved

flows which are active.

• Fl : The number of active best effort flows going through the link. An edge router knows the best effort



flows for which it is ingress. It also knows the path that the flow is taking (since the flow is pinned to a path)

and thus can add to the flow count on the corresponding links.

• Rl : The amount of residual bandwidth on the link. The residual bandwidth is the amount of bandwidth left

over by those best effort flows on the link, which are bottlenecked at some other link on their path. Since an

edge router knows the path of its best effort flows, it knows the bottleneck link for each flows and hence knows

the unused portion of their fair share on the link.

• CRl : The claimed residual bandwidth on the link. Since residual bandwidth is the unused portion of band-

width of some best effort flows, other best effort flows can use that bandwidth, if their rates can increase by

using this bandwidth. The residual bandwidth is claimed on a first-come-first-serve basis, thus allowing the

flows whose ingress router is next in the token circulation cycle the first opportunity to use the residual band-

width.

The rates of the flows are computed and the flow control token handling is done as follows: When an edge router

receives the token:

• If a reserved flow has terminated, it increases the available bandwidthCl on all links l on its path.

• If a best effort flow has terminated (timed out), it decreases the number of flows Fl on all links l on the path of

the flow.

• It looks up the reservation state table and finds if any reserved flow is going to start within δ time from now. For

each such flow f , it has the path information stored. On each link l on the path of f , the available bandwidthCl is

reduced by its reserved bandwidthR, if it has not already done so in the previous token cycle.

• For a new best effort flow f , it computes the path. On all the links l on path of f , it increments the flow count Fl

by one. It allows packets from f to share the bandwidth with some other best effort flows which are going to the

same egress router as f . This sharing is done by using some fair rate scheduler [18].

• Compute the new rate of policing of the installed fair rate schedulers.2 Let the number of flows being policed by

the fair rate scheduler be N . For each link l on the path of the flows, compute the fair share F = N∗Cl
Fl

. The best

share is computed as F + (Rl − R′l)− (CRl − CR′l) where R′l is the residual bandwidth and CR′l is the claimed

residual bandwidth on l by the scheduler’s own flows(which it put in the token in the previous circulation cycle).

The minimum of the best share over all links on the flows’ path, is the new rate for the scheduler. After that the

router updates the Rl and CRl on the links l on the flow group’s path.

• The router then sends the token to the next edge router in the circulation sequence.

We illustrate how these values are computed using a simple example. Consider the simple topology given in fig. 2.

Assume that the token circulates among the edge routers in sequence 1,2,3. Let the links l2, l3 have initial bandwidth of

2A fair rate scheduler collectively polices all the flows sharing the same path. Hence the new rate is computed for a scheduler and not individual

flows.
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Fig. 2. An example illustrating the working of EQOS. The black arrowhead indicates the router which has just updated the token.

10Mbps, l1 have a initial bandwidth of 7Mbps and that initially there is no flow in the network. At this time the available

capacity in all links is equal to their capacities, no best effort flows on any links and there is no residual bandwidth as in

fig. 2(A). Let a reserved flow become active from router 1 to router 3 taking 5Mbps bandwidth. When the token arrives

at router 1, it updates the token contents as shown in fig. 2(B). The available bandwidth on l1 is now 2Mbps and that on

l3 is 5Mbps. Also, there is no change in any other fields as there are no best effort flows as yet. When the token comes

back to router 1 after a cycle, it can start the reserved flow. Next a best effort flow f1 starts from router 1 to router 3. On

receiving the token, router 1 increases the number of flows on links l1 and l3 by one and forwards the token as shown

in fig. 2(C), but it does not start f1 as yet. It has to wait for 1 token cycle before it can start. Note that this one cycle

wait is only there when the ingress router does not have any other best effort flows going to the same egress router as f1.

Normally, the best effort flows can be just be added to the fair rate scheduler policing some group of flows going to the

same egress router. In the next token cycle, router 1 computes the maximum rate for f1 asmin(2
1 + 0− 0, 5

1 + 0− 0)=

2Mbps which is the maximum bandwidth it can use on link l1. It updates the contents of the token as shown in fig. 2(D).

The residual bandwidth on l1 is set to 0 because f1 is using the entire 2Mbps of the available bandwidth. However, the

residual bandwidth on l3 is set to 3Mbps because, f1 is entitled to 5Mbps on l3 but cannot use more than 2Mbps on it.

Now a best effort flow f2 starts from router 2 to router 3. On receiving the token, router 2 increases the number of flows

on links l2 and l3 by one as in fig. 2(E) and sends the token to the next router in sequence. When router 1 receives the

token, it finds that the number of flows on l3 has increased and it recomputes the rate for f1 asmin(2
1 +0−0, 5

2 +0−0)

which is still 2Mbps. But now the residual bandwidth of 3Mbps that it had left on l3 is reduced to 0.5Mbps (which is its

fair share 5
2 on l3 minus its rate which is 2Mbps). It updates the token as in fig. 2(F) and sends it to the next router. After

1 cycle, when router 2 receives the token, it knows that the other edge routers must have corrected their flow rates and



token information to take into account f2. It computes the rate for f2 as min(10
1 + 0− 0, 5

2 + 0.5− 0)= 3Mbps. So it

claims 0.5Mbps of the residual bandwidth on l3 (which is the entire residual bandwidth in this case) for f2. Moreover, it

sets the residual bandwidth on l2 to 7Mbps as f2 is using only 3Mbps of the 10Mbps available to it. It updates the token

accordingly as in fig. 2(G) and forwards the token to the next router. Lets say that f1 terminates now. On receiving the

token, router 1 will adjust all the fields which were modified on account of f1 and send out the token with the flow count

on links l1 and l3 and the residual bandwidth on l3 reduced as shown in fig. 2(H). On receiving this token, router 2 will

readjust the rate of its best effort flow tomin(10
1 +0−0, 5

1 +0−0) = 5, the residual bandwidth on l2 is set to 5, claimed

residual bandwidth on l3 is reduced to 0 and update the token accordingly. This way the process continues.

C. Starting A Reserved Flow

The ingress router for a reserved flow knows when it is going to start. However, the flow must re-confirm its intent to

use the reservation between tmin and tmax times before it starts otherwise the network may discard the reservation.3 We

describe in the fault handling subsection how the re-confirmation message can add to the fault tolerance. Once the flow

has re-confirmed, it can start anytime after S−δ. The ingress router considers the flow active at this time and accordingly

reduces bandwidth on the links on its path. The EQOS protocol will ensure that after one token circulation cycle, the

links on the flow’s path have enough bandwidth to support it.

D. Fault Handling in EQOS-A

When an edge router fails, its state information is available at all the other edge routers. This implies that whenever

the failed router comes up again, it can query some other edge router about the reservation state information stored. The

queried router can then pass that information in a reliable fashion to the concerned router and thus recover from the

failure. The only way we can lose state information is if all the edge routers go down simultaneously. The other case

where we might not be able to handle a reservation due to loss of reservation state information is when the flow starts

during the time when its ingress router is down.

Failure of core router does not cause any loss of state information as our approach is core-stateless unlike hop-by-

hop approaches. Since our objective is to eliminate the impact of state loss due to router failure during storage phase,

a core router failure does not affect our protocol’s performance. However, a core router failure mandates that the route

for any flow traversing the failed router should be recomputed. This is not different from the way immediate reservation

protocols handle node failure. If the QoS routing algorithm employed for route computation has a notion of survival

routing, it would have created backup paths for all reserved flows and the flows can be rerouted. In case the QoS routing

algorithm does not compute backup paths, new routes should be computed for flows traversing the failed router as for

immediate reservation.

Another type of failure that this design can handle is a change in topology in some upstream domain. This is possible

3The ISP’s policy determines the values of tmin and tmax.
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because of the reservation re-confirmation requirement that we mentioned earlier. Suppose that a change in topology in

an upstream domain causes some flow to arrive at another edge router than the one meant to be the ingress router. If the

new ingress router receives the re-confirmation message for a flow it was not supposed to be an ingress to, it circulates

the information about this flow around all the edge routers. The original ingress router can then clear the computed path

for this flow and inform other routers about this cancellation. Now the new ingress router can try and find a new path

from itself to the destination egress router for the flow. If it can find such a path, it becomes the ingress node for the flow

and follows the same procedure as described above. Note that the new ingress router might not be able to find a path for

the flow. However, our protocol provides a chance for the flow to get through. The hop-by-hop approach can not handle

this kind of a case gracefully. In the hop-by-hop approach, when some other edge router receives a re-confirmation, it

does not have any clue about the original path for the flow. Although it can handle the request as one for a new flow,

the routers on the original path will have to wait till the reservation state times out, to clear the bandwidth reserved for

that flow. Till that time, the reserved bandwidth is not available for other flows. Clearly, our protocol handles such cases

much more effectively than the hop-by-hop approach.

V. FACTORS AFFECTING FLOW HANDLING

We have argued that a domain-based approach is inherently more fault-tolerant than a hop-by-hop approach in han-

dling advance reservations. In this section we describe various factors which affect the degree of fault tolerance of any

network. We ran simulations on ns-2 simulator [19] to evaluate the effect of these parameters on hop-by-hop approach,

EQOS and EQOS-A. Each experiment is conducted 10 times using different flow patterns. Each point in the results is

an average of these runs. For all simulations, we use seconds as a virtual unit for time. In practice, it could be minutes,

hours, days or any other unit.

The first factor which determines how many reserved flows can be handled by the network is obviously the failure

probability. We use a simple ISP topology shown in figure 3 for this set of experiments. In this set of experiments,
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Fig. 5. Result for experiment testing the impact of a failure probability function linearly increasing in time.

the failure probability in a run is kept constant. The failure probability value is increased from 0 to 10−3 in different

runs. One thousand advance reservation requests arrive at the network within the first 100 seconds. All flows start after

100 seconds and all the flows start by 1000 seconds. The simulation is run for 1000 seconds. The results are shown

in figure 4. We see that the number of flows that are handled properly by all three approaches reduce as the failure

probability increases. However, EQOS always outperforms the hop-by-hop approach and the flow handling of EQOS-A

is above 98%.

We repeat the above experiment, with a different failure probability function. This time we use a linearly increasing

function of time as the probability function. The node failure probability for uptime t is increased from 10−5t to 10−4t.

The results, shown in figure 5, are similar to the previous case, except that the number of flows not handled properly

is higher (because the failure probability function’s value increases with time thus causing failure at a higher number

of nodes). Irrespective of the failure probability function, EQOS can handle more reserved flows than a hop-by-hop

approach. EQOS-A still handles more than 95% flows.
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Fig. 6. Result for experiment testing the impact of storage phase duration with constant failure probability 0.0005

For all the other experiments we use a constant failure probability of 0.0005. We repeated all the experiments, with

different failure functions and found that the results are qualitatively similar. The complete set of results is available

in [20].

The next factor that affects the fault tolerance capability of a network handling advance reservations, is the average

storage phase duration. The longer the duration, the more likely it is that the flow is not properly handled. We tested

the impact of storage phase duration on the ISP network of figure 3. We have three set of flows which have different

durations of storage phase. Again we assume that all flows in each set of 1000 requests arrive at the network before

the first 100 simulation seconds and all flows start after 100 seconds. The flows in set 1 have an average storage phase

duration 100 seconds, those in set 2 have average storage phase duration 1000 seconds, and those in set 3 have an average

storage phase duration 10000 seconds. Figure 6 shows the number of flows handled properly by the three approaches.

The results show that the as the duration of storage phase increases, the number of flows handled properly decreases.

Again, EQOS performs better than the hop-by-hop approach for all storage phase durations. EQOS-A handles more

than 97% of the flows properly for all storage phase durations..

The third factor that needs to be considered is the average number of routers on path of a flow or the average path

length. For a domain-based reservation approach, an increase in the number of routers along the path would not reduce

the number of flows being handled properly (since the number of nodes storing reservation state for a flow is still one).

However, a hop-by-hop approach is likely to have a performance degradation as the number of routers on the flow’s path

increase because of a higher cumulative failure probability.

This effect is depicted in our next simulation set. We use the topologies shown in figure 7. The number of edge routers

in the topologies does not change but the average number of hops between a pair of edge routers increases from 2 to 4.

For all the topologies the flow patterns remain the same. We set the average storage duration to 450 seconds, i.e., all the

flows start during 100 and 1000 seconds. The result for constant failure probability 5 × 10−4 shown in figure 8 show
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Fig. 7. Topologies with different path lengths for the same number of edge routers, used in evaluating the impact of average path
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Fig. 8. Result for experiment to test the impact of average path length with constant failure probability 0.0005.

that the EQOS and EQOS-A are not affected by this factor, but the performance of hop-by-hop approach deteriorates.

Finally, another factor which can affect flow handling in a system which has some back up mechanism, is the average

fault duration,i.e., the average amount of time a node is down before it comes up again. We simulate the effect of this

factor on EQOS-A protocol operating on the ISP topology of figure 3. We again have 1000 flows with the requests

arriving within first 100 seconds. The flows start anytime between 100 and 1000 seconds. The minimum fault duration

is 1 second. Figure 9 shows the number of flows handled by EQOS-A when the maximum fault duration is set to 100

sec, 500 sec and 1000 sec. The flow handling percentage of EQOS-A goes down as the duration increases. However, it

still performs quite well.

The above experiments verify our claim that a domain based approach (EQOS) is inherently more fault-tolerant com-

pared to a hop-by-hop approach. They also substantiate our claim that EQOS-A is virtually unaffected by router failures

during storage phase. The only factor that can affect EQOS-A’s flow handling is the average fault duration. All other

parameters have virtually no impact on the fault handling of EQOS-A. As long as the ISP maintains a reasonable repair
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Fig. 9. Result for experiment testing the impact of average fault duration with constant failure probability 0.0005

time, EQOS-A is likely to perform very well.

VI. DISCUSSION

A. Why not a centralized bandwidth broker?

As we have described, all the edge routers see the same network state vector. If we are going to store the backup

information at all edge routers, then the reserved flow state across the routers will also be the same. An obvious question

to ask at this point is that why not have a single bandwidth broker for the entire domain?

A centralized broker approach is much more susceptible to failures than even the pure EQOS approach. A centralized

bandwidth broker has to maintain the reservation state of all the flows. If the centralized broker fails, the reservation

state of all the flows in the domain is lost. The EQOS approach requires that the state of a flow be stored at its ingress

router only. In case of an edge router failure, the lost reservation states are of only the flows for which it is the ingress

router. In other words, failure of one node could mean a loss of all flows’ reservation states in a centralized approach,

whereas in EQOS approach, only a fraction of flows may lose their reservation state in case a router fails.

Another reason for this is that just having a centralized bandwidth broker will not allow dynamic bandwidth sharing

between reserved flows and best effort flows without the token passing mechanism of EQOS. To the best of our knowl-

edge, there is no protocol other than EQOS, which allows dynamic sharing of bandwidth between reserved and best effort

flows. To utilize the network resources as much as possible, it is desirable to have the best effort flows take up all the

remaining bandwidth left by the reserved flows. Hence, if we are using the token passing mechanism anyway, the edge

routers can themselves act as distributed bandwidth broker and act as backup for one another.

A common argument provided for making a node fault tolerant is to introduce backup devices. Even on that count a

centralized broker does not compare favorably with EQOS-A approach because the amount of backup that our approach

provides(each edge router for every other edge router) is not likely to be there for a special node acting as a centralized

bandwidth broker. Hence we believe that our approach will perform much better than a centralized bandwidth broker



both in terms of network utilization and fault tolerance.

B. Handling Immediate Reservations

An immediate reservation is effectively an advance reservation with a zero-duration storage phase. An important de-

viation is that the termination time of the flow is not known. To handle advance reservation and immediate reservation

flows with unknown duration, the network should estimate the amount of time that the flow could take. This can be done

by collecting duration statistics of reserved flows over a period of time. Also the application seeking reservation can be

asked to provide an estimate of its duration. For example, an application streaming a movie to a viewer, is likely to know

the duration of the movie. A complete description of handling unknown duration immediate reservations with advance

reservations is given in [21].

VII. CONCLUSION

Advance reservation schemes have to maintain a flow’s state for a long period of time. We showed that for advance

reservations, the traditional hop-by-hop approach is significantly less fault tolerant that a domain-based approach. We

presented a protocol called EQOS-A for fault tolerant handling of advanced reservations. EQOS-A being implemented

entirely in edge routers, minimizes the deployment complexity of the protocol. We have shown that our protocol elimi-

nates the effect of router failure between the time the resources were reserved and the time the resources are used. This

reduces the complexity due to router failure in advance reservation capable networks, to a level similar to immediate

reservation capable networks. Moreover, no extra backup devices were used to provide fault tolerance.

In future, we plan to implement our protocol on a testbed and evaluate its performance in a practical scenario. We will

also like to test the interaction between advance reservations and immediate reservations.
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