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Abstract. Network-basedhttackssuchasDDoS attacksandworms,arethreat-
eningthecontinuedutility of thelnternet.As thevarietyandthesophisticatiorof
attacksgrow, early detectionof potentialattackswill becomecrucialin mitigat-
ing their impact. We amgue that the Gigascopedatastreammanagemensystem
hasboththefunctionalityandthe performanceo sene asthefoundationfor the
next generatiorof network intrusiondetectiorsystems.

1 Introduction

The phenomenasucces®f the Internethasrevolutionalizedour society providing us,
e.g.,the ability to communicatesasily with peoplearoundthe world, andto access
and provide a large variety of information-basedervices.But this succeshasalso
enabledhostileagentgo usethelnternetin mary maliciousways(seeg.g.,[10,9,36]),
andtermslike spam phishing,viruses worms,DDoS attacks gtc.,arenow partof the
popularexicon.As network-basedttackdncreasethecontinuedutility of thelnternet,
andof ourinformationinfrastructuregritically depend®nourability to rapidlyidentify
theseattacksandmitigatetheir adverseimpact.

A varietyof toolsarenow availableto helpusidentify andthwart theseattacksjn-
cludinganti-virussoftware, re walls, andnetwork intrusiondetectiorsystemgNIDS).
Giventhedif culty in ensuringthatall hostsrun the latestversionof software,andthe
limitationsof re walls(e.g.,wormshavebeenknownto tunnelthrough re walls),NIDS
arebecomingncreasinglypopularamondargeenterpriseandlSPs.Network intrusion
detectiorsystemsessentiallymonitorthetraf c enteringand/orleaving a protectechet-
work, andlook for signature®f known typesof attacksIn practice differentNIDS use
differentmechanisméor the e xible speci cationof attacksignaturesSnort[34], e.g.,
usesopensourceulesto helpdetectvariousattackgsuchasportscansgndalertusers.
Bro [32], e.g.,permitsa site's securitypolicy to be speci edin a high-level language,
whichis theninterpretedoy a policy scriptinterpreter

As thevarietyandthesophisticatiorof attacksgrow, earlydetectionof potentialat-
tackswill becomecrucialin mitigatingthesubsequerimpactof theseattackqseege.g.,
[16,23,25,26,29,24,33,38]). Thus,intrusiondetectiorsystemsvould needto become
even more sophisticatedin particularfor trafc monitoredat high speed(Gbit/sec)
links, andit becomesmperative for thenext generatiorof NIDS to:

— provide generalanalysisover headersand contentsof elementsin network data
streamge.g.,IP traf c, BGPupdatemessagegp detectpotentialattacksignatures.



— provide highly e xible mechanismdor specifyingknown attacksignaturesover
thesenetwork datastreams.

— provide ef cient (wire-speed)mechanismgor checkingthesesignaturesto iden-
tify andmitigatehigh speedattacks.

In this paper we explore the utility of a general-purposdatastreammanagement
system(seee.g.,[2,1,4,11]), in particular Gigascopg13—15,12,20], for this purpose
We armguethatGigascopéasboththe functionalityandthe performanceo sene asthe
foundationfor the next generatiorof network intrusiondetectionsystems.

Therestof this paperis structuredasfollows. Section2 presentghe mainfeatures
of Gigascopes querylanguagen anexampledrivenfashion.Section3 describes few
representatie network-basedattacks andillustrateshow Gigascopecanbe usedto aid
in the detectionof theseattacks.Finally, Section4 describesaspectf Gigascopes
run-timearchitecturghatenablesigh performanceattackdetection.

2 Gigascope

Gigascopss a high-performancelatastreammanagemensystem(DSMS) designed
for monitoringof networks with high-speediatastreamswhich is operationallyused
within AT&T' s IP backbong13-15,12,20]. Gigascopes intendedto be adaptableso
it canbeusedasthe primarydataanalysisenginein mary settingstraf c analysisper
formancemonitoringanddehugging,protocolanalysisanddevelopmentroutercon g-
uration(e.g.,BGP monitoring),network attackandintrusiondetectionandvariousad
hocanalysesin this section,we focuson the queryaspectof Gigascopeanddefera
discussiorof Gigascopes high-performancémplementatioruntil Section4.

Gigascopes querylanguageGSQL,is a purestreamquerylanguagevith an SQL-
like syntax,i.e., all inputsto a GSQL queryaredatastreamsandthe outputis a data
stream[20, 27]. This choice enablesthe compositionof GSQL queriesfor complex
queryprocessingandsimpli es theimplementationHere,we presenthemainfeatures
of GSQLin anexampledrivenfashionLater, in Section3, we shav how GSQL canbe
usedto detectvariousnetwork attacks.

2.1 Data Model

Datafrom anexternalsourcearrivesin theform of a sequencef datapacketsat oneor

moreinterfaceghatGigascopenonitors.ThesedatapacletscanbelP paclets,Net ow

paclets,BGP updatesegtc.,andareinterpretedoy a protocol. The Gigascopeaun-time
systeminterpretsthe datapacletsasa collectionof elds usinga library of interpreta-
tion functions.The schemaof a protocol streammaps eld namedo theinterpretation
functionsto invoke [20].

PROTOCOL paclet{
uint time gettime (required,ncreasing);
ullong timestampget timestamp(required,increasing);
uint caplengetcaplen;



unitlengetlen;

}

PROTOCOL Ethernef(paclet) {
ullong Eth_src addrget eth.src. addr(required);
ullong Eth_dst addrget eth dstaddr(required);

}

PROTOCOLIP (Ethernet){
uintipversiongetip_version;
}

PROTOCOLIPV4 (IP) {
uint protocolgetipv4_protocol;
IP sourcelRyetipv4_sourceip;
IP destlPgetipv4_destip;

}

Network protocolstendto belayerede.g.,anlPV4 pacletis deliveredvia anEther
netlink. As acorveniencetheprotocolschemasiave amechanisnfor eld inheritance
(speci edin parentheseskor example theEthernet  protocolcontainsall the elds
of thepacket protocol,aswell asafew others.

2.2 Filters

A lter queryselectsasubsebf tuplesof its input streamextractsa setof elds (pos-
sibly transformingthem),thenoutputsthetransformeduplesin its outputstream.The
following queryextractsa setof elds for detailedanalysisfrom all TCP (protocol

= 6) paclets.

Q3 SELECT time,timestampsourcelPdestIR
sourceport, destport,len
FROM TCP
WHERE  protocol=6

Gigascopesupportsmultiple datatypes (include IP), and multiple operationson
thesedatatypes.Thefollowing queryextractsafew elds from thelPV4 tupleswhose
sourcelP matchesl28.209.0.0/24 , andnamesghe resultingdatastreamasfq
(this canthenbereferencedn subsequentSQL queries).

Q3. DEFINE  {querynamefq; }
SELECT time,sourcelPdestIP
FROM IPV4
WHERE  sourcelP& IP_VAL 255.255.255.0= IP_VAL"128.209.0.0'



2.3 UserDe ned Functions

While GSQLhasawide variety of built-in operatorstherearesituationswherea user

de ned function would be more appropriate Gigascopegyermitsusersto de ne func-

tions, and referencethemin GSQL queries.The following query for example,uses
longestpre x matchingonthesourcelP addressgainstthelocal pre x tableto ex-

tractdataaboutlPV4 pacletsfrom local hosts.

QJ: SELECT time/60,sourcelP
FROM IPV4
WHERE  getlpmid(sourcelPlocalpre x.thl') >0

2.4 Aggregation

The following aggregation query countsthe numberof IPV4 pacletsandthe sumof
theirlengthsfrom eachsourcelP addressluring 60 seconcepochs.

Q$: SELECT tb, sourcelPcount(*),sum(len)
FROM IPV4
GROUPBY time/60astb, sourcelP

Aggregationcan be combinedwith userde ned functionsto createsophisticated
analysesThefollowing aggreationqueryusesagroupvariablecomputedisingauser
de ned function, to countthe numberof IPV4 pacletsandthe sum of their lengths
from eachlocal hostduring 60 secondepochs.

Q5. SELECT tb,localHost,count(*),sum(len)
FROM IPV4
WHERE  getlpmid(sourcelPlocalpre x.thl') > 0
GROUPBY time/60astb,
getlpmid(sourcelPlocalpre x.tbl") aslocalHost

2.5 Mergesand Joins

A GSQL memge querypermitsthe unionof streamgrom multiple sourcesnto a single
stream,while preservingthe temporal(ordering) propertiesof one of the (speci ed)
attributes.The input streamanusthave the samenumberandtypesof elds, andthe
mermge elds mustbe temporaland similarly monotonic(both increasingor both de-
creasing) For example,the following query canbe usedto merge datapacletsfrom
two simplex physical(optical) links to obtainafull view of thetraf c onalogical link.
Suchmeigequerieshave provenvery usefulin Gigascopdor network dataanalysis.

Q7: DEFINE  { querynamelogicalPktsLink;}
MERGE  Ol.timestamp O2.timestamp
FROM opticalPktsLink101, opticalPktsLink202



A GSQL join query supportsthe join of two datastreamswith a temporaljoin
predicate(possiblyalongwith other predicates)andwill emit a tuple for every pair
of tuplesfrom its sourceghat satisfythe predicatein the GSQL WHERElause.The
following query for example,computeshedelaybetweeratcp _syn andatcp _ack.

Q’: SELECT  S.tb,S.sourcelPS.destIPS.sourceport,
S.destport, (A.timestamp— S.timestamp)
FROM tcpsynS, tcp.ackA
WHERE  S.sourcelP A.destlPandS.destIP= A.sourcelPand
S.sourceport= A.destportandS.destport = A.sourceport
S.tb= A.tb andS.timestamp<= A.timestampand
(S.sequencaumber+ 1) = A.acknumber

Joinscanbe combinedwith aggrejatesfor complex GSQL queries.

2.6 UserDe ned Aggregationand Sampling

GSQL permitsusersto de ne aggreatefunctions (UDAFs), and referencethemin
queries,just like regular aggreyates[12]. The speci cation of the UDAF consistsof
multiple functions:INITIALIZE (whichinitializesthe stateof a scratchpadpace)]T-
ERATE (which insertsa valueto the stateof the UDAF), OUTPUT (to supportmulti-
ple returnvaluesfrom the sameUDAF computation)andDESTROY (which releases
UDAF resourcesy.

For example,usingGSQLs UDAF mechanismapproximatequantilestreamingal-
gorithmscanbecodedandaccessetik ein thefollowing query to computehemedian
valueof len for eachsourcelP addres&nd60 secondepoch:

Q% SELECT  tb, sourcelPcount(*), percentile(len,50)
FROM IPV4
GROUPBY time/60astb, sourcelP

The UDAF mechanisnis usefulto obtainpointvalues(e.g.,medianpacletlength),
but it is cumbersomdor obtainingsetvalues,suchasin returninga sampleof the
datastream(e.g.,a subset-sumer areserwir sample) Giventheutility of samplingto
analyzehigh-speedtreamsGSQLsupportsasamplingoperatothatcanbespecialized
by usersto implementa wide variety of streamsamplingalgorithms[21]. The key
obsenationemplgyedis thateventhoughtherearemary differencesetweenvarious
streamsamplingalgorithms they follow acommonpattern First,anumberof itemsare
collectedfrom the original datastreamaccordingto a certaincriterion (possiblywith
aggreyationin the caseof duplicates)this is theinsertphase Then,if a conditionon
thesampleis triggered(e.g.,the sampleis too large), the size of the sampleis reduced
accordingto anothercriterion;this is the compessphaseThis alternatiornof insertand
compresphasexanberepeatedereraltimesin eachepoch.At theendof theepoch,
the sampleis output;this is the output phase For example,the following query will
reportthe 100 mostcommonsourcelP addressewithin a 60 secondepoch.

% Additional functionsareneededo dealwith Gigascopes two-level architecturewhichwe do
notdiscusgurther



Q%: SELECT tb,sourcelP
FROM IPV4
GROUPBY time/60astb, sourcelP
CLEANING WHEN  local.count(100= TRUE
CLEANING BY count(*) < currentbucket() — rst(current_bucket())

2.7 Query Set

Complex analysesrebestexpressedscombinationf simplerpiecesBy permitting
GSQL queriesto be namedandre-usedn the FROMlauseof otherGSQL queriesa
setof interrelatedqueriesforming aqueryDAG, canbede ned.

3 Attacks

A largevarietyof network-basedttackshave beendiscussedh theliterature,including
viruses,worms,DDoS attacks.etc. (see,e.g.,[10,9,16,23,25,26,29,24,33,36,38]).
Here,we discussafew representatie attacks andillustratehow Gigascopeanbeused
to aid in the detectionof theseattacks.

3.1 Denial of Sewice

A denial of service(DoS) attackis characterizetby anexplicit attemptby attaclersto
preventlegitimateusersof a servicefrom usingthatservice[7]. DoSattackshave been
amongthe mostcommonform of Internetattacks.Thebasicform of a DoS attackis to
consumescarcecomputerandnetwork resourcessuchaskerneldatastructuresCPU
time, memoryanddisk spaceandnetwork bandwidth.

EmailBombing: An exampleDoSattackthatattemptdo consumesystemandnetwork
resourcess Email Bombing , whereattaclers sendexcessvely mary andlarge e-
mail messaget oneor moreaccountsat a speci ¢ victim site [8]. Whenthe attacler
makesuseof a dispersedetof sourcego coordinatesuchanattack,it is referredto as
adistributedDoS (DDoS) attack.

Email Bombing canbe detectedatthe victim siteif emailis sluggish,possibly
becaus¢hemaileris trying to procesgoo mary messages\n alternatveway of check-
ing for this possibilityis to monitorthe SMTPtraf ¢ enteringa protectechetwork using
Gigascopeandcheckfor hoststhat showv signi cant deviationsin expectedtrafc at
port 25/SMTP Thefollowing simple GSQL querycantrackthe total SMTPtraf ¢ for
individual destinationP addressedeviationscanbe monitoredby comparingrecent
behaior with morehistoricaltrends.

Q%°*:DEFINE  { querynamesmtpperhost;}
SELECT tb, destIRcount(*),sum(len)
FROM TCP
WHERE  protocol= 6 anddestport= 25
GROUPBY time/60astb, destIP



Note that, sincethe numberof destinationlP addressef a protectednetwork is
likely to belimited, thenumberof groupscreatedy this querywould notexplode,even
underemailbombing.Thisis similar to “semi-streamingiherewe maintainstatistics
pergroupor entity [31]. Only the countof the numberof paclets,andthe sumof the
pacletlengthswouldincreasdor victim hosts.

If the numberof destinationlP addressef a network is very large, one canuse
GSQLs samplingmechanisnto keeptrack of the destinationlP addresses.g.,with
thelargestcounts,usingavariantof queryQ¥.

TCPSYNFlood: A morecomple attackagainsinetwork connectvity, by consuming
kerneldatastructuresjs the TCP SYN Flood attack[6], which exploits the 3-way
handsha& usedto establisha TCP connectionbetweena senderanda recever. In a
normal scenario,a senderinitiates a TCP connectionby sendinga SYN paclet, the
recever respondwith a SYN/ACK paclet, andthe sendercompleteghe 3-way hand-
shale with an ACKpaclet. After sendingthe SYN/ACK paclet, the recever allocates
connectiorresourcegkerneldatastructures}o remembethe pendingconnectiorfor
a pre-speci edamountof time. A TCP SYN Flood attackoccurswhenan attacler
repeatedlysendsSYN paclets, typically with differentsourceaddresses;ausingthe
receverto depleteits connectiorresourcespreventingserviceto legitimateusers.

In principle, TCP SYN Flood canbeidenti ed by correlatingthe SYNpaclets
with matchingACKpacletsin the streanof TCP paclets,andalarmingwhentoo mary
SYNpacletsin aspeci edtime interval appeatto be unmatchedThe GSQL queryset
for this purposeQ4°¢, makesuseof joins, asshovn below. The outerjoin ensureshat
outputtupleswill be computedeven whenthereare no matchedSYN pacletsin an
epoch.Note thatthis is an estimatesincein certainlossconditions,anddueto epoch
boundaryissueswe mightgetapproximateesults.

dos:DEFINE  { query.nametoomary_syn;}
SELECT A.tb, (A.cnt— M.cnt)
OUTER.JOIN FROM all_syn countA, matchedsyn countM
WHERE A.tb=M.tb

DEFINE  { querynameall_syncount;}
SELECT S.tb,count(*)ascnt

FROM tcp_synS

GROUPBY S.tb

DEFINE { querynamematchedsyncount;}

SELECT S.tb,count(*)ascnt

FROM tcpsynS,tcp.ackA

WHERE  S.sourcelR= A.destlPandS.destIP= A.sourcelPand
S.sourceport= A.destportandS.destport= A.sourceport
S.th= A.th andS.timestamp<= A.timestampand
(S.sequencaumber+ 1) = A.acknumber

GROUPBY S.tb



Overahigh-speede.g.,1 Gbhit/sec)link, onecouldseeupto 3 million SYNpaclets
persecond?29]. In theworst-casefor reasonablyarge (multi-secondyound-triptimes,
this mayrequiretoo muchmemoryto computethejoin in matched _syn _count . In
suchcasespne could samplerandomSYN pacletsin the incoming stream(seeSec-
tion 4.3), and checkif they are matched(see,e.qg.,[17]). A samplingalgorithmlike
resenoir sampling[37], which hasbeeninstantiatedusing GSQL's samplingoperator
would sufce for thistask.

Alternatively, one could simply countthe numberof SYNpacketsandthe number
of ACKpacletsin speci ed windows, and declarethe possibility of an attackif there
aremoreof theformerthanof thelatter(asadwcatedy [38]). Thequeryin Gigascope
for thisapproachs shonvn below.

Q%°*:DEFINE  { querynametoomary_syn;}
SELECT A.tb, (S.cnt— A.cnt)
OUTER.JOIN FROM all_syn.countS, all_ack countA
WHERE S.tb=A.tband(S.cnt— A.cnt) >0

DEFINE  { querynameall_syncount;}
SELECT S.tb,count(*)ascnt

FROM tcp_synS

GROUPBY S.tb

DEFINE  { querynameall_ack count;}
SELECT A.tb, count(*) ascnt

FROM tcp.ackA

GROUPBY A.th

3.2 Worms and Viruses

A wormis self-propagatingnaliciouscode[9]. Unlike avirus, whichrequiresa userto
do something suchasopeninganinfectedemailattachmentjor its negative impact,a
worm exploits vulnerabilitiesin the underlyingoperatingsystemto in ict its damage,
andto replicateand propagateby itself. They have beenwidely discussedn the pop-
ular press becausaf the signi cant damagethey have causedo the productvity and
infrastructureof users.

Virusesrely on useractionfor their propagationandhencetendto spreadslowly.
However, the highly automatedhatureof worms,alongwith therelatively widespread
natureof thevulnerabilitiesthey exploit allows alargenumberof systemsgo bequickly
compromisedFor example,the Code Red worm exploited a vulnerability in Mi-
crosoftllS seners,andinfectedmorethan250,000systemsn about9 hourson July
19, 2001. As anotherexample,the Slammer worm exploited a vulnerability in Mi-
crosoft's SQL Sener 2000 code,and affectednearly 100,000hostsin 10 minuteson
January25,2003.Somewormsincludebuilt-in DoSattackpayloadswhile othershave
web site defacemenpayloadge.g.,Code Red). But, often,their biggestimpactis in
thecollateraldamagehey causeasthey rapidly propagatehroughthe Internet.



KnownWbrms: Wormscanbeidenti ed by theirpayloadandtheirspeci ¢ mechanism
of propagationfFor example actiity of theSlammer wormisidenti able in anetwork
by the presencef 376-byteUDPpaclets,destinedor port 1434UDPof SQL Sener,
usingthefollowing query

wv:DEFINE  { querynameslammerworm; }
SELECT tb, destIRcount(*)
FROM UDP
WHERE  protocol= 17 anddestport= 1434andtotal.ipv4_length= 376
GROUPBY time/60astb, destIP

A numberof suchheademro les have beenidenti ed by detailedtrafc analy-
sis[28], andcanbeencodedlirectly asGSQL queries.

UnknownWbrms: Sincewormsareself-replicatingpngoingworm propagatiorshould
bere ectedin thepresencef higherthanexpectedstring similarity amonghepayloads
of network paclets.Thissimilarity is dueto theunchangingortionsof theworm paclet
payload,which is expectedto be presentevenin polymorphicworms. This intuition
hasbeenexploited by varioussystemdik e EarlyBird [33] and Autograph[25], which
usethefrequeng of substringsn paclet payloadgo generatesignature®f sourceof
contentsimilarity (whichin turnareindicative of potentialworms).A GSQLqueryakin
to Q¥ couldbe usedto computeheary hitterson the substringcountsof the payload,
for this purpose.

Recentwork hasalso examinedthe utility of the inversedistribution (for a given
frequeng f, the numberof substringghatappeamith thatfrequeng) to permitfaster
detectionof potentialworms[24]. Thefollowing GSQL querycanbe usedfor compu-
tationof theinversedistribution.

YV:DEFINE  { querynameinversedistrib; }
SELECT B.tb,B.cnt, COUNT(*) ASinvCnt
FROM basedistrib B
GROUPBY B.th,B.cnt

DEFINE  { querynamebasedistrib; }
SELECT C.th,C.SId,COUNT(*) AS cnt
FROM ContentString€

GROUPBY C.th,C.Sld

The costof this querydependson the numberof distinct substringsover all pay-
loads,whichis independentf thefrequeng of worm propagation.

3.3 Probingfor Vulnerability

Attacksexploit known vulnerabilitiesin servicesA typical precursotto attacksis the
identi cation of machineghat have speci c servicesavailable,and hencecanbe po-
tentially exploited. This takesthe form of anattacler probingfor openportson a setof
hostmachinegseee.g.,[23,29]).



IngressDetection: To determindf a portis open,anattacler sendsa pacletto a host,
attemptingto connectto the speci c port. If thetargethostis listeningon thatport, it
will respondby openinga connectionwith the attacler. This implies that during the
probing phase the attacler would not spoofthe sourcelP  addressBy monitoring
the numberof distinct (destIP, dest _port) pairswith the samesourcelP ,
onecancheckfor anomalousctity usingthe following GSQL query

Q7": SELECT tb, sourcelPcountdistinct(FACK(destIRdestport)) AS cnt
FROM TCP
GROUPBY time/60astb, sourcelP

A simplerGSQL query below, simply tracksthe numberof distincttargetsprobed
(potentially from differenthosts,aswould arisein a distributed vulnerability probe),
andusesananomalousncreasen this numberasanindicatorof suspiciousactiity.

Q%" SELECT tb, countdistinct(FACK(destIRdestport)) AS cnt
FROM TCP
GROUPBY time/60astb

EgressDetection: If the targethostdoesnot have a listeningprocesson a port, a dif-
ferentkind of responsamay be generatediFor example,a paclket sentto sucha UDP
portmaygeneratean ICMP “port unreachablefesponsewhile a packet sentto sucha
TCPportmaygenerat@nRST pacletin responseVulnerabilityprobegor, portscans)
canhencebealsoidenti ed by monitoringthe numberof distinctdestinatioraddresses
generatinguchresponsef29]. This canbe easilycapturedby avariantof Q5”, above.

4 Scalability

Gigascopes designedfor monitoring very high speeddata streamsusing inexpen-
sive processorsk-or example,in [22], non-trivial query setswererun at over 200,000
paclets/secwhile usingonly 38% of one CPU in atwo CPU system.To accomplish
this goal, Gigascopeausesan architectureoptimizedfor its particularapplications,n-

corporatingunblockingusingtimestampsndheartbeatsa two-level architectureand
sophisticatedamplingalgorithms eachof which aredescribedelow.

4.1 Unblocking, Timestampsand Heartbeats

The GigascopedDSMS evaluatesqueriesover potentiallyin nite streamsof tuples.To
produceusefuloutput,it mustbe ableto unblock operatorssuchasaggragation,join,
andunion.In generalthisunblockingis doneby limiting the scopeof outputtuplesthat
aninputtuple affects.Oneunblockingmechanisnis to de ne queriesoverwindows of
theinput stream.

Gigascopestechniqudor localizinginputtuple scopeis to requirethatsome elds
of theinput datastreamsbeidenti ed asbehaing like timestampse.g.,be monotone
increasingd14]. Thelocality of input tuplesis determinedy analyzinghow the query



referenceshetimestampelds. For example amemgeor ajoin querymustrelatetimes-
tamp elds of bothinputs,andanaggregationquerymusthave atimestampeld asone
of its group-byvariables For example,supposehattime is labeledasmonotonein-

creasingn the TCPstreamThenthetb group-byvariablein QueryQ¢ (which counts
thepacletsfrom eachsourcelP addressluring60 secondepochs)s inferredalsoto be
monotondncreasingWhenthis variablechangesn value,all existing groupsandtheir
aggreyatesare ushed to the operators output. The valuesof the group-byvariables
thusde ne epochsn which aggreyationoccurswith a ush attheendof eachepoch.

The timestampanalysismechanisnis quite effective for unblockingoperatorsas
long asall input streamsmake progressHowever, if one of the input streamsstalls,
operatorghatcombinetwo streamgsuchasmeige,which preserestimestamprderin
the outputdatastream)canstall, possiblyleadingto a systemfailure. This canhappen,
for example whenmemingtraf c from agigabitprimarylink andabackuplink (which
is usedonly whenthe primary link fails, and henceusually carriesalmostno traf c),
for attackanalysis.The mainproblemis thatwhile the presencef tuplesin the stream
carriestemporalinformation, their absenceloesnot. In suchsituations heartbeator
punctuationgsee.e.g.,[35]) canbeusedto unblockoperators.

Gigascopes punctuation-carryindneartbeatg2?] are generatecby sourcequery
operatorsby regularly injecting the heartbeamessagesarrying temporalupdatetu-
plesinto their outputstreamsA streamingoperatorin a subsequenquerynodein the
query DAG emitstemporalupdatetupleswhenever it recevesa heartbeafrom one
of its sourcestreamsThus,the heartbeatpropagatehroughoutthe queryDAG. [22]
discussesletailedimplementatiorissuesand demonstratethe effectivenes=f these
heartbeatgsigni cant reductionin memoryload with a negligible CPU cost), using
experimentswith join andmergequeriesoververy high-speediatastreams.

4.2 Two-Level Architecture

Gigascopéhasa two-level queryarchitecturewherethe low level is usedfor datare-
ductionandthehighlevel performsmorecomplex processingl14,12]. Thisapproachs
employedfor keepingupwith high streamingatesin acontrolledway. High speedlata
streamdrom, e.g.,a Network InterfaceCard (NIC), are placedin alarge ring buffer.
Thesestreamsarecalledsourcestreamdo distinguishthemfrom datastreamsreated
by queries.The datavolumesof thesesourcestreamsare far too large to provide a
copy to eachqueryon the stream.nstead the queriesare shippedto the streamslf a
query(@ is to be executedover sourcestreamS, thenGigascopereates subqueryy
that directly accesse§, andtransforms( into Q' which is executedover the output
from q. In generalpnesubqueryis createdor everytablevariablethataliasesa source
streamfor every queryin the currentqueryset. The subquerieseaddirectly from the
ring buffer. Sincetheir output streamsare much smallerthanthe sourcestreamthis
two-level architecture greatly reducesthe amountof copying (simple queriescanbe
evaluateddirectly on a sourcestream).

Thesubqueriegwhich arecalled“LFTAS”, or low-level queriesjn Gigascopeare
intendedto be fast, lightweight datareductionqueries.By deferring expensve pro-
cessing(expensve functionsand predicatesjoins, large scaleaggreation), the high



volume sourcestreamis quickly processedminimizing buffer requirementsThe ex-
pensve processings performedon the outputof the low level queries,but this data
volumeis smallerand easily buffered. Dependingon the capabilitiesof the NIC, we
canpushsomeor all of thesubquenyprocessingnto theNIC itself. In generalthemost
appropriatestratgy dependon the streamingrateaswell asthe available processing
resourcesChoosingthe beststrat@y is a complex query optimizationproblem,that
attemptgo maximizetheamountof datareductionwithout overburdeningthelow level
processoandthuscausingpaclket drops.

Gigascopeisesalargenumberof optimizationgo lowerthe LFTA processingosts.
Low-level operatorsare compiledinto C codethat arelinked directly to the runtime
library to avoid expensve runtime queryinterpretation.To ensurethat aggreationis
fast,the low-level aggreyationoperatorusesa x ed-sizehashtablefor maintainingthe
differentgroupsof a GROUPBY. If a hashtable collision occurs,the existing group
andits aggreyateareejected(asa tuple),andthe new groupusesthe old group's slot.
Thatis, Gigascopeomputesa partial aggreyateat the low level whichis completedat
a higherlevel. The querydecompositiorof an aggreyatequery @ is similar to that of
subaggrgatesandsuperaggrgatesn datacubecomputations.

The GigascopdDSMS hasmary aspectf a real-timesystem:for example,if the
systemcannotkeepup with the offeredload, it will droptuples.To spreacutthepro-
cessingoad overtime andthusimprove schedulability Gigascopemplementdraf c-
shapingpoliciesin someof its operatorsin particulay the aggreyationoperatoruses
a slow ush to emit tupleswhenthe aggreationepochchangesOne outputtuple is
emittedfor every input tuple which arrives,until all nished groupshave beenoutput
(or theepochchangesgain,in which caseall old groupsare ushed immediately).

4.3 Sampling

The complex querysetneededo analyzehigh-speedstreamsor attackswould often
needto rely onapproximationsysingstreamingalgorithms to keepup with theirinput.
Many of thesestreamingalgorithmscomputesamplegi.e.,asmall-sizedepresentatie
of the datasuitablefor speci ¢ queries)in one passover a high speeddatastream.
Thesestreamsamplingalgorithmsinclude genericsamplingmethodssuchas x ed-
sizereserwoir sampling[37], aswell as methodsfor estimatingspeci ¢ userde ned
aggreyatessuchasheavy hitters[30], distinct counts[18], quantiles[19], and subset-
sumg[3].

Oneapproachdevelopedin [21] is to developa singleoperatorthat canbe special-
ized to implementa wide variety of streamsamplingalgorithms.The samplingalgo-
rithmsthatcanbeimplementedsspecializationsf thesamplingoperatopermitavery
simplecommunicatiorstructurej.e., only betweerindividual samplesandthe sample
summaryTheproces®of samplingis in somewayssimilarto thatof aggreation,since
they both collect and output setsof tuplesthat are representatie of the input, while
achieving datareduction.This analogyleadsto an ef cient implementationpasedon
theuseof multiple hashtables of all specialization®f the samplingoperator

An alternatie,more e xible, approacho implementingndividual strearmsampling
algorithmsin Gigascopas with userde ned aggrejatefunctions(UDAFs). This ap-
proachwas explored in [12], where both sampling-basedJDAFs and sketch-based



UDAFs were implemented.The added e xibility of the UDAF approach,even for

sampling-basedlgorithms,is thatit permitsthe speci cation of algorithmsthatneed
“inter-samplecommunication”especiallyduringthecompresghasgsuchasthequan-
tile algorithmof [19]). Severalkey performancéessonsvereidenti ed. First,earlydata
reductionis critical for complex queryingof very high speeddatastreamsandGigas-
copes two-level architecturds highly suitablefor this purpose Secondthereis often
arangeof early datareductionstratgiesto choosefrom for processingcomplec ag-
gregates,ncluding useof appropriatesubaggrgation. The mostappropriatestratgy

dependn the streamingrate aswell asthe availableprocessingesourceschoosing
the beststrateyy is a complex optimizationproblem,with the goal of maximizingthe
amountof datareductionwithout overlburdeningthe low-level queryprocessar

5 Conclusion

Network-basedattacks,suchas DDoS attacks worms,andvirusesarenow common-
place,andthe variety andsophisticatiorof attackskeepsgrowing overtime. Early de-
tectionof potentialattackswill becomecrucialin mitigatingthe subsequenmpactof
theseattacksThus,it is imperatie for the next generatiorof NIDS to:

— provide generalanalysisover headersand contentsof elementsin network data
streamgo detectpotentialattacksignatures.

— provide highly e xible mechanismdor specifyingknown attacksignaturesover
network datastreams.

— provide ef cient (wire-speed)nechanismgor checkingthesesignaturesto iden-
tify andmitigatehigh speedattacks.

We armguethatthe GigascopdSMS hasboththefunctionalityandthe performance
to sene asthe foundationfor the next generatiorof network intrusiondetectionsys-
tems.Thefunctionalityis provided by the expressie, yet high-level, GSQL querylan-
guagewhich supportsarich varietyof featuresncluding Iters, userde nedfunctions,
userde ned aggregationand sampling,andjoins. Using example GSQL queries,we
have illustratedthe utility of thesefeaturedfor discerningandspecifyingattacksigna-
tures.The performancds provided by the Gigascoperchitecturdor monitoringvery
high speeddatastreamsjncorporatingfeaturedik e unblockingusingtimestampsand
heartbeatsa two-level architectureandsophisticatedamplingalgorithms.

As network-basedattacksevolve, Gigascopewill needto evolve aswell. Sophisti-
catedcooperatiorbetweena distributed setof Gigascopenstallationswill be needed
to identify highly distributedattackson the network infrastructure Statisticalanomaly
detectionalgorithms both parametriandnon-parametricwill needto beexpressedn
thequerylanguageSamplingandsignaturecomputation®n the payload jnvolving re-
assemblyof network paclkets,will prove useful.We think that Gigascopewill be able
to meetthesechallenges.
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