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Abstract. Network-basedattacks,suchasDDoSattacksandworms,arethreat-
eningthecontinuedutility of theInternet.As thevarietyandthesophisticationof
attacksgrow, earlydetectionof potentialattackswill becomecrucial in mitigat-
ing their impact.We arguethat the Gigascopedatastreammanagementsystem
hasboththefunctionalityandtheperformanceto serve asthefoundationfor the
next generationof network intrusiondetectionsystems.

1 Introduction

Thephenomenalsuccessof theInternethasrevolutionalizedour society, providing us,
e.g., the ability to communicateeasily with peoplearoundthe world, and to access
and provide a large variety of information-basedservices.But this successhasalso
enabledhostileagentsto usetheInternetin many maliciousways(see,e.g.,[10,9,36]),
andtermslike spam,phishing,viruses,worms,DDoSattacks,etc.,arenow partof the
popularlexicon.As network-basedattacksincrease,thecontinuedutility of theInternet,
andof ourinformationinfrastructure,critically dependsonourability to rapidlyidentify
theseattacksandmitigatetheir adverseimpact.

A varietyof toolsarenow availableto helpusidentify andthwart theseattacks,in-
cludinganti-virussoftware,�re walls,andnetwork intrusiondetectionsystems(NIDS).
Giventhedif�culty in ensuringthatall hostsrun thelatestversionof software,andthe
limitationsof �re walls(e.g.,wormshavebeenknownto tunnelthrough�re walls),NIDS
arebecomingincreasinglypopularamonglargeenterprisesandISPs.Network intrusion
detectionsystemsessentiallymonitorthetraf�c enteringand/orleaving aprotectednet-
work,andlook for signaturesof known typesof attacks.In practice,differentNIDS use
differentmechanismsfor the�e xible speci�cationof attacksignatures.Snort[34], e.g.,
usesopensourcerulesto helpdetectvariousattacks(suchasportscans)andalertusers.
Bro [32], e.g.,permitsa site's securitypolicy to bespeci�ed in a high-level language,
which is theninterpretedby apolicy script interpreter.

As thevarietyandthesophisticationof attacksgrow, earlydetectionof potentialat-
tackswill becomecrucialin mitigatingthesubsequentimpactof theseattacks(see,e.g.,
[16,23,25,26,29,24,33,38]).Thus,intrusiondetectionsystemswouldneedto become
even more sophisticated,in particular for traf�c monitoredat high speed(Gbit/sec)
links, andit becomesimperativefor thenext generationof NIDS to:

– provide generalanalysisover headersand contentsof elementsin network data
streams(e.g.,IP traf�c, BGPupdatemessages)to detectpotentialattacksignatures.



– provide highly �e xible mechanismsfor specifyingknown attacksignaturesover
thesenetwork datastreams.

– provide ef�cient (wire-speed)mechanismsfor checkingthesesignatures,to iden-
tify andmitigatehigh speedattacks.

In this paper, we explore theutility of a general-purposedatastreammanagement
system(see,e.g.,[2, 1,4,11]), in particular, Gigascope[13–15,12,20], for thispurpose
We arguethatGigascopehasboththefunctionalityandtheperformanceto serveasthe
foundationfor thenext generationof network intrusiondetectionsystems.

Therestof this paperis structuredasfollows.Section2 presentsthemainfeatures
of Gigascope'squerylanguagein anexampledrivenfashion.Section3 describesa few
representativenetwork-basedattacks,andillustrateshow Gigascopecanbeusedto aid
in the detectionof theseattacks.Finally, Section4 describesaspectsof Gigascope's
run-timearchitecturethatenableshigh performanceattackdetection.

2 Gigascope

Gigascopeis a high-performancedatastreammanagementsystem(DSMS) designed
for monitoringof networkswith high-speeddatastreams,which is operationallyused
within AT&T' s IP backbone[13–15,12,20]. Gigascopeis intendedto beadaptableso
it canbeusedastheprimarydataanalysisenginein many settings:traf�c analysis,per-
formancemonitoringanddebugging,protocolanalysisanddevelopment,routercon�g-
uration(e.g.,BGPmonitoring),network attackandintrusiondetection,andvariousad
hocanalyses.In this section,we focuson thequeryaspectsof Gigascope,anddefera
discussionof Gigascope'shigh-performanceimplementationuntil Section4.

Gigascope'squerylanguage,GSQL,is a purestreamquerylanguagewith anSQL-
like syntax,i.e., all inputsto a GSQLqueryaredatastreams,andtheoutputis a data
stream[20,27]. This choiceenablesthe compositionof GSQL queriesfor complex
queryprocessing,andsimpli�es theimplementation.Here,wepresentthemainfeatures
of GSQLin anexampledrivenfashion.Later, in Section3, weshow how GSQLcanbe
usedto detectvariousnetwork attacks.

2.1 Data Model

Datafrom anexternalsourcearrivesin theform of asequenceof datapacketsatoneor
moreinterfacesthatGigascopemonitors.ThesedatapacketscanbeIP packets,Net�ow
packets,BGPupdates,etc.,andareinterpretedby a protocol.TheGigascoperun-time
systeminterpretsthedatapacketsasa collectionof �elds usinga library of interpreta-
tion functions.Theschemaof a protocolstreammaps�eld namesto theinterpretation
functionsto invoke[20].

PROTOCOLpacket �
uint timeget time (required,increasing);
ullong timestampget timestamp(required,increasing);
uint caplenget caplen;



unit lenget len;�

PROTOCOLEthernet(packet) �
ullongEth src addrget eth src addr(required);
ullongEth dst addrget eth dst addr(required);
. . .�

PROTOCOLIP (Ethernet)�
uint ipversionget ip version;�

PROTOCOLIPV4 (IP) �
uint protocolget ipv4 protocol;
IP sourceIPget ipv4 sourceip;
IP destIPget ipv4 destip;
. . .�

Network protocolstendto belayered,e.g.,anIPV4 packetis deliveredvia anEther-
netlink. As aconvenience,theprotocolschemashaveamechanismfor �eld inheritance
(speci�edin parentheses).For example,theEthernet protocolcontainsall the�elds
of thepacket protocol,aswell asa few others.

2.2 Filters

A �lter queryselectsa subsetof tuplesof its input stream,extractsa setof �elds (pos-
sibly transformingthem),thenoutputsthetransformedtuplesin its outputstream.The
following queryextractsa setof �elds for detailedanalysisfrom all TCP(protocol
= 6) packets.

�
	� : SELECT time, timestamp,sourceIP, destIP,
sourceport,destport, len

FROM TCP
WHERE protocol= 6

Gigascopesupportsmultiple datatypes(include IP), and multiple operationson
thesedatatypes.Thefollowing queryextractsa few �elds from theIPV4 tupleswhose
sourceIP matches128.209.0.0/24 , andnamestheresultingdatastreamasfq
(thiscanthenbereferencedin subsequentGSQLqueries).

� 	� : DEFINE � querynamefq;
�

SELECT time,sourceIP, destIP
FROM IPV4
WHERE sourceIP& IP VAL`255.255.255.0' = IP VAL`128.209.0.0'



2.3 User-De�ned Functions

While GSQLhasa widevarietyof built-in operators,therearesituationswherea user-
de�ned function would be moreappropriate.Gigascopepermitsusersto de�ne func-
tions, and referencethem in GSQL queries.The following query, for example,uses
longestpre�x matchingon thesourceIP addressagainstthelocal pre�x tableto ex-
tractdataaboutIPV4 packetsfrom localhosts.

�
�� : SELECT time/60,sourceIP
FROM IPV4
WHERE getlpmid(sourceIP, `localpre�x.tbl') � 0

2.4 Aggregation

The following aggregationquerycountsthenumberof IPV4 packetsandthesumof
their lengthsfrom eachsourceIP addressduring60secondepochs.

�

� : SELECT tb, sourceIP, count(*),sum(len)
FROM IPV4
GROUPBY time/60astb, sourceIP

Aggregationcanbe combinedwith user-de�ned functionsto createsophisticated
analyses.Thefollowingaggregationqueryusesagroupvariablecomputedusingauser-
de�ned function, to count the numberof IPV4 packetsandthe sumof their lengths
from eachlocalhostduring60secondepochs.

�

� : SELECT tb, localHost,count(*),sum(len)
FROM IPV4
WHERE getlpmid(sourceIP, `localpre�x.tbl') � 0
GROUPBY time/60astb,

getlpmid(sourceIP, `localpre�x.tbl') aslocalHost

2.5 Mergesand Joins

A GSQLmerge querypermitstheunionof streamsfrom multiple sourcesinto a single
stream,while preservingthe temporal(ordering)propertiesof oneof the (speci�ed)
attributes.The input streamsmusthave the samenumberandtypesof �elds, andthe
merge �elds mustbe temporalandsimilarly monotonic(both increasingor both de-
creasing).For example,the following querycanbe usedto merge datapackets from
two simplex physical(optical)links to obtaina full view of thetraf�c ona logical link.
Suchmergequerieshaveprovenveryusefulin Gigascopefor network dataanalysis.

���� : DEFINE � querynamelogicalPktsLink;
�

MERGE O1.timestamp: O2.timestamp
FROM opticalPktsLink1O1,opticalPktsLink2O2



A GSQL join query supportsthe join of two datastreams,with a temporaljoin
predicate(possiblyalongwith otherpredicates),andwill emit a tuple for every pair
of tuplesfrom its sourcesthat satisfythe predicatein the GSQL WHEREclause.The
followingquery, for example,computesthedelaybetweenatcp syn andatcp ack .
��� � : SELECT S.tb,S.sourceIP, S.destIP, S.sourceport,

S.destport, (A.timestamp� S.timestamp)
FROM tcp synS, tcp ackA
WHERE S.sourceIP= A.destIPandS.destIP= A.sourceIPand

S.sourceport = A.destportandS.destport = A.sourceport
S.tb= A.tb andS.timestamp��� A.timestampand
(S.sequencenumber� 1) = A.ack number

Joinscanbecombinedwith aggregatesfor complex GSQLqueries.

2.6 User-De�ned Aggregationand Sampling

GSQL permitsusersto de�ne aggregatefunctions(UDAFs), and referencethem in
queries,just like regular aggregates[12]. The speci�cation of the UDAF consistsof
multiple functions:INITIALIZE (which initializesthestateof a scratchpadspace),IT-
ERATE (which insertsa valueto thestateof theUDAF), OUTPUT(to supportmulti-
ple returnvaluesfrom thesameUDAF computation),andDESTROY (which releases
UDAF resources).3

For example,usingGSQL'sUDAF mechanism,approximatequantilestreamingal-
gorithmscanbecoded,andaccessedlike in thefollowing query, to computethemedian
valueof len for eachsourceIP addressand60secondepoch:
���� : SELECT tb, sourceIP, count(*),percentile(len,50)

FROM IPV4
GROUPBY time/60astb, sourceIP

TheUDAF mechanismis usefulto obtainpointvalues(e.g.,medianpacket length),
but it is cumbersomefor obtainingset values,suchas in returninga sampleof the
datastream(e.g.,a subset-sumsor a reservoir sample).Giventheutility of samplingto
analyzehigh-speedstreams,GSQLsupportsasamplingoperatorthatcanbespecialized
by usersto implementa wide variety of streamsamplingalgorithms[21]. The key
observationemployedis thateventhoughtherearemany differencesbetweenvarious
streamsamplingalgorithms,they follow acommonpattern.First,anumberof itemsare
collectedfrom the original datastreamaccordingto a certaincriterion (possiblywith
aggregationin thecaseof duplicates);this is the insert phase.Then,if a conditionon
thesampleis triggered(e.g.,thesampleis too large),thesizeof thesampleis reduced
accordingto anothercriterion;this is thecompressphase.Thisalternationof insertand
compressphasescanberepeatedseveraltimesin eachepoch.At theendof theepoch,
the sampleis output; this is the outputphase.For example,the following querywill
reportthe100mostcommonsourceIP addresseswithin a 60secondepoch.

3 Additional functionsareneededto dealwith Gigascope's two-level architecture,whichwe do
notdiscussfurther.



���� : SELECT tb, sourceIP
FROM IPV4
GROUPBY time/60astb, sourceIP
CLEANING WHEN local count(100)= TRUE
CLEANING BY count(*) � currentbucket() � �rst(current bucket())

2.7 Query Set

Complex analysesarebestexpressedascombinationsof simplerpieces.By permitting
GSQLqueriesto benamed,andre-usedin theFROMclauseof otherGSQLqueries,a
setof inter-relatedqueries,forminga queryDAG, canbede�ned.

3 Attacks

A largevarietyof network-basedattackshavebeendiscussedin theliterature,including
viruses,worms,DDoS attacks,etc. (see,e.g.,[10,9,16,23,25,26,29,24,33,36,38]).
Here,wediscussafew representativeattacks,andillustratehow Gigascopecanbeused
to aid in thedetectionof theseattacks.

3.1 Denial of Service

A denialof service(DoS)attackis characterizedby anexplicit attemptby attackersto
preventlegitimateusersof aservicefrom usingthatservice[7]. DoSattackshavebeen
amongthemostcommonform of Internetattacks.Thebasicform of aDoSattackis to
consumescarcecomputerandnetwork resources,suchaskerneldatastructures,CPU
time,memoryanddiskspace,andnetwork bandwidth.

EmailBombing: An exampleDoSattackthatattemptsto consumesystemandnetwork
resourcesis Email Bombing , whereattackerssendexcessively many andlarge e-
mail messagesto oneor moreaccountsat a speci�c victim site [8]. Whentheattacker
makesuseof a dispersedsetof sourcesto coordinatesuchanattack,it is referredto as
a distributedDoS(DDoS)attack.

Email Bombing canbedetectedat thevictim site if email is sluggish,possibly
becausethemaileris trying to processtoomany messages.An alternativewayof check-
ing for thispossibilityis to monitortheSMTPtraf�c enteringaprotectednetwork using
Gigascope,andcheckfor hoststhat show signi�cant deviationsin expectedtraf�c at
port 25/SMTP. Thefollowing simpleGSQLquerycantrack the total SMTPtraf�c for
individual destinationIP addresses.Deviationscanbemonitoredby comparingrecent
behavior with morehistoricaltrends.

�
����	� :DEFINE � querynamesmtp perhost;
�

SELECT tb, destIP, count(*),sum(len)
FROM TCP
WHERE protocol= 6 anddestport = 25
GROUPBY time/60astb, destIP



Note that, sincethe numberof destinationIP addressesin a protectednetwork is
likely to belimited, thenumberof groupscreatedby thisquerywouldnotexplode,even
underemailbombing.This is similar to “semi-streaming”wherewe maintainstatistics
pergroupor entity [31]. Only thecountof thenumberof packets,andthesumof the
packet lengths,would increasefor victim hosts.

If the numberof destinationIP addressesin a network is very large,onecanuse
GSQL's samplingmechanismto keeptrack of thedestinationIP addresses,e.g.,with
thelargestcounts,usingavariantof query

���� .

TCPSYNFlood: A morecomplex attackagainstnetwork connectivity, by consuming
kerneldatastructures,is the TCP SYN Flood attack[6], which exploits the 3-way
handshake usedto establisha TCP connectionbetweena senderanda receiver. In a
normal scenario,a senderinitiates a TCP connectionby sendinga SYNpacket, the
receiver respondswith a SYN/ACKpacket,andthesendercompletesthe3-way hand-
shake with an ACKpacket. After sendingtheSYN/ACKpacket, the receiver allocates
connectionresources(kerneldatastructures)to rememberthependingconnectionfor
a pre-speci�edamountof time. A TCP SYN Flood attackoccurswhenan attacker
repeatedlysendsSYNpackets,typically with differentsourceaddresses,causingthe
receiver to depleteits connectionresources,preventingserviceto legitimateusers.

In principle,TCP SYN Flood canbe identi�ed by correlatingthe SYNpackets
with matchingACKpacketsin thestreamof TCPpackets,andalarmingwhentoomany
SYNpacketsin a speci�ed time interval appearto beunmatched.TheGSQLqueryset
for this purpose,

������	� , makesuseof joins,asshown below. Theouterjoin ensuresthat
output tupleswill be computedeven when thereare no matchedSYNpackets in an
epoch.Note that this is an estimatesincein certainlossconditions,anddueto epoch
boundaryissues,we mightgetapproximateresults.

�
����	� :DEFINE � querynametoomany syn;
�

SELECT A.tb, (A.cnt � M.cnt)
OUTER JOIN FROM all syn countA, matchedsyn countM
WHERE A.tb = M.tb

DEFINE � querynameall syn count;
�

SELECT S.tb,count(*)ascnt
FROM tcp synS
GROUPBY S.tb

DEFINE � querynamematchedsyn count;
�

SELECT S.tb,count(*)ascnt
FROM tcp synS, tcp ackA
WHERE S.sourceIP= A.destIPandS.destIP= A.sourceIPand

S.sourceport = A.destportandS.destport = A.sourceport
S.tb= A.tb andS.timestamp��� A.timestampand
(S.sequencenumber� 1) = A.ack number

GROUPBY S.tb



Overahigh-speed(e.g.,1 Gbit/sec)link, onecouldseeup to 3 million SYNpackets
persecond[29]. In theworst-case,for reasonablylarge(multi-second)round-triptimes,
this mayrequiretoo muchmemoryto computethejoin in matched syn count . In
suchcases,onecould samplerandomSYNpacketsin the incomingstream(seeSec-
tion 4.3), andcheckif they arematched(see,e.g., [17]). A samplingalgorithm like
reservoir sampling[37], which hasbeeninstantiatedusingGSQL's samplingoperator,
would suf�ce for this task.

Alternatively, onecouldsimply countthenumberof SYNpacketsandthenumber
of ACKpacketsin speci�ed windows, anddeclarethepossibility of an attackif there
aremoreof theformerthanof thelatter(asadvocatedby [38]). Thequeryin Gigascope
for thisapproachis shown below.

�
����	� :DEFINE � querynametoomany syn;
�

SELECT A.tb, (S.cnt � A.cnt)
OUTER JOIN FROM all syn countS,all ack countA
WHERE S.tb= A.tb and(S.cnt � A.cnt) � 0

DEFINE � querynameall syn count;
�

SELECT S.tb,count(*)ascnt
FROM tcp synS
GROUPBY S.tb

DEFINE � querynameall ack count;
�

SELECT A.tb, count(*)ascnt
FROM tcp ackA
GROUPBY A.tb

3.2 Worms and Viruses

A wormis self-propagatingmaliciouscode[9]. Unlikeavirus, whichrequiresauserto
do something(suchasopeninganinfectedemailattachment)for its negative impact,a
worm exploits vulnerabilitiesin theunderlyingoperatingsystemto in�ict its damage,
andto replicateandpropagateby itself. They have beenwidely discussedin thepop-
ular press,becauseof thesigni�cant damagethey have causedto theproductivity and
infrastructureof users.

Virusesrely on useractionfor their propagation,andhencetendto spreadslowly.
However, thehighly automatednatureof worms,alongwith therelatively widespread
natureof thevulnerabilitiesthey exploit allowsa largenumberof systemsto bequickly
compromised.For example,the Code Red worm exploited a vulnerability in Mi-
crosoftIIS servers,andinfectedmorethan250,000systemsin about9 hourson July
19, 2001.As anotherexample,the Slammer worm exploited a vulnerability in Mi-
crosoft's SQL Server 2000code,andaffectednearly100,000hostsin 10 minuteson
January25,2003.Somewormsincludebuilt-in DoSattackpayloads,while othershave
websitedefacementpayloads(e.g.,Code Red). But, often,their biggestimpactis in
thecollateraldamagethey causeasthey rapidlypropagatethroughtheInternet.



KnownWorms: Wormscanbeidenti�ed by theirpayload,andtheirspeci�c mechanism
of propagation.For example,activity of theSlammer wormis identi�able in anetwork
by thepresenceof 376-byteUDPpackets,destinedfor port 1434/UDPof SQL Server,
usingthefollowing query.
������ :DEFINE � querynameslammerworm;

�
SELECT tb, destIP, count(*)
FROM UDP
WHERE protocol= 17anddestport= 1434andtotal ipv4 length= 376
GROUPBY time/60astb, destIP

A numberof suchheaderpro�les have beenidenti�ed by detailedtraf�c analy-
sis[28], andcanbeencodeddirectly asGSQLqueries.

UnknownWorms: Sincewormsareself-replicating,ongoingwormpropagationshould
bere�ectedin thepresenceof higherthanexpectedstringsimilarityamongthepayloads
of networkpackets.Thissimilarity is dueto theunchangingportionsof thewormpacket
payload,which is expectedto be presenteven in polymorphicworms.This intuition
hasbeenexploitedby varioussystemslike EarlyBird [33] andAutograph[25], which
usethefrequency of substringsin packet payloadsto generatesignaturesof sourcesof
contentsimilarity (whichin turnareindicativeof potentialworms).A GSQLqueryakin
to
���� couldbeusedto computeheavy hitterson thesubstringcountsof thepayload,

for thispurpose.
Recentwork hasalsoexaminedthe utility of the inversedistribution (for a given

frequency � , thenumberof substringsthatappearwith thatfrequency) to permitfaster
detectionof potentialworms[24]. Thefollowing GSQLquerycanbeusedfor compu-
tationof theinversedistribution.
������ :DEFINE � querynameinversedistrib;

�
SELECT B.tb,B.cnt,COUNT(*) AS invCnt
FROM basedistribB
GROUPBY B.tb,B.cnt

DEFINE � querynamebasedistrib;
�

SELECT C.tb,C.SId,COUNT(*) AS cnt
FROM ContentStringsC
GROUPBY C.tb,C.SId

The costof this querydependson the numberof distinct substringsover all pay-
loads,which is independentof thefrequency of wormpropagation.

3.3 Probing for Vulnerability

Attacksexploit known vulnerabilitiesin services.A typical precursorto attacksis the
identi�cation of machinesthat have speci�c servicesavailable,andhencecanbe po-
tentiallyexploited.This takestheform of anattackerprobingfor openportsonasetof
hostmachines(see,e.g.,[23,29]).



IngressDetection: To determineif a port is open,anattacker sendsa packet to a host,
attemptingto connectto thespeci�c port. If the targethostis listeningon thatport, it
will respondby openinga connectionwith the attacker. This implies that during the
probingphase,the attacker would not spoof the sourceIP address.By monitoring
the numberof distinct (destIP, dest port) pairs with the samesourceIP ,
onecancheckfor anomalousactivity usingthefollowing GSQLquery.

�� �� : SELECT tb, sourceIP, countdistinct(PACK(destIP, destport))AS cnt
FROM TCP
GROUPBY time/60astb, sourceIP

A simplerGSQLquery, below, simply tracksthenumberof distinct targetsprobed
(potentially from differenthosts,aswould arisein a distributedvulnerability probe),
andusesananomalousincreasein this numberasanindicatorof suspiciousactivity.

�� �� : SELECT tb, countdistinct(PACK(destIP, destport))AS cnt
FROM TCP
GROUPBY time/60astb

EgressDetection: If the targethostdoesnot have a listeningprocesson a port, a dif-
ferentkind of responsemay be generated.For example,a packet sentto sucha UDP
port maygenerateanICMP “port unreachable”response,while a packet sentto sucha
TCPportmaygenerateanRSTpacket in response.Vulnerabilityprobes(or, portscans)
canhencebealsoidenti�ed by monitoringthenumberof distinctdestinationaddresses
generatingsuchresponses[29]. Thiscanbeeasilycapturedby avariantof

�
 �� , above.

4 Scalability

Gigascopeis designedfor monitoring very high speeddatastreams,using inexpen-
sive processors.For example,in [22], non-trivial querysetswererun at over 200,000
packets/sec,while usingonly 38% of oneCPU in a two CPU system.To accomplish
this goal,Gigascopeusesan architectureoptimizedfor its particularapplications,in-
corporatingunblockingusingtimestampsandheartbeats,a two-level architecture,and
sophisticatedsamplingalgorithms,eachof whicharedescribedbelow.

4.1 Unblocking, Timestampsand Heartbeats

TheGigascopeDSMSevaluatesqueriesover potentiallyin�nite streamsof tuples.To
produceusefuloutput,it mustbe ableto unblockoperatorssuchasaggregation,join,
andunion.In general,thisunblockingis doneby limiting thescopeof outputtuplesthat
aninput tupleaffects.Oneunblockingmechanismis to de�ne queriesoverwindowsof
theinput stream.

Gigascope'stechniquefor localizinginput tuplescopeis to requirethatsome�elds
of the input datastreamsbeidenti�ed asbehaving like timestamps,e.g.,bemonotone
increasing[14]. Thelocality of input tuplesis determinedby analyzinghow thequery



referencesthetimestamp�elds. For example,amergeor a join querymustrelatetimes-
tamp�elds of bothinputs,andanaggregationquerymusthaveatimestamp�eld asone
of its group-byvariables.For example,supposethat time is labeledasmonotonein-
creasingin theTCPstream.Thenthetb group-byvariablein Query

�!
� (whichcounts
thepacketsfrom eachsourceIP addressduring60secondepochs)is inferredalsoto be
monotoneincreasing.Whenthisvariablechangesin value,all existinggroupsandtheir
aggregatesare �ushed to the operator's output.The valuesof the group-byvariables
thusde�ne epochsin whichaggregationoccurs,with a �ush at theendof eachepoch.

The timestampanalysismechanismis quite effective for unblockingoperatorsas
long asall input streamsmake progress.However, if oneof the input streamsstalls,
operatorsthatcombinetwo streams(suchasmerge,whichpreservestimestamporderin
theoutputdatastream)canstall,possiblyleadingto a systemfailure.Thiscanhappen,
for example,whenmergingtraf�c from agigabitprimarylink andabackuplink (which
is usedonly whenthe primary link fails, andhenceusuallycarriesalmostno traf�c),
for attackanalysis.Themainproblemis thatwhile thepresenceof tuplesin thestream
carriestemporalinformation,their absencedoesnot. In suchsituations,heartbeatsor
punctuations(see,e.g.,[35]) canbeusedto unblockoperators.

Gigascope's punctuation-carryingheartbeats[22] are generatedby sourcequery
operatorsby regularly injecting the heartbeatmessagescarrying temporalupdatetu-
plesinto their outputstreams.A streamingoperatorin a subsequentquerynodein the
query DAG emits temporalupdatetupleswhenever it receivesa heartbeatfrom one
of its sourcestreams.Thus,theheartbeatspropagatethroughoutthequeryDAG. [22]
discussesdetailedimplementationissues,anddemonstratesthe effectivenessof these
heartbeats(signi�cant reductionin memoryload with a negligible CPU cost),using
experimentswith join andmergequeriesoververyhigh-speeddatastreams.

4.2 Two-Level Ar chitecture

Gigascopehasa two-level queryarchitecture,wherethe low level is usedfor datare-
ductionandthehighlevelperformsmorecomplex processing[14,12].Thisapproachis
employedfor keepingupwith highstreamingratesin acontrolledway. High speeddata
streamsfrom, e.g.,a Network InterfaceCard(NIC), areplacedin a large ring buffer.
Thesestreamsarecalledsourcestreamsto distinguishthemfrom datastreamscreated
by queries.The datavolumesof thesesourcestreamsare far too large to provide a
copy to eachqueryon thestream.Instead,thequeriesareshippedto thestreams.If a
query

�
is to beexecutedover sourcestream" , thenGigascopecreatesa subquery#

that directly accesses" , andtransforms
�

into
��$

which is executedover the output
from # . In general,onesubqueryis createdfor every tablevariablethataliasesasource
stream,for every queryin thecurrentqueryset.Thesubqueriesreaddirectly from the
ring buffer. Sincetheir outputstreamsaremuchsmallerthan the sourcestream,this
two-level architecture greatly reducesthe amountof copying (simplequeriescanbe
evaluateddirectlyona sourcestream).

Thesubqueries(which arecalled“LFTAs”, or low-level queries,in Gigascope)are
intendedto be fast, lightweight datareductionqueries.By deferringexpensive pro-
cessing(expensive functionsandpredicates,joins, large scaleaggregation),the high



volumesourcestreamis quickly processed,minimizing buffer requirements.The ex-
pensive processingis performedon the outputof the low level queries,but this data
volumeis smallerandeasilybuffered.Dependingon the capabilitiesof the NIC, we
canpushsomeor all of thesubqueryprocessinginto theNIC itself. In general,themost
appropriatestrategy dependson thestreamingrateaswell astheavailableprocessing
resources.Choosingthe beststrategy is a complex queryoptimizationproblem,that
attemptsto maximizetheamountof datareductionwithoutoverburdeningthelow level
processorandthuscausingpacketdrops.

Gigascopeusesalargenumberof optimizationsto lowertheLFTA processingcosts.
Low-level operatorsarecompiledinto C codethat are linked directly to the runtime
library to avoid expensive runtimequeryinterpretation.To ensurethat aggregationis
fast,thelow-level aggregationoperatorusesa �x ed-sizehashtablefor maintainingthe
differentgroupsof a GROUPBY. If a hashtablecollision occurs,the existing group
andits aggregateareejected(asa tuple),andthenew groupusestheold group's slot.
Thatis, Gigascopecomputesa partialaggregateat thelow level which is completedat
a higherlevel. Thequerydecompositionof an aggregatequery

�
is similar to thatof

subaggregatesandsuperaggregatesin datacubecomputations.
TheGigascopeDSMShasmany aspectsof a real-timesystem:for example,if the

systemcannotkeepupwith theofferedload,it will droptuples.To spreadout thepro-
cessingloadover time andthusimproveschedulability, Gigascopeimplementstraf�c-
shapingpolicies in someof its operators.In particular, the aggregationoperatoruses
a slow �ush to emit tupleswhenthe aggregationepochchanges.Oneoutput tuple is
emittedfor every input tuplewhich arrives,until all �nished groupshave beenoutput
(or theepochchangesagain,in whichcaseall old groupsare�ushed immediately).

4.3 Sampling

The complex querysetneededto analyzehigh-speedstreamsfor attackswould often
needto rely onapproximations,usingstreamingalgorithms,to keepupwith their input.
Many of thesestreamingalgorithmscomputesamples(i.e.,asmall-sizedrepresentative
of the datasuitablefor speci�c queries)in one passover a high speeddatastream.
Thesestreamsamplingalgorithmsinclude genericsamplingmethodssuchas �x ed-
size reservoir sampling[37], aswell asmethodsfor estimatingspeci�c user-de�ned
aggregatessuchasheavy hitters[30], distinct counts[18], quantiles[19], andsubset-
sums[3].

Oneapproachdevelopedin [21] is to developa singleoperatorthatcanbespecial-
ized to implementa wide variety of streamsamplingalgorithms.The samplingalgo-
rithmsthatcanbeimplementedasspecializationsof thesamplingoperatorpermitavery
simplecommunicationstructure,i.e.,only betweenindividual samplesandthesample
summary. Theprocessof samplingis in somewayssimilar to thatof aggregation,since
they both collect andoutputsetsof tuplesthat are representative of the input, while
achieving datareduction.This analogyleadsto anef�cient implementation,basedon
theuseof multiplehashtables,of all specializationsof thesamplingoperator.

An alternative,more�e xible,approachto implementingindividualstreamsampling
algorithmsin Gigascopeis with user-de�ned aggregatefunctions(UDAFs). This ap-
proachwas explored in [12], whereboth sampling-basedUDAFs and sketch-based



UDAFs were implemented.The added�e xibility of the UDAF approach,even for
sampling-basedalgorithms,is that it permitsthespeci�cationof algorithmsthatneed
“inter-samplecommunication”,especiallyduringthecompressphase(suchasthequan-
tile algorithmof [19]). Severalkey performancelessonswereidenti�ed. First,earlydata
reductionis critical for complex queryingof very high speeddatastreams,andGigas-
cope's two-level architectureis highly suitablefor this purpose.Second,thereis often
a rangeof early datareductionstrategies to choosefrom for processingcomplex ag-
gregates,including useof appropriatesubaggregation.The mostappropriatestrategy
dependson thestreamingrateaswell astheavailableprocessingresources;choosing
thebeststrategy is a complex optimizationproblem,with thegoal of maximizingthe
amountof datareductionwithout overburdeningthelow-level queryprocessor.

5 Conclusion

Network-basedattacks,suchasDDoSattacks,worms,andvirusesarenow common-
place,andthevarietyandsophisticationof attackskeepsgrowing over time.Early de-
tectionof potentialattackswill becomecrucial in mitigatingthesubsequentimpactof
theseattacks.Thus,it is imperative for thenext generationof NIDS to:

– provide generalanalysisover headersand contentsof elementsin network data
streamsto detectpotentialattacksignatures.

– provide highly �e xible mechanismsfor specifyingknown attacksignaturesover
network datastreams.

– provide ef�cient (wire-speed)mechanismsfor checkingthesesignatures,to iden-
tify andmitigatehigh speedattacks.

WearguethattheGigascopeDSMShasboththefunctionalityandtheperformance
to serve asthe foundationfor the next generationof network intrusiondetectionsys-
tems.Thefunctionalityis providedby theexpressive,yet high-level, GSQLquerylan-
guage,whichsupportsarich varietyof featuresincluding�lters, user-de�nedfunctions,
user-de�ned aggregationandsampling,and joins. Using exampleGSQL queries,we
have illustratedtheutility of thesefeaturesfor discerningandspecifyingattacksigna-
tures.Theperformanceis providedby theGigascopearchitecturefor monitoringvery
high speeddatastreams,incorporatingfeatureslike unblockingusingtimestampsand
heartbeats,a two-level architecture,andsophisticatedsamplingalgorithms.

As network-basedattacksevolve,Gigascopewill needto evolve aswell. Sophisti-
catedcooperationbetweena distributedsetof Gigascopeinstallationswill be needed
to identify highly distributedattackson thenetwork infrastructure.Statisticalanomaly
detectionalgorithms,bothparametricandnon-parametric,will needto beexpressedin
thequerylanguage.Samplingandsignaturecomputationsonthepayload,involving re-
assemblyof network packets,will prove useful.We think thatGigascopewill be able
to meetthesechallenges.
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