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Abstract. W e presen t a receipt-free v oting sc heme based on a mix-

t yp e anon ymous c hannel[Cha81 , PIK93]. The receipt-freeness prop ert y

[BT94] enables v oters to hide ho w they ha v e v oted ev en from a p o w erful

adv ersary who is trying to co erce him. The w ork of [BT94] ga v e the �rst

solution using a voting b o oth , whic h is a hardw are assumption not unlik e

that in curren t ph ysical elections. In our prop osed sc heme, w e reduce

the ph ysical assumptions required to obtain receipt-freeness. Our sole

ph ysical assumption is the existence of a priv ate c hannel through whic h

the cen ter can send the v oter a message without fear of ea v esdropping.

1 In tro duction

1.1 Receipt-F ree V oting Sc hemes

The ultimate goal of secure electronic v oting is to replace ph ysical v oting b o oths.

Ac hieving this goal requires w ork b oth on impro ving the e�ciency of curren t pro-

to cols and understanding the securit y prop erties that these ph ysical devices can

pro vide. Recen tly , Benaloh and T uinstra[BT94 ] observ ed that, unlik e ph ysical

v oting proto cols, nearly all electronic v oting proto cols giv e the v oters a receipt

b y whic h they can pro v e ho w they v oted. Suc h receipts pro vide a ready means

b y whic h v oters can sell their v otes or another part y can co erce a v oter. Be-

naloh and T uinstra giv e the �rst r e c eipt-fr e e proto col for electronic v oting. In

their sc heme a trusted cen ter generates for eac h v oter a pair of ballots consisting

of a \y es" v ote and a \no" v ote in random order. Using a trusted b eacon and

a ph ysical v oting b o oth the cen ter pro v es to the public that the ballot indeed

consists of a w ell-formed (y es/no) or (no/y es) pair and at the same time pro v es

to the v eri�er whic h pair it is. The ph ysical apparatus ensures that b y the time

the v eri�er is able to comm uni cate with an outsider, he can forge a pro of that

the ballot is (y es/no) and also forge a pro of that it is (no/y es). Th us, suc h a

pro of ceases to pro vide either pro of as a receipt.

Indep enden tly , Niemi and Ren v all[NR94 ] tried to solv e this problem. They

also use a ph ysical v oting b o oth where a v oter p erforms m ultipart y computation

with all the cen ters.

Both the Benaloh-T uinstra and the Niemi-Ren v all proto cols illustrate that

receipt-freeness is p ossible. Ho w ev er, their ph ysical requiremen ts are fairly cum-

b ersome, and are not unlik e those faced b y participan ts in ph ysical elections. An

imp ortan t op en question is precisely what ph ysical requiremen ts are necessary

for ac hieving receipt-freeness .



1.2 Results of This P ap er

In this pap er w e consider ho w to implemen t receipt-freeness in a more practical

manner. W e start with the mix-t yp e proto cols of [Cha81 , PIK93] and augmen t

them to obtain a proto col whic h is receipt-free and universal ly veri�able . By

univ ersally v eri�able w e mean that in the course of the proto col the participan ts

broadcast information that allo ws an y v oter or in terested third part y to at a

later time v erify that the election w as prop erly p erformed. T o mak e our proto col

receipt-free w e m ust b y necessit y mak e some ph ysical assumption. W e assume

the existence of an un tappable priv ate c hannel. Our un tappabilit y requiremen t

is ph ysical; cryptographic implemen tations of un tappable c hannels do not su�ce

for our purp oses. T o obtain univ ersal v eri�abilit y w e dev elop e�cien t tec hniques

b y whic h a mixer can pro v e that they p erformed correctly , and use the Fiat-

Shamir [FS86] tec hnique to mak e these pro ofs nonin teractiv e.

1.3 T ec hniques Used

Chameleon blobs

Brassard, Chaum and Cr � ep eau in tro duced the concept of zero-kno wledge pro ofs

and zero-kno wledge bit-commitm en t sc hemes[BCC88]. In a zero-kno wledge bit

commitm en t sc heme the pro v er commits to b b y generating a pair ( B ; S

b

) ( B is

referred to as a blob ) and sends B to the v eri�er. Later, the pro v er can op en a

blob b y sending S

b

v eri�er, who ev aluates op en ( B ; S

b

) to obtain 0 ; 1 or reject .

If the pro v er b eha v es prop erly then op en ( B ; S

b

) = b . The distribution on B is

indep enden t of b , ho w ev er a computationally b ounded pro v er cannot generate

a triple ( B ; S

0

; S

1

) suc h that op en ( B ; S

b

) = b for b 2 f 0 ; 1 g . That is, once a

pro v er has committed to a bit with B , he can op en it only one w a y . A system

of chamele on blobs is a system with the additional prop ert y that the v eri�er

can, on input ( B ; b ) generate S

b

suc h that ( B ; S

b

) ev aluates to b . That is, the

v eri�er kno ws ho w to op en a blob b oth w a ys. F urthermore, w e require that the

conditional distribution on S

b

giv en B b e the same as the conditional distribution

generated b y P . W e use c hameleon blobs to allo w the v eri�er to forge pro ofs.

Amortization tec hniques

In order to ac hiev e univ ersal v eri�abilit y , w e require the mixers to pro v e that

they are not altering the ballots. These pro ofs greatly increase the comm unica-

tion complexit y of the proto col. T o ameliorate this problem, w e sho w ho w to use

tec hniques similar to those used in [SK94 ] to reduce the amoun t of comm unica-

tion and computation necessary to generate, transmit and c hec k the pro ofs.

1.4 Outline of the Rest of the P ap er

In Section 2 w e construct a mix-net with the univ ersal v eri�abilit y prop ert y . In

Section 3 w e giv e a receipt-free v oting sc heme.



2 Univ ersally V eri�able Mix-Net

Mix-net anon ymous c hannels w ere �rst prop osed b y [Cha81 ]. Subsequen tly , man y

v oting sc hemes ha v e b een prop osed based on this basic tec hnique [F OO92 ,

PIK93]. Ho w ev er, this t yp e of sc heme has only individual veri�ability . That is,

a sender can v erify whether or not his message has reac hed its destination, but

cannot determine if this is true for the other v oters. A disadv an tage of this situa-

tion is that one has to trust other v oters to b e vigilan t in c hec king that their v ote

w as coun ted. Also, one ma y wish to audit an election, c hec king that is w as fair,

without getting bac k in touc h with all of the v oters. Th us, univ ersal v eri�abilit y

is preferable to individual v eri�abilit y , pro vided that it is not to o exp ensiv e.

In this section, w e describ e a sc heme for mix-net prop osed b y [PIK93], and

giv e a proto col to mak e the sc heme univ ersally v eri�able. F urthermore, w e sho w

ho w to amortize the cost for some of the v eri�cation pro cedures required b y our

sc heme.

2.1 A Sc heme with Individu al V eri�abil it y

The pap er of [PIK93 ] giv es t w o t yp es of mix-t yp e anon ymous c hannels. Both

t yp es of sc hemes ac hiev e only individual v eri�abilit y; w e add additional proto cols

to ac hiev e univ ersal v eri�abilit y .

W e �rst outline (with sligh tly mo di�cations) the anon ymous c hannel proto-

col prop osed in [PIK93]. In this sc heme, encrypted messages from the senders

are successiv ely pro cessed b y the mixing cen ters un til the last cen ter outputs a

randomly , un traceably ordered set of unencrypted

3

A t a high lev el, the senders

�rst p ost their encrypted messages. Cen ter i pro cesses eac h message p osted b y

Cen ter i � 1 (or the senders, when i = 1) and p osts the results in p erm uted

order. It remains to sp ecify ho w a message m is initially encrypted b y a sender

and ho w Cen ter i pro cesses eac h message.

In the follo wing, the de�nition of the \generating elemen t" g is mo di�ed from

the original sc heme, in order to ev ade an attac k prop osed b y P�tzmann [P�94 ].

A Mix-T yp e Anon ymous Channel b y [PIK93]

Public information : p = k q + 1 ( p; q prime),

g = ( g

0

)

k

mo d p ( where g

0

is a generator mo d p )

Public k ey of cen ter i : y

i

= g

x

i

mo d p

Secret k ey of cen ter i : x

i

2 Z

�

q

Message from the sender : m

W e de�ne w

i

= y

i +1

y

i +2

� � � y

n

and w

n

= 1.

3

That is, the encryptions used for the anon ymous c hannel ha v e b een stripp ed o�.

Of course, these messages ma y ha v e b een encrypted b efore b eing sen t through the

c hannel.



Encrypting a message

The sender generates a random n um b er r

0

, and p osts

Z

1

= ( G

1

; M

1

) = ( g

r

0

mo d p; ( w

0

)

r

0

� m mo d p )

for use b y Cen ter 1.

Pro cessing a message

On input ( G

i

; M

i

), Cen ter i ( i = 1 ; � � � ; n � 1) generates a random n um b er r

i

(indep enden tly for eac h message-pair) and calculates the follo wing using his

secret k ey x

i

:

G

i +1

= G

i

� g

r

i

mo d p

= g

r

0

+ ��� + r

i

mo d p

M

i +1

= M

i

� w

r

i

i

=G

x

i

i

mo d p

= w

r

0

+ ��� + r

i

i

� m mo d p

He p osts Z

i +1

= ( G

i +1

; M

i +1

) (p erm uted with the other pro cessed messages)

for use b y Cen ter i + 1.

Cen ter n reco v ers m b y computing

m = M

n

=G

x

n

n

mo d p:

By adding redundancy to the message m , and b y ha ving the last cen ter n

announce all the receiv ed messages (again in p erm uted order), a sender can

c hec k whether or not his message has reac hed the destination. Ho w ev er, this

giv es only individual v eri�abilit y , as a sender can not directly determine if the

other messages ha v e b een prop erly handled. Also, the redundancy can b e used

as a receipt, precluding the p ossibilit y of receipt-freeness.

2.2 Ac hieving Univ ersal V eri�abil it y

W e obtain univ ersal v eri�abilit y in the ab o v e sc heme, and the other sc heme

discussed in their pap er, b y requiring eac h cen ter to pro v e that they correctly

pro cessed their messages. A t this time, or later, an y in terested part y can c hec k

the resulting pro ofs to con�rm that the messages ha v e all b een handled cor-

rectly . With this metho d for ac hieving univ ersal v eri�abilit y there is no need for

adding redundancy to the messages. F urthermore, it also helps th w art an attac k

prop osed in [P�94 ].

W e �rst mo dify the w a y eac h cen ter pro cesses the pairs. Giv en a pair ( G

i

; M

i

),

a cen ter computes ( G

i +1

; M

i +1

), but in the �rst phase it p osts G

x

i

i

. In the second

phase it then p osts the pairs ( G

i +1

; M

i +1

) in p erm uted order. Note that this

proto col leaks the v alue of G

x

i

i

, whic h w as not leak ed in the original proto col.

W e kno w of no w a y to exploit this extra information.

A cen ter pro v es the correctness of eac h stage separately . W e write these

proto cols in terms of an in teractiv e pro of system; they ma y then b e made non-

in teractiv e using the Fiat-Shamir tec hnique [FS86 ].



Pro ving correctness for the �rst phase

W e can abstract the �rst phase of the proto col as follo ws. Giv en G , the �rst

phase consists of p erforming decryption and generate H = G

x

mo d p . The pro of

consists of, giv en ( G; g ; y = g

x

mo d p ), sho wing that H is generated in this

manner from G .

p rove DECRYPT

1. The pro v er uniformly c ho oses r 2 Z

p � 1

. Let

y

0

= g

r

mo d p

G

0

= G

r

mo d p:

The pro v er sends ( y

0

; G

0

).

2a. With probabilit y

1

2

, the v eri�er asks the pro v er to rev eal r . The v eri�er

c hec ks that y

0

and G

0

are consisten t with r .

2b. With probabilit y

1

2

, the v eri�er asks the pro v er to rev eal r

0

= r � x . The

v eri�er c hec ks that

y

0

= g

r

0

� y mo d p and

G

0

= H � G

r

0

mo d p:

Pro ving correctness for the second phase

W e ma y sligh tly abstract the second phase as follo ws.

Giv en constan ts g ; w and

A =

 

a

(1)

i

a

(2)

i

!

;

the second phase consists of generating r

1

; r

2

; : : : and a p erm utation � and gen-

erating a set of pairs

B =

 

a

� ( i )

(1)

� g

r

0

� ( i )

mo d p

a

� ( i )

(2)

� w

r

0

� ( i )

mo d p

!

:

Here a

(1)

i

refer to G 's and a

(2)

i

to M =H 's in the �rst phase. The pro of consists

of, giv en ( A; B ; g ; w ), sho wing that B could b e generated in this manner from

A .

p rove SHUFFLE

1. The pro v er uniformly c ho oses t 2 Z

p � 1

, random p erm utation � and

C =

�

a

� ( i )

(1)

� g

t

� ( i )

mo d p

a

� ( i )

(2)

� w

t

� ( i )

mo d p

�

:

The pro v er sends C.

2a. With probabilit y

1

2

, the v eri�er asks the pro v er to rev eal � and t

i

. The v eri�er

c hec ks that C is consisten t with A; �; t

i

in that w a y .



2b. With probabilit y

1

2

, the v eri�er asks the pro v er to rev eal �

0

= � � �

� 1

and

t

0

i

= t

i

� r

0

i

. The v eri�er c hec ks that C can b e generated from B in the

follo wing w a y: F or

B =

 

b

(1)

i

b

(2)

i

!

;

C =

 

b

�

0

( i )

(1)

� g

t

0

�

0

( i )

mo d p

b

�

0

( i )

(2)

� w

t

0

�

0

( i )

mo d p

!

holds.

2.3 Pro cessing Multiple Messages T ogether

In this section, w e sho w that the cen ters can pro cess m ultiple messages together

to ac hiev e a reduces amortized cost p er message. Instead of executing \ p rove

DECRYPT " proto col for eac h sh u�ed comp onen t, a cen ter can pro v e a single

statemen t equiv alen t to pro ving that he decrypted all the comp onen ts correctly

in the follo wing w a y .

W e need to sho w the follo wing equation holds for eac h comp onen t i .

H

( j )

= ( G

( j )

)

x

mo d p

W e can reduce ab o v e equations to the follo wing one equation using randomly

c hosen co e�cien ts c

i

.

Y

i

( H

( j )

)

c

i

=

Y

(( G

( j )

)

c

i

)

x

mo d p

The cen ter can execute ab o v e proto col where G =

Q

i

( G

( j )

)

c

i

and H =

Q

( H

( j )

)

c

i

. W e exploit the fact that if one or more of the original equations is

wrong then if the co e�cien ts are c hosen randomly the �nal equation will also b e

wrong. Note that these co e�cien ts m ust not b e pic k ed b y the pro v er, but should

b e giv en b y a v eri�er, b eacon or as the output of a suitable hash function.

2.4 Remarks on V ote Duplicati on

Gennaro [Gen94 ] has p oin ted out that in the Sak o-Kilian [SK94 ] v oting proto col

a malicious v oter ma y cop y another v oter's v ote b y simply duplicating the ballot.

This attac k is readily foiled b y a simple mo di�cation to the Fiat-Shamir heuristic;

see [Gen94 ] for a n um b er of �xes. Ho w ev er, w e note that for some of the mix-t yp e

v oting sc hemes prop osed in the literature the problem is ev en more sev ere. First,

in the usual mix-t yp e v oting paradigm the ballots ha v e redundancy attac hed to

allo w v oters to c hec k that their v ote has b een coun ted. An attac k er ma y then

duplicate a ballot and searc h the published list of receiv ed v otes to �nd the t w o

iden tical ballots, rev ealing ho w that en tit y v oted.



Simple v ote duplication ma y b e easily detected b y noticing the duplicate

ballots in the �rst stage, and the adv ersary risks iden ti�cation as w ell as detec-

tion. A more subtle attac k on the [PIK93] sc heme (whic h ma y therefore also b e

applied to our curren t sc heme) in v olv es \blinding" a duplicate ballot so that it

lo oks di�eren t but ev en tually yields the same ballot in the end. If the legitimate

v oter casts an encrypted ballot of the form

Z

1

= ( G

1

; M

1

) = ( g

r

0

mo d p; ( y

1

� � � y

n

)

r

0

� m mo d p ) ;

an attac k er can c ho ose r 2 Z

�

p

at random and cast the ballot

Z

0

1

= ( G

0

1

; M

0

1

) = ( G

1

� g

r

0

mo d p; M

1

� ( y

1

� � � y

n

)

r

0

mo d p ) ;

giving no ob vious relationship b et w een Z

1

and Z

0

1

. A t the end of the anon ymous

c hannel proto col, the �nal cen ter can still detect v ote duplication and refuse to

rev eal these v otes, but then it is more di�cult for others to b e assured that the

last cen ter isn't just trying to imp ede the election.

W e note that in our sc heme there is no need for extra redundancy . Hence, ev en

a successful v ote duplication attac k only giv es indirect statistical information to

the attac k er, and is not useful when the n um b er of v otes for eac h c hoice is

large. One approac h for ev ading this problem en tirely is to ha v e Z

1

signed and

encrypted using the �rst cen ter's public k ey . Unless the adv ersary colludes with

the �rst cen ter, he w ould not succeed in cop ying the v ote. Ev en if he do es succeed

in cop ying, the inference of a v ote ma y b e excluded b y omitting the redundancy

in eac h messages. Guarding against a colluding cen ter is more di�cult. One

approac h, is to ha v e a t w o-step pro cess whereb y the v oters commit to their �rst

p osting and then rev eal it. This is somewhat against the spirit of the principle

that a v oter can v ote and then w alk a w a y . Ho w ev er, this is not suc h a big deal

when there are a small n um b er of v oters, whic h is precisely the case where suc h

attac ks are most troublesome.

3 Prop osed Receipt-F ree Sc heme

In this section, w e describ e a mix-t yp e receipt-free v oting sc heme. Subsection 3.1

giv es an o v erview of the sc heme and Subsection 3.2 giv es a more detailed de-

scription. W e note that the in teractiv e zero-kno wledge pro ofs can b e made non-

in teractiv e b y again using Fiat-Shamir tec hnique [FS86 ].

Our assumptions are as follo ws: First, need a ph ysically un tappable means

of comm unication b et w een the mixing cen ters and the v oters. By a standard

exclusiv e-or tric k this assumption can b e implemen ted b y ha ving a n um b er of

comm unicati on c hannels, assuming that the adv ersary can't sim ultaneously tap

ev ery one of them. Similarly , it w ould su�ce if at some p oin t in the past the

v eri�er shared a random string with the cen ters. Second, w e require that ev ery

v oter ha v e a discrete-log public-k ey in whic h they themselv es are guaran teed to

kno w the priv ate k ey . Note that it do esn't matter if an adv ersary has co erced a

v oter to rev eal this k ey .

Subsection 3.3 discusses ho w to set up a c hameleon-blob system with the

v oters.



3.1 Ov erview

The sc heme tak es the follo wing steps. W e use freely the tec hniques of [BT94]

and [CY86 ], adapting them to the mix-t yp e setting.

1. F or eac h v oter i , the �nal coun ting cen ter p osts encrypted 1-v otes and 0-

v otes in random order. He commits to the ordering using c hameleon bit

commitm en ts. note that the v oter can op en these commitm en ts arbitrarily .

The cen ter executes p rove 1-0 vote to pro v e that he constructed the v ote-

pairs prop erly . He decommits the ordering only to the v oter through an

un tappable secure c hannel.

2. Eac h cen ters sh u�es the t w o v otes for v oter i through the mix-net in rev erse

order. He commits to ho w he sh u�ed using c hameleon commitm en ts. Eac h

execute p ro of SHUFFLE to pro v e the correctness of his action. He rev eals

ho w he sh u�ed only to the v oter i through un tappable secure c hannel.

3. By k eeping trac k of the initial ordering of the pair, and ho w they w ere 
ipp ed

at eac h stage, eac h v oter kno ws whic h v ote is whic h. Eac h v oter submits one

of the v otes sen t do wn to him.

4. All of the v oters' v otes are anon ymously sen t to the coun ting cen ter using

v eri�able mix-net describ ed in Section 2. The coun ting cen ter tallies the

v otes.

3.2 The Main Proto col

General Constan ts : p = k q + 1 ( p; q prime),

g = ( g

0

)

k

mo d p ( where g

0

is a generator mo d p )

Cen ter j Public Key : y

j

= g

x

j

mo d p

Cen ter j Secret Keys : x

j

V oter i 's Public Key : �

i

= g

a

i

V oter i 's Secret Key : a

i

1-v ote : m

1

0-v ote : m

0

1. The last cen ter n executes the follo wing with eac h v oter i . He �rst commits

a random bit string �

( i;n )

of length l + 1 to the v oter using public k ey �

i

.

F or con v enience let �

( i;n )

k

denote k th bit of string �

( i;n )

. He then generates

v

0

= (

�

G

n

;

�

M

n

) = ( g

r

2 n

; m

0

� �y

r

2 n

)

v

1

= (

�

G

n

0

;

�

M

n

0

) = ( g

r

2 n � 1

; m

1

� �y

r

2 n � 1

)

where �y =

Q

y

i

. He places ( v

0

; v

1

) if �

( i;n )

1

= 0 and ( v

1

; v

0

) otherwise. He

pro v es that the placed pair is a com bination of 1-v ote and 0-v ote, using

p rove 1-0 vote (and �

( i;n )

) b elo w for l times, where l is a suitable securit y

parameter.

2. The coun ting cen ter rev eals to the v oter whic h is 1-v ote b y decommitting

�

( i;n )

.



3. The next cen ter n � 1 executes the follo wing with eac h v oter i . He �rst

commits a random bit string �

( i;n � 1)

whic h is l + 1 bit long to the v oter. F or

con v enience let �

( i;n � 1)

k

denote k th bit of string �

( i;n � 1)

. He calculates

(

�

G

n � 1

;

�

M

n � 1

) = (

�

G

n

� g

r

2( n � 1)

;

�

M

n

� �y

r

2( n � 1)

)

(

�

G

n � 1

0

;

�

M

n � 1

0

) = (

�

G

n

0

� g

r

2( n � 1) � 1

;

�

M

n

0

� �y

r

2( n � 1) � 1

)

where (

�

G

n

;

�

M

n

) and (

�

G

n

0

;

�

M

n

0

) are the v otes for v oter i sen t from the previ-

ous cen ter. The cen ter n � 1 place the v otes in this order if �

( i;n � 1)

1

= 0 and

rev erse otherwise. He pro v es that the placed pair is a com bination of 1-v ote

and 0-v ote, using p rove SHUFFLE for l times and for eac h in teraction uses

the �rst un used bit in �

( i;n � 1)

for random p erm utation � .

4. The cen ter rev eals to the v oter ho w he placed b y decommitting �

( i;n � 1)

.

5. Step 3-4 are rep eated for cen ter (mixer) n � 2 do wn to the �rst cen ter.

6. The v oter, who can compute whic h v ote of the sh u�ed pair is a 1-v ote and

whic h is a 0-v ote, submits the desired v ote to the �rst cen ter of mix, whic h

sends it do wn to the coun ting cen ter through the mix-c hannel describ ed in

Section 2.

7. After the last cen ter rev eals the p erm uted v otes, an y one can compute the

n um b er of 1-v otes ( m

0

) and 0-v otes ( m

1

).

Remark:

W e need to c ho ose m

0

and m

1

so that

v

0

= ( g

r

2 n

; m

0

� �y

r

2 n

) and

v

1

= ( g

r

2 n � 1

; m

1

� �y

r

2 n � 1

)

are indistinguishable. The receipt-freeness follo ws, as with the [BT94] proto col

from the fact that the v eri�er can forge \pro ofs" that imply that the 1-v ote and

0-v ote w ere giv en in either order.

p rove 1-0 vote

1 The pro v er uniformly c ho oses r

0

; r

00

2 Z

p � 1

and calculates

E

0

( v

0

) = ( g

r

0

; m

0

� �y

r

0

)

E

1

( v

1

) = ( g

r

00

; m

1

� �y

r

00

)

send E

0

( v

0

) ; E

1

( v

1

) in the order according to next un used bit in �

( i;n )

.

2a. With probabilit y

1

2

, the v eri�er asks the pro v er to rev eal r

0

and r

00

. The

v eri�er c hec ks if E

0

( v

0

) ; E

1

( v

1

) is made consisten tly .

2b. With probabilit y

1

2

, the v eri�er asks the pro v er to rev eal r

2 n

� r

0

and r

2 n � 1

�

r

00

. The v eri�er c hec ks the follo wing holds. v

0

and v

1

can b e generated from

E

0

( v

0

) ; E

1

( v

1

).

F or completeness, w e summarize the c hameleon bit-commitm en t sc heme due

to [BKK ].



Commitmen t Sender j commits 0 b y g

r

and �

i

� g

r

for 1 to receiv er i , who

kno ws a

i

satisfying �

i

= g

a

i

Decommitmen t Sender rev eals r . The receiv er calculates b oth g

r

and �

i

� g

r

and obtain the committed bit.

Mo di�ed Decommitmen t Receiv er claims he receiv ed r � a

i

instead of r .

3.3 Con�rming the V oter Kno ws his Secret Key

By adopting non-in teractiv e pro ofs and c hameleon blobs, the v oters do es not

need to in teract with cen ters in a voting b o oth as w as needed in [BT94 ] sc heme,

if only he can receiv e messages un tapp ed. The messages m ust b e ph ysically

un tappable so that the v eri�er is free to lie ab out their con ten ts. Also, it is

necessary to mak e sure that v oter i in fact kno ws the discrete logarithm of �

i

in order to ha v e the c hameleon e�ect. This is seemingly inno cen t, but m ust b e

stated as a separate assumption. The simplest solution is to assume that the

v eri�er is giv en a discrete-log at some time in the distan t past, suc h as for a

public-k ey . W e note that only one suc h piece of information m ust b e giv en for

all time. Also, while losing this discrete-log to the cen ter is dangerous, losing it

to a co ercer do es not a�ect the receipt-freeness of the proto col.
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