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Abstract. W e examine the concurren t comp osition of zero-kno wledge

pro ofs. By concurren t comp osition, w e indicate a single pro v er that is

in v olv ed in m ultiple, sim ultaneous zero-kno wledge pro ofs with one or

m ultiple v eri�ers. Under this t yp e of comp osition it is b eliev ed that stan-

dard zero-kno wledge proto cols are no longer zero-kno wledge. W e sho w

that, mo dulo certain complexit y assumptions, an y statemen t in N P has

k

�

-round pro ofs and argumen ts in whic h one can e�cien tly sim ulate an y

k

O (1)

concurren t executions of the proto col.
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1 In tro duction

Zero-kno wledge pro ofs [11] and argumen ts [1] are in teractiv e proto cols b et w een

a pro v er (or arguer), P , and a v eri�er, V , whic h informally yield no kno wledge

except for the v alidit y of the assertion. The original formal de�nition of zero-

kno wledge considered a v ery minimal con text, and almost immediately , unex-

p ected problems emerged when attempting to apply the notion of zero-kno wledge

to more practical con texts; the notion of zero-kno wledge has b een re�ned accord-

ingly . F or example, to mak e zero-kno wledge closed under sequen tial comp osition,

a n um b er of researc hers ([18, 20, 12]) ha v e prop osed a mo di�ed de�nition, kno wn

as auxiliary zer o-know le dge . A still cleaner mo del, motiv ated b y these issue, is

that of black-b ox simulation zer o-know le dge [18]; all of the results w e will discuss

are for this mo del.

In practice, it is often desirable to run a zero-kno wledge pro of man y times

in parallel, so as to lo w er the error probabilit y without increasing the round

complexit y . Unfortunately , it is not clear ho w to e�cien tly sim ulate an arbi-

trary zero-kno wledge pro of in parallel in p olynomial time. Indeed, Goldreic h and

Kra w czyk [10] ha v e sho wn that for an y language L outside of B P P , there is no

3-message proto col for L whose parallel execution can b e sim ulated in blac k-b o x

zero-kno wledge. In their mo del, the v eri�er has oracle access to a truly random

function; giv en the existence of cryptographically secure pseudorandom gener-

ators, the oracle can b e reduced to simply a priv ate string. Ho w ev er, based on

reasonable computational assumptions, there exist constan t-message (indeed, 4

messages su�ce) in teractiv e pro ofs and argumen ts whose parallel v ersions re-

main blac k-b o x sim ulatable.
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1.1 Concurren t rep etition

P arallel rep etition com bines man y v ersions of the same proto col in lo c k step.

When V is supp osed to send its i th message, it m ust send the i th message for all

of the parallel runs of the in teractiv e pro of. It cannot, for example, dela y sending

the �rst message from Game 2 un til it has seen the �rst resp onse in Game 5.

Ho w ev er, in practice, one ma y wish to engage in man y pro ofs sim ultaneously

and concurren tly . F or example, one ma y conceiv ably giv e a zero-kno wledge pro of

to establish ones iden tit y whenev er one accesses an in ternet-based service. Di�er-

en t pro cesses ma y access a n um b er of di�eren t services, with no sync hronization.

This scenario allo ws for an attac k in whic h a v eri�er engages in man y pro ofs

with the pro v er, and arbitrarily in terlea v es the messages in these proto cols. In-

tuitiv ely , the v eri�er can run some of the proto cols ahead in an attempt to gain

information that will enable it to attac k some of the other proto cols.

Beth and Desmedt [3] �rst discussed suc h concurren t attac ks in the con text

of iden ti�cation proto cols, and sho w ho w to defend against suc h attac ks if parties

ha v e precisely sync hronized clo c ks and the adv ersary is forced to dela y its actions.

Dw ork, Naor and Sahai [6] consider the role of concurren t attac ks on zero-

kno wledge proto cols. They giv e 4-round zero-kno wledge proto cols for N P , as-

suming a w eak constrain ts on the sync hron y of w eak pla y ers: there exist a pair

( �; � ), where � � � , suc h that when a go o d pla y er has observ ed the passage of �

units of time, then ev ery other go o d pla y er has observ ed the passage of at least

� units of time. Dw ork and Sahai [7] reduce (but do not eliminate) the timing

constrain ts required b y their defense.

A natural question is defend against arbitrary sc heduling without an y use

of timing. A negativ e result b y Kilian, P etrank and Rac k o� [15] extends the

Goldreic h-Kra w czyk result to concurren t attac ks, for essen tially the same mo del.

They sho w that for an y 4-message pro of system for a language L , if one can

blac k-b o x sim ulate p olynomially man y async hronous pro ofs, then L 2 B P P .

1.2 Our mo del

F ollo wing [6], w e consider a malicious v eri�er V that is allo w ed to run up to k

in teractiv e pro ofs with the pro v er P , where k is a free parameter. F or our results,

k ma y b e replaced with k

O (1)

. Within eac h pro of, V m ust follo w the prop er order

of the steps, but ma y arbitrarily in terlea v e steps b et w een di�eren t pro ofs. F or

example, V ma y execute the �rst step of Pro of 1, then execute all of Pro of 2 in

order to obtain an adv an tage when it executes the second step of Pro of 1.

F or a giv en, presumably malicious v eri�er, V , the sim ulator is giv en access

to V , but not to the details of its in ternal state. It is allo w ed to run V , receiving

\requests" for di�eren t pro ofs, and send V resp onses for these pro ofs. W e assume

without loss of generalit y that V w aits for the resp onse b efore con tin uing (it

nev er h urts to receiv e as m uc h information as p ossible from the pro v er b efore

sending one's next message). V is allo w ed to sc hedule k pro ofs arbitrarily , sub ject

to the constrain t that within eac h pro of the steps are prop erly ordered.



F ollo wing the standard notion of blac k-b o x sim ulatabilit y , the sim ulator S is

allo w ed to sa v e V 's state and rewind V bac k to a previously sa v ed state. F or ease

of explication, w e do not explicitly state when S is sa ving V 's state, but sp eak

only in terms of rewinding ( S ma y sa v e V 's state after ev ery message). Without

loss of generalit y , w e assume that V 's state includes all of the messages sen t

to it, though when restored to a previously sa v ed state, no messages are sen t

since the state w as sa v ed are remem b ered (i.e., w e use the reasonable notion

of V 's \memory"). Giv en V 's initial state, S 's in teraction with V induces a

distribution on V 's �nal state. S 's goal is for this distribution to b e statistically

or computationally indistinguishable from the distribution on V 's �nal state

after in teracting with P .

Note that in our mo deling of the adv ersary , w e are considering or dering at-

tac ks, but not timing attac ks [16] in whic h one uses the actual resp onse time from

the pro v er to obtain information. There are implemen tation-sp eci�c defenses to

suc h attac ks [16]; these metho ds and concerns are orthogonal to our o wn.

Similarly , w e assume that while the v eri�er can dela y a giv en message M so

that other messages are receiv ed b efore M , it cannot dela y M so as to mak e it

unclear whether M is actually going to arriv e. That is, the pro v er and sim ulator

can at some p oin t kno w that no further messages are arriving. Without this

stipulation, ev en a single execution of most proto cols seem imp ossible to sim u-

late: a malicious v eri�er V migh t with probabilit y n

� 2 C

w ait for n

C

time-steps

b efore giving its next answ er, where C is either 1 or a large constan t unkno wn

to S . This attac k forces S to either k eep on w aiting or risk giving a sligh tly (but

non-negligibly) distorted sim ulation.

1.3 Results of this pap er

F or ease of exp osition, w e assume the existence of a certain publicly agreed up on

bit commitmen t sc hemes, b oth from the pro v er to the v eri�er and from the v er-

i�er to the pro v er. W e use an unconditionally binding, computationally priv ate

bit commitmen t sc heme from the pro v er to the v eri�er. W e use a computation-

ally binding, unconditionally priv ate bit commitmen t sc heme from the v eri�er

to the pro v er. The former can b e based on one w a y functions [14, 17], and the

latter can b e based on collision-resistan t hash functions [4].

Our main result is a transformation on zero-kno wledge proto cols for state-

men ts in N P . Our transformed proto col for a statemen t T (or a pro of of kno wl-

edge) has t w o parts: an O ( m )-message pr e amble , for some parameter m and a

main b o dy . The main b o dy consists of a zero-kno wledge pro of of kno wledge for

a witness to a statemen t T

0

, whic h is a mo di�ed v ersion of T . A witness for T is

also a witness for T

0

. The longer the pream ble, the more resistan t the resulting

argumen t is to concurren t attac ks.

Theorem 1. Assume the existenc e of the c ommitment schemes describ e d ab ove,

and a pr o of system or ar gument for T 2 N P as describ e d ab ove. L et � b e an

arbitr ary p ositive c onstant and let m = k

�

. The tr ansforme d pr oto c ol r emains a

pr o of of know le dge for T . F urthermor e, ther e exists a p olynomial-time black-b ox



simulation for any c oncurr ent attack using at most k

O (1)

versions of the pr o of.

This simulation achieves c omputational indistinguishability.

As w e men tion in Section 4, there is no need for a public bit-commitmen t

sc heme; this con v en tion simply drops some easily handled cases from our sim u-

lation and pro of.

Quite recen tly , Rafail Ostro vsky and Gio v anni Di Crescenzo ha v e prop osed a

di�eren t solution for defeating concurren t attac ks without out timing [19]. Their

solution requires a round complexit y that is greater than m , an a priori upp er

b ound on the n um b er of attac k er; hence, m m ust b e kno wn and b ounded in

adv ance. In our solution, m = k

�

is p ossible, and more to the p oin t m need not

really b e kno wn in adv ance, though the larger m is, the longer the sim ulation

tak es. Ho w ev er, the result in [19] uses no additional complexit y assumptions,

and is th us an incomparable result.

1.4 T ec hniques used

W e use a tec hnique of F eige, Lapidot and Shamir [8] in order to con v ert wit-

ness indistinguishable proto cols in to zero-kno wledge proto cols. Instead of pro v-

ing Theorem T , the pro v er pro v es a tec hnically w eak er theorem, T _ W , where

W is a statemen t that will fail to hold (or for whic h the pro v er will fail to ha v e

a witness of ) with extremely high probabilit y . Ho w ev er, in the sim ulation, S

obtains a witness for W , and ma y then act as an ordinary pro v er. Similarly , w e

set up our pro of system so that the sim ulator will ha v e a \c heating" witness to

the statemen t b eing pro v en.

Discussion Indeed, at �rst glance it ma y app ear that the metho d from [8]

can b e used unc hanged. Recall that in the scenario of [8], the w orld b egins

with an agreemen t on a pseudorandom generator g : f 0 ; 1 g

`

! f 0 ; 1 g

2 k

and the

generation of a random string R 2 f 0 ; 1 g

2 k

(for ` suitably large). Then, an y

pro of of T is replaced with a pro of that T is true or g

� 1

( R ) exists. T o sim ulate

the w orld from its creation, the sim ulator S generates g and R = g ( Q ) for a

random Q 2 f 0 ; 1 g

`

. Then S has a witness, ( Q ), for an y statemen t of the form

\ T or g

� 1

( R ) exists ." By an app eal to the witness indistinguishabilit y of the

underlying zero-kno wledge pro of, S is indistinguishable from an y other pro v er

for this statemen t, despite the fact that its witness is quite di�eren t than that

used b y an actual pro v er.

Space precluded a detailed discussion, but w e note that our construction giv es

a sim ulatabilit y result that is more \standard" in the zero-kno wledge framew ork.

Also, w e do not need a common string, guaran teed to b e random.Although w e,

for ease of exp osition, assume that a suitable bit commitmen t sc heme has b een

standardized, w e can relax this assumption with only a trivial c hange to the

proto col and no substan tiv e c hange to the sim ulator and its pro of. On a high

lev el, our metho ds don't try to \break" or alter the commitmen t sc heme in an y

w a y , and th us this sc heme can b e decided on at the b eginning of the proto col.



1.5 Guide to the rest of the pap er

In Section 2 w e describ e our transformation and ho w to sim ulate it. In Section 3,

w e analyze the e�ciency and e�cacy of our sim ulator. In 4 w e discuss some

simple extensions of our tec hnique, and some op en questions.

2 T ransforming the proto col

2.1 The Proto col

Let T b e the statemen t that P is attempting to pro v e. W e insert an O ( m ) mes-

sage pream ble to the pro of. Instead of simply giving a pro of of T , P and V will

eac h randomly c ho ose and commit to m n um b ers, p

1

; p

2

; :::p

m

and v

1

; v

2

; :::v

m

resp ectiv ely . P will then pro v e that either T is true or that for some i p

i

= v

i

.

V ! P : Commit to v

1

, v

2

,... v

m

P ! V : Commit to p

1

V ! P : Rev eal v

1

P ! V : Commit to p

2

...

V ! P : Rev eal v

i

P ! V : Commit to p

i +1

...

V ! P : Rev eal v

m

P $ V : Zero-Kno wledge Pro of that ( 9 i s.t. v

i

= p

i

) _ ( T is true)

The proto col b egins with m + 1 message exc hanges. First V sends P a commit-

men t to uniformly c hosen v

1

; : : : ; v

m

2 f 0 ; 1 g

q

, for some suitably large q . F or

simplicit y , w e assume that this commitmen t is information-theoretically secure.

P resp onds b y sending a commitmen t to p

1

. In exc hange i + 1, for 1 � i < m ,

V rev eals v

i

and P commits to p

i +1

. Finally , V rev eals v

m

. A t the conclusion

of these exc hanges, P resp onds b y giving a zero-kno wledge pro of that either T

is true or that for some i p

i

= v

i

. In the argumen t mo del, P giv es a statistical

zero-kno wledge pro of that it kno ws either:

{ a witness for T , or

{ a witness for a pair ( i; reveal ) suc h that on seeing reveal in the rev elation

of p

i

, V w ould accept that p

i

= v

i

.

Note that P do esn't rev eal whic h witness it kno ws, just that it kno ws one or the

other. The general proto cols of [13] and [1] ma y b e used for this step (conceiv ably ,

more e�cien t proto cols ma y b e designed for useful sp ecial cases). The details of

this in teractiv e pro of (argumen t) are unimp ortan t.

There are t w o w a ys in whic h P ma y cause V to accept. Either it pro v es that

T is true or it tak es the \easy option" b y sho wing that some p

i

= v

i

. Ho w ev er,

regardless of a (p ossibly malicious) pro v er

^

P 's strategy , the easy option will

b e a v ailable with probabilit y at most m 2

� q

; b y setting q su�cien tly large, this

option o ccurs with negligible probabilit y . Hence, the proto col remains a pro of

(of kno wledge) of T .



2.2 Wh y w e can sim ulate the pro of

Since there is so little c hance of guessing v

i

, P 's strategy is to c ho ose p

i

at

random, or 0

q

, and simply pro ceed with the pro of of T . Th us, for the correct

pro v er, the pream ble is irrelev an t and for a malicious pro v er, the pream ble is not

useful. Ho w ev er, the sim ulator, S , can use the pream ble to its adv an tage. After

seeing v

i

, it can rewind the con v ersation to the p oin t where it is required to send

p

i

, and c ho ose p

i

= v

i

. Because V committed to these v

i

in the �rst message, S

need not w orry that the v

i

c hange after the rewind as long as it do esn't rewind

past the �rst message of the pro of (whic h it migh t do while sim ulating a di�eren t

pro of ).

Once S has ensured that for some i p

i

= v

i

, w e sa y it has solve d the pro-

to col. It can complete the rest of the sim ulation (of this pro of ) without an y

further rewinding. When the actual pro of b egins, S has an actual witness to the

statemen t b eing pro v ed, and can therefore pro ceed according to the algorithm

used b y the actual pro v er. App ealing to the witness indistinguishabilit y of the

zero-kno wledge pro of, it is imp ossible to distinguish whether S used this witness

or a witness for T .

2.3 Ca v eates

W e men tion three (of man y) ca v eats regarding this approac h. First, rewinding

a single step in one pro of can render irrelev an t the sim ulations of man y other

pro ofs; nesting e�ects can cause exp onen tial blo wups in the sim ulation (as dis-

cussed in [6]). Ho w ev er, since S has m places it can rewind in order to �x a

pro of 's sim ulation, it can c ho ose go o d times to rewind.

Second, an improp er use of rewinding can alter the distribution on the v er-

i�ers' questions, rendering the sim ulation in v alid. Our sim ulation runs in t w o

mo des: normal and lo ok-ahe ad . The normal mo de is a step b y step sim ulation

of the k concurren t pro ofs. A step made in a normal pro of is nev er rew ound,

facilitating the analysis of the distribution of the v eri�ers' messages. The lo ok-

ahead mo de is in v ok ed when the sim ulator, running in normal mo de, is required

to commit to p

i

to the v eri�er, for one of the sim ulated pro ofs. In lo ok-ahead

mo de, the sim ulator will explore man y p ossible sim ulation paths and return

with either the v alue of v

i

, allo wing S to solv e this pro of, or a statemen t that

this is an unsuitable time to solv e the pro of. Once the lo ok-ahead is complete,

the sim ulator con tin ues the normal-mo de sim ulation. W e sho w that S can use

the information obtained in its lo ok-ahead mo de y et still main tain a faithful

sim ulation.

W e m ust also tak e care to a v oid malleabilit y attac ks [5], where one links

a commitmen t to the v alue of another parties commitmen t. F or example, the

pro v er migh t try to commit to the v eri�er's v alue, alw a ys ac hieving a matc h, or

the v eri�er migh t try to foil the sim ulation b y someho w op ening up v alues di�er-

en t than those committed b y the pro v er. Our assymetric c hoice of commitmen t

proto cols prev en ts these attac ks.



2.4 Preliminaries

Let v

i;j

and p

i;j

denote the v alues of v

i

and p

i

committed to in the sim ulation of

the j th pro of. These v alues dep end greatly on where w e are in the sim ulation.

In particular, they ma y b e de�ned and then unde�ned when S rewinds the

sim ulation.

Within a sim ulation path, w e n um b er the proto cols in order of app earance.

Th us, orderings ma y di�er b et w een di�eren t paths, but this will not a�ect our

analysis.

During the pream ble of a sim ulated proto col j , the v eri�er commits to m

strings, v

1 ;j

; : : : ; v

m;j

. By a standard argumen t, the probabilit y that v

i;j

is suc-

cessfully rev ealed to b e di�eren t v alues at di�eren t times after b eing committed

to is negligible. Th us, w e'll sp eak of the \v alue" of v

i;j

. Ho w ev er, if the sim ula-

tor rewinds past the p oin t where the v eri�er committed to v

1 ;j

; : : : ; v

m;j

, these

v alues b ecome unde�ned.

A t some p oin t in the proto col, the sim ulated v eri�er will send a string that is

supp osed to rev eal v

i;j

. This string will either actually rev eal this unique v alue

or fail to rev eal an y v alue. Note that in the actual proto col, P ab orts in the

latter case.

During a path in the sim ulation, w e sa y that a sim ulated proto col j is solve d

if, for some i , v

i;j

has b een determined and p

i;j

has not y et b een sen t. W e sa y

that a sim ulated proto col j is ab orte d if the v eri�er fails to rev eal v

i;j

when

sc heduled to do so. Note that rewinding and c ho osing a new path can c hange

whether a sim ulated proto col is solv ed or is ab orted.

If proto col j has b een solv ed, the sim ulator sim ulates the pro v er's messages as

follo ws. If the pro v er is supp osed to send p

i;j

then it sends v

i;j

if it is kno wn and

an arbitrary string otherwise. During the main b o dy of the pro of, the sim ulator

has a witness to the statemen t b eing pro v ed, and acts according to the algorithm

used b y an honest pro v er. In particular, no rewinding is ev er needed.

2.5 The Sim ulator

W e let k

0

b e a constan t set to the initial v alue of k , whic h denotes the n um b er

of concurren t pro ofs. W e sho w that if the n um b er of message exc hanges in the

pream ble is m = k

0

�

for an y � > 0 then the ab o v e proto col can b e sim ulated

in time k

O (1 =� )

. This section describ es the lo ok-ahead pro cedure used b y the

sim ulator and ho w the sim ulator w orks in normal mo de.

Lo ok-Ahead Mo de An n -pr o of lo ok-ahe ad is a pro cedure used b y S to gather

information ab out the messages V is lik ely to send in the future. In the lo ok-

ahead phase, the sim ulation is allo w ed to pro ceed un til certain ev en ts o ccur

that cause it to b e (prematurely) ended. The limited duration of the lo ok-ahead

mak es it m uc h more e�cien t than a full sim ulation, and indeed it is called man y

times during the sim ulation.

The n -pro of lo ok-ahead is called when S is required to commit to some p

i;j

.

The main sim ulator runs man y (100 k

0

2

, to b e precise) lo ok-ahead sim ulations;



w e call these thr e ads . W e �rst describ e one of one suc h thread, then describ e

ho w to use the results from man y threads.

In the course of the sim ulation, the sim ulator is required to commit to strings

p

a;b

and to engage in the main b o dy of pro ofs. Along the w a y , it receiv es the

v alues of strings v

a;b

. A particular run of the n -pro of lo ok-ahead terminates when

either v

i;j

has b een rev ealed or the n + 1

st

new pro of, whic h started since the lo ok-

ahead b egan, is seen. The former case means that the mission is accomplished:

S can set p

i;j

= v

i;j

. The latter case means that the sim ulation is pro ceeding

to o far and risks b ecoming to o complicated; it ma y not b e cost e�ectiv e to k eep

w aiting for v

i;j

to b e rev ealed.

W e di�eren tiate b et w een the proto cols 1 ; : : : ; z that ha v e already b egun and

the proto cols z + 1 ; : : : ; z + n that b egin during the lo ok-ahead sim ulation.

The lo ok-ahead sim ulator recursiv ely starts a normal-mo de sim ulator (describ ed

later). The normal-mo de sim ulator requires a parameter sp ecifying the maxi-

m um n um b er of sim ultaneous pro ofs; this parameter is set to n . All messages

and requests related to pro ofs z + 1 ; : : : ; z + n are forw arded to this recursiv e

sim ulation.

The normal-mo de sim ulation has the prop ert y that, with all but negligible

probabilit y , b y the time p

m;a

has b een committed to, pro of a will ha v e b een

solv ed (see lemma 6). The lo ok-ahead mo de is less careful ab out solving pro ofs

whic h b egan b efore the lo ok-ahead. In this mo de, S ma y commit to p

m;a

for

an unsolv ed pro of, and subsequen tly b e unable to en ter the main b o dy of the

pro of. Ho w ev er, S will only get stuc k if v

m;a

is rev ealed. Whenev er this happ ens,

S ab orts the lo ok-ahead and rewinds. W e note that this rewinding will tak e

S to b efore it committed to p

m;a

, so pro of a is no w solv ed. Since less than

k

0

pro ofs can b egin b efore an y giv en lo ok-ahead, only k

0

of the lo ok-ahead

sim ulation paths will b e ab orted (the e�ect of these ab orted paths is dealt with

in lemma 5). Because these sim ulation paths are alw a ys rew ound they will not

a�ect the distribution of the normal-mo de sim ulation.

W e formally describ e the n -pro of lo ok-ahead sim ulation b y a case analysis

of ho w the sim ulator resp onds to v arious messages. Only the �rst three cases

are related to the purp ose of the lo ok-ahead; the rest are simply to k eep the

sim ulation going in a faithful fashion. By con v en tion, the sim ulation tak es as its

�rst message the message b eing handled at the time it w as called.

V ! S : V alid rev elation of v

i;j

.

S ! V : T erminate the sim ulation. (pr o of j has b e en solve d)

V ! S : A commitmen t to v

1 ;a

; : : : ; v

m;a

, for a = z + n + 1.

S ! V : T erminate the sim ulation. (lo ok-ahe ad is �nishe d)

V ! S : In v alid rev elation of v

i;j

.

S ! V : T erminate the sim ulation. (no chanc e of r e c overing v

i;j

)

V ! S : An y message related to proto col a , for z < a � z + n .

S ! V : F orw ard the message to the recursiv e sim ulation.

(W e assume 1 � a � z in the remaining)



V ! S : An y message related to a solv ed pro of a .

S ! V : Answ er according to the standard fashion for solv ed pro ofs.

V ! S : V alid rev elation of v

b;a

, where a is unsolv ed and b < m .

S ! V : Commit to an arbitrary (random) v alue of p

b +1 ;a

.

V ! S : In v alid message related to pro of a

S ! V : Sign-o� message from sim ulated pro v er for pro of a .

V ! S : The v alue of v

m;a

for an unsolv ed pro of a .

S ! V : Ab ort this line of the sim ulation. (the simulator c annot simulate the

main b o dy of the pr o of of an unsolve d pr o of ) Ho w ev er, note that pro of a is no w

solv ed at the p oin t where the lo ok-ahead sim ulation b egan, whic h allo ws us to

b ound ho w often this bad case o ccurs.

Com bining the result of the lo ok-aheads. Eac h run of the n -pro of lo ok-

ahead sim ulation either returns a solution to the pro of ( v

i;j

) or announces a

failure to do so. T o giv e a faithful sim ulation, the sim ulator m ust 
ip coins

(e.g., when committing to p

b;a

. Th us, there is a probabilit y distribution on these

results. In the normal-mo de sim ulation, whenev er the lo ok-ahead sim ulation is

in v ok ed it is in fact in v ok ed 100 k

0

2

times. If a solution is found in an y of these

in v o cations, the pro of is solv ed. Otherwise, w e will argue that with high (but

not o v erwhelming) probabilit y , at least n pro ofs in the actual (normal-mo de)

sim ulation will b e started b efore v

i;j

is rev ealed.

Normal Mo de Sim ulation Our sim ulator, w orking in normal mo de, services

the requests for up to k async hronous pro ofs; the parameter k will b e c hanged

during recursiv e calls. V alid resp onses from S can tak e the follo wing form:

{ S signs o� due to an in v alid message.

{ S engages in the main b o dy of a pro of.

{ S commits to some p

i;j

.

Handling in v alid messages is trivial. Once S has solv ed a pro of a , it can easily

engage in the main b o dy of a pro of as a pro v er, since it has a witness for this

pro of. W e will ensure that with all but negligible probabilit y , S will alw a ys ha v e

solv ed a pro of b efore it en ters in to the main b o dy .

When S m ust commit to some p

i;j

, it runs the n -pro of lo ok-ahead pro cedure

100 k

0

2

times, where n = d 2 k =m e , in an attempt to reco v er v

i;j

. If it succeeds it

commits to p

i;j

= v

i;j

; otherwise, it commits to an arbitrary v alue of p

i;j

.

As b efore, w e describ e the b eha vior of S b y its resp onse to v arious messages.

V ! S : An y message related to a solv ed pro of a .

S ! V : Answ er according to the standard fashion for solv ed pro ofs.

V ! S : A commitmen t to v

1 ;a

; : : : ; v

m;a

.

S ! V : In v ok e the n = d 2 k =m e -pro of lo ok-ahead sim ulation 100 k

0

2

times. If

v

1 ;a

is reco v ered, set p

1 ;a

= v

1 ;a

, else set p

1 ;a

arbitrarily . Commit to p

1 ;a

.



V ! S : v alid rev elation of v

b;a

, b < m .

S ! V : In v ok e the n = 2 k =m -pro of lo ok-ahead sim ulation 100 k

0

2

times. If

v

b +1 ;a

is reco v ered, set p

b +1 ;a

= v

b +1 ;a

, else set p

b +1 ;a

arbitrarily . Commit to

p

b +1 ;a

.

V ! S : An y in v alid message related to pro of a

S ! V : Sign-o� message from sim ulated pro v er for pro of a .

3 Analysis of the sim ulation

Theorem 2. The simulator, S , describ e d in Se ction 2 is a black b ox simulator

for the pr oto c ol in Se ction 2 that runs in time k

O (1 =� )

on k non-synchr onize d

pr o ofs when m = k

�

for � > 0 .

Pr o of. (Sk etc h) This theorem will follo w from the follo wing lemmata. Lemma 1

and Lemma 2 sho w that it runs in time k

O (1 =� )

. Lemma 4 sho ws that the sim u-

lator pro duces a v alid output as long as it nev er gets stuc k. Lemma 6 sho ws that

the c hance of getting stuc k is negligibly small in m and the securit y parameter

for the bit commitmen t sc hemes. ut

3.1 Bounding the running time

W e assume that a sim ulator can handle a single message and giv e a resp onse in

unit time . W e note that since w e consider the main b o dy of the pro of to b e a

single message, w e consider that pro of to b e giv en in unit time. A more precise

(and more cum b ersome) statemen t is that the running time is k

O (1 =� )

times the

amoun t of time it tak es to p erform the main b o dy of the pro of.

Lemma 1. The running time of the simulator is b ounde d by the function

t ( k ) = 100 mk

0

3

t ( d

2 k

m

e ) + k

0

O (1)

:

Pr o of. (Sk etc h) First w e note that eac h lo ok-ahead thread b egins a recursiv e

sim ulation that handles up to d

2 k

m

e further pro ofs. This tak es time b ounded b y

t ( d

2 k

m

e ). Eac h lo ok-ahead is rep eated up to 100 k

0

2

times and S ma y attempt

to solv e eac h of the k

0

games b y p erforming these lo ok-aheads in m di�eren t

places. This results in the co e�cien t of 100 mk

0

3

. Eac h lo ok-ahead thread also

handles messages from previous game, whether solv ed or not. This tak es unit

time for eac h message. The n um b er of messages, games and lo ok-aheads are all

p olynomial in k

0

. So the cost of this in all lo ok-aheads is b ounded b y the k

0

O (1)

term. ut

Lemma 2. The r e curr enc e t ( k ) = 100 mk

0

3

t ( d

2 k

m

e ) + k

0

O (1)

is k

O (1 =� )

when m =

k

0

�

.

Pr o of. (Sk etc h) A t eac h recursiv e step, k is divided b y k

0

�

= 2. Th us the total

depth of the recursion is O (1 =� ). Both the co e�cien t of for the recursiv e term

and the cost at eac h lev el of the recursion are b ounded b y k

0

O (1)

. Therefore, the

total cost is k

0

O (1 =� )

. ut



3.2 The sim ulation is v alid

Note that ( S; V ) do esn't just sim ulate the con v ersation, it implicitly sim ulates

the in ternal state of V - that is, the state of the \blac k-b o x" V that S is in teract-

ing with. W e can consider the con v ersation generated th us far to b e part of V 's

in ternal state. Th us, the pro cess of S in teracting with V constitutes a sequence

of transformation on V 's state. W e can similarly consider the in teraction of P

and V to b e a sequence of transformations on V 's state.

W e sa y that S b ecomes stuck if it en ters the main b o dy of a pro of that

hasn't b een solv ed. W e designate all other mo v es made b y the sim ulator as safe .

Lemma 4 sa ys that S will pro duce a v alid sim ulation as long as S only p erforms

safe mo v es.

Lemma 3. A ny se quenc e of safe op er ations p erforms the identic al (up to c om-

putational indistinguishability) tr ansformations on V as the c orr esp onding op er-

ations p erforme d by P .

Pr o of. (Sk etc h) Whenev er S in teracts in a solv ed pro of, it has a witness for

the statemen t to b e pro v en. Due to the witness indistinguishabilit y of the zero-

kno wledge pro of in the main b o dy , and the securit y of the bit commitmen t

sc heme used b y the pro v er, all actions tak en b y S are computationally indistin-

guishable from those tak en b y an y other pro v er.

When S commits to p

i;j

, it ma y �rst launc h in to man y recursiv e subsim ula-

tions in v olving man y bac ktrac kings. Ho w ev er, at the end of all these subsim ula-

tions, S restores V to its initial state, c ho oses a v alue for p

i;j

and commits to

p

i;j

. The v alue of p

i;j

dep ends on the results of these subsim ulations; its distri-

bution ma y b e completely di�eren t from that generated b y P (indeed, whenev er

a pro of is solv ed, it's distribution is quite di�eren t). Ho w ev er, the distribution

of messages sen t for the commitmen t is the same (up to computational indistin-

guishabilit y), regardless of this v alue.

Finally , b y insp ection, S resp onds to an y illegal messages the same w a y as

do es P . ut

Note that the notion of a corresp onding op erations mak es sense, b ecause nei-

ther S nor P can con trol whic h typ e of op eration it m ust mak e in resp onse to V .

Here, w e are app ealing to the computational indistinguishabilit y of the commit-

men t sc heme from the pro v er to the v eri�er and the witness indistinguishabilit y

of the zero-kno wledge proto cols.

No w, giv en a particular con�guration of V , S ma y run man y sim ulations,

due to the lo ok-ahead mo de. Ho w ev er, these sim ulations are ultimately thro wn

a w a y . If one ignores all sim ulation threads arising from further recursiv e calls to

the lo ok-ahead mo de (a curren tly activ e lo ok-ahead mo de ma y b e con tin ued),

one obtains a unique sequence of transformations on V . This holds regardless

of whether the particular con�guration of V is encoun tered in normal mo de or

lo ok-ahead mo de. W e call this sequence the main line of the ev olution of V .

The main line of V from its starting con�guration constitutes the sim ulation

of the pro ofs. The main line from the b eginning of a lo ok-ahead thread go es to



the p oin t where S has �nished this line or has b een forced to discon tin ue the

sim ulation (or get stuc k).

Lemma 4. Consider the evolution of V 's c on�gur ation along its main line. As-

suming that S never gets stuck, this evolution wil l b e indistinguishable fr om the

c orr esp onding evolution obtaine d by inter acting with P .

Pr o of. (Sk etc h) The ev olution of V consists of it sending messages to S f P g

and then ha ving S f P g p erform op erations. As long as S do esn't get stuc k,

all of its op erations will b e safe, and b y Lemma 3, their e�ect on V will b e

indistinguishable from the e�ect of the corresp onding op erations p erformed b y

P .

It remains to b e sho wn that the ev olution of V when it generates its next

message in the sim ulation is faithful to that in the actual proto col. Note that this

is a non trivial statemen t: S could conceiv able run V man y times and pic k a path

in whic h V sends a message that is amenable to S . Ho w ev er, b y insp ection of

the sim ulation algorithms, S nev er selects whic h path to follo w based on what V

sa ys. Indeed, it's selection pro cess is completely rigid: P aths tak en in lo ok-ahead

mo de are ultimately not pursued; the main line path is pursued, at least lo cally

(it ma y b e thro wn a w a y later if it is part of a larger lo ok-ahead path). Along

an y mainline path, S obtains V 's message exactly once, b y running V in the

normal matter. Hence, V 's in ternal ev olution is also iden tical to that obtained

b y in teracting with P . ut

3.3 Bounding the probabilit y of getting stuc k

Lemma 4 implies that the main line from a con�guration of V is indeed sim ulated

correctly , as far as it go es (since in lo ok-ahead mo de, a sim ulation is t ypically

ended prematurely) and as long as S do esn't get stuc k. W e no w sho w that S

gets stuc k along an y main line with negligible probabilit y .

While in lo ok-ahead mo de, S nev er b ecomes stuc k on a pro of whic h b egan

b efore the lo ok-ahead, since it simply ab orts the thread if it is ab out to b ecome

stuc k. F rom then on that pro of is solv ed, so the n um b er of times S ab orts is

limited. This strategy cannot b e emplo y ed in normal mo de (at least on the top

lev el of the recursion) since suc h stopping w ould constitute a failure to �nish the

o v erall sim ulation.

Recall that for an y pro of started in normal mo de, the sim ulator tries m times

to solv e some pro of a , b y going in to lo ok-ahead mo de in order to determine v

i;a

for eac h i . W e c haracterize the v arious outcomes of this attempt.

{ (complete success) The lo ok-ahead reco v ers v

i;a

, solving pro of a .

{ (win b y forfeit) During the main line, the next mesage from V regarding

pro of a is ill formed (do es not rev eal v

i;a

when it should ha v e).

{ (honorable failure) The lo ok-ahead fails to solv e pro of a , and during the

main line more than 2 k =m new pro ofs are b egun b efore V rev eals v

i;a

.

{ (dishonorable failure) The lo ok-ahead fails to solv e pro of a , then during the

main line, at most 2 k =m new pro ofs are b egun, after whic h V then sends a

correct rev elation of v

i;a

.



Clearly , a single complete success or a win b y forfeit will cause the game to b e

solv ed. W e m ust sho w that with high probabilit y , one of the m attempts will

result in a complete success or a win b y forfeit.

W e next observ e that an honorable failure can happ en at most m= 2 times.

Since the normal-mo de only handles k games, m= 2 honorable failures result in

more than (2 k =m ) � ( m= 2) = k new games, a con tradiction. Th us, it remains to

b ound the probabilit y of m= 2 dishonorable failures.

W e will pro v e that the c hance of getting stuc k at an y lev el in the recursion

is negligibly small b y using induction on k (the n um b er of pro ofs in a call to the

sim ulator). The base case, k = 1, is when the sim ulator is solving a single pro of.

The lo ok-aheads will nev er encoun ter another pro of and as a result can nev er

b ecome stuc k. The follo wing lemma will b e needed to complete the inductiv e

step.

Lemma 5. During any attempt to solve pr o of a the pr ob ability of a dishonor able

failur e is at most 1 = 10 as long as the chanc e of getting stuck in a lo ok-ahe ad is

ne gligibly smal l.

Pr o of. (Sk etc h) S attempts to solv e pro of a b y p erforming 100 k

0

2

lo ok-aheads

after b eing ask ed to commit to p

i;a

. W e note that since these lo ok-aheads ha v e a

negligibly small c hance of getting stuc k, lemma 4 implies that they giv e a v alid

sampling of the p ossiblie paths of the con v ersation. In order for a dishonorable

failure to happ en V m ust not rev eal v

i;a

during an y of those lo ok-aheads but

then rev eal it when S con tin ues on in normal mo de. W e ma y assume that the

c hance of V rev ealing v

i;a

is at least p = 1 = 10.

No w w e m ust sho w that the c hance of S not learning v

i;a

in an y of the lo ok-

aheads is smaller than p . W e m ust remem b er that some of the lo ok-aheads could

ha v e b een ab orted if V rev ealed v

m;b

for some unsolv ed pro of b . But eac h time

a lo ok-ahead is ab orted w e solv e pro of b . So the maxim um n um b er of times the

lo ok-ahead is ab orted is k

0

� 1. Th us w e need to sho w that the c hance of seeing

v

i;a

at least k

0

times is greater than p .

It is easy to v erify that for an y b < a= 3,

�

a

b � 1

�

�

�

a

b

�

= 2. Therefore the c hance

of seeing v

i;a

at most k

0

times is at most t wice the cost of seeing it exactly k

0

times. This cost is less than

�

100 k

0

2

k

0

�

p

k

0

(1 � p )

100 k

0

2

� k

0

< 100

k

0

k

0

2 k

0

(1 = 10)

k

0

(9 = 10)

99 k

0

2

Whic h is dominated b y the (9 = 10)

99 k

0

2

and therefore (m uc h) less than 1 = 10.

Note that the ab o v e argumen t glossed o v er the fact that the safe steps are

only computationally close to \real" steps. By a standard argumen t, this do es

not a�ect the analysis b y more than a negligible amoun t. ut

Lemma 6. The chanc e of S getting stuck is ne gligibly smal l in m and the se-

curity p ar ameter of the bit c ommitment scheme.



Pr o of. (Sk etc h) W e use induction on k . In the base case of k = 1 the sim ulator

will trivially nev er get stuc k b ecause there are no pro ofs to get stuc k on. By

induction w e ma y assume that all lo ok-aheads (whic h ha v e smaller v alues of

k ) get stuc k with negligibly small probabilit y . The total n um b er of lo ok-aheads

m ust b e p olynomial b ecause the total running time of S is p olynomial (see

Lemma 1 and Lemma 2). Therefore the total c hance of getting stuc k in an y

lo ok-ahead is also negligibly small. By lemma 5 the c hance of eac h dishonorable

failure is less than 1 = 10. W e note that for S to get stuc k during a pro of it

m ust ha v e had at least m= 2 dishonorable failures. The c hance of this is less

than

�

m

m= 2

�

(1 = 10)

m= 2

< 2

m= 2

(1 = 10)

m= 2

< 2

� m= 2

. There are a total of at most k

pro ofs on whic h the sim ulator can get stuc k, so the total c hance of getting stuc k

is negligibly small.

Note that as with the previous argumen t, the ab o v e argumen t glossed o v er

the fact that the safe steps are only computationally close to \real" steps. F or

this reason, the probabilit y of getting stuc k is negligibly small, not exp onen tially

small. ut

4 Extensions and Op en Questions

4.1 Extensions

Our pro of assumes that k is kno wn. In the case where k is unkno wn, S ma y

start b y assuming that k = 1 and double k and restart the in teraction eac h

time it disco v ers that k is larger than it assumed. It is easy to v erify that this

has no e�ect on the output distribution and that the total running time is still

p olynomial.

W e do not really need to ha v e globally agreed up on commitmen t sc hemes.

The mo di�cation is to add t w o messages to the proto col in whic h eac h part y

sp eci�es the commitmen t sc heme that should b e used to commit to it (�rst the

v eri�er, then the pro v er). The prop ert y w e desire is that the commitmen ts are

unconditionally guaran teed to b e zero-kno wledge, regardless of ho w it is sp eci�ed

(illegal sp eci�cations are treated as in v alid messages). Th us, a part y can use the

other part y's bit commitmen t system without an y loss of its securit y . The part y

sp ecifying the proto col has no ob vious reason to mak e it easy to break, but this

is not enforced. Suc h bit commitmen t sc hemes are easily constructed based on [4]

and [14, 17]. Due to space limitations, details are omitted from this man uscript.

W e also note that there is essen tially no reason wh y our construction do esn't

w ork ev en if the k pro ofs are di�eren t.

4.2 Op en Questions

It is unkno wn whether there is a p erfect sim ulation for non-sync hronized comp o-

sition of zero-kno wledge pro ofs. W e note that in the case when V alw a ys follo ws

the proto col and successfully rev eals v

i

w e can mo dify the sim ulator so that it

nev er gets stuc k. W e do this b y ha ving the sim ulator lo ok-ahead from the p oin t



it is forced to commit to p

m

un til v

m

is rev ealed if the pro of has not y et b een

solv ed. If V is required to rev eal v

m

this is alw a ys successful. Then instead of

b eing stuc k, S is just in a bad case whic h ma y tak e longer to sim ulate, but it

is still p ossible to do in p olynomial time. Assuming the existence of a p erfect

commitmen t sc heme, this non-c heating v eri�er allo ws us to pro vide a p erfect

sim ulation.

It w ould also b e useful to sho w that it is p ossible to sim ulate non-sync hronized

comp osition with a constan t n um b er of message exc hanges in the pream ble.

Again, assuming that the v eri�er alw a ys rev eals v

i

, our proto col can b e mo di�ed

so that it runs in time k

O (log k )

with a constan t n um b er of messages. This is

in teresting b ecause it sho ws that the tec hniques used in [15] to sho w that an y

four message proto col tak es time 2

O ( k )

to sim ulate can not b e extended to an y

constan t round pro of.

As men tioned in the in tro duction, w e do not address timing issues in the v er-

i�er's attac k. Ev en mo deling what zero-kno wledge should mean in this con text,

in a w a y that is b oth useful and p ossible, is an in teresting op en question.

Finally , it is parado xical that suc h seemingly meaningless alterations in the

proto col can restore zero-kno wledge. In tuitiv ely , it seems implausible that the

proto col has b een made more secure in practice. Ideally , one w ould lik e to ha v e

a notion of securit y that is more or less in v arian t under suc h transformations.

The notions of witness hiding and witness indistinguishable proto cols are go o d

steps in this direction.
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