
Impro v ed E�cien t Argumen ts

(Preliminary v ersion)

Jo e Kilian

1

NEC Researc h Institute, 4 Indep endence W a y , Princeton, NJ 08540.

jo e@resea rch.nj.nec.com

Abstract. W e consider complexit y of p erfect zero-kno wledge argumen ts

[6]. Let T denote the time needed to (deterministically) c hec k a pro of and

let L denote an appropriate securit y parameter. W e in tro duce new tec h-

niques for implemen ting v ery e�cien t zero-kno wledge argumen ts. The

resulting argumen t has the follo wing features:

� The arguer can, if pro vided with the pro of that can b e determin-

istically c hec k ed in O ( T ) time, run in time O ( T L

O (1)

). The b est

previous b ound w as O ( T

1+ �

L

O (1)

).

� The proto col can b e sim ulated in time O ( L

O (1)

). The b est previous

b ound w as O ( T

1+ �

L

O (1)

).

� A comm unication complexit y of O ( L lg L ), where L is the securit y

parameter against the pro v er. The b est previous kno wn b ound w as

O ( L lg T ).

This can b e based on fairly general algebraic assumptions, suc h as the

hardness of discrete logarithms.

Aside from the quan titativ e impro v emen ts, our results b ecome qualita-

tiv ely di�eren t when considering arguers that can run for some sup er-

p olynomial but b ounded amoun t of time. In this scenario, w e giv e the

�rst zero-kno wledge argumen ts and the �rst \constructiv e" argumen ts

in whic h the complexit y of arguing a pro of is tigh tly b ounded b y the

complexit y of v erifying the pro of.

W e obtain our results b y a h ybrid construction that com bines the b est

features of di�eren t PCPs. This allo ws us to obtain b etter b ounds than

the previous tec hnique, whic h only used a single PCP . In our pro of

of soundness w e exploit the error correction capabilities as w ell as the

soundness of the kno wn PCPs.

1 In tro duction

One of the great ac hiev emen ts in the study of in teractiv e pro of systems has

b een the disco v ery of transparen t/probabilistically c hec k able pro ofs [8 , 15 ]. While

most of this researc h has b een aimed at pro ving complexit y results, it is in ter-

esting to consider the original application, pro ving theorems. By requiring the

v eri�er to lo ok at a v anishing section of a pro of, one migh t hop e to use them

to sp eed the v eri�cation of large, un wieldy pro ofs. F or example, [8] discusses

an application to c hec king the executions of long computations, sa ying, \In this

setup, a single reliable PC can monitor the op eration of a herd of sup ercomputers



w orking with p ossibly extremely p o w erful but unreliable soft w are and un tested

hardw are."

Bey ond the practical di�culties of this scenario are problems of a more funda-

men tal nature. First, the pro v er m ust w ork quite hard to pro duce the transparen t

pro of. The most easy to v erify PCPs ([3] and its descendan ts) can b e c hec k ed

in O (1) prob es, but require the pro v er to sp end time sup erquadratic in the size

of the execution trace. P olishc h uk and Spielman [26 ] construct a constan t prob e

PCP using only O ( T

1+ �

) w ork, where T is the time to deterministically v erify

the original pro of. F urthermore, they sho w that for an y p ositiv e constan t c

2

there

exists a constan t c

1

suc h that pro ofs of size T are con v erted in to transparen t

pro ofs in O ( T lg

c

1

T ) time, whic h ma y b e v eri�ed using O ( T

c

2

) w ork. Th us, at

presen t, there is a con tin uum of ac hiev able pro of complexit y/v eri�cation com-

plexit y tradeo�s, but there do es not exist an y \optimal" PCP that dominates

the others. One can either force the pro v er to w ork hard or force the v eri�er to

w ork hard.

Another di�cult y is that in order for the pro of to w ork, the v eri�er m ust

ha v e p ossession of the en tire pro of, or at least a guaran tee that the pro v er cannot

c hange an y bits of the pro of. Th us, it is not clear ho w to v erify a PCP o v er a

net w ork. The w ork needed to receiv e suc h a pro of w ould b e m uc h more than the

w ork required to receiv e and c hec k a standard pro of.

By a standard transformation, results for PCPs carry o v er in to t w o-pro v er

pro ofs with essen tially optimal (logarithmic in the size of the PCP) comm unica-

tion requiremen ts. F urthermore, these pro ofs ma y b e made to b e zero-kno wledge

[13 ]. Ho w ev er, it is op en ho w to surmoun t this last di�cult y within the more

realistic framew ork of single-pro v er in teractiv e pro of systems.

1.1 E�cien t zero-kno wledge argumen ts

Brassard, Chaum and Cr � ep eau in tro duce the notion of argumen ts [6]. Unlik e

in teractiv e pro ofs, whic h place no assumptions the p o w er of p oten tially mali-

cious pro v ers, the argumen t framew ork puts some b ound on the capabilities of

the pro v er, w eak ening the ordinary soundness condition to one of c omputational

soundness . This more realistic assumption leads to dramatically impro v ed prop-

erties o v er in teractiv e pro of systems. F or example, there exist constan t-round

p erfect zero-kno wledge argumen ts for NP based on reasonable n um b er-theoretic

complexit y assumptions [6 ]; [25 ] sho ws ho w to base suc h pro ofs on one-w a y func-

tions at the exp ense of greater round complexit y .

Fiat and Shamir [18 ] in tro duce a tec hnique whereb y in teractiv e argumen ts of

a fairly general form ma y b e con v erted in to nonin teractiv e argumen ts. Their basic

idea is to replace random questions from the v eri�er b y the results of a random-

b eha ving hash function. They observ e that this transformation is rigorously an-

alyzable giv en a truly random hash function as a blac k b o x. Damg � ard also uses

similar ideas for dev eloping practical nonin teractiv e argumen ts [11 ]. More re-

cen tly , Bellare and Roga w a y ha v e dev elop ed a m uc h more extensiv e treatmen t

blac k-b o x hash functions [10 ]. Unfortunately , there is no kno wn clean compu-



tational assumption under whic h the soundness of the resulting nonin teractiv e

argumen t can b e established.

In [20 ], it is sho wn (under suitable complexit y assumptions) ho w to

1. Con v ert PCPs in to a t yp e of \p erfect zero-kno wledge" PCPs, and

2. Con v ert f \p erfect zero-kno wledge" g PCPs in to f p erfect zero-kno wledge g ar-

gumen ts.

Asymptotically , this construction requires m uc h less comm unication than an y

previous construction. F or example, b y using the PCPs constructed in [3], the

total comm unication is only O ( L lg T ), where T is the n um b er of steps needed

to c hec k the original pro of and L is the securit y parameter for the pro v er (in-

formally , L sp eci�es the size of the problems the pro v er is assumed unable to

solv e).

More recen tly , Micali has put forth the notion of \CS Pro ofs" [24 ]. A stronger

result ma y b e obtained b y a straigh tforw ard application of the Fiat-Shamir trans-

formation and the metho d of [20 ]. W e strongly recommend a careful reading of

[6, 18 , 11 , 20 , 10 ] prior to reading [24 ].

1.2 Limitations of previous tec hniques

The argumen ts of [20 ] inherit their w ork/v eri�cation time tradeo�s from the

w ork/v eri�cation time tradeo�s in the original PCPs. So to obtain the lo w est

comm unication costs adv ertised, one m ust use pro ofs that are v ery di�cult to

construct.

The time required to sim ulate the argumen t is p olynomial in the size of

the original pro of. While in line with previous pro of systems and argumen ts,

one can hop e to do m uc h b etter. The v eri�er only comm unicates O ( L lg T ) bits

and p erforms O ( L

O (1)

lg T ) computations. The in tuition b ehind our notions of

zero-kno wledge is that what one obtains b y participating in a pro of should not

b e more than what one could ha v e obtained using the same resources but not

participating in the pro of. In the program-c hec king application of [8 ], one can b y

oneself reconstruct the original \pro of " in O ( T lg

O (1)

T ) time. Hence, to sa y that

the sim ulation can b e p erformed in O ( T

O (1)

) time do esn't preclude b eing able

to obtain information ab out en tire execution, with a computational in v estmen t

of only O ( L

O (1)

lg T ). In suc h a scenario, the standard notion of zero-kno wledge

is to o w eak to b e meaningful.

Finally , ev en when optimized for comm unication, there remains a signi�can t

gap b et w een the O ( L lg T ) comm unication required b y this proto col what one

could reasonable hop e for. In tuitiv ely , one migh t ac hiev e comm unication of O ( L )

bits (it w ould b e amazing if one could ac hiev e o ( L ) comm unication, without

assuming the existence of problems of size o ( L ) that the pro v er cannot solv e),

and since T migh t conceiv ably b e nearly exp onen tial in L , O ( L lg T ) is nearly a

quadratic factor o� from what one can hop e for.



1.3 Our main result

W e mak e progress on the ab o v e men tioned di�culties. W e sho w that one can use

substan tially less comm unication, ev en while using the computationally c heap

pro ofs from [26 ]. As b efore, this proto col requires the existence of secure p erfect

zero-kno wledge bit-commitmen t and collision-in tractable hash functions, with

securit y parameter L . W e will also assume in this pap er that the size of ones

pro ofs is m uc h larger than the statemen t of what is to b e pro v en.

Theorem 1. Under the ab o v e assumptions, a pro of P deterministically v eri�-

able in T steps, can b e implemen ted as a p erfect zero-kno wledge argumen t for

the correctness of P with the follo wing prop erties:

(communication e�ciency) Only O ( L lg L ) bits of comm unication are required.

(computational e�ciency) The pro v er only has to p erform only O ( L

O (1)

T ) com-

putational steps

(completeness) If P is correct and P follo ws the proto col, then V will alw a ys

accept.

(soundness) If P is false, then either V will reject with probabilit y at least

1

2

or there exists a program whic h will break the bit-commitmen t or collision-

in tractabilit y assumption (with securit y parameter L ) with nonnegligible

probabilit y , in T

O (1)

time and using T

O (1)

calls to an oracle for P .

(strong p erfect zero-kno wledge) There exists a sim ulator that giv en an oracle for

a p ossibly malicious v eri�er

^

V will p erfectly sim ulate

^

V 's view of the pro of

using exp ected L

O (1)

computation and L

O (1)

calls to the oracle for

^

V .

Note that w e are implicitly using a blac k-b o x notion of soundness and zero-

kno wledge in the statemen t of our theorem, whic h has ample preceden t in the

literature. W e prefer this approac h b ecause is allo ws one to mak e meaningful

statemen ts ab out argumen ts of sp eci�c theorems. The older formalisms strictly

mak e sense only in the con text of in�nite languages L .

1.4 Ho w our proto col scales for large T

The impro v ed e�ciency of our proto col is particularly striking if one considers

large T . F or example, it is not unreasonably to p osit a sup er-ar guer that can

run for sup erp olynomially man y steps (e.g. T = O ( n

lg n

)), but cannot p erform

exp onen tial-time computations. The original argumen ts required comm unication

at least T , and hence the v eri�er w ould also ha v e to run in sup erp olynomial time.

The argumen ts of [20 ] don't ha v e this problem (as noted in [24]) but they still are

v ery problematic. Supp ose that an arguer w orks v ery hard to generate a pro of

whose v eri�cation tak es as long as the time to construct the pro of. T o use the [20 ]

proto col w ould require him to run for T

0

= 
 ( T

1+ �

) steps. Ho w ev er, T

0

=T is also

sup erp olynomial. W e con tend that this is not in the spirit of sup erp olynomial

time. If one b eliev es that T

2

or T

1+ �

is \of the same order" as T , then one is

really treating T as p olynomial time.



In con trast, our tec hniques yield a p olynomial multiplic ative blo wup in the

running time of the sup er-arguer as opp osed to the p olynomial c omp ositional

blo wup of previous tec hniques. Th us, the transformation from a pro of to an

argumen t is m uc h more robust than the previous one.

W e also note that if one uses the [20 ] proto col the sim ulation time is at

least T , and th us fails to b e zero-kno wledge for sup erp olynomial T . Our proto-

col con tin ues to b e zero-kno wledge for as long as a p olynomially large securit y

parameter L is appropriate. It is quite p ossible that the cryptographic primi-

tiv es w e require can b e based on problems whic h ha v e no sub exp onen tial time

solutions, in whic h case exp onen tial-sized T ma y b e accommo dated.

1.5 T ec hniques Used

F or our new proto col, w e use the tec hniques emplo y ed b y [20 ], namely zero-

kno wledge pro ofs on committed bits [27 , 4 ], transparen t pro ofs [8, 15 ] and

Merkle's hash-tree commitmen ts [23 ],

1

and in tro duce three new tec hniques.

T o impro v e the comm unication complexit y of our proto cols while using com-

putationally inexp ensiv e transparen t pro ofs, w e add a further recursiv e step to

our proto col. In terestingly , in these recursiv e pro ofs b oth parties kno w that the

statemen t is true (with probabilit y extremely close to 1) ahead of time. Rather,

the pro v er con vinces the v eri�er that he kno ws a particular w a y of pro ving this

statemen t. The use of recursiv e pro ofs in the transparen t pro of con text is not

new; more sophisticated noncryptographic examples of this tec hnique can b e

found in, for example, [1 , 3 , 9]. Here, our use of recursion is in termingled with

the manner in whic h individual bits of the transparen t pro of are rev ealed, allo w-

ing us to obtain m uc h stronger b ounds than if w e simply restricted ourselv es to

these tec hniques.

T o ac hiev e the impro v ed zero-kno wledge result, w e augmen t the basic hash

tree construction with a randomization step. It is di�cult to sim ulate the in terior

no des of the hash tree, in particular the ro ot no de, in our desired time b ound. T o

get around this problem w e use the recursiv e pro of tec hnique to hide the v alues

of all but the ro ot no de of the tree. W e then sho w ho w to randomize this ro ot

no de so that it ma y b e v ery e�cien tly sim ulated.

Finally , w e sho w ho w to sa v e random bits b y using cryptographically se-

cure pseudorandom generators. This last tec hnique allo w us to e�cien tly exploit

transparen t pro of system in whic h the v eri�er 
ips man y more coins than is al-

lo w ed for in our comm unication b ound. In terestingly , whereas the previous tec h-

niques don't sa y an ything ab out the standard transparen t pro of/PCP mo del,

this result giv es strong evidence for PCPs with a b etter size/bits of randomness

tradeo� than our curren t tec hniques can establish without relying on computa-

tional assumptions. Note that w e do not ho w ev er obtain few er random bits than

the most e�cien t systems [1, 3], but merely sho w ho w to shrink the n um b er of

random bits used in pro ofs that obtain a v ery small size in exc hange for a large

1

[20 ] missed this reference - our ap ologies to Merkle.



amoun t of required randomness. It is an in teresting op en question to ac hiev e

these tradeo�s using noncryptographic tec hniques.

1.6 Outline of the Abstract.

In Section 2 w e in tro duce some preliminary de�nitions and bac kground. In Sec-

tion 3 w e sho w ho w to com bine PCPs to obtain greater e�ciencies than are

obtainable using a single PCP . In Section 4 w e sho w ho w to obtain a proto col

with strong sim ulatabilit y prop erties. In Section 5 w e note that one use complex-

it y assumptions to sa v e random bits. Finally , in Section 6 w e giv e a brief idea of

ho w soundness and zero-kno wledge are pro v en for our in teractiv e argumen ts.

2 Preliminaries

2.1 Cryptographic Primitiv es

The original construction of [20 ] mak es use of Merkle's hash-tree tec hnique,

whic h in turn relied on families of c ol lision-intr actable hash functions and p er-

fect zero-kno wledge bit-commitmen t functions. Let � ( L ) denote ones notion of

an in tractable amoun t of time. A family f H

k ;r

g of collision-in tractable hash func-

tions has the follo wing prop ert y: with high probabilit y , if one c ho oses a function

h : f 0 ; 1 g

2 L

! f 0 ; 1 g

L

uniformly from f H

L; �

g , then one cannot in exp ected time

� ( L ) compute x and y suc h that h ( x ) = h ( y ).

The p erfect zero-kno wledge commitmen t sc heme has functions f E

L; �

g , suc h

that if E

L;q

is appropriately c hosen, then the distribution on E

L;q

(0 ; r ) will

b e iden tical to that of E

L;r

(1 ; r ), where r is a uniformly distributed in�nite

sequence of random bits, of whic h an exp ected L

O (1)

bits are actually read.

Ho w ev er, one cannot in exp ected time � ( L ) compute pre�xes r

0

and r

1

suc h

that E

L;q

(0 ; r

0

) = E

L;q

(1 ; r

1

).

By using some global randomness, these sc hemes can b e decided on b efore

an y pro ofs tak e place, and the same functions can b e used b y ev ery one.

2.2 Review of the [20 ] Proto col

The [20 ] proto col uses t w o v ery separate tec hniques. The �rst tec hnique is a

metho d for adding \zero-kno wledge" to transparen t pro of systems. W e will lea v e

this basic tric k unc hanged, though w e will alter our metho d of making our com-

mitmen ts in the next section. The second tec hnique is to use Merkle's hash tree

tec hnique to allo w a time-b ounded pro v er P to commit to a large n um b er of

bits to a v eri�er V with little comm unication, and then e�cien tly rev eal these

individual bits. This pro cedure w orks as follo ws. Let b

1

; : : : ; b

n

b e the sequence

of bits to b e committed b y the pro v er, let h : f 0 ; 1 g

2 L

! f 0 ; 1 g

L

b e uniformly

c hosen (b y the v eri�er) from a family of collision-in tractable hash functions. F or

ease of exp osition, assume that n = 2

k

L for some in teger k (otherwise, pad the

sequence to mak e it the righ t size).



T o commit to b

1

; : : : ; b

n

, P breaks b

1

; : : : ; b

n

in to m = 2

k

blo c ks,

C

k +1 ; 1

; : : : ; C

k +1 ;m

;

of L bits eac h. F or 1 � i � k and 1 � j � 2

i � 1

, P computes

C

i;j

= h ( C

i +1 ; 2 j � 1 ;C

i +1 ; 2 j

) :

W e can think of the arra y [ C

i;j

] as sp ecifying a hash tree in whic h eac h paren t is

equal to the hashed v alues of its c hildren. Finally , P sends C

1 ; 1

, the ro ot no de,

to V .

T o rev eal blo c k C

k +1 ;l

, P de�nes j

1

; : : : ; j

k +1

b y j

k +1

= l and j

i � 1

= d j

i

= 2 e

for 1 � i � k . P then sends V

( C

2 ; 2 j

1

� 1

; C

2 ; 2 j

1

) ; : : : ; ( C

k +1 ; 2 j

k

� 1

; C

2 ; 2 j

k

) :

V c hec ks that

C

i;j

i

= h ( C

i +1 ; 2 j

i

� 1 ;C

i +1 ; 2 j

i

)

for 1 � i � k . The collision in tractabilit y of h ensures that P can expand a path

in the tree in only one w a y . W e refer to this sequence of pairs as a \witness" for

blo c k C

k +1 ;l

, and denote it as W

l

.

In the original proto col, the lea v es of the tree w ere encrypted as p erfect zero-

kno wledge blobs, but in the next section w e ac hiev e zero-kno wledge in a more

e�cien t w a y that (in its �rst step) w orks on the ro ot of the tree. F or the momen t,

w e ignore this issue, and implemen t transparen t pro ofs as follo ws:

1. P constructs the transparen t pro of and commits to it using the commit

proto col describ ed ab o v e. This step requires O ( L ) bits of comm unication

and that P compute for time within an O ( L

c

) m ultiplicativ e factor of the

time needed to construct the transparen t pro of.

2. V generates its sequence r of random bits, and sends r to P .

3. P and V compute whic h bits, and hence whic h L -bit blo c ks V w ould ha v e

accessed from the original transparen t pro of. P rev eals these blo c ks using the

ab o v e proto col. This requires computing time prop ortional to that used b y in

ev aluating the original transparen t pro of, with an O ( L

c

lg n ) m ultiplicativ e

o v erhead. The total comm unication required b y this step is O ( L lg n ) times

the total n um b er of rev ealed blo c ks.

4. V decides whether to accept or reject based on the v alues of the bits rev ealed

b y P . Again, this requires relativ ely little computation.

3 Greater E�ciencies Using Hybrid Sc hemes

Assume without loss of generalit y that V uses relativ ely few ( O ( L )) random bits.

If not, then w e can use the straigh tforw ard tec hnique in Section 5 to shrink the

n um b er of bits required. Most of the comm unication cost is incurred in Step 3.

T o rev eal a single bit requires O (  L lg n ) comm unication, whic h already exceeds

our desired b ounds.



T o get around this problem, w e emplo y the \pro of within a pro of " tec hnique

that w as used to ac hiev e zero-kno wledge. In the zero-kno wledge v ersion of the

ab o v e proto col, the pro v er do esn't rev eal the actual bits, but rather con vinces

the v eri�er that had he rev ealed these bits the v eri�er w ould ha v e accepted.

Similarly , the pro v er do es not really need to send the witness for eac h blo c k the

v eri�er wishes to see. It su�ces that he con vince the v eri�er that he could indeed

ha v e sen t suc h a message and that the v eri�er w ould ha v e accepted. This in v olv es

a zero-kno wledge pro of of kno wledge that can b e recursiv ely solv ed using curren t

tec hniques.

3.1 Using \witnesses" for answ ers

Giv en input x , random string r and the ro ot no de C

1 ; 1

, w e denote a witness W

for ( x; r ; C

1 ; 1

) as a sequence

W =

�

( l

1

; W

l

1

) ; : : : ; ( l

p

; W

l

p

)

�

;

where

� l

1

; : : : ; l

p

denote those sections of the original transparen t pro of that V w ould

ha v e lo ok ed at on input x and with random string r ,

� W

l

i

is a v alid witness for a blo c k C

k +1 ;l

i

, and

� On seeing the bits giv en in blo c ks

C

k +1 ;l

1

; : : : ; C

k +1 ;l

p

;

V will accept.

W e note that the existence of a witness for ( x; r ; C

1 ; 1

) is not su�cien t to guaran-

tee that the original theorem is true. Ho w ev er, under the collision in tractabilit y

assumption, the fact that P knows suc h a witness is strong evidence for the

v alidit y of the theorem.

Consider a mac hine that in the p oin ter mac hine mo del (used b y [8] and [26 ])

nondeterministically guesses W and then deterministically v eri�es that W is a

witness for ( x; r ; C

1 ; 1

). W e denote the transcript of this v eri�cation b y T

W

. W e

b ound the length of T

W

up to p olylogarithmic factors. First, supp ose that the

original v eri�er for the transparen t pro of used total time T

V

. Note that p �

T

V

. Guessing W in v olv es O ( L lg nT

V

) op erations. V erifying that eac h witness is

consisten t requires O ( L

c

lg n ) op erations for some constan t c , for a total cost of

O ( L

c

lg nT

V

). Finally , v erifying that seeing the giv en p ortion of the tableau will

cause the v eri�er to accept requires at most O ( LT

V

) op erations. Th us, the total

transcript will b e of size O ( L

c

lg nT

V

).

F or illustrativ e purp oses, w e �rst sho w ho w to obtain near optimal comm uni-

cation costs, without regard for the computational costs in v olv ed. Supp ose that

the original pro of P w as of size n and that w e used the PCPs from [3 ]. Then

the size of the resulting transparen t pro of P

0

will b e O ( n

O (1)

) and the time used

b y the v eri�er to c hec k this pro of will b e O (lg n ) (not coun ting the initial cost

for putting T in error-correcting co de format). Th us, the size of the resulting



pro of of kno wledge will b e (up to p olylogarithmic factors) O ( L

c

1

lg

c

2

n ) , whic h

for reasonable sized n is O ( L

c

3

) for some constan t c

3

.

F or n large compared to L , O ( L

c

3

) is small compared to n . P can therefore

recursiv ely pro v e that it kno ws a v alid W b y using the [20 ] zero-kno wledge

construction, optimizing for lo w comm unication b y again using the transparen t

pro of of [3 ]. The resulting comm unication for this step will b e

O ( L lg ( O ( L

c

3

)) ) = O ( L lg L ) :

Since the [3 ] t yp e pro of uses sup erquadratic time complexit y , the ab o v e

pro of is v ery ine�cien t. T o obtain sim ultaneously lo w-comm unication and lo w-

computation pro ofs, w e use a three-step recursion. On the top lev el, w e use a

P olishc h uk-Spielman pro of whic h requires O ( n lg

c

1

n ) time and v eri�ed using

O ( n

c

2

) w ork, where c

2

is su�cien tly small ( <

1

4

su�ces). The resulting pro of

of kno wledge will therefore b e of size O ( L

O (1)

n

c

2

). Since c

2

is so small, w e can

then use the computationally in tensiv e proto col describ ed ab o v e.

Since malicious pro v er can try to c heat in the pro ofs at eac h lev el of the

recursion, w e amplify the error probabilities of these pro ofs so that in eac h

one he can escap e detection with probabilit y at most, for example, 1 = 100. More

precisely , our pro of of soundness requires that whenev er a PCP causes the v eri�er

to accept with probabilit y � 1 = 1000 an accepting computation path can b e

reconstructed (tec hnically , this condition is not needed for the �rst pro of ).

The n um b er of rounds of comm unication required when use of recursiv e

pro ofs is of course greater than that of the original proto col. W e can o�set

this somewhat b y noting a simple optimization to the proto col of [20 ]. Instead

of using pro ofs on committed bits, whic h requires m ultiple rounds, it su�ces

to use the zero-kno wledge PCPs of [13 ]. These PCPs ha v e the same qualitativ e

prop erties as those of [3] (though with w orse constan ts) but with the prop ert y

that the queries are easy to sim ulate. This eliminates the round cost incurred

b y the pro ofs on committed bits.

W e note that the tec hniques in [13 ] can b e applied to the the proto col of

[26 ] to obtain a zero-kno wledge PCP in whic h the pro v er only p erforms T

1+ �

w ork. Ho w ev er, it is op en whether there exists zero-kno wledge PCPs in whic h

the pro v er only p erforms T log

O (1)

T w ork. F ortunately , the elimination of the

pro of on committed bits steps o ccur in the last pro of in v ok ed, in whic h the w ork

required is small in an y case.

4 Ac hieving Strong Zero-Kno wledge

In this section, w e further mo dify the construction of [20 ] in order to mak e a

more e�cien tly sim ulatable zero-kno wledge proto col. In terms of a v eri�er's

^

V

view, the argumen t from the previous section can b e summarized as follo ws:

1. P sends

^

V a string C

1 ; 1

(the ro ot of the hash tree).

2.

^

V sends P a string r (whic h ma y not b e random).

3. P and

^

V engage in a lo w-comm unication zero-kno wledge pro of of kno wledge.



Since the transparen t pro ofs w e use ha v e p erfect completeness, it is straigh tfor-

w ard to sim ulate the last t w o steps of the proto col. Regardless of the distribution

on r , P will alw a ys kno w a witness for ( x; r ; C

1 ; 1

), and this pro of can b e sim u-

lated in using the original sim ulator for this proto col. F urthermore, the sim ulator

for this last pro of will w ork in time p olynomial in L , since the en tire transparen t

pro of is b ounded b y a p olynomial in L .

Ho w ev er, as w e ha v e written our proto col, it is not at all clear ho w to sim-

ulate the distribution on C

1 ; 1

, ev en in time p olynomial in n . C

1 ; 1

is a hashed

do wn v ersion of a transparen t pro of that S do es not kno w. In the original [20 ]

argumen t, the ro ot no de w as a hashed v ersion of a large n um b er (p olynomial in

n ) of L -bit p erfect zero-kno wledge blobs. Since these blobs w ere easy to sim u-

late, the ro ot no de could b e sim ulated in time p olynomial in n . Ho w ev er, it is

not clear ho w to sp eed up this sim ulation for arbitrary collision-in tractable hash

functions.

W e get around this problem b y using zero-kno wledge blobs and a further use

of hash trees. W e mo dify the naiv e, stripp ed do wn proto col as follo ws: Instead

of sending

^

V the L -bit v alue of C

1 ; 1

, P generates a sequence of L p erfect zero-

kno wledge L -bit blobs, denoted C

0

1

; : : : ; C

0

L

. Then, P computes a d lg L e -depth

hash-tree for C

0

1

; : : : ; C

0

L

, generating a second ro ot no de, C

0

. P sends C

0

to

^

V .

Naiv ely , P can run the basic (nonzero-kno wledge) argumen t as follo ws: On

receiving r , P �rst sends the en tire hash tree for C

0

1

; : : : ; C

0

L

, and then op ens

these blobs to rev eal C

1 ; 1

. V will later c hec k this part of the pro of b y v erifying

that the hash tree is self consisten t and that the blob op enings w ere correct.

No w, P can then b eha v e just as in the basic proto col without zero-kno wledge.

W e call this concatenation of a v alid hash tree ro oted at C

0

, the v alid op ening

of these blobs to rev eal C

1 ; 1

and a v alid witness for ( x; r ; C

1 ; 1

) a witness for

( x; r ; C

0

).

Naiv ely , this extra step in v olv es sending O ( L

2

) bits just to rev eal the sec-

ondary hash-tree, whic h is prohibitiv e. Ho w ev er, w e can use the same recursion

tric k to demonstrate kno wledge of a witness W for ( x; r ; C

0

). The size of T

W

will b e O ( L

c

) bigger than the transcript for a witness for ( x; r ; C

1 ; 1

) (for some

constan t c ), but this will at most add an O ( L lg L ) factor to the comm unication

complexit y of the resulting proto col.

5 Sa ving random bits

The transparen t pro ofs and PCPs in the literature in general use relativ ely few

bits. Ho w ev er, as one optimize ones PCPs in order to minimize the pro v er's

o v erhead the n um b er of random bits ma y conceiv ably b ecome problematic. Ho w-

ev er, w e can use pseudorandom generators to conserv e bits in a straigh tforw ard

manner. Supp ose that V w ould normally send m random bits to P , and let

g : f 0 ; 1 g

n

! f 0 ; 1 g

m

b e a pseudorandom generator. Then if su�ces for V to

send a random n -bit string x to P , who then b eha v es as if sen t the m -bit string

y = g ( x ). W e claim that if g is su�cien tly strong, then the mo di�ed PCP will

remain a PCP , ev en against in�nitely p o w erful pro v ers.



Supp ose that for some supp osed theorem T (not necessarily true), and sup-

p osed transparen t pro of/PCP P

0

(not necessarily correctly generated), there is

a nonnegligible di�erence b et w een the probabilit y that V accepts using random

coin tosses y and the probabilit y that V accepts using pseudorandom coin tosses

y = g ( x ). Consider the circuit C

T ; P

0

whic h on input y , outputs 1 i� V w ould

accept P

0

after generating its queries according to y . It is straigh tforw ard to gen-

erate C

T ; P

0

giv en P

0

; T and V , and its size will t ypically b e O ( P

0

). F urthermore,

C

T ; P

0

can then b e used to distinguish a random g ( x ) from a random y .

Th us, b y the con trap ositiv e, if one b eliev es that g is resistan t against all

su�cien tly large circuits, then in particular it ma y b e used for all transparen t

pro ofs of a giv en size.

The ab o v e argumen t relies on the non uniform complexit y of g ; w e don't kno w

ho w to pro v e the analogous result result based on uniform complexit y . W e also

note that th us far there has b een no adv an tage to using cryptograph y based

randomness reduction tec hniques instead of those curren tly used for PCPs.

6 Establishing Soundness and Zero-kno wledge

In this abstract, w e omit the pro of of soundness and completeness, and giv e only

a brief sk etc h of ho w they are pro v en. ho w they w ork.

Theorem 2. F or the proto col describ ed ab o v e, there exists a break er B with the

follo wing prop ert y . Let T b e a false statemen t, and

^

P b e a malicious pro v er who

claims to ha v e a pro of of length n for this theorem. Supp ose that

^

P can con vince

V to accept T with probabilit y greater than

1

100

using the proto col outlined

ab o v e. Then giv en blac k-b o x access to

^

P , B can break either the commitmen t

assumption or the sibling-in tractable hash function assumption, running in time

L

c

1

n

c

2

, where c

1

and c

2

are explicitly computable constan ts. ut

Th us, if w e b eliev e that breaking the assumption with securit y parameter L

requires more than L

c

1

n

c

2

times the n um b er of steps that could plausible tak en

b y

^

P , then it is reasonable to b eliev e suc h an argumen t. Note that it is not so

crucial to pro v e an optimal for c

2

, since one can mo destly increase the securit y

parameter L .

Here is the v ery basic idea - n umerous trivial details are omitted. F or sim-

plicit y of exp osition, w e concen trate on a single pro of; the analysis of a cascade

of O (1) recursiv e pro ofs b eha v es similarly . Th us, w e consider the simpli�ed pro-

to col where

^

P commits to a ro ot C and then expands its lea v es in resp onse to

V 's c hallenges. In eac h c hallenge,

^

P either,

1. Op ens up paths in the hash-tree, rev ealing PCP v alues that cause V to

accept, or,

2. Op ens up legitimate paths in the hash-tree, but rev eals v alues that cause V

to reject, or,

3. Otherwise causes V to reject. W e call this a garbage resp onse.



While in the actual proto col only a single c hallenge is giv en, B can roll

^

P bac k

and ask him sev eral c hallenges. He can then com bine the branc hes for non-

garbage resp onses in the natural w a y to reco v er en tries of a partial PCP . If at

an y time these non-garbage answ ers cannot reconciled, i.e., the v alues of the

hash-tree (or the ro ot-no de commitmen ts and their hash-tree) are inconsisten t,

then B trivially has either,

1. Tw o strings that hash to the same v alue, or

2. Iden tical bit commitmen t strings for a 0 or a 1.

If this ev er happ ens then w e are done. Otherwise, w e can sho w that if B runs

^

P su�cien tly man y times and receiv es a T yp e 1 resp onse with su�cien tly high

probabilit y on eac h random run, then he will reconstruct a PCP that w ould

cause the original v eri�er to accept with su�cien tly high probabilit y .

It remains to lo w-b ound ho w man y times B m ust run

^

P in order to obtain a

su�cien tly go o d PCP . Supp ose that B ran through all of V 's coin tosses, whic h

are iden ti�ed with those used b y the initial PCP v eri�er. Then, pro vided that no

\breaks" w ere found, the resulting PCP w ould cause the v eri�er to accept with

at least the probabilit y that

^

P mak es a T yp e 1 resp onse to the next question

b y V . Here w e implicitly assume (at least this assumption trivializes the claim)

that V 's coin tosses sp eci�es what bits of the PCP he will lo ok at - all kno wn

PCPs ha v e this prop ert y .

W e susp ect that the ab o v e b ound on ho w often B needs to in v ok e

^

P to

construct a PCP is su�cien t for kno wn PCP's. That is, the v eri�ers require

randomness that is t ypically within a constan t of optimal. But to mak e sure, w e

note that it also su�ces for B to run

^

P O ( n

c

) times, where c is a su�cien tly large

constan t (2 ma y su�ce) and n is the size of the PCP . Here, no e�ort has b een

made to reduce the O ( n

c

) - sharp er b ounds are p ossible but are not needed. The

in tuition for wh y this is true is that an y p ortion of the PCP that is not rev ealed

after so man y trials cannot ha v e b een needed to mak e the v eri�er accept with the

giv en probabilit y . Th us, setting these en tries to 0 will not signi�can tly damage

the resulting PCPs acceptance probabilit y .

Recall that in eac h recursiv e pro of

^

P that he could ha v e giv en a go o d resp onse

to the preceding question. Using the PCP construction pro cedure giv en ab o v e

and the the self-correcting prop erties of [3]-st yle PCPs (and b y extension, those

of [13 ]) the break er can, whenev er the v eri�er still has a su�cien tly large c hance

of accepting, actually pro duce a go o d resp onse. The breaking can then pro ceed

recursiv ely .

Of course, one m ust b e a little more careful than describ ed ab o v e. The PCP

reconstruction step will only w ork when it holds that for a random c hallenge

^

P

will cause V to accept the curren t pro of. One m ust p erform a simple a v eraging

argumen t to v erify that if the acceptance probabilit y for the en tire proto col is

su�cien tly high than for the most of the time it will hold that most of the time

^

P will deal with the next c hallenge so as to mak e V accept with high probabilit y .

F urther details are omitted.

Theorem 3. F or the proto col describ ed ab o v e, there exists a sim ulator S with



the follo wing prop ert y . Let P b e a correct pro of for T , and let

^

V b e a malicious

v eri�er. Then giv en T , jP j and blac k-b o x access to

^

V , S can generate the view

obtained b y

^

V in time L

c

for some explicitly computable constan t c . ut

Finally , w e observ e that a sim ulator can trivially sim ulate the distribution

on C

0

, simply b y generating L random blobs (0-blobs and 1-blobs are iden tically

distributed) and creating the hash-tree for them. W e can no longer use the

sim ulator for the pro of system giv en in [20 ], since it implicitly relied on the m ulti-

phase nature of the standard proto col for zero-kno wledge pro ofs on committed

bits. Ho w ev er, if one uses the [3 ] proto col, then

^

V is only allo w ed to lo ok at

a constan t n um b er of bits. The sim ulator exploits this fact b y committing to

a sequence of random bits. With constan t probabilit y , the query made b y

^

V

will b e satis�able b y the pro of, at whic h p oin t it the sim ulation of the zero-

kno wledge pro of will b e p erfect. Here the pro of is simpli�ed b y the fact that the

bit commitmen ts are information theoretically secure. Note that to argue that

the concatenation of the sim ulation phases is zero-kno wledge, w e can use the

fact that our proto cols are auxiliary input zero-kno wledge, a w eak er prop ert y

than blac k-b o x zero-kno wledge.
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