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Abstract

W e consider the basic cryptographic primitiv e

kno wn as zer o-know le dge pr o ofs on c ommitte d bits .

In this primitiv e, a pro v er P commits to a set of

bits, and then at a later time con vinces a v eri�er

V that some prop ert y P holds for a subset of these

bits. It is kno wn ho w to implemen t this primitiv e

based on an ordinary bit-committal primitiv e, but

the standard implemen tations in v olv e a great deal

of in teraction b et w een the pro v er and the v eri�er.

W e in tro duce new implemen tations that require

mark edly less in teraction.

W e implemen t b ounded-in teraction pro ofs on

committed bits, generalizing a mo del of Micali,

P ersiano and De San tis [10 ]. F or all securit y

parameters, our implemen tations require only a

lg

2

( n ) o v erhead o v er the b est kno wn circuit-based

in teractiv e implemen tations; for su�cien tly large

securit y parameters this gap drops to a lg ( n ) fac-

tor. W e use results from the theory of non blo c king

net w orks [1 ].

W e next consider nonin teractiv e pro ofs in the

shared random string mo del of Blum, F eldman

and Micali [8 ]. Assuming the existence of cer-

ti�ed trap do or p erm utations, F eige, Lapidot and

Shamir [12 ] reduce this mo del to what w e call the

r andom c ommitte d bit mo del. In this mo del, the

pro v er and v eri�er are giv en access to a set of ran-

dom committed bits. The pro v er kno ws the v alues

of these bits, and is allo w ed to rev eal a subset of

them to the v eri�er. In previous implemen tations,

to pro v e (with error probabilit y

1

2

) that a circuit

C of size n -gates is satis�able conserv ativ ely re-

quired o v er n

3

random committed bits. Our new

construction requires only n lg

O (1)

n bits.

�
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1 In tro duction

A classic primitiv e in cryptograph y is that of zer o-

know le dge pr o ofs on c ommitte d bits [14 ]. In suc h

proto cols, the pro v er commits to a set of bits

x

1

; : : : ; x

n

, and then at some later time pro v es that

some predicate P ( x

i

1

; : : : ; x

i

k

) holds for a subset

of these bits. It has long b een kno wn that zero-

kno wledge pro ofs on committed bits can b e imple-

men ted on top of ordinary pro ofs on committed

bits [3, 4, 20]. Since this cryptographic primitiv e

is frequen tly used, the round and bit complexit y

of man y other proto cols dep end on the underlying

e�ciency of its implemen tation.

W e consider t w o measures of complexit y: the

total n um b er of bits that m ust b e committed to

and the total n um b er of messages that ma y b e sen t

bac k and forth. Consider the scenario in whic h the

pro v er P o v er the course of time commits to n bits

x

1

; : : : ; x

n

. During the course of the proto col, he

pro v es predicates P

1

; : : : ; P

k

on subsets of these

bits. Throughout this pap er w e assume that a

circuit C consists of fan-in 2 NAND gates, and

ha v e j C j denote the n um b er of gates in C . W e

denote b y C

i

the circuit that v eri�es P

i

, and de�ne

m b y m =

P

i

j C

i

j . Finally , the v eri�er V w an ts

a guaran tee that should P ev er lie, then he will

detect this lie with probabilit y at least 1 � 2

� k

,

where k is some agreed on securit y parameter.

In the ab o v e scenario, the standard proto col has

P commit to a total of O (( n + m ) k ) bits. F or

eac h pro of of predicate P

i

, P commits to and/or

rev eals O ( j C

i

j k ) bits. Also, for eac h pro of, P and

V engage in 5 rounds of comm unication (a round

b eing a single message b et w een P and V ).



1.1 Bounded In teraction Pro ofs

F or b oth practical and theoretical reasons, it is

desirable to eliminate as m uc h as p ossible the

amoun t of in teraction b et w een the pro v er and the

v eri�er. As one approac h in this direction, De

San tis, Micali and P ersiano [10] prop ose a mo del

of zero-kno wledge pro ofs with b ounded in terac-

tion. In this mo del, the pro v er and v eri�er ha v e

an initial in teractiv e phase, that can tak e place

b efore an y theorems are to b e pro v en. A t a later

time, the pro v er giv es a zero-kno wledge pro of of a

theorem b y sending a single message to the v eri-

�er. They sho w that suc h pro ofs exist, based on

the existence of a cryptographic bit commitmen t.

This proto col requires O ( n

3

) bit commitmen ts for

a later pro of of size n (the circuit complexit y of the

pro of c hec k er), and furthermore required a zero-

kno wledge pro of on the cryptographic bit com-

mittals. F or this reason, their result is not di-

rectly applicable to information-theoretic bit com-

mitmen ts.

The ab o v e proto col only allo ws a b ounded n um-

b er of theorems to b e pro v en. Based on the

abilit y to p erform t w o-part y oblivious transfer, a

b ounded in teraction proto col for man y theorems

is giv en in [17].

1.2 Ac hieving nonin teraction

Ideally , one w ould not wish to ha v e an y in terac-

tion at all in ones in teractiv e pro ofs. F or the argu-

men t mo del [3 ], in whic h the p o w er of the pro v ers

is b ounded, Fiat and Shamir [13 ] giv e a practi-

cal heuristic for e�cien tly transforming a general

class of in teractiv e pro of systems and argumen ts

in to nonin teractiv e argumen ts. Let ( P ; V ) b e a

proto col in whic h P mak es an initial statemen t s ,

receiv es random c hallenges c from V and issues

a resp onse r . F or man y suc h proto cols, c is uni-

formly distributed. T o eliminate the need for c to

b e generated b y V , the Fiat-Shamir heuristic re-

lies on a shared random hash function h kno wn to

all parties b efore the proto col b egins. In the trans-

formed nonin teractiv e proto col, P sends a single

message ( s; c = h ( s ) ; r ) to V .

Since P has forekno wledge of h , it can attempt

to generate a statemen t s

0

suc h that V will accept

( s

0

; c

0

= h ( s

0

) ; r

0

), p ossibly after c hec king man y

initial candidates. If h is a truly random oracle

then P can do no b etter than to try di�eren t ini-

tial statemen ts, s

1

; s

2

; : : : and determine if it can

succeed with one of them. If the original proto col

w as suc h that a c heating pro v er had only a negli-

gible c hance of escaping detection (otherwise, the

proto col is rep eated man y times in parallel) then

in this ideal scenario the pro v er m ust try an in-

feasible n um b er of candidate s

i

's b efore succeed-

ing. In practice, h is a \suitably random lo ok-

ing" hash function sp eci�ed b y a shared random

string. Heuristically a su�cien tly random-lo oking

hash function should su�ce against computation-

ally b ounded pro v ers, but it is an op en question

ho w to pro v e soundness for an y means of generat-

ing h that is based on an y established complexit y

assumption.

W e note that the ab o v e heuristic can b e au-

tomatic al ly applied to essen tially any in teractiv e

pro of or argumen t in whic h the queries are ran-

dom. Hence, an y progress on the e�ciency of

argumen ts of this t yp e immediately implies a

corresp onding heuristic result for nonin teractiv e

argumen ts. Recen tly , Micali redisco v ered the

Fiat-Shamir heuristic and applied it to the lo w-

comm unication argumen ts of [15 ], naming the re-

sulting proto cols \CS Pro ofs."

Blum, F eldman and Micali [8 ] in tro duce the

shar e d r andom string mo del for nonin teractiv e

zero-kno wledge, in whic h P and V share a random

string � . Based on the theorem to b e pro v en, its

pro of and the random string � , P sends a single

message to V . The soundness of this proto col re-

lies on the randomness of � . The zero-kno wledge

prop ert y of this proto col relies on the fact that �

remains uniformly distributed conditioned on the

theorem and its pro of, and on a sp eci�c n um b er-

theoretic assumption (relaxed to quadratic reci-

pro cit y in [10 ]). Their original solution required k

4

shared random bits to pro v e that a k -no de graph is

4-colorable. The e�ciency of proto cols based on

quadratic residuosit y has since b een greatly im-

pro v ed [6, 9].

F eige, Lapidot and Shamir [12 ] de�ne a more



stringen t mo del whic h w e call the r andom c om-

mitte d bit mo del, �rst in tro duced b y F eige, Lapi-

dot and Shamir [12]. In this mo del, the pro v er

and v eri�er are giv en access to a set of random

committed bits. The pro v er kno ws the v alues of

these bits, and is allo w ed to rev eal a subset of

them to the v eri�er. As w ell as b eing of in ter-

est in its o wn righ t, this mo del is used in F eige,

Lapidot and Shamir's implemen tation of nonin-

teractiv e zero-kno wledge pro ofs for NP based on

\certi�ed" trap do or p erm utations (the \certi�ca-

tion" requiremen t w as �rst noted and eliminated

b y Bellare and Y ung [5 ]). While extremely ele-

gan t, all previous pro ofs in this mo del w ere v ery

ine�cien t and based on problems other than cir-

cuit satis�abilit y (the preferred problem for in ter-

activ e pro ofs). The original pro of of [12 ] sho ws

that an n -no de graph has a Hamiltonian cycle us-

ing n

11 = 2

committed bits. More recen tly F eige [11 ]

sho ws ho w to pro v e that an n b y n b y n matrix has

a 3-dimensional matc hing, using n

7 = 2

en v elop es.

1.3 Results in this pap er.

W e impro v e the complexit y b ounds for b ounded

in teraction pro ofs on committed bits and for non-

in teractiv e zero-kno wledge pro ofs of circuit satis-

�abilit y in the random committed bit mo del. F or

the b ounded in teraction case, our proto cols ha v e

a simple prepro cessing phase in whic h the pro v er

initially commits to a set of random bits, and the

v eri�er sends a single c hallenge message. T o com-

mit to a set of bits, or to pro v e a predicate on a

subset of bits, the pro v er has only to send a sin-

gle message to the v eri�er (whic h ma y rev eal some

committed bits.

With our metho d there is a tradeo� in the n um-

b er of bits committed to at the b eginning and

the n um b er of bits that m ust b e rev ealed for eac h

pro of. One result of these tec hniques is the fol-

lo wing theorem.

Theorem 1 Let m; n and k b e as ab o v e. There

exists a proto col for b ounded-in teraction zero-

kno wledge pro ofs on committed bits that requires

a total of O ( m lg( m + n )( k +lg ( m + n ))) initial com-

mitted bits. The pro of of a predicate P requires

O ( j C j lg( m + n )( k + lg ( m + n ))) bit rev elations and

comm unication from P to V , where C is a circuit

that accepts P .

Th us, for a reasonably large securit y parameter

(logarithmic in m and n ), our b ounded in teraction

solution is within a logarithmic factor of the b est

kno wn in teractiv e circuit-based solutions. The

pro of of P

i

requires O ( j C

i

j lg( m + n )( k +lg ( m + n )))

bit rev elations and comm unication from P to V .

W e note that there exist in teractiv e proto cols for

zero-kno wledge pro ofs on committed bits whose

complexit y do es not dep end on the complexit y of

the predicate to b e pro v en [7 ]. A sligh tly non-

trivial coun ting argumen t implies that b ounded-

in teraction pro ofs on committed bits require ex-

p onen tial complexit y for some predicates.

Next, w e giv e a new metho d for p erforming

zero-kno wledge pro ofs of circuit satis�abilit y .

Theorem 2 In the random committed bit mo del

there exists a nonin teractiv e zero-kno wledge

pro of for circuit satis�abilit y that requires only

O ( n lg

c

n k ) random committed bits. Here, n is

the size of the circuit, k is the securit y parameter

and c is a constan t.

In Section 2 w e outline our pro of of Theorem 1.

In Section 3 w e outline our pro of of Theorem 2.

2 Bounded Round Pro ofs on

Committed Bits

2.1 Review of zero-kno wledge pro ofs

on committ ed bits

The \classical" proto col for zero-kno wledge pro ofs

on committed bits �rst implemen ts this primi-

tiv e based on committed bits with equalit y test-

ing [3], and then implemen ts this equalit y testing

based on ordinary bit committal [4 , 20]. T o our

kno wledge, this result w as initially disseminated

only b y w ord of mouth. Hence, there are man y

tec hnically unimp ortan t v ariations on this general

theme. Our presen tation sacri�ces some elegance



in order to b etter motiv ate our new er construc-

tion.

The �rst observ ation made is that with pro ofs

on committed bits, it su�ces to pro v e predicates

on triples of bits. T o pro v e that some circuit C

outputs 1 on committed inputs x

1

; : : : ; x

n

, it suf-

�ces to commit to the outputs of all the in termedi-

ate gates in C and then pro v e that eac h gate op er-

ates prop erly . Hence, w e will consider predicates

of the form Q ( x; y ; z ), where Q � f 0 ; 1 g

3

migh t

for example consist of all triples ( x; y ; z ) suc h that

z = NAND ( x; y ). F urthermore, one can \cop y"

bits, b y pro ving the predicate Q ( x; y ; z ) consist-

ing of f (0 ; 0 ; 0) ; (1 ; 1 ; 1) g . Hence, a committed bit

need only b e used in at most 2 pro ofs, without

an y loss of generalit y and only a constan t loss in

e�ciency . In this pap er w e will gloss o v er details

suc h as whether a bit is in its �rst or second pro of;

these are tec hnical n uisances that do not signi�-

can tly a�ect our proto cols.

T o pro v e Q ( x; y ; z ), P commits to the j Q j triples

f ( x

i

; y

i

; z

i

) g suc h that Q ( x

i

; y

i

; z

i

) holds. These

triples are ordered randomly . With probabilit y

1

2

,

the v eri�er V c hallenges P to rev eal these triples

and accepts i� they are correctly formed. Other-

wise, with probabilit y

1

2

, V c hallenges P to rev eal

some i 2 f 1 ; : : : ; j Q jg and pro v e that x = x

i

; y = y

i

and z = z

i

. T o implemen t equalit y testing, the

pro v er represen ts eac h bit b as a random exclusiv e-

or b y b = b

0

� b

1

, and commits to b

0

and b

1

b y

ordinary bit committal. T o pro v e that b

i

= b

j

P

�rst sends e = b

0

i

� b

0

j

to V . V sends a random bit

s to P . P rev eals b

s

i

and b

s

j

to V , and V accepts

i� b

s

i

� b

s

j

= e .

T o summarize the analysis of the com bined pro-

to col, if Q ( x; y ; z ), and P ob eys the proto col, then

V will alw a ys accept. If : Q ( x; y ; z ), then V will

reject with some constan t probabilit y � > 0. V

obtain no additional information ab out the v alues

of x; y and z (i.e., other than Q ( x; y ; z )).

T o increase � to 1 � 2


( k )

for a securit y param-

eter k , P represen ts b b y k random pairs

f ( b

0 ; 1

; b

1 ; 1

) ; : : : ; ( b

0 ; k

; b

1 ; k

) g

suc h that b = b

0 ;i

� b

1 ;i

. In this proto col and in

all the proto cols considered in this pap er, it is im-

p ortan t to ha v e a notion of w ell-formed committed

bits. W e sa y that a committed bit is is w ell formed

with v alue b if 99 : 9% of the pairs ha v e v alue b .

agree, and denote its v alue b y this ma jorit y v alue.

T o v erify that a committed bit is w ell formed,

V c ho oses a constan t fraction (e.g. k = 10) of the

pairs, pairs I at random, and p erforms the follo w-

ing consistency c hec k with P . P c ho oses a random

bit q and for eac h i 2 I rev eals b

0 ;i

� q . V c ho oses

random bits f s

i

g for i 2 I and sends f s

i

g to P . P

rev eals b

s

i

;i

for i 2 I . Let I

c

= f i 2 I j s

i

= c g . F or

all c 2 f 0 ; 1 g and all i

1

; i

2

2 I

c

, V c hec ks that

b

c;i

1

� b

c;i

2

= ( q � b

0 ;i

1

) � ( q � b

0 ;i

2

)

= b

0 ;i

1

� b

0 ;i

2

:

Unless 99 : 9% of the pairs represen t the same v alue,

V will reject with probabilit y 1 � 2


( k )

.

While v erifying that a triple ( x; y ; z ) of commit-

ted bits is w ell formed, V can c ho ose a constan t

fraction (e.g. k = 10) of the pairs, indexed b y i 62 I ,

and for eac h i so c hosen, P and V indep enden tly

run the pro of that Q ( x; y ; z ), using the i th pairs

represen ting x , y and z .

Note that the \classical" proto col for pro of on

committed bits requires a total 5 messages, ev en

assuming that P and V ha v e agreed on what is to

b e pro v en ab out whic h bits.

2.2 A round-e�cien t implem en tation

with cubic blo wup

W e no w describ e a simple b ounded-in teraction

proto col for pro ofs on committed bits. This so-

lution is m uc h more round e�cien t than the stan-

dard proto col, but requires man y more bit com-

mitmen ts: O ( n

3

(lg n + k )) v ersus O ( n k ). In the

next section, w e sho w ho w to reduce the n um b er

of bit commitmen ts to O ( n lg n (lg n + k )).

Let us summarize the standard proto col, whic h

w e will mo dify to obtain our new proto col: The

pro v er represen ts eac h bit b y O ( k ) bits, where k is

the securit y parameter, and commits to these bits.

T o sho w that Q ( x; y ; z ) where Q � f 0 ; 1 g

3

, the

pro v er P and the v eri�er V executes the follo wing

set of steps:

1. P commits to a set of auxiliary bits w , where

eac h bit is represen ted as .



2. V mak es a c hallenge c

1

.

3. P answ ers c

1

b y an answ er a and b y rev ealing

some of the committed bits.

4. V mak es a second c hallenge c

2

.

5. P answ ers c

2

b y rev ealing some more of the

committed bits.

If Q ( x; y ; z ) and P follo ws the proto col, then V

will alw a ys accept. If z 6= F ( x; y ) then V will

accept with probabilit y 2

� 
( k )

.

First, for all Q and all triples ( x; y ; z ), the

pro v er computes the auxiliary bits w [ x; y ; z ] used

in the pro of of Q ( x; y ; y ) (if indeed Q ( x; y ; z )).

Next, w e observ e that in the standard proto col,

V c ho oses all of his c hallenges at random, and in

particular they are indep endent of P 's resp onses.

Also, b y insp ection of the proto col, the pro v er can

generate a set A of O ( k ) bits suc h that for all c

1

,

a consists of a presp eci�ed subset of A . As a con-

sequence, b y generating and committing to A , the

pro v er can commit to his resp onse to an y p ossi-

ble c hallenge c

1

. Finally , w e note that if the se-

curit y parameter is su�cien tly high, then V can

use the same c hallenge bits in all of the pro ofs.

In this case, the probabilit y that one of the in-

v alid pro ofs migh t succeed (when it should not) is

no more than the probabilit y that an y one in v alid

pro of migh t succeed times the n um b er of p ossible

in v alid pro ofs. The mo di�ed proto col is giv en in

Figure 1.

Lemma 1 Supp ose that k = c ( ` + lg n ), where

c is a su�cien tly large constan t. F or all ( i; j; k )

suc h that Q ( b

i

; b

j

; b

k

), V will accept and will learn

nothing more ab out ( b

i

; b

j

; b

k

). F or c su�cien tly

large, then regardless of

^

P 's strategy , with proba-

bilit y 1 � 2

� `

V 's c hoice of c

1

and c

2

will b e suc h

that for V will reject for ev ery ( i; j; k ) suc h that

: Q ( b

i

; b

j

; b

k

).

Pro of: (Sk etc h) The p erfect completeness and

zero-kno wledge prop erties follo w from the p erfect

completeness of the standard proto col for zero-

kno wledge pro ofs on committed bits. T o sho w

simple-b oun ded -rou nd -pr o of ( b

1

; : : : ; b

n

; k )

Initialize: In the preliminary stage, P gen-

erates represen tations for b

1

; : : : ; b

n

. F or

all triples of distinct ( i; j; k ) suc h that

Q ( b

i

; b

j

; b

k

), P generates auxiliary bits

w [ b

i

; b

j

; b

k

], and when : Q ( b

i

; b

j

; b

k

), P

c ho oses w [ b

i

; b

j

; b

k

] arbitrarily (though with

the correct length). P generates the answ er

v ector A [ b

i

; b

j

; b

k

]. P commits to the repre-

sen tations of b

1

; : : : ; b

n

, the represen tations

of w [ b

i

; b

j

; b

k

] and A [ b

i

; b

j

; b

k

] for all triples

of distinct ( i; j; k ). V generates c hallenges

c

1

and c

2

and sends them to P .

Pro of: T o pro v e that Q ( b

i

; b

j

; b

k

), P rev eals

w [ b

i

; b

j

; b

k

], the subset of A [ b

i

; b

j

; b

k

] that

w ould b e dictated b y c

1

, and the bits dic-

tated b y c

2

.

Figure 1: A simple proto col for b ounded-

round pro ofs on committed bits

soundness, �x an arbitrary triple ( i; j; k ). Since

all of P 's answ ers are committed to in adv ance,

the probabilit y that V will accept is the same as

if P and V follo w ed the standard proto col with the

same con�dence parameter. Th us, b y c ho osing c

su�cien tly large, V will accept ( i; j; k ) with prob-

abilit y at most 2

� `

=n

3

. Since there are no more

than n

3

bad triples ( i; j; k ), the probabilit y that

V will reject an y one of them is at most 2

� `

.

Remark: Note that in the b ounded in teraction

case, the pro v er is not assumed to kno w the out-

puts of the gates ahead of time. Ho w ev er, he

can commit to O ( j C j ) additional auxiliary random

bits, and at the time of the pro of denote whic h bits

are the outputs of whic h gates of the circuit.

2.3 Using few er bit commitm e n ts

The ine�ciency of the simple solution is due not

to the w ork required for an y 3-bit pro of, but to

the fact that P in adv ance prepares the neces-

sary auxiliary commitmen ts for all of the ( n + m )

3

3-bit pro ofs he migh t p ossibly p erform in the fu-

ture. Ho w ev er only m suc h pro ofs are actually p er-



formed. F or man y applications, m is m uc h smaller

than n , and indeed ma y only b e a constan t. F or

the rest of this section, w e lea v e unc hanged the

metho d for preparing pro ofs on triples of bits and

instead concen trate on pro ving assertions using a

smaller set of prepared pro ofs. Our more e�cien t

solutions only require P to p erform O ( m ) 3-bit

pro ofs in adv ance. The cost of this metho d is a

logarithmic blo wup in the n um b er of bits rev ealed

during the pro of. An in termediate solution en-

tails a quadratic blo wup in the committed bits

with only a constan t blo wup in the n um b er of bits

rev ealed during the pro of.

2.3.1 A quadratic cost solution

Supp ose that P has not done the prepro cessing

for a direct pro of that Q ( b

i

; b

j

; b

k

). He can still

indirectly pro v e this assertion b y �nding a suitable

triple ( i

0

; j

0

; k

0

), pro ving

b

i

= b

i

0

b

j

= b

j

0

b

k

= b

k

0

and �nally pro ving that Q ( b

i

; b

j

; b

k

). This obser-

v ation giv es a solution with only a quadratic blo w-

up. F or eac h of the j Q j v alues of ( x; y ; z ) suc h that

Q ( x; y ; z ), P commits to m triples of bits and p er-

forms all of the prepro cessing necessary for these

pro ofs. He randomly p erm utes these j Q j m triples,

so that the p osition of eac h triple yields no infor-

mation ab out its v alue. Then, for eac h bit b

i

, and

eac h bit b in the j Q j m triples, he p erforms the

prepro cessing for the equalit y pro of that b

i

= b .

Wherev er there isn't equalit y , he p erforms arbi-

trary \dumm y" prepro cessing to hide the infor-

mation ab out whic h bits are equal to whic h oth-

ers. T o sho w that Q ( b

i

; b

j

; b

k

), P randomly se-

lects an appropriate triple ( b

i

0

; b

j

0

; b

k

0

) from the

set of j Q j m auxiliary triples, and then p erforms

the pro ofs outlined ab o v e. Th us, P m ust prepare

O ( m ) 3-bit pro ofs and O ( mn ) equalit y pro ofs. F or

m a constan t, this is quite reasonable, but is still

far from optimal for large m .

2.3.2 Reducing the equalit y pro ofs

Instead of p erforming O ( mn ) equalit y pro ofs, w e

mak e a further use of indirection. It su�ces to

pro v e that

b

i

= b

i

1

= � � � = b

i

`

= b

0

i

for some in termediate bits b

i

1

; : : : ; b

i

`

. The t w o

problems w e face are to ensure that w e can al-

w a ys �nd suc h sequences, and that rev ealing these

sequences w on't giv e a w a y information.

F or our impro v ed solution w e �rst consider a

lev elled D A G G

n;m

that has n source no des no des

and 3 j Q j m destination no des. W e require that

for an y set of 3 j Q j m pairs ( s

i

; d

j

) suc h that eac h

source no de and destination no de app ears at most

c times ( c is a small constan t) there exist v er-

tex disjoin t paths (considering only the in ternal

no des) from s

i

to d

j

.

The existence of suc h graphs is a v ery stan-

dard problem in the theory of non blo c king com-

m unication net w orks. F or example, in the simple

case where all the paths are kno wn at the same

time (corresp onding to a single pro of ) then one

can construct suc h graphs based on Benes net-

w ork. The resulting graph has constan t indegree

and outdegree, O (lg ( m + n )) lev els and total size

O (( m + n ) lg ( m + n )). In the more general case one

m ust la y do wn paths without kno wledge of future

paths. In this case, one can use the non blo c king

net w orks of [1] to construct suc h a G with the

same parameters (up to constan t factors) as those

based on Benes net w orks.

Here is the basic idea of our construction. A t

the top of the graph the pro v er places the com-

mitted bits on whic h he ma y in the future wish

to pro v e a sequence of 3-bit assertions. He also

places bits at the b ottom of the graph, and

prepares to p erform 3-bit pro ofs on consecutiv e

triples of these bits. The idea no w is to pro v e

a 3-bit assertion Q ( x

i

; x

j

; x

k

) on a (not necessar-

ily consecutiv e) triple of the top bits b y sho w-

ing this triple equal to some consecutiv e triple

( y

`

; y

` +1

; y

` +2

) and then carrying out the prepared

pro of for Q ( y

`

; y

` +1

; y

` +2

). It remains to pro v e

that ( x

i

; x

j

; x

k

) = ( y

`

; y

` +1

; y

` +2

). T o do this, the

pro v er places committed 0 and 1 bits at eac h of



the in terior no des of the graph, and then prepares

the pro ofs of the equalit y assertions for eac h pair

of bits connected b y an edge (some of these asser-

tions are false and nev er used, but m ust b e put in

to conceal whic h v alue is whic h). F or the equalit y

pro of required ab o v e, the pro v er then constructs

a path from x

i

to y

`

, from x

j

to y

` +1

and from

x

k

to y

` +2

. Then for eac h path he can p erform

the c hain of equalit y assertions that has b een pre-

pared.

More formally , P creates a colored graph

( G

0

n;m

; � ) as follo ws.

1. P includes the source and destination no des

of G

n;m

in G

0

n;m

. F or eac h in ternal no de v

i

2

G

n;m

, P creates t w o in ternal no des v

i; 0

and

v

i; 1

. P includes a directed edge ( s

0

; t

0

) in G

0

n;m

i� the corresp onding no des s and t in G

n;m

had this directed edge.

2. P asso ciates eac h source no des s

i

with one

of his original committed bits b

i

and lab els it

with b

i

(sets � ( s

i

) = b

i

).

3. P generate j Q j m randomly p erm uted triples

( x; y ; z ) suc h that Q ( x; y ; z ), as describ ed

ab o v e. P asso ciates eac h destination no de

with one of these 3 j Q j m bits and lab els it with

that v alue.

4. F or eac h in ternal no de pair ( v

i; 0

; v

i; 1

), P

c ho oses b 2

R

f 0 ; 1 g and sets � ( v

i; 0

) = b and

� ( v

i; 1

= 1 � b .

F or an y set of 3 j Q j m pairs ( s

i

; d

j

) suc h that

� ( s

i

) = � ( d

j

) and where eac h source no de and

destination no de app ears at most c times, there

exist v ertex disjoin t mono c hromatic paths con-

necting s

i

to d

j

in G

0

n;m

. F urthermore, these paths

can b e deriv ed trivially from the v ertex-disjoin t

paths in G

n;m

, and hence do not rev eal an y infor-

mation ab out the coloring of these no des.

F or eac h directed edge ( q ; r ) in G

0

n;m

, P p er-

forms the prepro cessing for the pro of that � ( q ) =

� ( r ). If in fact � ( q ) 6= � ( r ), P p erforms \dumm y"

prepro cessing. F or eac h of the j Q j m triples

( x; y ; z ), P p erforms the prepro cessing of the pro of

that Q ( x; y ; z ). Finally , to pro v e a set of m asser-

tions

Q ( b

i

1

; b

j

1

; b

k

1

) ; : : : ; Q ( b

i

m

; b

j

m

; b

k

m

)

P exhibits disjoin t mono c hromatic paths from the

triples ( b

i

`

; b

j

`

; b

k

`

) to the prepro cessed ( x

`

; y

`

; z

`

),

pro v es that Q ( x

`

; y

`

; z

`

) and pro v es that these

paths are indeed mono c hromatic.

F or the most economical c hoice of graphs, the

total n um b er of commitmen ts required are O (( m +

n ) lg ( m + n )( k + lg ( m + n ))), and the total n um-

b er of bits that m ust b e rev ealed in a pro of is

O ( m lg( m + n )( k + lg ( m + n ))). This pro v es The-

orem 1. Using a D A G with a constan t n um b er of

lev els, one can obtain sc hemes in whic h the total

n um b er of commitmen ts is O (( m + n )

1+ �

) and only

O ( m ( k + lg ( m + n ))) bits m ust b e rev ealed in the

actual pro ofs.

3 Impro v ed nonin teractiv e

zero-kno wledge pro ofs

W e no w construct an e�cien t pro of system for NP

in the random committed bits mo del. Our tec h-

nique is hea vily inspired b y the original construc-

tion of F eige, Lapidot and Shamir, based on the

Hamiltonian cycle problem. In their construction,

F eige, Lapidot and Shamir sho w ho w giv en a se-

quence of randomly committed bits the pro v er can

with high probabilit y nonin teractiv ely construct a

random committed matrix with a certain sp ecial

prop ert y . This matrix is then used to pro duce

a nonin teractiv e pro of that an n -no de graph is

Hamiltonian. The ine�ciency arises b ecause an

n � n matrix is required for the pro of, regardless

of the densit y of the original graph. F urthermore,

to pro duce an n � n matrix with the prop ert y they

need requires a h uge n um b er of committed bits.

In our metho d, w e p erform a direct reduction

to a v arian t of 3SA T in whic h eac h v ariable ap-

p ears only a constan t n um b er of times (this re-

mains as e�cien t as pro ving circuit satis�abilit y).

F or eac h v ariable in our 3SA T form ula structure

for eac h v ariable. Giv en a b ound n on the n um b er

of v ariables and clauses, these structures are of size



lg

O (1)

n and can b e constructed from lg

O (1)

n ran-

dom bits. W e �rst de�ne these structures, sho w

ho w to use them to e�cien tly pro v e satis�abilit y

assertions, and then sho w ho w to construct them

from random committed bits.

3.1 The structures w e use

Our basic structure consists con tains four lev els

of hierarc h y; for exp ository purp oses w e giv e a

b ottom-up description. The base elemen t of the

structure is a b ase-p air . A v alid base-pair is a pair

of committed bits of whic h at least one elemen t is

equal to 1. That is, committed pairs of the form

(0 ; 1) ; (1 ; 0) or (1 ; 1) are v alid. As will b e clear

later, the more 1's a pair has the more useful it

is to the pro v er. W e call a (1 ; 1) base-pair rigge d

and all other pairs honest . There is no v alue to

a n ull ((0 ; 0)) base-pair, none will b e used if the

pro v er b eha v es correctly , and using suc h pairs will

giv e no adv an tage to a malicious pro v er.

The next lev el in the hierarc h y is an m � q ma-

trix X = f x

ij

g of v alid base-pairs. F or our appli-

cation, m = lg

O (1)

n and q = m

O (1)

. W e sa y that

X is rigged if for all i there is a j suc h that x

ij

is rigged, and w e sa y that X is honest if all its

elemen ts are honest.

Next, w e ha v e matrix-p airs . A matrix-pair is a

pair of matrices ( X

0

; X

1

) suc h that one matrix is

rigged and the other one is honest. W e sa y that

( X

0

; X

1

) is p ositive if X

1

is rigged and ne gative if

X

1

is honest. Note that one can easily transform

a p ositiv e matrix-pair in to a negativ e matrix-pair

and vice-v ersa.

Finally , w e ha v e a bund le of matrix-pairs,

B

1

; : : : B

r

, where r = m

O (1)

. W e require that ei-

ther (1 � 1 =m ) of the matrix-pairs are p ositiv e or

(1 � 1 =m ) of the matrix-pairs pairs are negativ e.

W e sa y that a bundle is p ositiv e in the former case

and negativ e in the latter case.

3.2 Op erations on our structures

T o use our structures to pro v e 3SA T assertions w e

�rst de�ne some basic op erations. First, giv en an

m � m

1

b o olean matrix X = f x

ij

g w e de�ne � ( X )

b y

� ( X ) = y

1

; : : : ; y

m

;

where y

i

= �

q

j =1

x

ij

. W e sa y that a pro v er op ens

a base-pair ( x

i 0

; x

i 1

) as b b y rev ealing x

ib

and

demonstrating that x

ib

= 1. Th us, an honest base-

pair can b e op ened as a single w ell-de�ned v alue,

and a rigged base-pair can b e op ened as either a

0 or a 1. W e sa y that a pro v er op ens a matrix of

base-pairs b y op ening eac h of its elemen ts, yield-

ing a b o olean matrix X , and the result of this

ev aluation us de�ned to b e � ( X ). Some useful

observ ations are:

1. If a base-pair matrix is honest, then the

pro v er can op en it in only one w a y , yielding

a w ell de�ned v alue.

2. If a base-pair matrix is rigged, then the pro v er

can op en it to obtain an y m -bit target string

T .

3. The follo wing op erations are indistinguish-

able to the v eri�er:

A. The pro v er op ens a random honest base-

pair matrix and

B. The pro v er generates a random target

string T and a random rigged base-pair

matrix, and op ens the matrix to yield T .

3.3 Pro ving 3SA T

W e no w giv e a sligh tly o v ersimpli�ed description

of ho w one can commit to a set of bits and then

pro v e 3SA T assertions on these committed bits.

Supp ose that one has generated a random se-

quence

( Z

10

; Z

11

) ; : : : ( Z

n 0

; Z

n 1

)

of matrix-pairs. Giv en a set of v ariables

x

1

; : : : ; x

n

, the pro v er commits to x

i

b y asso ci-

ating it to either ( Z

i 0

; Z

i 1

) or ( Z

i 1

; Z

i 0

), suc h that

x

i

is p ositiv e (true) if and only if its asso ciated

matc hed-ro ws pair is p ositiv e. F or ease of exp o-

sition, w e conceptually reorder our pairs so that

( Z

i 0

; Z

i 1

) has the same sign as x

i

. F or example if

x

i

is true, then Z

i 1

is rigged and Z

i 0

is honest.



Supp ose that eac h v ariable app ears only once

in a 3-SA T expression C

1

; : : : C

k

. Our pro of pro-

ceeds b y sho wing that eac h clause is satis�ed b y

x

1

; : : : ; x

n

. Let a clause C = ( s

a

x

a

; s

b

x

b

; s

c

x

c

),

where sx = x if s = 1 and sx = : x if s = 0. First,

the pro v er op ens a presp eci�ed section of random

committed bits to generate a random m -bit tar-

get string T = t

1

; : : : ; t

m

, where a di�eren t target

string is used for eac h clause to b e v eri�ed. T o

pro v e that x

1

; : : : ; x

n

satis�es C , the pro v er op ens

Z

a;s

a

; Z

b;s

b

and Z

c;s

c

, yielding strings t

a

; t

b

; t

c

. The

v eri�er accepts i� T = t

a

� t

b

� t

c

, where � denotes

comp onen t wise exclusiv e-or. If x

1

; : : : ; x

n

fails to

satisfy C , then t

a

; t

b

; t

c

will b e random and pro-

vided that m is large it will b e v ery unlik ely that

T = t

a

� t

b

� t

c

. Making m p olylogarithmic in n

it will b e v ery unlik ely that the pro v er can cause

the v eri�er to accept an y of the O ( n

3

) p ossible

clauses. Ho w ev er, if x

1

; : : : ; x

n

do es indeed satisfy

C then at least one of ( t

a

; t

b

; t

c

) can b e c hosen ar-

bitrarily b y the pro v er. In this case, his strategy

is to op en the \�xed" z v alues as they ha v e to b e

op en, and then assign his \free" v alues randomly

sub ject to T = z

a

� z

b

� z

c

. It is trivial to sim ulate

the v eri�er's view of this distribution.

The ab o v e description is naiv e in t w o resp ects.

The simplest problem to �x is that w e m ust allo w a

v ariable to app ear in more than one clause, though

a constan t n um b er will su�ce. The ab o v e strat-

egy can b e easily mo di�ed b y using larger matri-

ces and conceptually breaking the v alue obtained

b y ev aluating a matrix as a sequence of O (1) m -

bit sections (or b y k eeping the matrices the same

size and making the target strings prop ortionately

smaller). A di�eren t section is then used for eac h

clause the v ariable app ears in.

More seriously , the ab o v e scenario assumes that

one can generate a set of matc hed-ro ws pairs that

are guaran teed (to the v eri�er) to b e w ell formed,

and that the honest matrices are gen uinely ran-

dom. Our construction cannot ac hiev e this lev el

of reliabilit y . Instead it with high probabilit y gen-

erates a set (bundle) of matrix-pairs suc h that

with all but a p olylogarithmically small fraction

are w ell b eha v ed. By w ell b eha v ed w e mean that

the matrix-pairs all ha v e the same sign and that

the honest matrices can b e only op ened to v al-

ues whic h are random and outside of the pro v er's

con trol. Using a bundles for eac h committed bit,

the naiv e pro of can b e run man y times in parallel,

and with high probabilit y nearly all of the runs

will only in v olv e w ell-formed matrix-pairs.

3.4 Constructing the required struc-

tures.

In constructing the structures men tioned ab o v e,

w e w ork in the same spirit as do es the F eige-

Lapidot-Shamir tec hnique. Ho w ev er, the struc-

tures w e require can b e computed using only

a p olylogarithmic n um b er of random committed

bits. The k ey observ ation is that honest and

rigged matrices can b e easily deriv ed from struc-

tures that o ccur with in v erse p olylogarithmic fre-

quency . W e then use a la w of large n um b ers ar-

gumen t to reliably construct bundles of matc hed-

ro ws pairs.

3.4.1 Generating honest and rigged matri-

ces

F or simplicit y w e assume that mq is ev en. The

precursors for b oth honest and rigged matrices

consists of 4 mq randomly committed bits that are

used to generate the base-pair matrix and O ( mq )

auxiliary random committed bits that are simply

used as random bits (the precise n um b er of aux-

iliary random bits is not imp ortan t). The 4 mq

randomly committed bits are though t of as 2 mq

base-pairs. The auxiliary bits are used to uni-

formly select a subset of f 1 ; : : : ; mq + d

p

mq eg of

size mq , with a small probabilit y of failing. A

nonzero failure probabilit y is necessary if one is to

use an in tegral n um b er of bits and still obtain a

p erfectly uniform output conditioned on success.

A precursor for an honest matrix has the addi-

tional prop ert y that exactly mq of the 2 mq base-

pairs are honest, mq = 2 are (0 ; 0) and mq = 2 are

rigged. A precursor for a rigged matrix has the

follo wing additional prop erties:

1. Exactly mq = 2 of the base pairs are (0 ; 0) and

mq = 2 + d

p

mq e of the base-pairs are rigged.



2. The auxiliary input bits sp ecify a set of mq = 2

elemen ts from f 1 ; : : : ; mq = 2 + d

p

mq eg .

3. If one uses the set to strik e out mq = 2 of the

rigged base-pairs in some canonical manner,

and then arranges the remaining mq v alid

pairs as an m � q base-pair matrix in some

canonical manner, one obtains a rigged ma-

trix.

T o generate an honest matrix from its precur-

sor, the pro v er simply \strik es out" the mq = 2 n ull

base-pairs and the mq = 2 rigged base-pairs b y re-

v ealing b oth bits of eac h pair. The remaining mq

base-pairs are then treated as a matrix in some

canonical manner. T o generate a rigged matrix

from its precursor, the pro v er strik es out the mq = 2

n ull base-pairs and the mq = 2 rigged base-pairs de-

termined b y the auxiliary bits. The v eri�er rejects

if the pro v er ev er op ens up the wrong n um b er of

bull or rigged base-pairs. Giv en a precursor to

an honest matrix, the pro v er has no c hoice ab out

whic h bits to op en. Note that it actually do esn't

matter to the v eri�er that the pro v er used the

auxiliary bits to sp ecify the struc k-out base-pairs.

The reason they are included is so that the prop-

ert y of b eing a precursor can b e easily c hec k ed

in the creation of bundles. It is also easy to see

that information-theoretically the v eri�er cannot

distinguish a rigged matrix from an honest matrix

from its generation.

3.4.2 Generating matrix-pairs

W e de�ne a precursor to a matrix-pair as a pair

con taining one precursor to an honest matrix and

one precursor to a rigged matrix. Using the

ab o v e algorithms it is straigh tforw ard to gener-

ate a matrix-pair from its precursor. If the origi-

nal set of bits constitutes a matrix-pair precursor

than the resulting matrix-pair is will b e correctly

formed. Th us, if there w as a w a y of generating ex-

clusiv ely v alid matrix-pair precursors, then w e'd

b e done.

3.4.3 Generating Bundles

Unfortunately , w e don't kno w ho w to generate a

set of v alid matrix-pair precursors. Instead, w e

generate a set of p oten tial precursors of whic h

nearly all are v alid. Using basic Cherno� b ounds

it follo ws that when q is a su�cien tly large p oly-

nomial in m , a set of random committed bits will

b e a matrix-pair precursor will o ccur with prob-

abilit y 1 =m

O (1)

. By letting R and r b e appropri-

ate p olynomials in m , it follo ws from a Cherno�

b ound argumen t that with probabilit y 1 � 2

� m

a

set of R p oten tial precursors will con tain b et w een

r (1 � 1 =m ) and r v alid matrix-c hain precursors. T o

obtain a set of mostly v alid precursors, the pro v er

is required to completely rev eal the bits of R � r

in v alid precursors. Here, R � r is a lo w er b ound im-

p osed b y the v eri�er, and in fact, a prop er pro v er

should rev eal all bad precursors. In an y case, with

high probabilit y at least (1 � 1 =m ) r of the remain-

ing (at most) r p oten tial precursors m ust in fact

b e v alid.

In order for the reduction of circuit-pro ofs to

a sequence of 3-bit pro ofs on committed bits to

w ork, it is necessary to pro v e that the bundles

are w ell b eha v ed. W e �rst sho w ho w to pro v e

that t w o matrix-pairs ha v e the same sign, and

then extend this to a pro of that most matrix-pairs

ha v e the same sign. Giv en matrix-pairs ( Z

1

; Z

2

)

and ( Z

3

; Z

4

) w e wish to sho w that either Z

1

and

Z

3

are rigged or that Z

2

and Z

4

are rigged (i.e.,

( Z

1

; Z

2

) and ( Z

3

; Z

4

) ha v e the same sign), with-

out rev ealing whic h is the case. W e �rst note that

the pro v er can op en individual columns of eac h

matrix indep enden tly . Our test requires the use

of cm columns from eac h matrix whic h are then

discarded. Here c is a small constan t. Let z

i

b e

the cm -bit string obtained when the pro v er op ens

these reserv ed columns. Th us, if Z

i

is rigged, the

pro v er can mak e z

i

b e whatev er he wishes and if

Z

i

is honest, then the pro v er has no con trol o v er

z

i

. T o sho w that ( Z

1

; Z

2

) and ( Z

3

; Z

4

) ha v e the

same sign, the pro v er op ens z

1

; z

2

; z

3

and z

4

and

the v eri�er v eri�es that z

1

= z

4

and z

2

= z

3

. If

the assertion is true, then eac h equalit y assertion

in v olv es a rigged v ariable and an honest v ariable

and can therefore b e met b y the pro v er, in an eas-



ily sim ulatable fashion. Ho w ev er, if the pairs are

not of the same sign (but are prop erly formed),

then one of these equations will only con tain v ari-

ables outside the pro v er's con trol, and th us will

hold with only negligible probabilit y .

T o extend this test to the bundle of matrix-

pairs, w e consider a �xed-degree expander graph

on the no des suc h that an y set j S j smaller than

9 = 10 the total will ha v e a neigh b orho o d of size

1 : 05 j S j (the exact v alues are not imp ortan t). W e

require the pro v er to p erform the ab o v e test on

an y pair of matrix-pairs that is connected b y an

edge. No w, a bundle can consist of a v anish-

ing fraction of malformed matrix-pairs, and the

remaining w ell-formed matrix-pairs m ust b e ei-

ther p ositiv e or negativ e. With high probabil-

it y (assuming cm is su�cien tly large) if the set

of w ell-formed p ositiv e matrix-pairs has a single

w ell-formed negativ e matrix-pair in its neigh b or-

ho o d, then the v eri�er will reject. Ho w ev er, unless

the set is v ery large (more than 9 = 10's of the set)

its neigh b orho o d will con tain at least j S j = 20 out-

side no des. Unless j S j is v anishingly small, this

exceeds the n um b er of p ossible malformed pairs

and m ust therefore con tain a negativ e matrix-pair

whic h will cause the v eri�er to reject. A similar

argumen t sho ws that the n um b er of w ell-formed

negativ e matrix pairs m ust also b e v ery large or

v anishing. Only one group can b e v ery large, so

the other m ust b e v anishing.

3.4.4 A note on securit y parameters

Finally , in order to ensure su�cien t con�dences

for all the pro ofs, w e require that m b e p olyno-

mial in lg n , where n the total size of the circuits

that migh t b e v eri�ed and k , the desired securit y

parameter. If w e naiv ely used the pro of on com-

mitted bits metho dology , to v erify that a circuit

of size n is satis�able with error probabilit y 2

� k

w ould require ( n lg

O (1)

n ) k

O (1)

random committed

bits. F or simple NP pro ofs, it is more e�cien t to

p erform rep eated pro ofs with a lo w securit y pa-

rameter for eac h pro of. This allo ws one to use

only ( n lg

O (1)

n ) k random committed bits.

Ac kno wledgmen ts
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