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Abstract

In this note, w e presen t new zero-kno wledge in teractiv e pro ofs and argumen ts for languages

in N P . T o sho w that x 2 L , with an error probabilit y of at most 2

� k

, our zero-kno wledge

pro of system requires O ( j x j

c

1

) + O (lg

c

2

j x j ) k ideal bit commitmen ts, where c

1

and c

2

dep end

only on L . This construction is the �rst in the ideal bit commitmen t mo del that ac hiev es large

v alues of k more e�cien tly than b y running k indep enden t iterations of the base in teractiv e

pro of system. Under suitable complexit y assumptions, w e exhibit a zero-kno wledge argumen ts

that require O (lg

c

j x j ) k l bits of comm unication, where c dep ends only on L , and l is the

securit y parameter for the pro v er.

1

This is the �rst construction in whic h the total amoun t of

comm unication can b e less than that needed to transmit the N P witness. Our proto cols are

based on e�cien tly c hec k able pro ofs for N P [5].

1 In tro duction.

1.1 The problem of e�cien t securit y ampli�cation.

The standard de�nition of in teractiv e pro ofs[7] requires that the v eri�er accept a correct pro of and

reject an incorrect assertion with probabilit y at least

2

3

. As there are few applications where a 1 = 3

error probabilit y is acceptable, one usually tries to obtain an error probabilit y less than 2

� k

, where

k is some easily adjustable securit y parameter. The most ob vious w a y of ac hieving this securit y

ampli�cation is tak e a proto col with a 1 = 3 error probabilit y , run it O ( k ) times, and ha v e the v eri�er

accept or reject b y ma jorit y v ote.

2

Are there an y more e�cien t w a ys of ac hieving securit y than b y

this simple tec hnique? As w e will sho w, the answ er is y es, for a wide v ariet y of languages, in a w ell

kno wn mo del for whic h no other ampli�cation tec hnique w as previously kno wn.

1

T ypically , l is the size of some problem the p oly-time b ounded pro v er is assumed to b e unable to solv e.

2

In pro of systems where the v eri�er alw a ys accepts a correct pro of, it su�ces to ha v e the mo di�ed v eri�er accept

i� he accepted in ev ery run of the proto col.

1



The w ork of Bo y ar, Brassard and P eralta.

Our w ork is inspired b y Bo y ar, Brassard and P eralta's zero-kno wledge proto col for cir cuit

satis�ability ,

3

whic h for the �rst time ac hiev ed a more e�cien t securit y ampli�cation than b y the

naiv e approac h [1]. Their proto col ac hiev ed a 2

� k

error probabilit y using only O ( n

1+ �

n

+

p

n

1+ �

n

)

\ex-orable" bit commitmen ts, where �

n

approac hes 0 as n , the circuit size, approac hes in�nit y . By

an \ex-orable" bit commitmen t, w e mean one in whic h the v eri�er can tak e the commitmen ts for

bits b

1

; : : : ; b

n

, and b y himself generate a commitmen t for b

1

� � � � � b

n

. Suc h a bit commitmen t

sc heme ma y b e based on the (unpro v en) in tractabilit y of computing quadratic residuosit y mo dulo

Blum in tegers [2].

Th us, after a somewhat exp ensiv e initialization pro cess, the cost of ac hieving a 2

� k

error prob-

abilit y is only O (

p

n

1+ �

n

k ) for v ery large k . In con trast, running the most e�cien t kno wn zero-

kno wledge pro of for circuit satis�abilit y (e.g., [3]) k times requires 
( nk ) bit commitmen ts.

1.2 The results of this pap er.

The w ork men tioned ab o v e lea v es op en three natural questions that w e will address in this pa-

p er. First, what can b e accomplished giv en an ideal bit commitmen t primitiv e, without the extra

exclusiv e-or feature on whic h the [1 ] proto col hea vily relies? Second, can one asymptotically ac hiev e

e�cien t ampli�cation for arbitrary NP languages? While an y NP language can b e reduced to cir-

cuit satis�abilit y , the resulting size blo w-up ma y eliminate the e�ciency impro v emen t. Finally , can

one eliminate the exp ensiv e initialization step in v olv ed in these asymptotically e�cien t proto cols?

Because of this cost, the ab o v e tec hnique cannot comp ete with the naiv e approac h un til k is at least


( n

�

n

).

Our �rst theorem sho ws that all N P languages ha v e asymptotically e�cien t zero-kno wledge

pro ofs. By asymptotic e�ciency , w e mean the b eha vior of the proto col as k approac hes in�nit y , in

whic h case its initial start-up cost b ecomes negligible.

Theorem: Let � b e an arbitrary p ositiv e constan t. In the ideal bit commitmen t mo del, there exists

a zero-kno wledge proto col for the circuit satis�abilit y problem that requires

O ( n

1+ �

+ (lg

O (1 =� )

n ) k )

bit commitmen ts.

Since lg

c

1

n

c

2

= c

c

1

2

lg

c

1

n , w e obtain asymptotically e�cien t proto cols for an y N P language.

Unfortunately , w e cannot eliminate the large start-up cost incurred b y our proto col in the ideal

bit commitmen t mo del. Ho w ev er, under certain complexit y assumptions, w e can transform our

in teractiv e pro ofs in to ar guments , �rst dev elop ed b y Brassard and Cr � ep eau.

4

[2] that require v ery

little total comm unication. Our result is as follo ws.

Theorem: Supp ose there exists a p erfect cryptographic bit committal sc heme (In the argumen t

mo del), parameterized b y a securit y parameter l , and a family of collision in tractable hash functions

f F

l ;r

: �

2 l

� ! �

l

. Then for some constan t c there exists an argumen t for the circuit satis�abilit y

problem that requires O ((lg

c

n ) l ) bits of comm unication to ac hiev e an error probabilit y of 1 = 3.

3

That is, giv en a circuit C , with a single output bit, is there an input on whic h C will output a 1?

4

Argumen ts are in teractiv e pro ofs that in v olv e a complexit y assumption on the p o w er of the pro v er. An additional

securit y parameter, l , go v erns the size of the problems that the pro v er is assumed unable to solv e. F or example, the

pro v er ma y b e assumed to b e unable to factor a pro duct of 2 random l -bit primes.



Note that the smallest kno wn NP witnesses for the circuit satis�abilit y problem are 
( n ), and

for all N P -complete languages, the smallest kno wn witness are of size 
( n

�

), for some � > 0. Indeed,

if this w ere not the case for some N P -complete language, then

N P 2

\

�> 0

D T I M E (2

n

�

) ;

whic h w ould b e unexp ected. Th us, argumen ts ma y b e more concise than the most e�cien t NP

pro ofs for extremely large problems, and reasonable securit y parameters.

1.3 T ec hniques used.

The results in this pap er follo w quite easily from three tec hniques. First, w e use the notion of

zero-kno wledge pro ofs on committed bits, sometimes refer to as \notarized en v elop es." Second, w e

use the \transparen t pro ofs" of [5]. Finally , the e�cien t argumen t w e implemen t uses collision-

in tractable hash functions as part of its committal proto col.

Notarized en v elop es.

Notarized en v elop es allo w the pro v er to commit to a set of bits b

1

; : : : ; b

n

, and at some later p oin t

in time pro v e that some predicate P ( b

1

; : : : ; b

n

) holds for these bits, without rev ealing an ything

information ab out these committed v alues. Often in zero-kno wledge pro ofs, the v eri�er asks the

pro v er to rev eal some set of bits, and then determines if he is happ y with their rev ealed v alues. W e

can often replace this step b y ha ving the pro v er simply pro v e to the v eri�er that he w ould ha v e

b een happ y had he seen the rev ealed v alues. Since so little information is rev ealed to the v eri�er,

it is p ossible to reuse m uc h of the old pro of without compromising the o v erall securit y of the pro of.

W e will illustrate this example b y sho wing ho w to increase the e�ciency of Goldreic h, Micali and

Wigderson's zero-kno wledge pro of for graph 3-colorabilit y [9].

Goldreic h, Micali and Wigderson [10] based notarized en v elop es (under a di�eren t name) on a

complexit y assumption. More recen t constructions implemen t notarized en v elop es based on ideal

commitmen t sc hemes (en v elop es). T o mak e this note more self con tained, w e describ e a sc heme

based on some unpublished w ork of Rudic h and Bennett, and on the w ork of Brassard and Cr � ep eau

[2].

T ransparen t Pro ofs.

The main driving p o w er b ehind this w ork is a deep theorem ab out N P . Babai, F ortno w, Levin and

Szegedy ha v e sho wn that an y N P statemen t has a p olynomial sized witness that ma y b e c hec k ed

in p olylogarithmic time after some initial prepro cessing on the statemen t. The transparen t pro ofs

presen ted b y [5] are somewhat larger than the ordinary witnesses. F or the circuit satis�abilit y

problem, the transparen t pro of ma y b e made to b e of size O ( n

1+ �

), for an y � > 0, where n is the

size of the circuit. Ho w ev er, the time needed to c hec k their pro of will b e lg

O (1 =� )

n , and this tradeo�

will manifest itself in our w ork as a tradeo� b et w een the initial w ork required for our zero-kno wledge

pro of system and its asymptotic e�ciency .

Collision-in tractable hash functions.

In our zero-kno wledge in teractiv e pro of system, the initial start-up cost is incurred when the pro v er

m ust commit to all the bits of a large transparen t pro of. Using collision-in tractable hash functions,



it is p ossible to hash these bits do wn to a manageable n um b er, y et still b e able to e�cien tly rev eal

individual bits when necessary . W e note that our tric k only w orks if the pro v er is p olynomially

time-b ounded, and w e mak e some unpro v en complexit y theoretic assumptions.

1.4 Outline of the pap er.

The rest of this pap er is outlines as follo ws. In Section 2, w e outline an implemen tation of notarized

en v elop es based on an ideal bit commitmen t primitiv e. and illustrate our approac h b e sp eeding up

a zero-kno wledge pro of system for graph 3-colorabilit y . In Section 3, w e exhibit an asymptotically

e�cien t pro of system for circuit satis�abilit y , based on an ideal bit commitmen t primitiv e. In

Section 4, w e exhibit an e�cien t argumen t for circuit satis�abilit y , based on suitable complexit y

assumptions.

2 Notarized en v elop es.

In this section, w e outline a w ell-kno wn, though apparen tly unpublished sc heme for notarized en-

v elop es. Brassard and Cr � ep eau essen tially reduced notarized en v elop es to en v elop es with zero-

kno wledge pro ofs of equalit y assertions. In turn, researc hers suc h as Bennett and Rudic h ha v e

implemen ted these equalit y pro ofs b y represen ting bits b y \pair blobs," whic h w e will describ e

b elo w.

2.1 Using pair blobs to pro v e equalit y assertions.

The k ey to pro ofs of equalit y is to represen t eac h bit as a random exclusiv e-or of t w o bits. With this

represen tation, the commit and rev eal op erations are straigh tforw ard extensions to the old sc hemes.

commit ( x

i

) P uniformly c ho oses x

0

i

; x

1

i

2 f 0 ; 1 g , sub ject to x

i

= x

0

i

� x

1

i

, and commits to x

0

i

and

x

1

i

using the ideal committal sc heme.

reveal ( x

i

) The pro v er rev eals x

0

i

and x

1

i

using the ideal committal sc heme. V computes x

i

=

x

0

i

� x

1

i

.

W e sa y that the v alue of a pair blob is the exclusiv e-or of its t w o bits. Giv en the ab o v e represen tation

sc heme, the follo wing proto col allo ws one to pro v e that t w o committed bits are equal, without

rev ealing their v alue. Ho w ev er, this sc heme will only allo w a committed bit to b e in v olv ed in a

single pro of.

pr o ve-equal-naive ( x

i

; x

j

) /* Pro v e that x

i

= x

j

*/

1. P sends V the v alue of x

0

i

� x

0

j

.

2. V uniformly c ho oses b 2 f 0 ; 1 g , and sends b to P .

3. P rev eals x

b

i

and x

b

j

, who accepts i� x

b

i

� x

b

j

is

equal to the v alue sen t in Step 1.

In order to use bits in more than one pro of, the pro v er simply mak es spare copies. The v eri�er

either c hec ks that the copies are equal to the original, using pr o ve-equal-naive , or c hec ks that

the t w o originals are equal. In either case, there will b e at least one \liv e" cop y of eac h committed

bit that ma y b e used later in the proto col.



pr o ve-equal ( x

i

; x

j

) /* Pro v e that x

i

= x

j

,

nondestructiv ely */

1. P commits to x

0

i

; x

00

i

; x

0

j

; x

00

j

, where eac h cop y is

equal to the original.

2. With equal probabilit y , V asks P to sho w, using

pr o ve-equal , that

A. x

i

= x

0

i

and x

j

= x

0

j

, and

B. x

i

= x

00

i

and x

j

= x

00

j

, or

C. x

i

= x

j

.

V rejects i� he rejects in the ab o v e pro ofs. The

new represen tation for ( x

i

; x

j

) is tak en to b e

( x

00

i

; x

00

j

) in Case A, and ( x

0

i

; x

0

j

) in Cases B and C.

In our proto cols, w e will w an t to main tain the secrecy of the pair-blob represen tations of our bits

as m uc h as p ossible. W e w an t

De�nition 1 Let B

1

; : : : ; B

n

b e a set of pair blobs, and let

^

V b e some arbitrary v eri�er. W e sa y

that B

1

; : : : ; B

n

is se cur e against

^

V i� for an y ( b

0

1

; b

1

1

) ; : : : ; ( b

0

n

; b

1

n

) and ( b

0 0

1

; b

0 1

1

) ; : : : ; ( b

0 0

n

; b

0 1

n

) suc h

that b

0

i

� b

1

i

= b

0 0

i

� b

0 1

i

for all i , w e ha v e that

pr ob ( B

1

; : : : ; B

n

= ( b

0

1

; b

1

1

) ; : : : ; ( b

0

n

; b

1

n

) j

^

V

0

s view) and,

pr ob ( B

1

; : : : ; B

n

= ( b

0 0

1

; b

0 1

1

) ; : : : ; ( b

0 0

n

; b

0 1

n

) j

^

V

0

s view )

are the same.

Informally , B

1

; : : : ; B

n

are secure against

^

V if

^

V has learned nothing ab out their in ternal represen-

tation, as opp osed to kno wing ab out their v alues. F or example,

^

V ma y kno w that B

1

represen ts a

0, but cannot tell whether B

1

= (0 ; 0) or B

1

= (1 ; 1).

The follo wing lemmas can b e pro v en using a �nite case analysis. Lemma 1 sa ys that if P b eha v es

prop erly in proto col pr o ve-equal , then V will accept. Lemma 2 sa ys that no v eri�er can gain

extra information ab out the v alues of x

i

and x

j

, or ab out their new pair-blob represen tations.

Lemma 3 sa ys that if x

i

6= x

j

, then V will reject with some constan t nonzero probabilit y . Finally ,

Lemma 4 sa ys that no pro v er can try to alter the committed v alues of x

i

and x

j

in the proto col

without b eing detected with some constan t nonzero probabilit y .

Lemma 1 If x

i

= x

j

, and P ob eys the proto col, then V will alw a ys accept in proto col

pr o ve-equal ( x

i

; x

j

). The new pair blobs for x

i

and x

j

will ha v e the same v alue as the origi-

nal.

Lemma 2 If x

i

= x

j

, then the view of an y v eri�er

^

V , will b e indep enden t of the actual v alues of x

i

and x

j

. If the pair blobs for x

i

and x

j

are secure against

^

V at the b eginning of the proto col, then

they will b e secure against

^

V at the end of the proto col.



Lemma 3 If x

i

6= x

j

, then with probabilit y at least 1 = 6, V will reject, regardless of the strategy

used b y the pro v er.

Lemma 4 If x

i

= x

j

, then regardless of the strategy used b y a (p ossibly malicious) pro v er

^

P , one

of the follo wing cases m ust hold at the conclusion of Step 1 of proto col pr o ve-equal :

1. V is guaran teed to reject with probabilit y at least 1 = 6, or

2. The new pair blobs for x

i

and x

j

are guaran teed to ha v e the same v alue as the originals. 2

2.2 Pro ving general predicates.

Giv en \primitiv es" for pro ving equalit y for committed bits, w e can no w use, for example, the

proto col of Brassard and Cr � ep eau. W e note that while a malicious pro v er can mak e false assertions,

or ev en alter the v alue of some committed bits, this a�ects the soundness of their pro of system b y

only a constan t factor. A similar phenomenon has b een noted in the study of other pro of systems

(c.f. [12 ]). W e state, without pro of, the resulting theorem one obtains.a

Theorem 1 [oral-tradition,[2 ]] There exists a proto col pr o ve-cir cuit ( x

1

; : : : ; x

k

; C ), where

x

1

; : : : ; x

k

ha v e b een committed to as random pair-blobs, and C is a circuit with n gates, suc h

that the follo wing prop erties hold:

1. The proto col requires at most O ( n ) commitmen ts/rev elations and bits of comm unication.

2. If C ( x

1

; : : : ; x

k

) = 1, and P ob eys the proto col, then

� V will alw a ys accept,

� If the pair blobs for x

1

; : : : ; x

k

w ere secure against

^

V at the b eginning of the proto col,

the (p ossible di�eren t) pair blobs for x

1

; : : : ; x

k

will b e secure against

^

V at the end of

the proto col.

� There exists an exp ected p olynomial-time sim ulator S (

^

V ; C ) that can sim ulate

^

V , just

b y ha ving

^

V as an oracle (w e will sa y more ab out this sim ulator shortly).

3. If C ( x

1

; : : : ; x

k

) 6= 1, then V will reject with probabilit y

1

12

.

Here, the 1 = 12 factor is an artifact of our equalit y-pro ving proto col; it is easy to obtain an y

constan t one wishes using only a constan t n um b er of en v elop es.



Prop erties of the pr o ve-cir cuit sim ulator.

In order for our o wn sim ulator constructions to w ork, w e need to use sp ecial prop erties of the

pr o ve-cir cuit sim ulator. In the ideal bit commitmen t mo del, it is not unreasonably to allo w

the sim ulator to w ait un til it m ust rev eal a bit b efore actually deciding on its v alue. Ho w ev er, to

accommo date certain complexit y based proto cols, w e m ust require the sim ulator to decide on the

v alue of a committed bit at the same time it is committed. Committed bits ma y only b e c hanged

b y sa ving the global state of the sim ulation (including

^

V 's state) b efore the commitmen t is made,

and then later restoring this state. Our pro ofs' committed bits p ersist through man y iterations of

the proto col, so w e do not allo w our pr o ve-cir cuit sim ulator to tamp er with these commitmen ts

at all, ev en b y global sa v e/restore op erations.

F ortunately , one can easily construct a sim ulator S for the pr o ve-cir cuit proto col with the

follo wing prop erties:

Imm utabilit y: W e assume that bits x

1

; : : : ; x

k

are all 0, and that their pair-blob represen tations

are secure against

^

V . S will not c hange an y of these commitmen ts. Note, ho w ev er, that the pair

blob used to represen t x

i

ma y b e completely replaced if it is used in the pr o ve-equal proto col.

Gen uine Commitmen ts: S do es not c hange the v alue of a bit once it has b een committed, though

it ma y \bac k up" the sim ulation to a time b efore this commitmen t to ok place.

Blac k-Bo x Sim ulation: Giv en an y v eri�er

^

V , S can p erfectly sim ulate the con v ersation ( P ;

^

V )

b y simply in teracting with

^

V , but ma y c ho ose to sa v e and restore

^

V 's state. S will run in exp ected

p olynomial time, not coun ting the time used b y

^

V . F or the sim ulation to b e correct, w e require

that the pair-blobs for the actual x

1

; : : : ; x

n

in the proto col are initially secure against

^

V , and the

pair blobs (all with v alue 0) used b y the sim ulator are also initially secure against

^

V .

Securit y: If the pair blobs for x

1

; : : : ; x

k

are secure against

^

V at the b eginning of the sim ulation,

the (p ossibly di�eren t) pair blobs for x

1

; : : : ; x

k

will b e secure against

^

V at the end of the sim ulation.

F urthermore, the v alues of these pair-blobs will alw a ys b e 0.

By the imm utabilit y prop ert y , S mak es do with the fak ed commitmen ts giv en to it, and do es not

try to c hange them. By the securit y prop ert y , S lea v es the \fak ed" commitmen ts for x

1

; : : : ; x

k

in

the same state as at the b eginning of the proto col (i.e., uniformly committed 0's). These prop erties

allo w us to c hain together a series of pr o ve-cir cuit proto cols.

3 Using notarized en v elop es to mak e proto cols more e�-

cien t.

In this section, w e sho w that using notarized en v elop es can increase the e�ciency of in teractiv e

pro of systems, and com bine particularly w ell with transparen t pro ofs. W e �rst sho w ho w to use

notarized en v elop es to dramatically increase the e�ciency of a w ell-kno wn proto col for graph 3-

colorabilit y . While of no theoretical v alue, this example illustrate the basic idea b ehind this note.

W e next observ e that if one uses the same tec hnique with transparen t pro ofs, one obtains b ounds

that are substan tially b etter than an y previously kno wn.

3.1 Sp eeding up a zero-kno wledge pro of for 3-colorabilit y .

W e consider Goldreic h, Micali and Wigderson's zero-kno wledge pro of system for graph 3-colorabilit y .

Their pro of system w en t as follo ws.



1. P commits to a randomly p erm uted coloring � of the graph G .

2. V randomly c ho oses an edge ( i; j ) of G , and sends ( i; j ) to P .

3. P rev eals � ( i ) and � ( j ). V rejects if these t w o colors are di�eren t.

4. T o ac hiev e a 2

� k

error probabilit y , P and V run Steps 1{3 O ( mk ) times.

If G is 3-colorable, and P b eha v es prop erly , then V will alw a ys accept. If G is not three-colorable,

then V will c ho ose a bad edge with probabilit y at least 1 =m , where m is the n um b er of G 's edges.

The proto col is zero-kno wledge, since only one edge is rev ealed, and � is a randomly p erm uted.

No w, rev ealing � ( k ), for an additional no de k , will compromise the securit y of the pro of. Hence,

all of these O ( n ) bit committals m ust b e thro wn a w a y after a single iteration of the proto col.

Ho w ev er, b y using notarized en v elop es, one can greatly increase the e�ciency of the proto col, as

follo ws.

1. P uses pair-blobs to commit to an arbitrary coloring � of G .

2. V randomly c ho oses an edge ( i; j ) of G , and sends ( i; j ) to P .

3. P pro v es to V in zero-kno wledge that � ( i ) 6= � ( j ).

4. T o ac hiev e a 2

� k

error probabilit y , P and V run Steps 2{3 O ( mk ) times. V accepts i� he

accepts in eac h iteration.

W e no w giv e some in tuition as to wh y the ab o v e proto col constitutes a pro of system. If G is

3-colorable, and P b eha v es prop erly , then V will alw a ys accept. If G is not three-colorable, then

no matter what coloring a pro v er

^

P commits to, V will c ho ose a bad edge with probabilit y at least

1 =m . In this case, no matter what strategy

^

P uses, V will reject with some nonconstan t probabilit y .

W e no w giv e some in tuition as to wh y the pro of system is zero-kno wledge. Regardless of whic h

edge ( i; j ) of G a p ossibly malicious v eri�er

^

V migh t send, his view will consist of a zero-kno wledge

pro of that � ( i ) 6= � ( j ), whic h can b e easily sim ulated in the ideal en v elop e mo del. F urthermore, after

eac h iteration of the proto col, the distribution on P 's commitmen t to � conditioned on

^

V 's view,

is iden tical to the initial distribution on P 's commitmen t to � . Th us, after the initial commitmen t

has b een sim ulated, the sim ulation for eac h iteration of the proto col is essen tially the same.

Finally , w e note that the mo di�ed proto col is m uc h more e�cien t that the original. Supp ose

that G has n no des and m edges, and w e wish to ac hiev e a 2

� k

error probabilit y . Both proto cols

m ust b e iterated � ( mk ) times. Eac h iteration of the original requires O ( n ) bit commitmen ts, so

O ( nmk ) bit commitmen ts are required in all. Ho w ev er, the mo di�ed proto col requires a one-time

cost of O ( n ) bit commitmen ts, after whic h only O (1) bits are required for eac h subsequen t iteration.

Th us, only O ( n + mk ) bit commitmen ts are required b y our mo di�ed proto col.

3.2 Com bining notarized en v elop es and transparen t pro ofs.

W e w ere able to mak e the 3-colorabilit y pro of more e�cien t b ecause it consisted of an exp ensiv e

commitmen t stage follo w ed b y an inexp ensiv e testing stage. The same is true for transparen t pro ofs.

By p erforming the initial commitmen t stage only once, w e can construct zero-kno wledge pro ofs for

N P with previously unattainable resource requiremen ts.

Let us �rst review the general c haracteristics of the transparen t pro ofs in [5]. A v eri�cation that

x 2 L pro ceeds as follo ws.

5

5

Mnemonically , c ; q and a stand for code ; quer y and a ccept , whose use pro v ed incompatible with t w o-column

formatting.



efficient-pr oof ( x; w ; k ; c; c ; q ; a )

1. P and V compute x

0

= c , and n = j x j . P commits to w using

pair-blobs.

2. V uniformly c ho oses r 2 f 0 ; 1 g

lg

c

n

, and sends r to P .

3. P and V compute q = q ( n; r ). P giv es a zero-kno wledge pro of

that a ( r ; q ; a ) = 1, where a is de�ned b y q ; x

0

and the commit-

ted v alue of w . V accepts i� he accepts this pro of.

4. T o ac hiev e a 2

� k

error probabilit y , P and V run Steps 2{3 24 k

times. V accepts i� he accepts in eac h iteration.

Figure 1: An asymptotically e�cien t pro of system for N P .

� First, x is con v erted in to a string x

0

= c ( x ), b y a simple, p olynomial time algorithm, and x

0

is giv en to V . This prepro cessing step is assumed to b e correct in the [5] scenario. V is also

assumed to kno w j x j , whic h w e denote b y n .

� Pro v er P furnishes V with w , a transparen t pro of that x 2 L .

� V generates r , a sequence of log

c

n coin tosses. V then, in p olylogarithmic time, computes

q = q ( n; r ), a list of p olylogarithmicall y man y indices of w and x

0

that he wishes to see. Th us,

V can ask to see bits 5 ; 11 and 31 of w and bits 3 and 21 of x . Note that q is essen tially

indep enden t of w and x

0

.

� An oracle supplies V with a sequence a , consisting of the answ ers to V 's queries. V computes

a ( r ; q ; a ) in p olylogarithmic time, and accepts i� a ( r ; q ; a ) = 1.

If x 2 L , and P correctly constructs w , then V will alw a ys accept. If x 62 L then V will reject with

probabilit y at least

1

2

, regardless of the v alue of w .

In Figure 1, w e giv e a zero-kno wledge pro of system for L , based on the existence of a [5]

transparen t pro of for L .

3.3 Prop erties of our proto col.

W e no w argue that efficient-pr oof is indeed a pro of system, that it can b e used to mak e e�cien t

pro ofs for the circuit satis�abilit y problem (and b y extension, to all of N P ), and giv e some in tuition

as to wh y the proto col is zero-kno wledge.

Our proto col is pro of system.

Theorem 2 Supp ose that ( c; c ; q ; a ) form a transparen t pro of system for L , suc h that

1. Correct pro ofs are accepted with probabilit y 1.

2. Incorrect assertions are rejected with probabilit y at least

1

2

.



Then, when efficient-pr oof ( x; w ; k ; c; c ; q ; a ) is run, the follo wing prop erties m ust hold:

1. If w is a correct transparen t pro of for x 2 L , then V will accept with probabilit y 1.

2. If x 62 L , then V will reject with probabilit y 2

� k

.

Pro of: If w is a correct pro of for x 2 L , then for an y r 2 f 0 ; 1 g

lg

c

n

, it will alw a ys b e the case

that a ( r ; q ; a ) = 1, where q = q ( j x j ; r ) and a is consisten t with q ; x

0

and the committed bits of w .

In this case, b y Theorem 1, V will alw a ys accept P pro of of this correct statemen t. If x 62 L , then

for an y committed w , with probabilit y at least

1

2

, r will b e suc h that a ( r ; q ; a ) 6= 1. Whenev er this

case o ccurs, P will ha v e to pro v e an incorrect assertion in Step 3 of the proto col, in whic h case

V will reject with probabilit y 1 = 12, b y Theorem 1. Th us, in eac h iteration of Steps 2 and 3, the

probabilit y that V will catc h a false statemen t is at least 1 = 24, regardless of an y of the previous

iterations. Finally , the probabilit y that P will surviv e all 24 k iterations is at most,

�

1 �

1

24

�

24 k

� 2

� k

: 2

Our proto col is e�cien t.

W e no w sho w that for the circuit satis�abilit y problem, one can use our construction to create an

asymptotically e�cien t pro of system.

Theorem 3 Let � > 0 b e a �xed constan t. There exists a transparen t pro of ( c; c ; q ; a ) for the

circuit satis�abilit y problem suc h that

efficient-pr oof ( x; w ; k ; c; c ; q ; a )

requires O ( n

1+ �

+ (lg

O (1 =� )

n ) k ) ideal bit commitmen ts, rev elations and bits of comm unication.

Pro of: W e �rst b ound the running time of our proto col b y the v arious op erations of the transpar-

en t pro of. W e then note that a construction of [5] giv es us our desired result. The total n um b er of

committals, rev elations and bits of comm unication required for the proto col is equal to that required

for Step 1 of the proto col plus 24 k times that required for Step 3 of the proto col. The n um b er of

committals required in Step 1 of our proto col is O ( j w j ). The n um b er of committals, rev elations and

comm unication required for the zero-kno wledge pro of in Step 3 of the proto col is b ounded ab o v e

b y some p olynomial in the time required to compute a ( r ; q ; a ).

Since there is an lg

c

n PRAM algorithm for verifying that an n -gate circuit is satis�able, the

general construction of [5] allo ws one to mak e a transparen t pro of for the circuit satis�abilit y

problem that is of size n

1+ �

, where n is the size of the circuit, and � > 0 is some arbitrary constan t.

The v eri�cation time for this pro of (whic h trivially b ounds the time required to compute a ( r ; q ; a ))

will b e lg

O (1 =� )

n . Plugging these �gures in, w e obtain the desired resource b ounds. 2

Our proto col is zero-kno wledge.

W e do not ha v e space to include a full pro of that our proto col is zero-kno wledge. Suc h a pro of

w ould require us to delv e in to the details of the sim ulator for the Brassard-Cr � ep eau proto col as

w ell as the sim ulators for the pr o ve-equal proto col. W e giv e the sim ulator for the proto col in



Sim ulator efficient-pr oof ( x; j w j ; k ; c; c ; q ; a )

1. S computes x

0

= c , and n = j x j . S commits to 0

j w j

using

pair-blobs.

2.

^

V sends r 2 f 0 ; 1 g

lg

c

n

to S .

3. S uses the pr o ve-cir cuit sim ulator to \fak e" the zero-

kno wledge pro of that a ( r ; q ; a ) = 1. (In fact, the committed

bits corresp onding to a are all 0's.)

4. T o sim ulate eac h iteration of Steps 2{3, S runs Steps 2{3 of

the sim ulation.

Figure 2: A sim ulator for the e�cien t pro of system for N P .

Figure 2. W e assume that the sim ulator has access to j w j , the length of the transparen t pro of. The

lengths of the pro ofs in [5] are easily constructible.

Here is some in tuition for wh y the sim ulation w orks. In Step 1 of the proto col, the pro v er

commits to j w j bits, and in the ideal bit commitmen t mo del,

^

V 's view is the same regardless of the

v alues of these bit. Th us, his view of Step 1 is the same as the view obtained b y the sim ulator.

In Step 2,

^

V is just sending a string, so the equiv alence of views will not b e brok en. The main

subtlet y comes in considering the e�ects of Step 3 of the proto col and its sim ulation. Before eac h

iteration of Steps 2 and 3 of the proto col, w has some �xed v alue, and the pair blobs represen ting

it are secure against

^

V (b y induction, and P art 2 of Theorem 1). Before eac h iteration of Steps 2

and 3 of the sim ulation, w will consist of all 0's, whose pair blob represen tations are secure against

^

V (b y induction, and the securit y prop ert y of the pr o ve-cir cuit sim ulator).

No w, regardless of r , the predicate to b e pro v en in Step 3 will b e true. Since b oth the witness

blobs and the 0 blobs (used b y the proto col and sim ulation resp ectiv ely) are secure against

^

V , the

blac k-b o x sim ulation prop ert y of the pr o ve-cir cuit sim ulator guaran tees that the t w o views will

remain equal.

As a corollary , w e obtain asymptotically e�cien t zero-kno wledge pro of systems for an y language

in N P .

Corollary 5 F or an y language L 2 N P , there exists a zero-kno wledge pro of system for x 2 L

that requires only O ( n

c

+ lg

c

n ) k ) ideal bit commitmen ts, rev elations and bits of comm unication to

ac hiev e a 2

� k

error probabilit y . Here n = j x j and c is some constan t dep ending only on L . 2

4 Comm unication e�cien t argumen ts for N P .

In this section, w e sho w ho w to transform the zero-kno wledge pro ofs in the previous section in to

comm unication e�cien t argumen ts for N P , making a reasonable complexit y assumption. Whereas

our pro of systems require an exp ensiv e set-up cost, the argumen ts do not require an y suc h cost.

Indeed, ev en if one desires

1

3

error probabilit y , our pro ofs are m uc h more comm unication e�cien t



than an y that w ere previously kno wn. W e �rst note that one can easily implemen t the previous

proto cols as argumen ts, giv en a secure blob system. Next, w e �rst describ e our tec hnique for

shrinking our �rst stage of the pro of system, and then w e giv e the resulting proto col.

4.1 A naiv e implemen tation.

Neglecting comm unication costs, w e can straigh tforw ardly transform the pro of system in the ideal

bit commitmen t mo del in to an argumen t (or for that matter, a cryptograph y based in teractiv e

pro of system). Let l b e the securit y parameter for the pro v er. (Note that l has nothing to do

with b ounding the probabilit y of error, but rather mak es a tacit assumption on the computational

p o w er of the pro v er.) First, P and V agree on some information theoretically secure blob system,

represen ted b y the probabilistic pro cedures

blob

l ;k

: f 0 ; 1 g ! f 0 ; 1 g

l

� f 0 ; 1 g

l

; and,

check

l ;k

: f 0 ; 1 g

l

� f 0 ; 1 g

l

! f 0 ; 1 g :

That is, giv en a bit b , Blob

l ;k

( b ) generates a pair ( C ; R ), suc h that check ( C ; R ) = b . Here C is

the \blob" for b and R is the string used to rev eal b . P commits to b b y generating ( C ; R ) and

sending C to V . P rev eals b b y sending R to V , who computes check ( C ; R ). The zero-kno wledge

argumen t relies on the assumptions that,

1. The distribution on C induced b y Blob

l ;k

(0) and Blob

l ;k

(1) are iden tical, and,

2. It is computationally infeasible for P to pro duce a triplet ( C ; R ; R

0

) suc h that check ( C ; R ) =

0 and check ( C ; R

0

) = 1.

The generation of the blob system ma y b e p erformed once and for all, for all theorems to b e pro v en.

T o implemen t Step 1 of the proto col, P con v erts w in to a pair-blob represen tation, and uses

blob to commit to eac h of these bits. W e'll denote the resulting blobs b y B

1

; : : : ; B

m

. Step 2 of the

proto col is p erformed just as b efore. Finally , Step 3 of the proto col is implemen ted as b efore, but

again b y using the secure blob system for the committals and rev elations required for the pro of.

4.2 The problem, and ho w to solv e it.

As b efore, the real cost of the proto col lies in Step 1, whic h requires O ( n

1+ �

l ) bits of comm unication.

Steps 2 and 3 of the proto col require only O (log

c

l ) bits of comm unication, for some c . The problem

is that virtually all of the bits committed to in Step 1 are not needed in a single execution of Steps 2

and 3. W e could mak e our proto cols m uc h more e�cien t if w e only had to pa y for decommitting a

bit. In the Brassard-Cr � ep eau mo del, one can ac hiev e this sa vings, pro vided that su�cien tly strong

cryptographic hash functions exist.

Supp ose that there is family f F

l ;k

g of p olynomial time computable hash functions, suc h that

1. F

l ;k

is a function from f 0 ; 1 g

2 l

to f 0 ; 1 g

l

, and

2. F or ev ery p olynomial-sized circuit family f C

l

g , the probabilit y that C

l

( k ) can pro duce x; y

suc h that F

l ;k

( x ) = F

l ;k

( y ), where F

l ;k

is c hosen according to some probabilistic p olynomially

samplable distribution, gro ws smaller than l

� c

for an y constan t c .



p a ck ( l ; C

1

; : : : ; C

2

n

)

1. V agree on a suitably distributed hash function, F

l ;k

.

2. F or 1 � i � n and 0 � j < 2

n � i

, de�ne C

0

j

= C

j

and

C

i

j

= F

l ;k

( C

i � 1

2 j

; C

i � 1

2 j +1

) :

P sends C

n

0

to V .

Figure 3: Proto col for c heaply committing to a n um b er of bits.

extra ct ( F

l ;k

; I ; C

1

; : : : ; C

2

n

) rev eal blob C

I

*/

1. F or 1 � i � n , P sends C

i � 1

2 b I = 2

i

c

; C

i � 1

2 b I = 2

i

c +1

to V .

2. F or 1 � i � n , V c hec ks that

C

i

b I = 2

i

c

= F

l ;k

�

C

i � 1

2 b I = 2

i

c

; C

i � 1

2 b I = 2

i

c +1

�

;

and rejects if this is not the case. otherwise, V reco v ers C

I

=

C

0

I

.

Figure 4: Proto col for extracting a blob.

In Figures 3 and 4, w e sho w ho w to use suc h hash functions to c heaply commit to a large n um b er

of blobs, and (reasonably) c heaply rev eal a single one of these blobs. The tric k is to use our hash

function to mak e a binary tree of commitmen ts, where eac h leaf of the tree corresp onds to one of the

blobs the pro v er committed to. A blob corresp onding to a no de of a tree is a hashed represen tation

of it t w o c hildren. The pro v er commits to the en tire tree b y sending the blob corresp onding to the

ro ot of the tree. Finally , the pro v er rev eals the represen tation of a blob (distinct from rev ealing the

con ten ts of that blob) b y rev ealing eac h hashed blob along the path from the ro ot to the leaf, along

with the eac h of these hashed blob's c hildren.

Note that our proto col for rev ealing the represen tations of blobs will leak a great deal of ex-

traneous information ab out the represen tations of other blobs. Ho w ev er, as far as the securit y of

the pro of is concerned, this leak age is irrelev an t. Since there exist blob systems in the [2] that are

p erfectly and unconditionally secure, the pro v er w ould not mind if the v eri�er receiv ed copies of all

the blobs, whic h indeed happ ens in the naiv e implemen tation.

Our �nal proto col is sk etc hed in Figure 5.

What assumptions do w e need?

In the argumen t w e ha v e implemen ted, w e need to create zero-kno wledge blobs and secure hash

functions. Both of these requiremen ts ma y b e ac hiev ed with cla w-free pairs of p erm utations [8].



efficient-ar gument ( x; w ; l ; c; c ; q ; a )

0. P and V agree on an information theoretically secure blob

committal sc heme, blob and check , and a cryptographically

secure hash function, F

l ;k

.

1. P and V compute x

0

= c ( x ), and n = j x j . P breaks

w in to using pair-blobs, and uses blob to generate blobs

( C

0

; R

0

) : : : ; ( C

m

; R

m

), and commits to C

0

; : : : ; C

m

using pro-

to col p a ck . Here, m is assumed to b e a p erfect p o w er of 2.

2. V uniformly c ho oses r 2 f 0 ; 1 g

lg

c

n

, and sends r to P .

3. P and V compute q = q ( n; r ). P giv es a zero-kno wledge pro of

that a ( r ; q ; a ) = 1, where a is de�ned b y q ; x

0

and the commit-

ted v alue of w . Whenev er P has to rev eal a bit represen ted b y

a blob C

I

, he �rst runs

extra ct ( F

l ;k

; I ; C

1

; : : : ; C

m

) ;

and then sends R

I

to V . V reco v ers the rev ealed bit b y com-

puting check ( C

I

; R

I

). V accepts i� he accepts this pro of.

Figure 5: An e�cien t argumen t for N P .



That is, w e need to pro duce function pairs ( F ; G ) suc h that it is di�cult to �nd a pair ( x; y ) suc h

that F ( x ) = G ( y ). F or example, if n = p

1

p

2

, where p

1

; p

2

are unkno wn to P , and a is a random

quadratic residue mo d n , then one can set F ( x ) = x

2

mo d n and G ( y ) = ay

2

mo d n , where x; y 6= 0

[8]. If one could �nd a colliding pair, ( x; y ), then one can �nd a square ro ot of a , namely xy

� 1

. Of

course, the v eri�er m ust con vince P that a is a quadratic residue; otherwise the pro of will no longer

b e zero-kno wledge.

Somewhat surprisingly , the comm unication complexit y of setting up the blob sc heme and the

hash function ma y w ell dominate the comm unication complexit y of the proto col. This is not b ecause

it is an y harder to set up suc h sc hemes in our framew ork, rather ev ery other step of our proto col

no w has a v ery lo w comm unication complexit y . F or example, the cost of pro ving to P that a is a

quadratic residue mo d n is quite large, though it need b e done only once for all time (that is, for

all theorems to b e pro v en).

A really fast w a y of setting up a cla w-free pair of p erm utations w as prop osed b y Bo y ar, Kren tel

and Kurtz [6], and indep enden tly b y Damg � ard. Supp ose that it is hard to compute discrete loga-

rithms mo dulo a random prime p , ev en giv en the factorization of p � 1. Then giv en g , a generator

for Z

�

p

, and a c hosen at random from Z

�

p

, one can set F ( x ) = g

x

and G ( y ) = ag

y

. If F ( x ) = G ( y ),

then lg

g

y = x � y . V can c ho ose p; g ; a suc h that p � 1 is of kno wn factorization, and then send

this information to P . Giv en the factorization of p � 1, P can trivially v erify that g is a generator

for Z

�

p

. The en tire proto col therefore tak es only O ( l ) bits of comm unication.

The comm unication complexit y of our pro of system.

Using the most e�cien tly constructible sc hemes w e kno w (suc h as the one men tioned ab o v e, based on

a strong discrete-log assumption), Steps 0 and 1 require only O ( l ) bits of comm unication. As b efore,

Step 2 requires only lg

c

n bits of comm unication. Step 3 requires log

c

1

n committal and rev elations,

for some c

1

. No w eac h suc h op eration requires at most O (lg( n ) l ) bits of comm unication, so the

total amoun t of comm unication required for the proto col is O (lg

c

( n ) l ), for some constan t c .
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