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Abstract

W e consider 2-part y cryptographic games of the

follo wing form. Alice and Bob c ho ose inputs i

and j , resp ectiv ely , from some �nite domain D .

A t the end of the game, Alice and Bob learn the

v alue of F ( i; j ), for some function F . W e es-

tablish a necessary and su�cien t condition on F

and D , under whic h one can implemen t oblivious

transfer.

1 In tro duction.

1.1 General bac kground.

Secure t w o-part y games.

In this pap er, w e outline ho w one can base a wide

range of secure t w o-part y games on an y one of a

large class of �nite t w o-part y games. Man y t w o-

part y games can b e implemen ted using se cur e

two-p arty cir cuit evaluation [ ? ], whic h w e infor-

mally describ e as follo ws: Alice and Bob c ho ose

t w o inputs, i and j , resp ectiv ely , and ha v e agreed

up on some circuit C . A t the end of the game,

Bob should learn the v alue of C ( i; j ), where C is

some circuit agreed up on b y Alice and Bob, but

learn nothing else ab out i . Alice should learn

nothing ab out j .

1

Researc h on secure t w o-part y circuit compu-

tation has pro ceeded along t w o lines. W e can

base secure t w o-part y circuit computation on

�

Researc h supp orted in part b y a NSF p ostdo ctoral

fello wship.

1

One ma y �nd a m uc h more rigorous treatmen t of t w o-

part y games in Cr � ep eau's Ph.D. thesis.

v arious unpro v en computational complexit y as-

sumptions [ ? , ? , ? ], or on \idealized implemen-

tations" of simpler t w o-part y games [ ? ]. This

pap er follo ws the latter approac h.

Finite cryptographic games.

By �nite cryptographic games, w e refer to t w o-

part y games in whic h Alice and Bob's inputs are

from some �nite domain. An example is one-out-

of-two oblivious tr ansfer (1{2 OT) [ ? ]. 1{2 OT

can b e sp eci�ed as follo ws: Alice has t w o input

bits, s

0

and s

1

, and Bob has a single input bit

c . A t the end of this game, Bob should learn the

v alue of s

c

, but obtain no additional information

ab out s

�c

, and Alice should learn nothing ab out

c .

Chor and Kushilevitz [ ? , ? ] consider the fol-

lo wing class of �nite t w o-pla y er games: Alice and

Bob c ho ose inputs i and j resp ectiv ely from some

�nite domain (sa y , strings of a predetermined

length). A t the end of the game, b oth Alice and

Bob learn the v alue of some function of their in-

puts, F ( i; j ), but obtain no other information

ab out the other's input. W e denote this game

b y G

F

.

Reductions b et w een proto cols.

Giv en a game G , t w o questions are t ypically

ask ed: Can G b e pla y ed men tally (in the

information-theoretic sense), and can G b e used

to implemen t other in teresting games? F or in-

stance, Secure t w o-part y circuit ev aluation can

b e based on an \ideal implemen tation" of 1{2 OT

[ ? ] (using ideas from [ ? ]), whic h can in turn b e

based on a simpler proto col, kno wn as oblivious
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tr ansfer (OT) [ ? ].

2

More recen tly , 1{2 OT has b een reduced to

v arious imp erfect forms of 1{2 OT and OT, as

w ell as to a binary symmetric (\noisy") c hannel

[ ? ]. By a v ery elemen tary argumen t, the ab o v e

results imply that none of these oblivious transfer

games ma y b e pla y ed men tally .

Chor and Kushilevitz [ ? ] ha v e sho wn that if

F is b o olean, then G

F

ma y b e pla y ed men tally

i�

( 9 F

1

; F

2

) F ( i; j ) = F

1

( i ) � F

2

( j ) :

F or non b o olean F , Kushilevitz [ ? ] establishes a

recursiv e criterion for when G

F

ma y b e pla y ed

men tally . He also sho ws that among those F

for whic h G

F

ma y b e pla y ed men tally , there is a

strict round hierarc h y: F or all k � 1 there exists

an F suc h that G

F

ma y b e pla y ed men tally using

k rounds, but not with k � 1.

1.2 The result in this pap er.

In this pap er, w e giv e necessary and su�cien t

conditions under whic h one can implemen t 1{

2 OT, giv en a an idealized implemen tation of G

F

.

Our theorem is as follo ws.

De�nition 1 W e sa y that a function F ( i; j )

p ossesses an imb e dde d OR if there exist

i

0

; i

1

; j

0

; j

1

; x

0

; x

1

suc h that for all a; b 2 f 0 ; 1 g ,

F ( i

a

; j

b

) = x

a _ b

.

Theorem: One can implemen t 1{2 OT with an

ideal implemen tation of G

F

i� F ( i; j ) p ossesses

an im b edded OR.

The proto col dev elop ed in the ab o v e reduc-

tion is not p erfect. T o b e more precise (though

far from formal), the proto cols tak e as input an

additional securit y parameter, k . The proto col's

b eha vior sometimes deviates from the ideal con-

strain ts on what eac h pla y er should learn, or ho w

they should b e able to a�ect the output, but

these deviation o ccur only with probabilit y ex-

p onen tially small in k . This \slop" o ccurs in all

of the previous implemen tations of 1{2 OT, in-

cluding those that are cryptographic.

2

In oblivious transfer [ ? ]., Alice sends a bit to Bob.

Half the time, Bob receiv es the bit, and half the time he

gets nothing. Alice has no idea whether Bob receiv ed the

transmitted bit.

1.3 Outline of the pap er.

In Section ?? , w e sho w ho w to implemen t 1{2 OT

with a blac k b o x that securely computes the OR

function. In Section ?? , w e sho w ho w to mo dify

this proto col to w ork for an y function with an

im b edded OR, and sho w that suc h a construc-

tion is imp ossible for an y function without an

im b edded OR.

2 Implemen ting 1{2 OT with a

blac k b o x for OR.

Supp ose w e ha v e a blac k b o x that computes the

OR function. That is, Alice inputs a bit i , Bob

inputs a bit j , and b oth parties are told the v alue

of i _ j . W e wish to use this b o x to implemen t

1{2 OT from Alice to Bob. W e �rst implemen t

a sligh tly defectiv e form of 1{2 OT, and then

use standard tec hniques to implemen t ordinary

1{2 OT on top of the w eak 1{2 OT.

Sp ecifying our w eak 1{2 OT.

De�nition 2 W e sp ecify the game we ak 1{2

OT ( k ) as follo ws. W e ha v e t w o parties, Alice

and Bob. Alice has t w o bits, s

0

and s

1

. If Al-

ice and Bob are b oth honest, then the follo wing

conditions are met.

1. The game will ab ort with probabilit y

o (1 =k ).

2. If the game do es not ab ort, then with prob-

abilit y at least 1 � exp ( � k

O (1)

), Bob will

b e able to reco v er c; s

c

, for some v alue of c .

Bob will learn nothing ab out the v alue of

s

�c

.

3. With probabilit y at least 1 � exp( � k

O (1)

),

Alice will learn nothing ab out c .

Ev en if Alice is dishonest, she will still learn

nothing ab out c , with probabilit y at least 1 �

exp( � k

O (1)

). Ev en if Bob is dishonest, he will

not learn the v alue of either s

0

or s

1

, with prob-

abilit y at least 1 � o (1 =k ).

Less formally , this proto col acts lik e an ordinary

1{2 OT proto col, up to negligible factors, except

that
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1. Bob do es not c ho ose whic h bit he is to

learn,Bob,

2. Bob can c heat and learn b oth bits with

probabilit y up to o (1 =k ).

3. With probabilit y up to o (1 =k ), the proto col

ma y ab ort ev en if b oth parties are honest.

2.1 Some in tuition and a motiv ating

example.

First, w e giv e some general in tuition. If Alice or

Bob input a 0 in to the OR proto col, then they

will learn the other pla y er's input. If they input

a 1 in to the proto col, then they will learn noth-

ing ab out the other pla y er's input. Naturally , a

malicious pla y er will w an t to input a 0 in to the

proto col as often as p ossible, and m uc h of the

complexit y of our proto col is designed to catc h

him if he do es.

T o giv e some motiv ation ab out ho w one can

ac hiev e some form of oblivious transfer, w e con-

sider the follo wing proto col, whic h assumes that

ev ery one is honest.

1: F or 1 � j � k , Alice and Bob uniformly

c ho ose

a

1

; : : : ; a

k

; b

1

; : : : ; b

k

2 f 0 ; 1 g ;

resp ectiv ely , and run the OR game to learn

c

j

= O R ( a

j

; b

j

).

2: Bob uniformly c ho oses r 2 f 0 ; 1 g . Bob uni-

formly c ho oses ( x [0] ; x [1]) suc h that,

c

x [0]

= c

x [1]

= 1 ;

b

x [ r ]

= 0 ; and,

b

x [ � r ]

= 1 :

Bob sends Alice the ordered pair,

( x [0] ; x [1]). If no x [0] ; x [1] exist, then Bob

ab orts the proto col.

3: Alice sends Bob the v alue of q

0

= s

0

� a

x [0]

and q

1

= s

1

� a

x [1]

. Bob computes c = r

and s

c

= 1 � q

c

.

The k ey observ ation to mak e is that a

x [ r ]

= 1,

and is th us kno wn to Bob, but the v alue of a

x [ � r ]

is hidden from him. Th us, kno wing q

r

will al-

lo w Bob to reconstruct s

r

, but kno wing q

�r

will

tell him nothing. F urthermore, with probabilit y

roughly

1

2

, a

x [0]

= a

x [1]

= 1. In this case, the

v alues of b

x [ r ]

and b

x [ � r ]

are completely concealed

from Alice, and she will not b e able to determine

the v alue of c . Note, ho w ev er, that an honest Al-

ice will learn c with probabilit y roughly

1

2

.

The ab o v e proto col has a n um b er of w eak-

nesses against malicious adv ersaries. First, Alice

can arrange to ha v e a

j

= 0 m uc h more than half

the time. In this case, she will learn c with prob-

abilit y ev en greater than

1

2

. This ma y b e reme-

died b y simply ha ving Bob ab ort if the n um b er

of v alues of j suc h that c

j

= 0 ev er exceeds k = 4

b y a statistically signi�can t amoun t.

More serious, ho w ev er, is the p ossibilit y that

Bob ma y c heat, b y c ho osing x [0] and x [1] suc h

that b

x [0]

= b

x [1]

= 0. This is the most compli-

cated problem to get around.

2.2 Implemen ting w eak 1{2 OT using

an OR proto col.

Our proto col is somewhat complex. F ollo wing

our description, w e will giv e the in tuition b ehind

eac h step of the proto col, as w ell as an analysis

of what is going on in that step. The reader is

in vited to skip bac k and forth b et w een the next

t w o subsections.

W eak-OT(s

0

,s

1

,k) /* k is the securit y

parameter */

1: F or � i � k

10

and 1 � j � k , Alice

and Bob uniformly c ho ose a

i;j

and b

i;j

,

resp ectiv ely , and run the proto col c

i;j

=

O R ( a

i;j

; b

i;j

). If for some i , jf j : c

i;j

=

0 jgj > k = 3, then Bob ab orts. If jf ( i; j ) :

c

i;j

= 0 jgj > ( k

11

+ k

6

) = 4, then Alice

ab orts.

2: Bob uniformly c ho oses r

1

; : : : ; r

k

10
2

f 0 ; 1 g . F or 1 � ; i � k

10

, Bob uniformly

c ho oses ( x [ i; 0] ; x [ i; 1]) suc h that,

c

i;x [ i; 0]

= c

i;x [ i; 1]

= 1 ;

b

i;x [ i;r

i

]

= 0 ; and,

b

i;x [ i; �r

i

]

= 1 :
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Bob sends Alice the ordered pair,

( x [ i; 0] ; x [ i; 1]). Note that a

i;x [ i;r

i

]

= 1, and

is th us kno wn to Bob, whereas a

i;x [ i; �r

i

]

is

completely unkno wn to Bob.

3: Let J

i

= f j : b

i;j

= 0 g . Alice randomly

c ho oses a set I , suc h that for 1 � i � k

10

,

i 2 I indep enden tly with probabilit y 1 = 32,

and sends I to Bob. F or all i 2 I , Bob

sends Alice the v alues of J

i

and x [ i; �r

i

]. Bob

ab orts if j I j > k

10

= 32 + k

6

. Alice ab orts if,

1. F or an y i 2 I , the stated v alue of

x [ i; �r

i

] is not con tained in the pair

( x [ i; 0] ; x [ i; 1]), sen t in the previous

step,

2. F or an y i 2 I and j 2 J

i

(as stated b y

Bob), a

i;j

= 0 and c

i;j

= 1, and,

3. jf ( i; j ) : i 2 I ; j 2 J

i

� x [ i; �r

i

] gj <

k

11

= 64 � k

7

. Here again, Bob's stated

v alues for x [ i; �r

i

] and J

i

are used.

4: Let q = b k

10

= 2 k c . F or 1 � i � q , and

1 � j � k , Bob uniformly pic ks distinct

S

i;j

from [1 ; : : : ; k

10

] � I . Bob sends f S

i;j

g

to Alice.

5: Alice uniformly c ho oses i from [1 ; q ], and

z

1

; : : : ; z

k

2 f 0 ; 1 g . Alice sends i to Bob.

F or 1 � j � k , Alice sends Bob the v alue

of,

q

j; 0

= z

j

� a

S

i;j

;x [ S

i;j

; 0]

; and,

q

j; 1

= z

j

� a

S

i;j

;x [ S i;j ; 1]

� ( s

0

� s

1

) ;

and the v alue of Q = s

0

� z

1

� � � � � z

k

. Bob

computes

v

j

= �q

j;r

S

i;j

(= z

j

� ( s

0

� s

1

)) ;

c = r

S

i; 1

� � � � � r

S

i;k

; and,

s

c

= Q � v

1

� � � � � v

k

:

2.3 What is really going on.

W e no w giv e a hop efully more understandable

accoun t of what is going on in the ab o v e proto col.

2.3.1 In tuition and analysis b ehind

Steps 1 and 2.

Steps 1 and 2 essen tially run k

10

copies of Steps 1

and 2 of the simple proto col, and ha v e Alice and

Bob mak e some simple c hec ks to insure that the

other part y isn't inputting 0 in to the proto col

to o often. Using a simple probabilit y argumen t,

one can sho w that only with probabilit y 2

� k

c

, for

some constan t c > 0, will an y of the follo wing

ev en ts o ccur:

1. F or some i ,

jf j : b

i;j

= 1 ; a

i;j

= 0 gj

jf j : b

i;j

= 1 ; gj

<

1

8

;

and an honest Bob do esn't ab ort.

2. jf ( i; j ) : b

i;j

= 0 jgj >

k

11

2

+ 2 k

6

, and an

honest Alice do esn't ab ort.

As an imp ortan t corollary , it follo ws that, except

with probabilit y � 2

� k

c

, for some constan t c > 0,

either an honest Bob ab orts or,

jf i : a

i;x [ i; 0]

= a

i;x [ i; 1]

= 1 gj > k

10

= 16 :

2.3.2 In tuition and analysis b ehind

Step 3.

The tests made in Step 1 insure that, except for

a negligible fraction of the time, either Alice has

ab orted the proto col or Bob has only input a 0

in to the OR function at most k

11

= 2 + 2 k

6

times.

W e will therefore assume this b ound holds for

the rest of our discussion. Ho w ev er, it ma y b e

that for all 1 � i � k

10

,

b

i;x [ i; 0]

= b

i;x [ i; 1]

= 0 :

Step 3 has the prop ert y that with probabilit y

1 � o (1 =k ), either Alice will ab ort or,

jf i : b

i;x [ i; 0]

= b

i;x [ i; 1]

= 0 gj < 65 k

7

:

If Alice and Bob b oth ob ey the proto col, they

will ab ort with probabilit y o (1 =k ).

F or our analysis, w e consider the distribu-

tions of T ( k ) and S ( k ), de�ned b y

T ( k ) =

X

1 � i � k

10

j J

i

j ; and,

S ( k ) =

X

i 2 I

j J

i

j :
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By a standard probabilit y argumen t, w e ha v e

T ( k ) > k

11

= 2 � k

6

with probabilit y � 1 � exp ( � k

c

), for some con-

stan t c > 0. W e also ha v e, with probabilit y at

least 1 � exp ( � k

c

), that either Alice ab orted after

Step 1, or

T ( k ) < k

11

= 2 + k

6

:

Th us, for the rest of this discussion, w e only

consider the case where T ( k ) falls within these

b ounds.

W e no w b ound the mean and v ariance of

S ( k ), conditioned on T ( k ) = T (assuming T falls

within the ab o v e b ounds). S ( k ) is just the sum

of k

10

indep enden t random v ariable Y

i

, where Y

i

tak es the v alue j J

i

j with probabilit y 1 = 32 and the

v alue 0 otherwise. Th us the exp ectation of S ( k )

is simply T = 32. The v ariance of Y

i

is simply ,

j J

i

j

2

32

�

j J

i

j

2

1024

�

k

2

32

;

since j J

i

j � k . Th us, the v ariance of S ( k ) is at

most k

12

= 32. Therefore, with high probabilit y ,

k

11

= 64 � k

6

= 32 < E ( S ( k )) < k

11

= 64 + k

6

= 32 :

Using the ab o v e b ound on E ( S ( k )), w e ha v e b y

Cheb yshev's inequalit y ,

pr ob ( j S ( k ) � k

11

= 64 j � k

7

) �

k

12

= 32

( k

7

� k

6

= 32)

2

� O

�

1

k

2

�

:

First, w e consider the case where Bob is hon-

est. In this case, w e ha v e x [ i; �r

i

] 62 J

i

, and th us

j J

i

� x [ i; �r

i

] j = j J

i

j . Therefore, the distribution

of

jf ( i; j ) : i 2 I ; j 2 J

i

� x [ i; �r

i

] gj ;

will b e equal to the distribution of S ( k ). Since,

S ( k ) < k

11

= 64 � k

7

with o (1) probabilit y , w e ha v e

that they will ab ort with probabilit y o (1 =k ) (the

other reasons they migh t ab ort are easily seen to

o ccur with negligible probabilit y).

W e next consider the case where Bob is ma-

licious. De�ne,

bad = f i : b

x [ i; 0]

= b

x [ i; 1]

= 0 g :

F or i 2 bad , w e ha v e, j J

i

� x [ i; �r

i

] j = j J

i

j � 1,

for an y v alue of r

i

giv en b y Bob. Th us, if j bad \

I j > e ( k ), with probabilit y 1 � exp( � k

c

), for some

c > 0, then w e ha v e

jf ( i; j ) : i 2 I ; j 2 J

i

� x [ i; �r

i

] gj � S ( k ) � e ( k ) ;

with high probabilit y .

W e no w sho w that if j bad j � 65 k

7

, and

T ( k ) < k

11

= 2 + k

6

, then Alice will ab ort with

probabilit y 1 � o (1 =k ). By a simple proba-

bilit y argumen t, w e ha v e that with probabilit y

1 � exp( � k

c

), for some c > 0,

j bad \ I j > 2 k

7

+ k :

Th us,

jf ( i; j ) : i 2 I ; j 2 J

i

� x [ i; �r

i

] gj � k

11

= 64 � k

7

� k ;

with probabilit y 1 � o (1 =k ). Note that this is

true regardless of what v alues Bob giv es for �r

i

.

Ho w ev er, Bob m ust deliv er k

11

= 64 � k

7

pairs to

Alice to k eep her from ab orting immediately , and

th us m ust giv e an extra k pairs ( i; j ) suc h that

b

i;j

= 1. Ho w ev er, for eac h of these pairs, there

is an indep enden t

1

2

c hance that a

i;j

= 0, and

th us Alice will ab ort with high probabilit y .

2.3.3 In tuition and analysis b ehind

Steps 4 and 5.

Let us summarize the progress that has b een

made th us far. Alice and Bob ha v e generated

k

10

triples ( a

x [ i; 0]

; a

x [ i; 1]

; r

i

), of whic h at most

k

10

= 32 + k

6

triples ha v e b een used up for test-

ing. Unless they are mo derately unluc ky (whic h

happ ens with probabilit y o (1 =k )), either one of

them has ab orted the proto col, or the follo wing

conditions hold for the remaining triples.

1. Bob kno ws the v alue of a

x [ i;r

i

]

.

2. F or all but 65 k

7

triples, Bob p ossesses in-

formation on only one elemen t of the pair,

( a

x [ i; 0]

; a

x [ i; 1]

).

3. There exist at least k

10

= 32 � k

6

triples in

whic h Alice do esn't kno w the v alue of r

i

.

Bob's adv an tage on 65 k

7

triples is v ery small, but

Alice's kno wledge of r

i

is quite substan tial. W e
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need a w a y of diluting Alice's \unfair" kno wledge

without o v erly increasing Bob's \unfair" kno wl-

edge.

W e will reduce this scenario to one whic h

can b e handled using kno wn tec hniques. Con-

sider the follo wing scenario: Supp ose w e ha v e k

triples,

( a

1 ; 0

; a

1 ; 1

; r

1

) ; : : : ; ( a

n; 0

; a

k ; 1

; r

k

) :

F or all i , Bob kno ws a

i;r

i

but has no information

ab out a

i; �r

i

. F urthermore, there is an i suc h that

Alice has no information ab out r

i

. There exists

a construction [ ? ] b y whic h Alice can tak e t w o

secrets s

0

; s

i

2 f 0 ; 1 g , and send Bob a message

that will allo w him to reconstruct s

c

, where c =

r

1

� � � � � r

k

. Ho w ev er, Alice will not b e able

to reconstruct c , and Bob will not b e able to

reconstruct s

�c

.

T o adapt this tec hnique to the curren t sce-

nario, Alice and Bob pic k a set of k triples from

our p o ol of triples, and hop e that they ob ey the

conditions of the old scenario ha v e b een met. In

Step 4 of the proto col, Bob randomly c ho oses

q = b k

10

= 2 k c disjoin t sets of k triples. In Step 5

of the proto col, Alice pic ks one of these sets, and

uses the metho d men tioned ab o v e to transfer s

c

to Bob.

W e no w b ound the probabilit y that the con-

ditions of the old scenario will b e met. By a

standard probabilistic argumen t, eac h set will

con tain a triple ( a

0

; a

1

; r ) suc h that Alice has

no information ab out r , with probabilit y at least

1 � 2

� k

c

, for some c . Th us, no matter whic h set

Alice pic ks, her kno wledge constrain t (not kno w-

ing one of the r

i

's) will b e ful�lled with high

probabilit y . F urthermore, w e kno w that Bob's

kno wledge constrain t (nev er kno wing b oth ele-

men ts of a pair ( a

i; 0

; a

i; 1

)) can b e violated for

at most 65 k

7

of these sets. Therefore, if Alice

pic ks one at random, then Bob's constrain t will

b e violated with probabilit y 65 k

7

=q = o (1 =k ).

2.4 Implemen ting standard 1{2 OT

from w eak 1{2 OT.

W e no w sho w ho w to implemen t 1{2 OT proto-

col, using a w eak 1{2 OT proto col as a subprim-

itiv e. As is standard, w e allo w our implemen ta-

tion to deviate from the ideal, pro vided that this

is with probabilit y 1 � exp � k

c

, for some constan t

c > 0.

OT(s

0

,s

1

,c,k) /* k is the securit y parameter */

1: F or 1 � i � k and b 2 f 0 ; 1 g , Alice uni-

formly c ho oses r

i;b

. F or 1 � i � k , Alice

and Bob run w eak{OT( r

i; 0

; r

i; 1

; k ). When-

ev er the w eak{OT subproto col's run is suc-

cessful, then Bob will learn ( c

i

; r

i;c

i

). De-

�ne I b y that i 2 I i� w eak{OT( r

i; 0

; r

i; 1

; k )

did not ab ort. If j I j < k = 2, then Alice and

Bob ab ort.

2: F or 1 � i � k , Bob computes q

i

= c � c

i

.

Bob sends q

1

; : : : ; q

k

to Alice, who sends

bac k,

S

0

= s

0

�

M

i 2 I

r

i;q

i

; and,

S

1

= s

1

�

M

i 2 I

r

i; �q

i

:

Bob computes,

s

c

= S

c

�

M

i 2 I

r

i;c

i

:

W e no w brie
y outline wh y this proto col is

correct. If b oth parties are honest, then with

probabilit y at least 1 � exp ( � k

c

0

), for some c

0

> 0,

they will not ab ort on k = 2 subproto cols. In this

case, Bob will alw a ys b e able to reconstruct s

c

.

Alice will receiv e information ab out c i� she

receiv es information ab out r

i

for some i 2 I .

But this will happ en with probabilit y at most

exp ( � k

c

0

), for some c

0

> 0. Bob will get infor-

mation on b oth bits i� for all i 2 I , Bob learns

the v alue of b oth r

i; 0

and r

i; 1

. Similarly , an ele-

men tary probabilit y calculation sho ws that this

will happ en with probabilit y at most exp ( � k

c

0

),

for some c

0

> 0.

3 Reducing 1{2 OT to func-

tions with an im b edded OR.

W e no w sk etc h the pro of of our main theorem.

Theorem 1 One can implemen t 1{2 OT on top

of an ideal implemen tation of G

F

i� F ( i; j ) p os-

sesses an im b edded OR.
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Pro of: (Sk etc h)

( ( ) W e �rst sho w that if F has an im b edded OR,

then it can b e used to sim ulate an appro ximate

v ersion of the OR gate. W e then sho w that if one

uses this appro ximate OR in place of an ideal

OR in our implemen tation of 1{2 OT, one will

still ac hiev e a w eak ened form of 1{2 OT that can

b e used to implemen t standard 1{2 OT, using

kno wn tec hniques [ ? ].

Let i

0

; i

1

; j

0

; j

1

; x

0

; x

1

b e as in De�nition ?? .

If Alice and Bob ha v e inputs a and b for whic h

they wish to ev aluate O R ( a; b ), they simply in-

put i

a

and j

b

resp ectiv ely to the F blac k b o x,

and receiv e x = F ( i

a

; i

b

). If the output x of F

is not equal to x

0

or x

1

then b oth parties ab ort

the en tire 1{2 OT proto col. If a = 1 and x = x

0

,

then Alice ab orts the en tire 1{2 OT proto col. If

b = 1 and x = x

0

, then Bob ab orts the en tire 1{2

OT proto col. Otherwise, Alice and Bob compute

O R ( a; b ) = c , where x = x

c

.

If Alice and Bob w ere guaran teed to only in-

put \legal" v alues, then this proto col w ould im-

plemen t an ideal OR gate, and w e w ould b e done.

Ho w ev er, a malicious Alice f Bob g could input

a v alue

^

i f

^

j g , other than i

0

; i

1

f j

0

; j

1

g . Ho w-

ev er, a simple case analysis yields the follo wing:

Either ( 9 a ) F (

^

i ; j

b

) = F ( i

a

; j

b

) f ( 9 b ) F ( i

a

;

^

j ) =

F ( i

a

; j

b

) g , for b 2 f 0 ; 1 g f a 2 f 0 ; 1 gg , or the

nonc heating pla y er will ab ort the 1{2 OT pro-

to col with probabilit y at least

1

2

(recall that the

nonc heating pla y er c ho oses his input bit at ran-

dom). Th us, either the c heating is completely

irrelev an t (i.e. isomorphic to inputting a legiti-

mate input), or will cause the en tire proto col to

ab ort with probabilit y

1

2

. W e call the latter form

of c heating, c atastr ophic che ating .

Supp ose that Bob catastrophically c heats.

By a simply probabilit y argumen t, it is with only

negligible probabilit y that Bob can catastrophi-

cally c heat in k = 4 of the k w eak 1{2 OT subpro-

to cols without the en tire 1{2 OT proto col ab ort-

ing. In this case, he w ould still ha v e to success-

fully c heat in at least k = 4 of the other proto cols

in order to get information ab out b oth s

1

and s

2

.

By the same analysis as with the ideal OR gate,

it is still the case that Bob will get information

ab out b oth bits with only negligible probabilit y .

If Alice ev er catastrophically c heats, she will

certainly learn c with probabilit y at most half,

since with probabilit y

1

2

the proto col will ab ort

b efore Bob do es an ything dep ending on c .

Th us, if w e use our appro ximate OR gate, w e

will get a proto col in whic h,

1. A malicious Alice will get information

ab out c with probabilit y b ounded a w a y

from 1, and

2. A malicious Bob will get information ab out

b oth s

0

and s

1

with only negligible proba-

bilit y .

Ho w ev er, there exists a reduction from 1{2 OT

to this form of oblivious transfer [ ? ], and th us w e

can implemen t 1{2 OT using a blac k b o x for F .

3

( ) ) Supp ose that Alice and Bob ha v e a proto col

for 1{2 OT using a blac k b o x for F . W e consider

the exp erimen t whereb y Alice c ho oses s

0

and s

1

uniformly , and runs the proto col with Bob. W e

can assume that the dialog b et w een Alice and

Bob consists of a n um b er of rounds, eac h consist-

ing of a query q

i

, from Bob to Alice, a reply r

i

,

and an execution of c

i

= F ( a

i

; b

i

), where a

i

and

b

i

are input from Alice and Bob resp ectiv ely . W e

imp ose no restrictions on the n um b er of rounds

or the size of the messages in these rounds.

De�ne A

F

( b; c ) = f a : F ( a; b ) = c g and

B

F

( a; c ) = f b : F ( a; b ) = c g . De�ne,

P

i;j

= pr ob ( s

i

= j jf ( q

l

; r

l

; A

F

( b

l

; c

l

)) g ) :

Using a straigh tforw ard probabilit y argumen t,

one can sho w that Bob's b est strategy for guess-

ing s

i

is to guess j so as to maximize P

i;j

, and

that Bob will b e correct with probabilit y P

i;j

.

No w, for all l , Alice kno ws ( q

l

; r

l

; a

l

; c

l

), so if

she could compute A

F

( b

l

; c

l

) for all l , she could

compute P

i;j

. W e no w argue that if F do esn't

ha v e an im b edded OR, then she can alw a ys com-

pute A

F

( b; c ) giv en ( a; c ). First, w e observ e that

b y de�nition, b 2 B

F

( a; c ). No w, w e claim that

if F do esn't ha v e an im b edded OR, then for all

3

In fact, a more complicated analysis sho ws that the

our implemen tation of 1{2 OT will still implemen t 1{2

OT ev en with the appro ximate OR gates substituted in

for the real ones.
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b

0

2 B

F

( a; c ), A

F

( b; c ) = A

F

( b

0

; c ). Otherwise, if

there w as an a

0

suc h that

a

0

2 A

F

( b; c ) ; a

0

62 A

F

( b

0

; c ) ;

then w e w ould ha v e,

F ( a; b ) = F ( a

0

; b ) = F ( a; b

0

) = c;

and F ( a

0

; b

0

) 6= c , whic h w ould yield an im b ed-

ded OR. By the same argumen t, a

0

2 A

F

( b

0

; c )

implies that a

0

2 A

F

( b; c ), and hence, Alice can

compute A

F

( b; c ) giv en ( a; c ) b y simply comput-

ing A

F

( b

0

; c ) for an y b

0

2 B

F

( a; c ).

No w w e ha v e a con tradiction. After the com-

pletion of the 1{2 OT proto col, with high prob-

abilit y it will b e the case that P

c;s

c

is close to

1, P

c; �s

c

is close to 0, and b oth P

�c; 0

and P

�c; 1

are

close to

1

2

. This is just sa ying that Bob is cor-

rectly guessing s

c

with probabilit y close to one,

but do es not ha v e a go o d idea for the v alue of s

�c

.

Ho w ev er, since Alice can also compute P

i;j

, she

can compute c , whic h is a con tradiction. Th us,

Alice and Bob can't use F to implemen t oblivi-

ous transfer, ev en when they are b oth honest. 2
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