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Abstract

Nearly all of the w ork on constructing zero-kno wledge pro of systems relies on

v ery strong complexit y theoretic assumptions. W e consider a form of \no use"

zero-kno wledge, and sho w that ev ery language in PSP A CE has an in teractiv e

pro of system that pro v ably ac hiev es \no-use" zero-kno wledge against honest

v eri�ers.

1 In tro duction.

1.1 Di�culties with pro ving zero-kno wledge.

There are at least t w o neat things ab out in teractiv e pro of systems [10]. First, they

allo w one to pro v e PSP A CE hard assertions [19]. Second, they se em to allo w us

to div orce the transfer of con�dence from the transfer of kno wledge, through the

elegan t notion of zer o-know le dge inter active pr o of systems [10 ]. Unfortunately , there

are few non trivial languages (e.g., graph nonisomorphism [12]) that are kno wn to

ha v e zero-kno wledge pro of systems. The only w a y kno wn to sho w that a language

has a zero-kno wledge pro of system is to sho w that it has a statistically zero-kno wledge

pro of system. Ho w ev er, suc h an approac h can not giv e v ery m uc h generalit y: Results

of F ortno w [7] and Boppana-H � astad-Zac hos [5 ] imply that if N P has statistically

zero-kno wledge pro ofs, then the p olynomial-time hierarc h y collapses

1

Suc h negativism stands in sharp con trast to the brigh t p oten tial of computa-

tional zero-kno wledge pro of systems. All of I P (and hence all of PSP A CE) has zero-

kno wledge pro ofs pro vided that a secure cryptographic bit-committal sc heme exists

[15]. Secure cryptographic bit-committal sc hemes can b e based on pseudorandom bit

generators [17 ], whic h in turn can b e based on one-w a y functions [14 , 13 ]. Ho w ev er,
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w e ma y nev er b e able to pro v e the existence of one-w a y functions. Ho w m uc h securit y

can w e actually pro v e, here and no w, without an y conjectures? Recen t tec hniques

allo w us to pro v e some not completely trivial p ositiv e theorems ab out secure pro of

systems.

1.2 \No-use" zero-kno wledge against honest v eri�ers.

A massiv e simplifying assumption one can mak e is that the v eri�er ob eys the proto col,

and only later attempts to obtain extra information. Ho w ev er, ev en in the honest

v eri�er mo del, there are no in teresting language classes that ha v e zero-kno wledge

pro of systems. Indeed, the negativ e results of [7, 5, 1] hold for the honest v eri�er

mo del.

In this pap er, w e consider a sligh tly w eak er form of securit y , whic h is a form of

\no-use" zero-kno wledge against non uniform honest v eri�ers. V arious de�nitions of

\no-use" zero-kno wledge ha v e b een prop osed [20 , 6]. Our basic in tuition is as follo ws:

Seeing a pro of that x 2 L , should not enable one to compute an y predicates on x

that one could not compute b efore. This in tuition motiv ates the follo wing de�nition.

De�nition 1 Let ( P ; V ) b e an in teractiv e pro of system for a language L , and let

( P ; V )( x ) denote the distribution on transcripts pro duced b y running ( P ; V ) on input

x . F or S an arbitrary subset of L , de�ne S

k

= f x : x 2 S; j x j = k g . W e sa y that ( P ; V )

is \no-use" zero-kno wledge against honest v eri�ers if for all S � L , and all predicates

Q , the follo wing holds: Supp ose there exists a (p ossibly non uniform) circuit family

f C

k

g suc h that j C

k

j � k

c

1

, and

pr ob ( C

k

( x; ( P ; V )( x )) = Q ( x )) >

1

2

+

1

k

c

2

;

for all k 2 S

k

, where c

1

and c

2

are constan ts (indep enden t of k ). Then there exists a

(p ossibly non uniform) circuit family f C

0

k

g suc h that j C

0

k

j � k

c

3

; for some constan t c

3

(dep ending only on c

1

; c

2

and L ), and C

0

k

( x ) = Q ( x ) for x 2 S

k

.

The ab o v e de�nitions arguably captures some of our basic in tuition ab out securit y

with resp ect to an honest v eri�er. It is certainly far from ideal, but has the vitue of

pro v abilit y . In this extended abstract, w e sk etc h a pro of of the follo wing theorem.

Theorem: An y language that has an in teractiv e pro of system ( P ; V ) (i.e. an y lan-

guage in PSP A CE) has an in teractiv e pro of system ( P

�

; V

�

) that is \no-use" zero-

kno wledge against honest v eri�ers.

This theorem also allo ws us to sho w that other natural notions of securit y ma y

b e ac hiev ed. F or instance, one ma y wish to see a pro of that x 2 L , and use this to

compute some predicate Q on y , for some other string y . Ho w ev er, for y of length

that is some �xed p olynomial in x , one can construct a new language L

0

suc h that

( x; y ) 2 L

0

i� x 2 L , a new predicate Q

0

( x; y ) = Q ( y ), and apply our theorem.

Our pro of uses man y fashionable tec hniques, including
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1. Metho ds for constructing functions that are lo cally self reducible [2, 16 ],

2. Shamir's theorem that I P = PSP A CE [19],

3. Results on univ ersal hard-core predicates [8], and

4. Zero-kno wledge pro ofs based on ideal bit-commitmen t [4].

1.3 Outline of the pap er

In Section 2, w e giv e the in tuition b ehind our pro of. In Section 3, w e discuss bit

committal based on a PSP A CE hard language (QBF for explicitness). In Section 4,

w e outline the construction of our secure pro of system. In Section 5, w e outline the

argumen t that the proto col is secure.

2 Ov erview of the pro of.

The essence of our pro of is as follo ws. Supp ose one augmen ts the standard mo del

for in teractiv e pro of system with an abstract ideal committal sc heme, collo quially

kno wn as an en v elop e. Then for an y language L 2 I P (ak a PSP A CE), there exists

a pro v ably zero-kno wledge in teractiv e pro of system for L [4]. A reasonable approac h

is to implemen t en v elop es with a cryptographic proto col that still preserv es some of

the securit y prop erties of abstract en v elop es.

A di�cult y with this approac h is that w e m ust base our commitmen t sc heme on

some complexit y assumption. Ho w ev er, this assumption will b e b ey ond our abilit y to

pro v e correct, and so w e m ust allo w for the p ossibilit y of it b eing completely wrong!

Our approac h is to mak e our committal sc heme hard to break relativ e to the di�cult y

of sim ulating the pro v er. Roughly , if there is a small circuit that can distinguish a

committed 0 from a committed 1, then there is a small circuit that can p erform the

most vital functions of the pro v er.

Ho w do w e mak e suc h a committal proto col? W e �rst construct a function F that

is computable in PSP A CE, and v ery hard to compute on a v erage. An y circuit that

can compute F with nonnegligible probabilit y on a random input of size k

c

, for some

constan t c , can b e transformed in to a circuit for computing QB F (the set of true

quan ti�ed b o olean form ulas) on inputs of size k .

2

W e construct suc h a function b y

using the tec hniques of Bea v er-F eigen baum, Lipton, and Y ao [2, 16 , 21 ]. W e can then

use a lemma of Goldreic h-Levin [8] to argue that if x and y are c hosen at random,

then it is hard to compute b = F ( x ) � y , where F ( x ) and y are treated as b o olean

v ectors. Th us, a random x and y serv es to commit a random bit b . This bit ma y b e

rev ealed later b y giving an in teractiv e pro of that b = F ( x ) � y , using Shamir's proto col

[19].

2

W e do not use an ything sp ecial ab out QB F - just that it is PSP A CE complete.
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Giv en a p erfect zero-kno wledge pro of with en v elop es, w e no w simply replace the

en v elop es with out commitmen t sc heme. The resulting proto col can b e p erfectly

sim ulated b y a p olynomial-time sim ulator, S

per f

, that has access to the follo wing t w o

pieces of magic:

1. An oracle that computes QB F on inputs of size j x j

c

, where c dep ends on l .

2. An advice distribution that outputs a set of su�cien tly man y random com-

mittals and decommittals for b = 0 and b = 1, using the appropriate securit y

parameter (based on the size of x ).

Unfortunately , this sim ulation uses to o m uc h magic to b e immediately useful. Using

the sim ulator for the en v elop e proto col, w e construct a \sim ulator," S

�

, that has

access to the advice distribution, but do es not ha v e access to the QB F oracle.

W e can't pro v e that the sim ulation p erformed b y S

�

is indistinguishable from

the actual proto col. If w e are luc ky , it will b e as go o d as the real thing insofar as

computing predicates is concerned. Ho w ev er, if this is not the case, w e can construct

a circuit that, using only the advice distribution, can compute QB F on inputs of

size j x j

c

. Using this circuit, w e can then p erfectly sim ulate the proto col with just

the advice distribution. Finally , w e can easily sho w that in the circuit mo del of

computation access to suc h an advice distribution do es not allo w one to compute an y

new predicates. This is accomplished b y a simple \hardwiring" argumen t, and the

fact that the advice distribution dep ends only on the size of x .

3 Committing bits using our PSP A CE hard prob-

lem.

In this section, w e describ e our new bit-committal proto col. The no v el feature of our

bit is that a small circuit that is able to distinguish a committed 0 from a committed

1 can b e transformed in to a small circuit to solv e b ounded sized instances of QB F

(quan ti�ed b o olean form ulas). W e �rst sho w the existence of a function

F

0

k

: f 0 ; 1 g

k

c

1

! f 0 ; 1 g

k

c

1

;

for some constan t c

1

, suc h that if for nearly all random x , one can compute F

0

k

( x )

correctly , then one can e�cien tly decide QB F on problems of size k . Using a con-

struction due Y ao [21 ], w e then create a function F

k

suc h that computing F

k

with

nonnegligible probabilit y on a random input allo ws one to solv e QB F . Finally , w e use

a result b y Goldreic h-Levin [8], to create a bit committal sc heme with the required

prop erties.

F or an additional lo ok at using a v erage-case hard problems to ac hiev e bit-

committal (as w ell as n umerous other results in this area), w e refer the reader to

a forthcoming man uscript b y Ostro vsky , V enk atesan, and Y ung [18 ]. In terestingly ,

4



they ha v e a completely di�eren t w a y of constructing problem that is PSP A CE hard

on a v erage, using the more traditional to ols of a v erage-case completeness.

3.1 Creating a hard function.

Our construction follo ws immediately from the metho ds of Bea v er-F eigen baum and

Lipton [2, 16]. Let l b e suc h that 2

l

> k + 1, and de�ne the �eld F = GF (2

l

). Note

that F has at least k + 1 nonzero elemen ts. Let QB F

k

: f 0 ; 1 g

k

! f 0 ; 1 g b e the

c haracteristic function of QB F , restricted to k -bit inputs.

First, w e de�ne p

0

[ x

i

] = 1 � x

i

and p

1

[ x

i

] = x

i

. Giv en a b o olean k -v ector,

~

A =

a

1

; : : : ; a

k

, w e de�ne �

~

A

: F

k

! F

k

b y

�

~

A

( x

1

; : : : ; x

k

) =

Y

1 � i � k

p

a

i

[ x

i

] :

Note that �

~

A

is a m ultiv ariate p olynomial of degree k . F urthermore, it is not hard to

sho w that for x

1

; : : : ; x

k

2 f 0 ; 1 g , w e ha v e

�

~

A

( x

1

; : : : ; x

k

) =

(

1 if x

i

= a

i

for 1 � i � k , or,

0 if x

i

6= a

i

for some 1 � i � k .

W e de�ne F

0

k

: F

k

! F b y

F

0

k

( x

1

; : : : ; x

k

) =

X

~

A 2f 0 ; 1 g

k

QB F

k

(

~

A ) �

~

A

( x

1

; : : : ; x

k

) :

Note that F

0

k

is also a m ulti-v ariate p olynomial of degree at most k . F urthermore, for

x

1

; : : : ; x

k

2 f 0 ; 1 g , w e ha v e

F

0

k

( x

1

; : : : ; x

k

) = QB F

k

( x

1

; : : : ; x

k

) :

Also, note that F

0

k

can b e uniformly computed in PSP A CE.

No w, since F

0

is a m ultiv ariate p olynomial of degree k o v er a �eld with at least

k + 1 nonzero elemen ts, w e can randomly reduce the problem of computing F

0

(

~

X ) to

that of computing

F (

~

Y

0

) ; : : : ; F (

~

Y

k

) ;

where eac h individual Y

i

is distributed uniformly o v er F

k

(implicitly in [2], more

explicitly in [3]). Using an argumen t of Lipton [16 ], w e ha v e the follo wing lemma.

Lemma 1 Supp ose there exists a circuit C of size s suc h that if x

1

; : : : ; x

k

2 F is

uniformly distributed,

pr ob ( C ( x

1

; : : : ; x

k

) = F

0

k

( x

1

; : : : ; x

k

)) > 1 �

1

3 k

:

Then there exists a circuit C

0

of size ( sk )

c

that computes F

0

k

(and th us QB F

k

). Here,

c is some global constan t. F urthermore, for k su�cen tly large, F

0

k

will b e nonzero on

at least 1 = 3 k of its inputs.
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Pro of: (Sk etc h) Our pro of w orks the same w a y as do es Lipton's pro of of the a v erage

case complexit y of the p ermanen t. One can compute QB F

k

( x ) b y a lo cally random

reduction to F

0

( y

0

) ; : : : ; F

0

k

( y

k

), where for eac h i , y

i

is distributed uniformly . No w,

for an y i , there is at most a 1 = 3 k c hance that C ( y

i

) will b e di�eren t from F

0

k

( y

i

), and

th us there is at most a ( k + 1) = 3 k c hance that C ( y

i

) deviates from F

0

k

( y

i

) for an y

i 2 [0 ; k ]. Hence, if one p erforms a lo cally random reduction to from QB F

k

to F

0

k

,

and substitutes the output of C

0

for that of F

0

k

, one will obtain the correct answ er

with probabilit y >

1

2

. The probabilistic circuit one obtains can b e easily c hanged in to

a deterministic circuit with only p olynomial blo w up.

T o see that F

0

k

m ust b e nonzero with probabilit y at least 1 = 3 k (for suitably large

k ), w e note the follo wing fact, whic h follo ws straigh tforw ardly from the de�nition of

the Bea v er-F eigen baum reduction: If F

0

k

( y

i

) = 0 for all i 2 [0 ; k ], then QB F

k

( x ) m ust

b e 0. Since for k su�cen tly large, there alw a ys exists some x suc h that QB F

k

( x ) is

nonzero, the pro of follo ws from the same argumen t of Lipton's.

Un tuitiv ely , it should b e hard to compute F

0

on a large (but p olynomial-sized)

set of random inputs, since one of them is b ound to b e in the hard set. Using an

ampli�cation lemma due to Y ao, w e can create a new function F

k

that runs F

0

k

on

sev eral inputs in parallel. Using Y ao's tec hnique, and the previous lemma, w e can

pro v e the follo wing lemma.

Lemma 2 F or k > 1, there exists a function, F

k

: k

c

2

! k

c

2

, where c

2

is some global

constan t, with the follo wing prop ert y . Supp ose there existed a circuit C of size s suc h

that if x

1

; : : : ; x

k

c

2

2 F is uniformly distributed,

pr ob ( C ( x

1

; : : : ; x

k

c

2

) = F

0

k

( x

1

; : : : ; x

k

c

2

)) > �;

and � > 2

� k

. Then there exists a circuit C

0

of size ( sk =� )

c

3

, where c

3

is some global

constan t, that computes QB F

k

. F urthermore, for k su�cien tly large, F

k

( x

1

; : : : ; x

k

c

2

is nonzero with probabilit y at least 1 � 2

� k

.

Clearly , F

k

can b e computed in PSP A CE. It ma y seem o dd that Lemma 2 can

allo w � to b ecome sup erp olynomially small. Ho w ev er, in suc h cases, the b ound on

the circuit size also b ecomes sup erp olynomial.

3.2 Using F

k

to commit a bit.

F or our proto col, w e need to commit and decommit a bit b . In the follo wing proto cols,

the committor runs in probabilistic PSP A CE, and the v eri�er runs in probabilistic

p olynomial time.

Proto col commit (b,k) The committor uniformly c ho oses X ; Y 2 f 0 ; 1 g

k

c

2

suc h that

b = F

k

( X ) � Y .

3

The committor sends X ; Y to the v eri�er.

3

Here, the � op erator denotes the dot pro duct.
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Proto col decommit (b,k,X,Y) The decommittor output b and, using Shamir's pro-

to col, in teractiv ely pro v es to the v eri�er that b = F

k

( X ) � Y . Shamir's proto col is run

man y times so as to ac hiev e a maxim um error probabilit y of 2

� k

.

The ab o v e proto cols form a committal system, if not necessarily a secure one. Once

X and Y are announced, b = F

k

( X ) � Y is completely sp eci�ed. Th us, the only w a y a

committor can break a decommittal is to giv e an in teractiv e pro of for a false theorem,

in whic h case he will b e caugh t with probabilit y 1 � 2

� k

.

W e can't sho w without an y assumptions that our bit commitmen t sc heme is secure.

Ho w ev er, using the pro of of Goldreic h-Levin theorem on hard-core bits, and our

previous lemmas, w e can relate the circuit complexit y of breaking our commitmen t

sc heme, with securit y parameter k , and the circuit complexit y of computing QB F

k

.

Crucial to the pro of of this lemma w as an additional, v ery p o w erful pro of tec hnique

dev elop ed at MIT, kno wn as asking Yishay for help .

Lemma 3 Let k > 1. Supp ose there exists a circuit C of size s suc h that

j pr ob ( C ( commit (0 ; k )) = 1) �

pr ob ( C ( commit (1 ; k )) = 1) j > �;

and � > 2

� k = 4

. Then there exists a circuit C

0

of size ( sk =� )

c

5

, where c

5

is some global

constan t, that computes QB F

k

.

Pro of: (Sk etc h) W e follo w the pro of of the existence of hardcore predicates for one-

w a y functions [8]. Consider the follo wing problem: Let X b e a b o olean n -v ector, and

let G

X

( Y ) b e a function suc h that

pr ob ( G

X

( Y ) = X � Y ) >

1

2

+ �;

for Y c hosen uniformly from the set of b o olean n -v ectors. Let distribution D b e

equal to ( Y ; G

X

( Y )), where Y is uniformly distributed o v er b o olean n -v ectors. Giv en

access to D , ho w w ell can one guess X ? Goldreic h and Levin [8] sho w ho w, in exp ected

time p olynomial in n and

1

�

, to construct a list of O (1 =�

2

) v ectors, suc h that with

high probabilit y X is on the list. Th us, one can guess the correct v alue of X with

probabilit y at least 
( �

2

).

W e no w sho w ho w to use C to pro duce a go o d guessing function G

F

k

( X )

for a

nonnegligible fraction of the X 's. First, consider the game where b is c hosen uniformly ,

and X and Y are c hosen uniformly sub ject to b = F

k

( X ) � Y . By a simple probabilit y

argumen t it follo ws that either

pr ob ( C ( X ; Y ) = F

k

( X ) � Y ) >

1

2

+

�

2

; or,

pr ob ( C ( X ; Y ) = F

k

( X ) � Y ) <

1

2

�

�

2

:
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W e no w consider the similar case where X and Y are c hosen uniformly . Using the

fact that F

k

( X ) is almost alw a ys nonzero, w e can sho w that F

k

( X ) � Y has only a v ery

small bias. Using this fact, and our b ound on epsilon, w e can then sho w that either

pr ob ( C ( X ; Y ) = F

k

( X ) � Y ) >

1

2

+

�

3

; or,

pr ob ( C ( X ; Y ) = F

k

( X ) � Y ) <

1

2

�

�

3

:

Assume without loss of generalit y that the former case holds (if the latter case holds,

simply negate the output of C ). Then b y a straigh tforw ard analysis, with probabilit y

at least �= 2, a randomly c hosen X will ha v e the prop ert y that

pr ob ( C ( X ; Y ) = F

k

( X ) � Y ) >

1

2

+

�

6

;

for a uniformly c hosen Y . F or suc h X , w e can use the Goldreic h-Levin algorithm to

guess the v alue of F

k

( X ) with probabilit y 
( �

2

), b y using the guessing function,

G

F

k

( X )

( Y ) = C ( X ; Y ) :

Ev en assuming that w e fail on all of the other v alues of X , w e can still guess F

k

( x )

with probabilit y c�

3

, for some global constan t c > 0. This pro cedure can b e hardwired

in to a circuit of the required size. Finally , for � > 2

� k = 4

, c�

3

> 2

� k

for k su�cien tly

large (constan t v alues of k can b e wired in), and w e can apply Lemma 2 to giv e the

desired result.

W e can use the no w standard tec hniques of Goldw asser-Micali [9 ] to analyze the

securit y of committing a set of m bits.

Lemma 4 Let k > 1, and let B denote some distribution on f 0 ; 1 g

m

. Giv en a circuit

C (with appropriately man y inputs), de�ne � ( C ; B ; k ) to b e the induced distribution

on

pr ob ( C ( commit ( b

1

; k ) ; : : : ; commit ( b

m

; k )) = 1) :

Then, if for an y B 2 f 0 ; 1 g

m

, there exists a circuit C of size s suc h that

j � ( C ; B ; k ) � � ( C ; 0

m

; k ) j > �;

and � > m 2

� k = 4

. Then there exists a circuit C

0

of size ( sk m=� )

c

6

, where c

6

is some

global constan t, that computes QB F

k

.
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4 Con v erting an in teractiv e pro of system in to a

secure in teractiv e pro of system.

In this section, w e sho w that if a pro of system ( P ; V ) exists for a language L , then

a pro of system ( P

�

; V

�

) exists that is \no use" zero-kno wledge against honest v er-

i�ers. W e �rst review some elemen tary facts ab out ac hieving zero-kno wledge with

ideal committal sc hemes (en v elop es). W e then giv e our �nal proto col, along with a

\sim ulator" that will pro v e crucial to our pro of of securit y .

4.1 Ac hieving zero-kno wledge with en v elop es.

Let us review some kno wn results on making proto cols one-sided [11] and imple-

men ting zero-kno wledge with en v elop es [4]. Supp ose there exists an in teractiv e pro of

system ( P ; V ) for a language L . If one is giv en an ideal, information-theoretically

secure bit committal proto col (i.e. en v elop es), one can con v ert ( P ; V ) in to a new

in teractiv e pro of system ( P

0

; V

0

), with the follo wing prop erties.

1. V

0

runs in probabilistic p olynomial time, and P

0

runs in probabilistic p olynomial

time, giv en access to an oracle for QB F

j x j

c

7

, for some constan t c

7

that dep ends

only on L .

2. F or x 2 L , ( P

0

; V

0

) will accept x with probabilit y 1.

3. F or x 62 L , and all

^

P , (

^

P ; V

0

) will accept with probabilit y less than 2

�j x j

.

4. F or x 2 L , V

0

's view of ( P

0

; V

0

) is p erfectly sim ulatable in probabilistic p olyno-

mial time.

F urthermore, w e can construct ( P

0

; V

0

) so that a pro of pro ceeds according to the

follo wing general format:

Step 1: P

0

uniformly c ho oses b

1

; : : : ; b

n

2 f 0 ; 1 g , where n = j x j

c

8

, and c

8

is a constan t

dep ending only on L . P

0

commits to b

1

; : : : ; b

n

using the ideal committal system.

Step 2: P

0

and V

0

talk bac k and forth, generating some con v ersation transcript, T .

Both P

0

and V

0

are allo w ed to 
ip coins during this phase. W e can require that V

0

immediately rev eals to P

0

all of his coin 
ips (i.e. that the proto col is Arth ur-Merlin).

Step 3: P

0

sends a set I � [1 ; n ], and for i 2 I ideally decommits b

i

. V

0

computes

some predicate,

accept ( x; T ; I ;

[

i 2 I

b

i

) :

Remark: In our normal form, bits are committed only in the �rst stage and decom-

mitted only in the third stage. The pro v er can e�ectiv ely commit to a new bit, b , in

the second phase b y rev ealing its exclusiv e-or with a random bit, b

i

. Decommitting b

i

is then equiv alen t to decommitting b . F urthermore, the pro v er can simply state the

v alue of B

i

in the second stage, and defer its actual decommittal un til Step 3. Note

9



that the v eri�er has nothing to lose b y deferring his ab ortion of the proto col un til

Step 3.

W e sa y that a probabilistic circuit S p erfectly sim ulates V

0

's view of ( P

0

; V

0

) if it

generates a distribution on

( T ; I ;

[

i 2 I

b

i

)

that is equal to that induced b y ( P

0

; V

0

). Note that S is not required to generate

b

1

; : : : ; b

n

along with T and I . The in tuition is that with an ideal commitmen t sc heme,

the v alues of uncommitted bits ha v e nothing to do with V

0

's view. Note also that S

�

implicitly generates V

0

's coin tosses, since they app ear in T .

4

4.2 De�ning our secure proto col.

W e no w de�ne our secure proto col ( P

�

; V

�

). On input x , ( P

�

; V

�

) execute the follo w-

ing proto col.

Step 1: P

�

and V

�

start running copies of P

0

and V

0

. P

0

outputs b

1

; : : : ; b

n

. F or

1 � i � n , P

�

runs proto col commit ( b

i

; j x j

c

7

), generating ( X

1

; Y

1

) ; : : : ; ( X

n

; Y

n

).

Step 2: P

�

and V

�

run P

0

and V

0

through Step 2 of the original proto col, generating

some con v ersation transcript, T .

Step 3: P

0

will output a set I � [1 ; n ]. F or i 2 I , P

�

and V

�

p erform proto col

decommit ( b; j x j

c

7

; X

i

; Y

i

). V

�

accepts i� she accepts all of the decommittals and V

0

accepts on input ( x; T ; I ; [

i 2 I

b

i

).

4.3 Sim ulators for our proto col.

The proto col giv en ab o v e is a pro of system, since the committal sc heme giv en in

Section 3 can only b e brok en with negligible probabilit y . In order to sho w that this

proto col has some non trivial securit y prop erties, w e will construct t w o sim ulators.

The �rst sim ulator giv es a p erfect sim ulation, but requires a great deal of outside

help. The second sim ulator requires less help, but giv es an imp erfect sim ulation that

ma y b e distinguishable from the actual proto col. Ho w ev er, w e can sho w that if one

is able to distinguish the second sim ulation from the actual proto col, then one can

implemen t the �rst sim ulation with only a small amoun t of outside help.

First, w e will de�ne our t w o forms of outside help. The �rst form of outside help

is a QB F

j x j

c

7

oracle. The second form of outside help is an advice distribution O ( j x j ).

W e de�ne O ( j x j ) as the distribution that, for 1 � i � j x j

c

8

and b 2 f 0 ; 1 g , outputs

( X

b

i

; Y

b

i

; T

b

i

), where

1. X

b

i

are Y

b

i

are c hosen indep enden tly from the set of j x j

c

2

c

7

-bit v ectors, sub ject

to b = F

j x j

c

7

( X

b

i

) � Y

b

i

, and,

4

In fact, one can pro duce a sim ulator S

�

^

V

that will sim ulate the (p ossibly hidden) coin 
ips of a

malicious v eri�er,

^

V . Ho w ev er, since w e only consider securit y against an honest v eri�er, w e do not

need to w orry ab out suc h considerations.

10



2. T

b

i

is c hosen from the distribution on transcripts of decommit ( b; j x j

c

7

; X

b

i

; Y

b

i

).

Informally , O ( j x j ) giv es transcripts of the committals and decommittals of j x j

c

8

0's

and j x j

c

8

1's, with securit y parameter j x j

c

7

.

Our �rst sim ulator, denoted S

per f

( x ), pro ceeds as follo ws. First, S

per f

obtains a

sample from O ( j x j ), then essen tially runs the proto col for P

�

and V

�

. When it is

necessary to sim ulate P

0

, S

per f

runs the program for P

0

, using the QB F

j x j

c

7

oracle.

Ho w ev er, instead of running the proto col for committing bit b

i

, S

per f

simply outputs

the v alues of ( X

b

i

; Y

b

i

i

) pro vided b y O . Similarly , instead of sim ulating the decom-

mittal of b

i

, S

per f

simply outputs the v alue of T

b

i

i

giv en b y O . It is straigh tforw ard

to v erify that S

per f

( x ) giv es a p erfect sim ulation for ( P

�

; V

�

) on input x 2 L .

Our next sim ulator, S

�

( x ) w orks as follo ws. First, S

�

j x j

obtains a set of triples

( X

b

i

; Y

b

i

; T

b

i

) from O ( j x j ). S

�

j x j

then runs S to obtain ( T ; I ; [

i 2 I

b

i

). F or i 62 I , S

�

j x j

sets

b

i

= 0. S

�

j x j

then outputs

1. (Step 1) ( X

b

i

i

; Y

b

i

i

), for 1 � i � j x j

c

8

,

2. (Step 2) T , and

3. (Step 3) I ,

[

i 2 I

b

i

, and

[

i 2 I

T

b

i

i

.

Remark: It ma y seem o dd at �rst that S

�

j x j

is not necessarily computable b y a small

probabilistic circuit, but rather needs access to a distribution that ma y in fact b e

v ery hard to generate. Ho w ev er, this do esn't really matter as far as pro ving no-use

zero-kno wledge is concerned. Supp ose that, when giv en a sample from some arbitrary

but �xed distribution D , a probabilistic circuit C can compute a predicate on a set

f x

i

g ; j x

i

j = k with an error probabilit y of less than 2

� k

(tak en o v er D and C 's coin

tosses). Then w e can hardwire C 's coin tosses and the output giv en b y D so as to

pro duce a deterministic circuit of the same size that correctly computes the predicate

on f x

i

g with no error.

5 Pro ving securit y for our proto col.

W e no w outline the pro of of the main theorem. W e �rst use Lemma 4 to pro v e the

follo wing k ey lemma.

Lemma 5 Let x 2 L . Supp ose there exists a circuit C of size s suc h that

j pr ob ( C ( x; ( P

�

; V

�

)( x )) = 1) �

pr ob ( C ( x; S

�

( x )) = 1) j > �;

where � > j x j

c

8

2

�j x j

c

7

= 4

. Then there exists a circuit of size ( s j x j =� )

c

12

that computes

QB F

j x j

c

7

. Here, c

12

is a constan t that dep ends only on L .

11



Pro of: (Sk etc h) First, w e note that S

�

correctly outputs man y comp onen ts of the

sim ulation with the correct distribution. By the prop erties of the sim ulator for the

ideal en v elop e proto col, it follo ws that S

�

( x ) generates the correct distribution for

T , I and

[

i 2 I

b

i

. The de�nition of O implies that for i 2 I , ( X

i

; Y

i

) and T

i

will b e

distributed correctly as w ell. Let Q represen t the set of this correctly sim ulated

material, i.e.,

Q =

 

T ; I ;

[

i 2 I

( b

i

; ( X

i

; Y

i

) ; T

i

)

!

:

W e can view S

�

( x ) and ( P

�

; V

�

)( x ) as outputting

0

@

Q;

[

i 62 I

( X

i

; Y

i

)

1

A

;

according to (p ossibly) di�eren t distributions. W e can further imagine that S

�

and

( P

�

; V

�

) �rst generate Q , and then generate the second comp onen t of the output

distribution based on Q . This conceptual view is not in accord with the pro cedures

w e ha v e sp eci�ed for generating the distributions in question, but can b e justi�ed

using conditional probabilities. W e denote the distributions induced on the second

comp onen t b y S

�

( x; Q ) and ( P

�

; V

�

)( x; Q ).

When w e pro ject on to the �rst co ordinate (lo oking at the v alue of Q ), the dis-

tributions of S

�

and ( P

�

; V

�

)( x ) are iden tical. By a straigh tforw ard probabilistic

argumen t, it follo ws that there is some v alue of Q suc h that

j pr ob ( C ( x; ( Q; ( P

�

; V

�

)( x; Q ))) = 1) �

pr ob ( C ( x; ( Q; S

�

( x; Q )) = 1)) j > �:

W e can hardwire Q in to C to obtain a circuit C

0

that distinguishes ( P

�

; V

�

)( x; Q ) from

S

�

( x; Q ). T o complete the pro of, is su�ces to sho w that a circuit that distinguishing

b et w een these t w o distributions on

S

i 62 I

( X

i

; Y

i

) can b e transformed in to a small circuit

for QB F

j x j

c

7

.

Giv en x and Q , ( P

�

; V

�

)( x; Q ) can b e generated b y c ho osing b

i

, for i 62 I , according

to some (conditional) distribution, and then c ho osing ( X

i

; Y

i

) according to b

i

and the

bit committal pro cedure.

5

S

�

( x; Q ) can b e generated b y c ho osing b

i

= 0 for i 62 I

and then c ho osing ( X

i

; Y

i

) according to b

i

and the bit committal pro cedure. The only

di�erence is in the distribution on the b

i

's (for i 62 I ). Th us, w e can let B b e the

distribution on b

i

, i 62 I , generated b y ( P

�

; V

�

)( x ), and apply Lemma 4 to complete

the pro of.

Using Lemma 5, it is relativ ely straigh tforw ard to complete the pro of of our main

theorem.

5

This is one of the p oin ts in our pro of where the honest y of the v eri�er is required. W e implicitly

assume that V

�

do es not lo ok at the X

i

; Y

i

v ectors; otherwise, this last claim w ould b e false.
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Theorem 1 Let ( P

�

; V

�

) b e the in teractiv e pro of system for L describ ed ab o v e.

Then ( P

�

; V

�

) is no-use zero-kno wledge against honest v eri�ers.

Pro of: (Sk etc h) Supp ose there existed a set S � L , a predicate Q , a constan t c ,

and a circuit family f C

k

g , suc h that for x 2 S ,

pr ob ( C

j x j

( x; ( P

�

; V

�

)( x )) = Q ( x )) >

1

2

+

1

j x j

c

:

First, w e only consider the case where 1 = 4 j x j

c

> j x j

c

8

2

�j x j

c

7

= 3

. F or an y v alue of c , the

set of p ossible x that violate this constrain t is �nite, and can th us b e handled b y a

lo ok-up table.

W e construct a circuit family f C

0

k

g for Q as follo ws. F or eac h k , w e consider the

probabilistic circuit C

sim

k

( x ), that has access to a random output of O ( k ). C

sim

k

( x )

simply runs C

k

( x; S

�

k

( x )). No w, one of the follo wing cases m ust hold,

1. F or all x 2 S; j x j = k , w e ha v e

pr ob ( C

sim

k

( x ) = Q ( x )) >

1

2

+

1

2 k

c

; or,

2. F or some x

0

2 S; j x

0

j = k , w e ha v e

j pr ob ( C

k

( x

0

; ( P

�

; V

�

)( x

0

)) = 1) �

pr ob ( C

k

( x

0

; S

�

k

( x

0

)) = 1) j >

1

4 k

c

:

In the �rst case, w e can p erform standard ampli�cation on C

sim

k

( x ) to construct a

circuit C

0

k

( x ) of size j x j

c

10

, where c

10

is a constan t dep ending only on L and c , suc h

that,

1. C

0

k

( x ) has access to (p erhaps man y) outputs from O ( k ).

2. F or all x 2 S; j x j = k , w e ha v e,

pr ob ( C

0

k

( x ) 6= Q ( x )) < 2

� k

:

W e can then hardwire the random and auxiliary inputs (from O ) of C

0

, so as to ensure

that C

0

k

( x ) = Q ( x ) for all x 2 S; j x j = k .

In the second case, w e can use Lemma 5 to pro duce a circuit for QB F

k

c

7

of size

k

c

11

, where c

11

is a constan t dep ending only on L and c . Using these small circuits,

w e can then construct a circuit that sim ulates S

per f

k

( S

per f

restricted to inputs of size

k ), whic h is of size k

c

12

(where c

12

is a constan t dep ending only on L and c ), and

whic h only uses an output from O ( k ) (since all of the calls to the QB F

k

c

7

oracle are

replaced b y the actual small circuit). W e can then construct a circuit C

�

k

( x ) that

13



simply runs C

k

( x; S

per f

k

( x )), whic h is in fact equiv alen t to running C

k

( x; ( P

�

; V

�

)( x )).

W e ha v e, for all x 2 S , j x j = k ,

pr ob ( C

�

k

( x ) = Q ( x )) >

1

2

+

1

k

c

:

Then, b y the same construction b y whic h w e generated a small C

0

k

from C

sim

k

, w e can

construct a circuit C

0

k

from C

�

k

, of size k

c

13

, where c

13

is a constan t dep ending only

on c and L .

6 Ac kno wledgmen ts.

I w ould lik e to ac kno wledge substan tial tec hnical help from Yisha y Mansour, and

some v ery useful commen ts on our de�nition of securit y b y Sha� Goldw asser.
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