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Abstract and is considered inefficient. It had been noted by several
researchers that even in the parallel repetitions case the zero
We consider zero knowledge interactive proofs in a knowledge property does not necessarily hold. Goldreich
richer, more realistic communication environment. In this and Krawczyk [12] proved a general lower bound: Any lan-
setting, one may simultaneously engage in many interactiveguage that has a three round (black-box) zero-knowledge
proofs, and these proofs may take place in an asynchronousnteractive proof with a negligible error probability (as can
fashion. It is known that zero-knowledge is not necessar-be obtained by parallel repetitions) is in BPP. Thus, for ex-
ily preserved in such an environment; we show that for a ample, unless Graph Isomorphism is in BPP, the protocol of
large class of protocols, tannotbe preserved. Any 4 round [13] for Graph Isomorphism does not remain zero knowl-
(computational) zero-knowledge interactive proof (or argu- edge when run many times in parallel. Several papers have
ment) for a non-trivial languagé is not black-box simulat-  dealt with this problem, usually by letting the verifier com-
able in the asynchronous setting. mit on it's (non-adaptive) questions in advance [1, 3, 11, 8].
Our initial feeling was that the protocols that keep
their zero knowledge property when run in parallel should
1. Introduction also remain zero knowledge even in a multi-session asyn-
chronous environment. However, in this paper, we give

Zero knowledge [16] turned out to be a useful tool for some indications that this is not always the case.

many cryptographic applications. Many works have stud- Let us say a few words abqut what we need o show. In
ied the numerous uses of zero knowledge proofs, and man)prder to ShO_W that a protocol is zero knowlgdge in a mod-
other works have suggested how to improve the ef“ficiencyern net\_No_rkmg enwron_ment, one must provide a proof th_at
of these proofs. However, most of these works considered€Ven within this complicated environment the protocol is

only the case where the proof stands alone, disconnecte%tIII ’zero I(;nowledge.”?ut for lis matterskgre S|m.pler. we
from the computing environment. An interesting question, on‘tneed to cover all facets of a networking environment.

which naturally arises these days, is how robust the no-We qnly haye to ShO_W that Zero know!edge may fail in a
tion of zero knowledge is in a broader setting. In particu- specmc_ setting that is part of this e_nwronment. Namely,
lar, many computers today are connected through networksthe environment may be more hostile to the protocol than

(from small local area networks to the entire Internet) in the specific case we study, but since a protocol fails even

which connections are maintained in parallel asynchronousWlth a benign setting, it is definitely not zero knowledge

sessions. It is common to find several connections (suchWhen we exte_nd the power of the enwronme_nt. In particu-
as FTP, Telnet, An internet browser, etc.) running togetherlar' a networking environment may have various protocols

on a single workstation. Can zero knowledge protocols berunnlnrg];, multiple tst_essm?s, more than two parties involved,
trusted in such an environment? asynchronous setling, etc.

The robustness of zero knowledge has been studied be- Ve show that zero knowledge may fail for a large class
fore in the “simple” case of parallel repetitions. It is of- of protocols, even if we only run a single protocol between

ten desirable to run a probabilistic protocol many times in ONlY two parties. We exploit the asynchronicity and the ex-
parallel, usually in order to reduce the expected error of a Stence of multiple sessions. Clearly, if we also add other
single run. The alternative of running these protocols Se_fgatu_res, such as additional pf_irnes and other protocols run-
quentially has a cost of increasing the number of rounds™ng in parallel, then the security problems can only be am-

plified.
:‘rNEC Re;earch Institute. E-mail: joe@regearch.nj.nec.com . We show that any four-round black-box zero-knowledge
erez':(g'h;?;finif;‘?f:m"ab’ MATAM, Haifa 31905, Israel. Emall: 40t \ith perfect completeness is not zero knowledge even
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versary (or the verifier) gets to choose which message getsime, then every other good player has observed the pas-
to be delivered next. Actually, the setting is even more be- sage of at least units of time. Dwork and Sahai [7] re-
nign: We set a specific schedule, known in advance to bothduce (but do not eliminate) the timing constraints required
prover and verifier. Still, if the protocol can be (black-box) by their defense. Our result is complementary to theirs, il-
simulated, then the language must be in BPP. lustrating why it is difficult to achieve zero-knowledge in

the asynchronous setting without using such an augmented
Theorem 1 Suppose thatP, V) is a 4-message interactive model. In another complementary result, Richardson and
proof or argument for, with perfect completeness and er- Kilian [20] show how to construct arguments with polyno-
ror at most% and suppose thatP, V') can be black-box  mially many rounds which are asynchronously simulatable
simulated in the asynchronous setting. Tliea BPP. against polynomially many simultaneous runs.

Feige and Shamir showed that witness indistinguishabil-

The 1 in the above statement may be replaced by any ity is preserved also in the asynchronous setting [9].
constant less than 1, with essentially no change to our The basic framework of our proof uses the ideas devel-
proofs; with slight care, any error bounded away from 1 oped by Goldreich and Krawczyk [12]. Following their
by a nonnegligible factor may be accommodated. technigue, we use a good simulafbof an interactive proof

Note that we get a separation between protocols that re<{or argument) P, V) for a languagd. to create an efficient
main zero knowledge even under parallel repetition and pro-prover Ps that caused” to accept reasonably often on in-
tocols that remain zero knowledge in an asynchronous setputs inL.
ting. Assuming the existence of one-to-one one-way func-
tions, there exist 4-message (computational) zero knowl-1 2. Guide to the paper
edge arguments for all NP languages [8]. However, there
there are no 4-message zero knowledge arguments for lan-
guages outside dBPP that are black box simulatable in
the asynchronous setting.

Some words on the terminology we are using. By zero
knowledge we meacgomputationalzero knowledge, i.e.,
the distribution output by the simulation is polynomial-time
indistinguishable from the distribution of the views of the
verifier in the original interaction. The prover may be in-
finitely powerful (i.e., an interactive proof) or it may be
computationally bounded (i.e., an argument). We consider
black box zero knowledge as defined by Goldreich and Oren o
[19, 14], and refined in [12]. 2. Preliminaries

In Section 2 we discuss black-box simulatability and the
framework used by Goldreich and Krawczyk. In Section 3
we show how to convert an asynchronous simulator into an
efficient prover. In Sections 4 and 5 we analyze the success
probability of this prover. These sections assume a slightly
restricted verifier: the verifier can decide whether or not to
accept based on the conversation thus far, and not on its
random coins. In Section 6 we describe how to eliminate
this restriction.

1.1. Related work 2.1. Black-Box Zero-Knowledge

There is a vast literature in the distributed computing ~ The initial definition of zero-knowledge [15] required
community dealing with asynchronicity. Within the cryp- that for any probabilistic polynomial time verifiét, a sim-
tology community, Beth and Desmedt [4] discuss such ulator Sy, exists that could simulaté’s view. Goldreich
asynchronous attacks in the context of identification pro- and Oren [19, 14] propose a seemingly stronger, “better
tocols, and proposed timing methods to defend against suctbehaved” notion of zero-knowledge, known lalsck-box
attacks. They showed that by agreeing to perform stepszero-knowledge. The basic idea behind black box zero-
of the protocol at certain precise times, and assuming thatknowledge is that instead of having a new simulatprfor
an adversary must take a certain amount of time to re-each possible verifier, we have a single probabilistic polyno-
spond to or reroute a message it received, one can thwartnial time simulatorS that interacts with each possiblé
its ability to schedule the message sequences in a detrimenFurthermore S is not allowed to examine the internals of
tal fashion. Dwork, Naor and Sahai [6] consider the role of V/, but must simply look at"’s input/output behavior. That
asynchronous attacks on zero-knowledge protocols. Theyis, it can have conversations with and use these conver-
give 4-round zero-knowledge protocols @t in an asyn-  sations to generate a simulationiok view that is compu-
chronous multi-session environment, assuming public keystationally indistinguishable frorir’s view of its interaction
and a much weaker constraint on the synchrony of honestwith P.
players: there exist a pafr, 3), wherea < 3, such that More formally, Goldreich and Krawczyk give the follow-
when a good player has observed the passageuniits of ing version of this definition (notation changed for compat-



ibility with our own), which avoids certain trivial problems 2.2. Black-box verifiers with private random func-
in the original expositions. tions

Following [12], we consider verifierg that have access
to a private random hash functidh, that is wired into them
and is not directly accessible to the simulator (note that
is deterministic in that it doesn’t use an external source of
randomness; itsonstructionis randomized). That is, the

Definition 1 ([12], following [19, 14]) An interactive proof
(P, V) is calledblackbox simulation zeroknowleddfefor
every polynomiap, there exists a probabilistic expected
polynomial time oracle machin®, such that for any poly-

nomial size verifiel” that uses at mogi(n) random coins  gjmyjator may gain only indirect accessh by observing
on inputs of lengt, and forz € L, the distributions g jnnut/output behavior. For convenience, we assume that
(P,V)(x) and M (z) are polynomially indistinguishable.  for any polynomially bounded andm, H will take ann-

bit input and return amn-bit output. In practice H will

be defined for big enough andm, and its inputs (if short)

Remarks: In the above definitiony” may be thought of as Wil be padded to fit the length dfi’s inputs. Pedantically,

a circuit (pedantically, a circuit family) that has access to We can viewH as a fam|ly{Hm7n} .Of hash functions; we
random bits. The size of refers toV'’s circuit size. It ~ Suppress these subscripts for clarity.

follows thatV* runs in polynomial time, which is neces- ~ AS in [12], we will think of # as being randomly cho-
sary for a meaningful notion of computational zero knowl- S€n from a family of hash functions [5]. And as in [12] we
edge, though not for statistical and perfect zero knowledge.d0 not use the standard pairwise independent family. In-
By polynomially indistinguishability, we informally mean Stéad we use families of hash functions that aChif{YQ'

that no computationally bounded distinguisher can correctly independence, for some sufficiently large polynomiah
guess whether a random sample came fi@ml’)(z) or memberH in this fam|ly can _be d_escnbed by_ a string of
SX(.?:) with probabilitygreaterthaé +1/|2|° foranye, as polynomial length, and it is this string that is wired into the

|z| grows sufficiently large. For statistical and perfect zero v?rgler._ Thf‘ poly_nomlz’?]ja IIS set ;oyefxceed the rl_:_r;]nlng time
knowledge, we allow for unbounded distinguisher; equiva- ofthe simulator times the length bT's answers. Thus, even

lently, we require that the statistical difference between the if the S|mulf’;1tor poses (& a different q‘%er}{ in eacI’l of .|ts
distribution be negligible (less tharf|z|° for anyc). steps, and if for each queky generates its “random” coins

In our paper, as in [12], we only consider deterministic R as the hash of the query, usiafy then the simulator will

- for this cl fad ies. the above definii .~ face a verifier that uses a completely random string to an-
» TornIs class otadversaries, the above detintlion requireSe o aach of its (different) queries. Of course, if the simu-
the existence of a single universal simulatr,

) o lator repeats a query, then the "determinislictepeats the
At first glance, the limitations o$ may seem to force  ¢gme response.

S to be as powerful as a prover. HowevE&rhas important
advantages over a provey, allowing it to perform simula-
tions in probabilistic polynomial time. First, it may séts

coin tosses as it wishes, and even Fuon different sets of _ )
coin tosses. More importantly may conceptually “back To prove our main theorem, we construct a particular
up” V to an earlier point in the conversation, and make dif- Mmalicious verifier (pedantically a family of closely related

ferent statements. This ability derives frafis control of ~ Malicious verifiers), with a fixed scheduling strategy (a very
Vs coin tosses; sincé& otherwise operates deterministi- Similar strategy is used in [6]). We show that a simulator

cally, S can rerun it from the beginning, exploring different that successfully simulates the multi-conversation on input
branches of the conversation tree. « with high probability can be converted to a probabilistic

polynomial proverPs for the original protocol. This prover
will cause V' to acceptz with probability strictly greater
than1/2. Thus, we can use this prover to probabilistically
decide whethet € L, implying thatl. € BPP.

3. Creating an efficient prover

Indeed, all known proofs of zero-knowledge construct
black-box simulations. There is no way known to make
use of a verifier's internal state, nor to customize simula-
tors based on the description Gfother than by using it as
a black boxt Thus, given the current state of the art, an
impossibility result for black-box zero-knowledge seems to

preclude a positive result for the older definitions of zero- . . _
knowledge. Let the original protocol consist of an initial challenge

q, followed by a reply;- and a second challenge,and a

TAs one slight exception, [17] proves security against ded final replyt. The original verifieV” generateg as a func-

verifiers by considering the internal state of the verifigtswever, these 110N q(z, R) of the inp.Ut and its random Fom flipgg. V'
techniques do not seem applicable to more standard clakgesfiers. generates as a functions(z, R, r) of the input,R andr

3.1. The attack




(¢ is implicit givenz and R). Finally, V computes a pred-
icate accept(z, q,r, s,t) to determine whether to accept or

3.2. The simulator

reject. Note that this restricts the acceptance predicate to  oyr proof is by contradiction: assuming a simulagor

being “conversation-based,” in which one can tell whether
V will accept based on its conversation, without looking at
its random coins. In Section 6 we sketch how to eliminate
this restriction.

Let £ and M be parameters that will be chosen later.
(Both polynomial in the length of the input.) We consider
the protocol obtained by performing proofs in parallel.
Thus, we denote the initial challenge by

q= (Q17---:qm) = (Q(w7R1)7"'7q(w7Rm))7

where B = (Ry,...,Rm). We definer, s and# analo-
gously. Finally, we definaccept(z, ¢, 7, 5,1) to be true iff
accept(x, q;, 7, Si,t;) foralli, 1 <i < M. We call such a
parallel set of proofs ai/ -block

Note that parallel repetition is a special case of schedul-
ing in an asynchronous environment. From now and on,
we always use parallel repetitions, i.84-blocks proofs,
instead of running a single message in each round.

Our attacking verifie¥ is defined by the value of its pri-
vate random hash functiof, and parameters and M. V
runs a total oft blocks with the prover. We use subscripts
to denote the version, e.gj; denotes the first question in
theith run of the protocol. The verifier interleaves its chal-
lenges so that the sequence of messages appears as

...,S],t].

The “random"ﬁi are determined using the hash function,

by .
Ri:H(.’IJ,q-,l,Fl,... (1)

We assume thall returns the correct number of random
bits used by. The questiong; ands; are defined by

¢ = q(z, Ri) ands; = §(x, R},f}). However, if for
anyi, accept(z, @, 7, 5i, 1;), thenV aborts immediately,
without sending; 1, .. ., 31 to the prover.

We can thus view a conversation as consisting of two
phases. The generation of

N o
791717T171)-

q1,71:42,72,-- -,k

constitutes thereationphase, in which new blocks (values
for R;) are created by, and the generation of

ThySky bhySk—1,tk—15---,51,01

constitutes theesolutionphase, in which these proofs run

we construct an efficient provefs. We make some as-
sumptions (without loss of generality) about the simulation,
and give a convenient way of looking at the workings of the
simulator.

First, we assume that wheneveigenerates a transcript
it runs it throughl’. That is, before returning

(

S runsV to obtaing;, sends/ to V, receivingg, and

so on. Clearly, any simulator can be modified to perform
in this manner without changing the quality of its simula-
tion. Since our protocols are dialog based, we also assume
without loss of generality that the simulator never sehids

a value fort; that would cause it to reject, since it could
simply compute for itself thal” would reject.

- =

q1,T1

—

» 42,

—

> 7 -
2, ..., 82,1, 51, 11)
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3.2.1 The proof forest

As it interacts withV/, S implicitly generates many par-
tial conversations, not all of which are successfully finished
(only one need be). In generating these partial conversa-
tions, S typically starts many proofs that may or may not
be completed as the simulation proceeds. For our proof, we
organize these proofs using a levelled forest, which we call
the proof forest Each vertex of the graph corresponds to
a newM-block that has been initiated betwegmndV. A
vertexv has parameteré, q, 7, corresponding to the begin-
ning of a conversation. A vertex on levek: & may have
zero or more children on levéek- 1; the proof forest has at
mostk levels. We adopt the convention that Levedf the
graph is the “top” level and Levél is the bottom level.
WhenevelS runs a partial conversation

through V, it may be thought of as traversing/creating
the proof forest as follows. First§ implicitly generates
E’},...,f?}. S will visit or create a sequence of vertices
vi,...,v;, wherev; is on levelj. First, S visits or creates
the top level vertex; with parameter$ﬁ1 ,q1,71). Then,
for 1 < j < i, after visiting/creating;_,, S visits/creates
v;, the unique child of;_, with parameter¢R:;, G, 7).

Note for example, that all siblings vertices will have the
same values foff andg, as will all the top level vertices.

their course. We treat these phases quite differently whenTo avoid special cases, we adopt the convention that the top

discussing the simulator.

Note that all the randomness usedibycomes fromH .
In particular,V’ doesn’t use its random input, to some extent
limiting the simulatorS’s power over it.

level vertices are siblings.
A simulated partial conversation of the form

q]arla-":qk7rkzsk7t/€7"':Si:ti:"'



may be though of as follows. First, the simulator tra-

therefore try this splicing procedure repeatedly, ultimately

verses/creates a path from the top level to some bottom-succeeding with probability at least3.

level vertexv, with parameter$Rk,qk,rk), of the proof
forest. At this point, it has simulated, 7"1
When it runsV further, receivingsy = 3(z, Rk,rk) itis
said toactivatev. When it sends an acceptalijeto v, it

is said toresolvev. When it receives)_; it conceptually
activatesy’s parent, and so orf thus may be thought of as
retracing its path back up the proof forest. The simulation

ey

There are a number of difficulties with the above ap-
proach. FirstS doesn't knowR, so it can't really altetd
as described. We observe that, barring certain bad events,
can usually simulate the behavior of the spli¢edA more
technically difficult problem is that the simulator may gen-
erate many proofs that it never completes. Indeed, the ratio
of completed proofs to uncompleted proofs may be quite

may, without loss of generality be viewed as a series of suchsmall (though nonnegligible). 1Ps sendsr, to V', andS

bounces. In generaf may retrace partially, then continue
down another path - but insisting th&t“start over” from
the top level of the forest does not impéis efficiency (by
more than a polynomial factor) or correctness (sificées
deterministic).

3.3. Turning a simulator into a prover: Overview

We give a high-level overview of how to convert a good
simulatorS into an efficient proveP’s. We can view our
(S, 17) interaction as generating and playing (not always to
completion) many different proofs of the original protocol.
On a very high level, our efficient provers “splices in”
its interaction withV” and uses the answers created by the
simulator as its own. Whefr chooses a randor® and
send its first challenge, to Ps, Ps conceptually alters the
random hash functioff so that for some set of siblings in
the proof forest, with parameters

(R=(Ry,....Rm),{=qu, ..,
R; = Rforsomej, 1 < j < M, and hence; = ¢. One of
these sibling® in particular, with paramete(rﬁ, q,7) will
be chosen. Under the right circumstancBs,will send V'
the value ofr = r;; great care must be taken to choose
when to do so.

Later in the simulationy may be activated, generating
§, Ps will sendr to V, receives and splice ins; s.
Hopefully, S will eventually respond with an acceptalile
allowing Ps to forwardt = ¢;, causing/ to accept.

The splicing attempt will have three possible outcomes:

e Pg can succeed in makirlg accept,

e Pg can fail (get stuck), losing its chance to make
accept, or

e Pg can abort, without causing to accept, but giving
it the chance to try again.

Nearly all the time,Ps will abort. With some small prob-
ability, Ps will succeed and with some (hopefully much
smaller) probability,Ps will fail. We show that for most
R, Ps will succeed more often than it will fail, and can

fails to generate an acceptalile Ps will not be able to
causelV to accept.

To get around the problem of incomplete proofs, we have
Pg use a strategy that allows it to abort a splicing attempt
before it has responded 6. We also havePs choose
where to insert the real proof into the proof forest according
to a particular distribution. We show that using these two
techniquesPs may often abort but will only rarely fail.

Remark: If the original proof system has negligible error,
then it suffices forPs to succeed with nonnegligible prob-
ability. Given such an efficienPs, one can run the proof
many times to determine whether an inpuis in the lan-
guage. Given an interactive proof with error bounded away
from 1, one can run it in parallel to obtain a proof with neg-
ligible error. This gives a simpler proof of our theorem for
this case, and can be used to extend the theorem to work for
5 message interactive proofs [18]. Unfortunately, in the ar-
gument model, parallel amplification doesn’t always work
[2], so we can't use this trick to obtain a general theorem.

3.4. Splicing in the proof

Let us first state more explicitly how the splicing oper-
ation works. In the proof systeny] flips coins to gener-
ate R, and generates an initial challenge= ¢(z, R). P
conceptually chooses a random hash funcfibndefining
V. Ps can simply randomly generate new valuestbfas
needed on the fly. Thug$)s can simulatd’. Ps then runs
(S, 17) which starts generating the proof forest. Recall that
if S runs through the partial conversathp 7,
and “asks"V for the next questio;, V then computes its
parameterg andq by

P

é = Q7 1 T7 1) and

.....

=y

Writing R = (R, RM) Definesplice(}?’, Jj,R) to
be the M -tuple equal toR at every coordinate accept the
jth, which is equal tak. The splice operation takes place
whenPg randomly chooseg, 1 < j < m and conceptually
defines

.....

H(CU,(T],’F], . '7q_’i7]77?if]) = SpliCG(.ﬁ,j,R),



and henceR; = R. Then, conceptuallyPs just letsS addressing scheme for the vertices of the proof forest. For
continue with the simulation (we show below the mechanics uniformity, imagine a dummy vertex at Level 0 that has all

of how Pg can do this). the Level 1 vertices as children. As each vertebevel i

The splice operations assures that a set of siblings will we keep track of how many vertices have been generated on
have the above values @t and §: we call thesecritical the same level as and how many siblings af have been
vertices At most one of these siblings, will be chosento  generated. To each vertexwe assign an addre$s a, b),
generate the conversation with denoting that is on leveli and is thebth child of theath

If v is later activated)’ generate$’ = s1,...,sp. TO leveli—1 vertex generated (top level vertices have addresses

simulate the spliced” (V' using the spliced?), Ps sends  of the form(1,1,b)). We choose the address oby first

r = r; to V, receivess and setss; = s. Here is where  picking a level with probabilitycf (h), whereh = k—i+1
Ps suffers from not knowing?, which would allowPs to andc is the normalizing constant defined By, _, ¢/ (h) =
computes; by itself. It uses/ to perform this computation 1, and choosing andb uniformly subject tal < a,b < M.
for it, but note that this trick may be performed only once Thus, any address of heightis selected with probability
(and at great risk) ané’s cannot waste it on a sibling of cf(h)/N?2.

v. S0, if a sibling ofv is activated before is activated Ps The precise functiorf is a polynomial chosen to make

aborts. Note that in this casBs has a chance to try again, the analysis work out; we defer its determination to that
since nor has been sent t@. If a sibling ofv is activated section.

afterv is activated, we assume thgg fails (though it may
have actually solved the protocol).

If S resolves, generating a value of=t1,...,ta that
will cause the spliced’ to accept, thet’s sends to V. At

this point, Ps succeeds (Here we use the fact thabnly -
sends an acceptabip We now bound below the probability th&k succeeds

Except for choosing where to splice in the proof, we have and the ratio of the probability théts succeeds to the prob-
specifiedPs. It can be verified that, at least up to the point ability that Ps fails whenZ is chosen uniformly. As dis-
wherePs aborts,Ps correctly implements the behavior of cussed later, this isot sufficient to prove our theorem, but

4. Preliminary analysis of the splicing opera-
tion

the simulator with the spliced. is a very good start. That is, we consider the following ex-
periment.
3.5. Choosingy EXPERIMENT 1: Execute the following steps:
We define theheightof a vertex at level to beh = 1. Choose a random addré$sa, b) as above.

k — i + 1. Our method for choosing which special vertex
v to splice in the conversation witti obeys the following
design criteria:

2. ChooseR uniformly (over strings of the appropriate
length) and ruri/ with R.

3. Generate and traverse the proof forest by runiiing

e The probability that a generated vertexs the spe- o )
choosing(i, a, b) as the address of the special vertex

cial one depends only on its height, and is completely

independent of any other aspect of the entire ruf.of and splice accordingly.
e If v has heighty, it's probability will be proportional We assume that the representation of the proof forest gen-
to f(h), for some carefully chosefu eration/traversal keeps track of the order in which vertices

are generated/visited. Given this information, we can deter-
First, we note that must run in an expected number of mine whether a vertex has been activated or resolved. We
steps at mostnkM)*, wheren = |z| anda is some con-  glsp assume, for the sake of the analysis, that the simulation
stant. Since” always causeg to acceptS must causé’ to continues even iPs fails. That is, once we splice the game
accept (that is, generate a path going all the way down andin, we allow Ps to queryV multiple times. Of course, we

then all the way up the proof forest) with probability close have to take into account the fact thiat really failed in this
to 1. By Markoff’s inequality, if we only allowS to run case.

for N = 100(nkM)™> steps, it will still succeed with prob-

ability greater than9 (though its simulation will no longer  Definition 2 We say that an address, a, b) is goodiff the

be close to the actual one). However, our analysis will only vertex at that address is resolved and no sibling vertex (with

consider whethe$ causes’ to accept. For the rest of the address(i, a,b')) is ever activated. We say thét a, b) is

analysis,S will only run for N steps. badiff the vertex at that address is activated but not re-
With S as above, every level has at mdétvertices and  solved or if any sibling vertex is ever activated. We say

every vertex has at mo#{ children. We use the following that (i, a, b) is interestingif it is either good or bad. We



say that a vertex is good/bad/interesting if its address is 4.1. The structure of bad and good addresses
good/bad/interesting.
. . We note thafl” will not ask the second guestion for a
Now, we observe that wheR is chosen uniformly, all - |eyel; proof fori < & unless one of its children (in the
the splicing operation does is conceptually replace a Uni- nroof forest) has been completed dridiccepts. As a con-
formly chosen value (of the hash function) with another uni- sequence, any interesting vertex has to have a child vertex

formly chosen value. It follows that any value @f a, b) that is resolved. This implies some structure to the set of
yields the same distribution on how the forest is generatedgood and bad addresses.

and traversed, and this distribution is the same as if we never
spliced in a game. We can therefore reorder the steps of théefinition 3 A snakevs is a series of vertices
experiment as follows.
Uiy Vit1ls -5 Uk
EXPERIMENT 2: Execute the following steps:
such thaty; is on levelj andwv;, is a child ofv; for i <
j < k. We callv; theheadof o andwv; 1, ..., v, thebody
2. Choose a random addrdssa, b) as above. of . We define the height(o) to bek — i + 1 (the height
of o’s head).
Note that the notion of being activated and resolved is

simply a property of the forest generation/traversal, and is Lémma 4 After any generation/traversal of a proof forest,
therefore still well defined. Lemma 2 follows from the the set of interesting vertices can be canonically decom-
above discussion and a straightforward application of BayesPosed into disjoint snakes such that

theorem.

1. Generate and traverse the proof forest by runSing

e Any bad vertex with no bad siblings is at the head of a

Lemma 2 The probability thatPs succeeds is bounded be- snake.

low by the probability thati, a,b) is good after perform- e Given a set of bad siblings, at most one is in the body
ing Experiment 2. The probability th&s fails is bounded of a snake.

above by the probability thdt, a, b) is bad after perform-

ing Experiment 2. Proof: (Sketch) From each interesting vertexvithout

an interesting parent, we start a snake, withs the head.

The eventthati, a, b) is good is equal to the sum overall  |f 4 is on levelk we're done, else must have one or more
good addresseg', a’, b') of the probability thati, a, b) = interesting children. In some canonical fashion, choose one
(i',a’,b") (and similarly for the probability thati,a,b) is  to recursively continue the snake, and start new snakes at

bad. We can thus recast Lemma 2 as the following calcu-the other siblings. The properties required by Lemma 4 are
lation. Consider the random variablescceen FAIL and easily verified. O

INTERESTING, generated as followsS generates and tra- Given a canonical snake decomposition of the interesting
verses the proof forest, and then computes vertices of a graph, we can boundiL andINTERESTING
, as follows. LetF(i) = >"%_, f(i).
SUCCEED = Z cf(k—i+1)/N?, (i) = 2 10O
(i,a,b) good Lemma 5 After any generation/traversal of a proof forest,
FAIL = cf(k—i+1)/N?and FAIL < 2) cf(h(0))/N* and
(i,a,b) bad 4
2
INTERESTING = > cf(k—i+1)/N INTERESTING > 3 cF (h(a))/N*.

(i, a, b)interesting 7 .
Proof: (Sketch) To establish the bound fesiL, note
thatcf(h(o))/N? is simply cf(k — i + 1)/N?2, wherei

b ’\:Otg.thitINTER’]?STINT. :htISUCC(‘jEED +kFAﬁr.1 we W'I! bl is the level ofe’s head. A lone bad vertex (without a bad
astardize terminology sightly, and speak of these varia eSsibling) is therefore counted in the summation. Given a set
after a given generation/traversal of a proof forest.

of bad siblings, one of them may not be counted; the worst
Lemma 3 The probability thatPs will succeed is at least ~ ©2S€ is when there are exactly two bad siblings of which one

E(succeen) and the probability thaPs will fail is at most is the head_of t_he shake but the other is_n’t. However, this
B(FAIL). undercounting is compensated by the 2 in front of the sum-

mation. To establish the bound flNTERESTING, note that
To bound these expectations, we need to consider thecF'(h(o))/N? simply sums the contribution of each vertex
structure of good and bad addresses. in the snake. O



4.2. Setting the parameters

We setf(h) = h®, for a sufficiently large3, to be deter-
mined. It is easy to verify thak (k) > h%+!/3, and hence

F(h)/f(h) = h/B.

Definition 4 We say that a snake is shortif h(c) < 108
andlong otherwise.

Using Lemma 5 and the fact that(i)/f(i) > 10 for
long o, we have

INTERESTING > 5(FAIL— Z cf(h(cr))/NQ)
shorto
> 5(FAIL > c(105)ﬁ/N2)
shorto
[Sinceo is short]
> 5 (PAIL — ¢(108)7 /N)

The last inequality follows because there are at mgst
shakes in the decomposition. By the linearity of expecta-
tion and simple algebra, we have

E(Fa1L) < E(INTERESTING) /5 + ¢(108)? /5N.  (2)

Now, if the constant term were 0, this would im-
ply that we succeed much more than we fail, since
E(INTERESTING) E(succeeD) + E(raIL). To deal
with the constant term, we bourfd(INTERESTING) from
below.

Lemma 6
E(INTERESTING) > .9¢F(k)/N? > .9ckP+! |BN?.

Proof: WheneverS succeeds in finishing at games,
there is a snake of heiglt (from the bottom to the top);

5. Showing success for mosk

Naively, one might suppose that Lemma 7 would imply
that we are done. Given an inpute L, Ps keeps on try-
ing the splicing strategy (with the parameters determined
above) until it succeeds or fails. It will conclude in ex-
pected polynomial time and it will succeed with probability
at least3/4, implying thatL € BPP. However, this analy-
sis would only hold ift” choseR independently for each of
Pg attempts; in reality) choosesk once. The problem is
that the previous section bounds the expected success rates
over all R. However, it might be that for a very small frac-
tion of R, Ps succeeds much more often than it fails, yet
for the rest of theR, P fails more often than it succeeds.

However, note that each vertex in the proof forest corre-
sponds toM = k3 original proofs, of which at most one
is altered by the splicing operation. We exploit this fact to
show that for nearly alR, the success and failure probabil-
ities are multiplicatively close to the expected values.

Lemma 8 For all but measure01 of the random string®&,
Ps succeeds with probabilitf(1/k") for some constant.
Furthermore, for all but measur®1 of the random strings
R, Ps succeeds at least 2 times as oftenadfails.

Remark: By setting parameters correctly, the 2 can be
replaced by anything less than the corresponding value in
Lemma 7. In turn, this value (set arbitrarily at 3) can be set
to any constant (or indeed, can be polynomially large, with
care). Similarly, the01 may be made arbitrarily (though
nonnegligibly) small.

Let us explain why Lemma 8 is sufficient for proving
our result. IfVV chooses a “bad” random string, that doesn't
behave like most random strings, then we give up and as-
sume thatPs fails. But this only happens with probability
.02. The rest of the time, the naive argument sketched above
does indeed hold; and henBg will succeed with probabil-

the term in the statement of the lemma is the contribution of jty close t02/3.

this snake S succeeds with probability at least .90

We now set the parameteksM and@. Let M = k°
andk = n = |z|. Thus,N = 100k°* andc = 1/k°1), We
want to make small the ratio

c(108)7 /5N 20k>*(108)7 3
9ckBHL/BN2 —  9kSHL T

We can sef3 to be a sufficiently large integer so that for
sufficiently largen (and hence sufficiently lardgg this ratio
is less than01.

Finally, Lemma 7 follows from Lemma 6, Equation 2
and the setting of the parameters.

Lemma 7 Ps succeeds with probabilit§2(1/£") for some
constanty. Furthermore,Ps succeeds at least 3 times as
often asPs fails.

Let R denote the set df’'s possible coin tosses ariel
denote an arbitrary arbitrary subset/off measure at least
.01 (that is, a uniformly choseR is in R’ with probability
at least01). Let D denote the uniform probability measure
onRM and letD' denote probability measure obtained by
choosing Ry, ..., Ryr) uniformly, choosing, 1 < j < M
uniformly, and then replacing; by a uniformly chosen el-
ement ofR'. Lemma 9 says that these measures are multi-
plicatively close over most elements of their domain.

Lemn?a 9 .
(1- z)Prn(ﬁi) <Prp(R)<(1- E)Pm(ﬁ) for all
but a hegligibly small measure (over bathand D).

Proof: (Sketch) Suppose thathasl elements irR’ and
let p denote the measure & under the uniform measure.



By an elementary probability argument, we can explicitly Bayes rule, the conditional probability ¢f, a,b) given a

derive the relevant probabilities, obtaining
(e —ph!
[RIIR[

L)t (1 =)V
M"R"”R‘M*l

Prp(R) and

Pri (R)

Thus, we have
Prp (R) _L

=

P’I”D(R) B pM.

Thus, the inequality of Lemma 9 holds as long as

1 1
(1-— E)pM <l<(1+ E)pM.

balancedH is within a(1 £ O(1/k)) multiplicative factor

of its a priori distribution. It follows that the probability that
(i, a,b) is good or bad is within & + O(1/k)) multiplica-
tive factor of the corresponding probability in the ideal case
(plus or minus a negligible additive factor we can safely
ignore). Hence, the success and failure probabilitieBgf
differ from the ideal case by only (essentialiyy O(1/%))
multiplicative factors. O

6. Generalizing the interactive proofs

The proof as we have written it required th&tnever
give V answers that would cause it to reject. We need this,
because otherwisg might give many final answers for the
spliced proof, only one of which is actually good, b

For M = k3, standard bounds on the tail of binomial distri- would have no way of knowing which of these answers to
butions can be used to show that holds with all but negligi- forward back toV'. If it is apparent from the conversation

ble probability under botth and D’ (here we use the fact

thatp is reasonably large). O

whetherl” would accept, this is not a problem, sing@eed
not send a bad answer atfty could filter them anyway.

We use Lemma 9 to argue that the bounds in Lemma 7Every one-sided protocol we know of has this property, but

hold for most randong.

Proof of Lemma 8: (Sketch) Our proof is by contra-
diction. LetR’' be a set of measure .01 such that
Ps succeeds with less than half the probability implied
by Lemma 7 wheneveR € R'. Then if one choose&
uniformly from R’ Ps must succeed with abnormally low

probability. We show that this is impossible.

We can view the splicing operation in the following per-
verse way. H is initially chosen uniformly; for our anal-
ysis it is irrelevant whethe# is uniform or has (suffi-

for completeness we would like to eliminate this condition.

Suppose tha$ is giving the answers for th&/-block of
proofs of which the real one is buried. NoWg can eval-
uate these answers for all but the one proof it cares about,
since it knows the random string of thé — 1 simulated
verifiers. If it detects a single mistake, it knows that the
simulatedV” will reject (it requires that all the proofs in an
M-block accept before it accepts). Hence, it can continue
the simulation oV’ without making any calls t& .

Now, given that the chosen vertexof the game forest

ciently) high independence, so we adopt the cleaner view.is been visited, it could turn out to be either good or bad

Ps chooseqi, a,b) as before and” choosesk uniformly
from R'. Then, Ps runs S, waiting for the moment to
spliceH to enterR into the proof. Now that the final (post-
splicing) value ofH has been chosen, the actionsSoére
completely determined. Conceptualfyjust completes the
simulation and we check whethgt a, b) is good or bad.
Now, by a Bayesian analysis, once we determihge
we can allowPs to forget (i,a,b) and V' to forget R,

(depending on whether it is resolved or its siblings are ac-
tivated). Wherv is bad, we already assume the worst case
(Ps fails). Whenw is good, then in the previous analysis,
Pg succeeded in getting to accept with probability. We
can't achieve this success rate, buf’§ can succeed with
probability at least99 (this can be made arbitrarily close to
1) the previous analysis won'’t be materially affected.

By the definition of a good vertex§ eventually gives

and then choose them with the correct probabilities, con-a set of M correct answers, since it causgsto accept.

ditioned onH and theira priori distributions. If H were
uniformly distributed, and for alH, the conditional distri-
bution on(i, a, b) were the same as tlaepriori distribution

Since Pg is running subsimulations of all but at most one
of the verifiers (the one it cares about), it can check all but
at most one of the answers (the one it cares about) to see

on (i,a,b), then we could simply use the analysis of Ex- if they make the verifier accept. A naive strategy is far

periment 2 of the previous section. Now, of courgégjs
not uniform and the conditional distribution i a, b) is
not the same as the priori distribution. However, using

to wait until all theM — 1 answers it can check are correct
(cause the simulatéld to accept), and then use the remain-
ing answer. However, this strategy is not good. Suppose

Lemma 9, it follows that for all but a negligible measure that before giving a set of all correct answefsgives M

of functionsH, the probability thatH is chosen is within
a multiplicative(1 + 1/k) factor of the uniform probabil-
ity, for all (i, a,b); we call such anH balanced We can

safely neglect the case whefé is not balanced. Using

sets of answers such that in thb set all but théth answer

is correct. In this casdé?s will always detect this mistake,
and not use the remaining (correct) answer, until the one set
occurs in which the answer it cares about is wrong. It will



then use this bad answer. By a similar argument, any sharp [8] U. Feige and A. Shamir, “Zero Knowledge Proofs of

threshold criteria is subject to this problem.
We instead employ a randomized strategymlfout of

Knowledge in Two Rounds’Advances in Cryptology
— Crypto 89 proceedingpp. 526-544, 1990.

the M — 1 checkable answers are incorrect, we use the re-

maining answer with probability ", wherey is a constant ]
slightly smaller thari (v = .999 suffices).

By the definition of a good vertex, eventuallys will
see a set of answers with no detected mistakes and use the
remaining answer. Thus, it will eventually try an answer.
Lemma 10 states that this method works.
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