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Abstract. W e in tro duce the concept of escr owe d identity , an applica-

tion of k ey-escro w ideas to the problem of authen tication. In escro w ed

iden tit y , one part y A do es not giv e his iden tit y to another part y B , but

rather giv es him information that w ould allo w an authorized third part y

E to determine A 's iden tit y . Ho w ev er, B receiv es a guaran tee that E can

indeed determine A 's iden tit y . W e consider a n um b er of p ossible features

of escro w ed iden tit y sc hemes, and describ e a v ariet y of implemen tations

that ac hiev e v arious subsets of these features. In particular, w e observ e

that group signature sc hemes can b e used to escro w iden tities, ac hieving

most (though not all) of the desired features.

The most in teresting feature w e consider is sep ar ability . The escro w

agency is not in v olv ed in the da y to da y op eration of the iden ti�cation

system, but is only called in when anon ymit y m ust b e rev ok ed. In the

extreme case, there exist iden tit y escro w sc hemes in whic h an arbitrary

part y (p ossessing a public k ey) can b e designated an escro w agen t with-

out an y kno wledge or participation on their part un til they are ask ed to

rev ok e someone's anon ymit y .

1 In tro duction

W e consider a clien t that obtains regular or con tin ual access to a service or

facilit y . Examples include driving a toll high w a y with a regular comm uter pass,

parking regularly in a garage, en tering one's club premises, or using in ternet

services. In order to get the service, the clien t m ust con vince the gate k eep er

that he is en titled to the service. The clien t can do this b y iden tifying himself

at the en trance. But m ust he really iden tify himself ? Suc h iden ti�cation raises

critical issues of priv acy . F or example, a more p erv asiv e high w a y authorit y migh t

as a side e�ect allo w the tracing of p eople's mo v emen ts to an unpreceden ted

degree. On the other hand, what if the clien t remains completely anon ymous,

sa y , b y an access co de that is secret, but common to all clien ts? In certain rare

circumstances, the service pro vider (and so ciet y at large) ma y ha v e a comp elling

reason to kno w the iden tit y of the clien t. F or example, consider an automated

access system for a parking garage. The garage cares that the p erson en tering it is

authorized to do so; the p erson's precise iden tit y is normally not a v alid concern.

Ho w ev er, supp ose that on some nigh t a p erson w as m urdered in the garage. A t



this p oin t, the garage o wner and so ciet y at large ma y ha v e a legitimate in terest

in kno wing who w as there on that nigh t. Or, one migh t wish to ha v e a computer

\c hat ro om" in whic h one has conditional anon ymit y: As long as one follo ws the

rules la ws, ones iden tit y is secure from ev en the system administrator. But if

one 
agran tly breaks the rules (suc h as arranging drug deals in the \Lion King"

kiddie c hat ro om), suitable la w enforcemen t agencies can b e app ealed to in order

to determine one's iden tit y . The reader ma y en vision other examples suc h as a

drunk driv er causing a fatal acciden t on the high w a y , etc.

T raditionally , access con trol has b een all or nothing. One obtains all the

information ab out the other p erson up fron t, with no recourse to learn more if

circumstances w arran t. This rigidit y generally leads one to allo w less priv acy ,

since one is lik ely to w an t as m uc h information as one can get just in case a

\bad case" arises. W e giv e a more 
exible alternativ e.

W e consider a more 
exible, t w o-tier approac h to authen tication. On the

�rst tier, a p erson giv es only as m uc h information ab out themselv es as is strictly

necessary for ordinary circumstances. On the second tier, a p erson giv es a more

precise statemen t of their iden tit y that ma y b e needed in extraordinary circum-

stances. This second tier is only accessible with the help of a third part y , whic h

is separate from (and not under the con trol of ) the part y managing access. W e

describ e iden tit y escro w sc hemes in Section 1.1 b elo w.

Key escro w has pro v en an activ e and con ten tious �eld of researc h and discus-

sion (c.f. [24, 25, 22, 18, 21, 23, 27]). Most of the atten tion in this area has b een

restricted to the simple case of comm unication: part y A sends an encrypted mes-

sage E

K

( M ) to part y B ; some cen tralized authorit y is giv en the capabilit y to

reco v er either K or the sp eci�c message M . As discussed in Section 3, group

signatures has an escro w-lik e feature in whic h the anon ymit y of a signer ma y

b e rev ok ed. W e add y et a new domain for the application of k ey escro w ideas:

authen tication and iden tit y sc hemes.

Some distinctiv e features of this application are that

{ Escro w ed iden tit y ma y actually enhance priv acy . By default, man y iden tit y

sc hemes require a p erson to giv e their en tire iden tit y \up fron t." A proto col

in whic h this information is only released under sp ecial circumstances ma y

pro v e an acceptable, and more priv ate substitute.

{ Escro w ed iden tit y sc hemes w ork to the adv an tage of at least one of the parties

in v oking them. In traditional k ey escro w systems, b oth part y only lose b y

follo wing the escro w system, and ha v e ev erything to gain b y b ypassing it

(whic h is generally quite easy to do).

1.1 Escro w ed Iden tit y

An escro w ed iden tit y system consists of the follo wing parties:

Identi�er: The iden ti�er is the clien t who iden ti�es himself to the v eri�er (the

gate-k eep er).

Issuer: The issuer issues certi�cates to the iden ti�er that allo w him to iden tify

himself in an escro w ed manner.



V eri�er: The v eri�er is t ypically the access pro vider who v eri�es the �rst-tier

iden tit y pro cess as w ell as the escro w pro of for the second-tier iden tit y .

Escro w Agent(s): The escro w agen t(s) use information forw arded b y the v eri�er

to mak e a second-tier iden ti�cation of the iden ti�er.

These parties execute the follo wing proto cols:

Initializing the system: The certi�cate issuer, and in some cases the escro w agen t,

computes whatev er priv ate information and publishes whatev er public infor-

mation is necessary to initialize the system.

Issuing a certi�cate: The certi�cate issuer giv es a certi�cate to the iden ti�er.

Checking the w eak identit y: The iden ti�er con vinces the v eri�er that he has a

certi�cate, giv es an escr owe d c erti�c ate and con vinces the v eri�er that the

escro w ed certi�cate is v alid.

Recovering the complete identit y: The v eri�er giv es the escro w agen t(s) the es-

cro w ed certi�cate, and the escro w agen t(s) reco v ers the iden tit y of the iden-

ti�er.

There are a n um b er of desirable features of escro w ed iden tit y systems. Ideally ,

one w ould lik e an e�cien t proto col that ac hiev es all of these features. Ho w ev er,

as w e discuss b elo w, there is a tradeo� b et w een feature co v erage and e�ciency

among the kno wn escro w ed iden tit y proto cols. Hence, w e will describ e for eac h

implemen tation the features it do es or do es not ac hiev e.

The follo wing features are most p ertinen t to the notion of escro w ed iden tit y:

V alid �rst-tier identi�cation: If a user receiv es a legitimate certi�cate from the

issuer, and if he follo ws his proto col, then he will succeed in con vincing a

v eri�er that he is a legitimate user (i.e. has a certi�cate) with probabilit y

1. Con v ersely , a computationally b ounded user that has not b een issued a

certi�cate b y the issuer will fail to con vince the v eri�er of ha ving a certi�cate

with probabilit y almost 1. (This implies that pro ducing a certi�cate without

the issuer's priv ate k ey is computationally hard.)

Secure second-tier identit y: After the v eri�er has seen one or more �rst-tier iden-

ti�cation pro ofs, he cannot fak e a legitimate iden tit y in the sense describ ed

ab o v e.

Gua ranteed escro w fo r second-tier identit y: A computationally b ounded user can

in teractiv ely pro v e with high con�dence that he has escro w ed his second-tier

iden tit y; the escro w agency can determine this iden tit y from the transcript

of this pro of. (This imply that pro ducing a second certi�cate from a giv en

legitimate on is computationally hard). One ma y further demand that ev en if

man y iden ti�ers collab orate, the escro w agency ma y still reco v er the iden tit y

of one of them with high probabilit y .

Resistance to imp ersonation: The escro w agency , ev en after reco v ering man y iden-

tities of man y users from the transcripts of w eak iden tit y pro ofs, cannot fak e

an y legitimate iden tit y in the sense describ ed ab o v e. In particular, this im-

plies that the escro w ed iden tit y do es not rev eal the certi�cate of the user.

Similarly , one can require that the certi�cate issuer cannot fak e the iden tit y

of someone already in the system.



Sepa rabilit y: The escro w agency is completely indep enden t of the other parties

unless a request to unco v er the second-tier iden tit y is made. An issuer, v eri�er

and user can set up an iden ti�cation system without ev er registering with

or comm unicating in an y w a y with the escro w agen t. The escro w agency is

only \w ok en up" when there is a request to rev ok e anon ymit y .

Con taining the escro w agen t In tro ducing an escro w agen t in to a system

almost inevitably reduces its securit y . Ho w ev er, the nature of the problem and

the separabilit y prop ert y allo ws us to minimize the damage.

By separating the escro w agency from the initialization and normal op eration

of the iden ti�cation system, w e can ha v e the agency b e dorman t most of the

time. F or example, if the escro w agency is implemen ted with secure hardw are,

this hardw are can b e stored in a secure bank v ault un til needed. This helps to

reduce the c hance that an escro w agen t will b e compromised.

A further c hec k on a rogue escro w agen t is that the v eri�er has to ask for a

more precise iden ti�cation. Key escro w for comm unication is t ypically co erciv e,

and requires that someone b e able to obtain the ciphertext of an y t w o p eo-

ple's comm unications without their request or consen t. Th us, the p ossibilities

for widespread abuse are greater than with our scenario. Nev ertheless, it is only

pruden t to allo w for m ultiple escro w agen ts; the escro w agen ts in most of our

proto cols can b e made to w ork using simple group cryptograph y (e.g. [15, 30]).

1.2 History and related w ork

An earlier v ersion of this w ork app eared in [20], using cut-and-c ho ose tec hniques

for the zero-kno wledge pro ofs. The curren t v ersion describ es m uc h more e�cien t

implemen tations based on gr oup signatur e schemes . Group signature sc hemes

w ere in tro duced b y Chaum and Heyst [12], and subsequen tly dev elop ed in [13,

10, 28, 11]. Indep enden tly and concurren tly with [20], Camenisc h and Stadler

[11] dev elop ed new sc hemes for e�cien t group signatures, one of whic h can quite

e�cien tly ac hiev e most of our goals; w e describ e this solution in Section 3.

A t the heart of escro w ed iden tit y and group signatures is an e�cien t pro of

that an encrypted v alue p ossesses some prop ert y . F rank el, Tsiounis and Y ung

[17] and Y oung and Y ung [33] giv e v ery e�cien t proto cols of this t yp e. Again,

these pro ofs are are not completely applicable to our setting, but suggest that

dramatically more e�cien t iden tit y escro w sc hemes ma y b e p ossible.

The notion of k eeping a trusted agency dorman t except for \emergencies"

has b een prop osed in a n um b er of con texts. Asok an, Shoup and W aidner [1]

sho w ho w to use a dorman t third part y for a v ariet y of applications related

to the exc hange of digital signatures. Y oung and Y ung [33] sho w ho w to use

a dorman t escro w agen t for k ey escro w. Bric k ell, Gemmel and Kra vitz [5] and

Stadler, Piv eteau and Camenisc h [32] sho w ho w to use a dorman t escro w agen t in

electronic cash systems (more e�cien t sc hemes are presen ted in [29, 17]). Quite

recen tly , Micali [26] has sho wn ho w to use a dorman t agen t for certi�ed mail.



1.3 Road map

In Section 2 w e describ e some of the building blo c ks w e use for our proto cols.

In Section 3 w e discuss ho w to implemen t iden tit y escro w using group signature

sc hemes. In Section 4 w e sho w ho w to ac hiev e stronger separabilit y . In Section 5

w e sho w an implemen tation of an escro w ed iden tit y sc heme based on the El-

Gamal encryption and signature sc hemes.

2 Preliminaries

W e describ e some of the basic building blo c ks w e use in our proto col.

2.1 Bit Commitmen ts

W e w ork in the argumen t framew ork of Brassard, Chaum and Cr � ep eau [7]. In this

paradigm, all parties are assumed to b e computationally b ounded. It is sho wn in

[7] ho w to commit to bits in statistical zero-kno wledge, based on the in tractabilit y

of certain n um b er-theoretic problems. D � amgard, P edersen and P�tzmann [14]

giv e a proto col for e�cien tly committing to and rev ealing strings of bits in

statistical zero-kno wledge, relying only on the existence of collision-in tractable

hash functions. This sc heme is quite practical. F or simplicit y , w e will simply

sp eak of committing to and rev ealing bits when referring to the proto cols of

[14].

In some implemen tations w e also commit to strings b y probabilistic encryp-

tion [19] using the public k ey of the escro w agency . These commitmen ts are only

computationally secure. F urthermore, they allo w for the escro w agen ts to reco v er

the v alues of these commitmen ts in addition to those rev ealed b y the iden ti�er

in the course of the zero-kno wledge pro ofs.

2.2 The El-Gamal signature and encryption sc hemes

W e base one implemen tation of escro w ed iden tit y on the El-Gamal signature

and encryption sc hemes [16], whic h w e summarize, follo wing [31], with sligh t

mo di�cations to suit our purp oses.

In b oth sc hemes, there is a common prime p , whic h for our purp oses is of

the form 2 q + 1 where q is a prime. Let g 2 Z

�

p

ha v e order q . F or the encryption

sc heme eac h part y has a priv ate k ey X 2 Z

q

and a public k ey Y = g

X

. F or

the signature sc heme w e denote the secret k ey b y S 2 Z

q

and the public k ey b y

P = q

S

.

T o encrypt a message M 2 Z

p

giv en public k ey P , the sender uniformly

generates r 2 Z

q

and computes E

Y

( M ; r ) = ( g

r

; M Y

r

). The decryption function

is giv en b y D

X

( A; B ) = B = A

X

.

The signer signs a message M 2 Z

p � 1

as follo ws.

1. The signer uniformly generates r 2 Z

q

, computes a = g

r

, and casting it as

an in teger in 0 :: ( p � 1). This step is rep eated un til a and p � 1 are relativ ely

prime.



2. Using the extended Euclidean algorithm, the signer computes b 2 Z

p � 1

suc h

that S a + r b = 1 mo d p � 1.

3. The signer returns ( a; b ).

T o v erify a signature ( a; b ) for M , the v eri�er c hec ks that P

a

a

b

= g

M

mo d p .

Signing the \0" do cumen t is not secure W e remark on a w eakness in the

El-Gamal signature sc heme. The do cumen t \0" can b e signed e�cien tly b y a

part y that do es not ha v e the secret k ey S . F or example, b y setting a = P and

b = � P mo d q w e ha v e P

a

a

b

= P

P

P

� P

= q

0

. More generally , w e can set a = P

k

mo d p and setting b = � a=k mo d q . F or this reason, w e use El-Gamal signatures

for 1 instead of 0. W e assume that giv en a n um b er of signatures for 1 it is

imp ossible to generate a di�eren t signature for 1. This assumption is plausible,

but w e do not kno w of an y more standard assumptions that imply it.

2.3 The RSA encryption sc heme

In the RSA encryption sc heme the public k ey consists of n = pq where p and

q are prime and an exp onen t e , where e is relativ ely prime to n and � ( n ). A

message M is encrypted b y computing M

e

mo d n . The priv ate k ey consists of

d suc h that de = 1 mo d ( p � 1)( q � 1) (strictly , de = 1 mo d � ( n ) su�ces), and

M

e

is decrypted b y computing ( M

e

)

d

= M mo d n .

W e mak e an additional assumption b ey ond the securit y of RSA. W e assume

that for a random � it is hard to �nd ( a; b ) suc h that a

e

� b

e

= � mo d n .

F urthermore, w e assume that giv en a set of suc h pairs f ( a

i

; b

i

) g it is hard to

generate a new pair. Giv en d , it is easy to generate a pair ( a; b ) with giv en v alue

of a

e

b y computing a = ( a

e

)

d

and b = ( a

e

� � )

d

.

Camenisc h and Stadler [11] use essen tially the same assumption, and ha v e

p oin ted out that the system is not secure for v ery small e (2 or 3); the pairs ( a; b )

fall on a lo w degree curv e, whic h can b e used as a basis for an attac k. Ho w ev er,

a large e do esn't seem vulnerable to suc h an attac k.

3 Using group signatures to escro w iden tit y

Borro wing freely from the exp osition in [11], w e describ e the basics of group

signatures. W e then pro ceed to describ e ho w a particular implemen tation can

b e used to giv e an escro w ed iden tit y system with most of the desired features.

Group signatures

A group signature system consists of a gr oup manager that o v ersees a group

of signers. The group manager can allo w other pla y ers to join the group. An y

mem b er of the group can sign a message on b ehalf of the group. The group

manager can determine precisely who within the group signed the message, but

no one else can.



This framew ork suggests the follo wing set of proto cols for something close

to escro w ed iden ti�cation. Being issued a certi�cate corresp onds to joining the

signature group. The iden ti�er can iden tify himself to the v eri�er b y signing a

(random) message of the v eri�er's c ho osing. T o a v oid repla y and timing attac ks,

this message should include the (appro ximate) time and the v eri�er's name.

T o rev ok e anon ymit y the group manager determines who actually signed the

message.

Ho w ev er, in the reduction outlined ab o v e, the group manager pla ys t w o roles:

the issuer and the escro w agency . T o obtain an escro w ed iden tit y system, w e need

to split these roles. As noted in [11], one of their implemen tations ([11], Section 6)

allo ws for a considerable, though not complete separation b et w een these roles.

F or completeness, w e explicitly describ e ho w this separation is made.

3.1 The Camenisc h-Stadler construction

W e brie
y describ e the parts of the Camenisc h-Stadler construction that are

relev an t to separating the roles of the issuer and the escro w agency . W e omit

quan tities, guaran tees, proto cols and other issues that are not directly relev an t

to this goal.

The group manager generates an RSA mo dulus n = pq , RSA exp onen ts

e

1

; e

2

, a cyclic group G = h g i , of order n , an elemen t h 2 G , an El Gamal

priv ate-k ey , public k ey pair, ( �; y

R

= h

�

). It publishes ( n; e

1

; e

2

; G; g ; h; y

R

).

The iden ti�er randomly generates a priv ate x and computes y = x

e

1

and

z = g

y

. As part of the registration pro cess, the iden ti�er sends z to the group

manager. The only op eration the group manager p erforms relying on its priv ate

information is the computation of ~y

1 =e

2

for some ~y (used as part of a blind

decryption to generate the certi�cate).

The signature incorp orates a pro of of kno wledge of a v alid certi�cate and

the priv ate k ey , x . As one part of the signature, the iden ti�er sends ( y

r

R

; h

r

g

y

),

whic h is the El-Gamal encryption of z . A group manager can th us reco v er z ,

allo wing it to determine the iden tit y of the signer. The signing pro cess requires

kno wledge of x and y .

The group manager can b e split in to an issuer and an escro w agency as

follo ws. The issuer generates n = pq and the corresp onding RSA exp onen ts. It

then registers n with the escro w agency . The escro w agency c ho oses G; g ; h; �

and y

R

appropriately and sends G; g ; h; r

R

to the issuer, k eeping � priv ate. It is

t ypically not hard to v erify that G is of the correct order. Also, the issuer can

ensure that h is \random enough" b y requiring that is b e, for example, a hash

of g .

The issuer can register participan ts without kno wing � . The escro w agency

can determine z without kno wing the factorization of n . Once it has reco v ered

z , it m ust go bac k to the issuer to determine who actually corresp onds to z .

3.2 F eatures obtained b y the Camenisc h-Stadler construction

First, w e note that for this and all the (serious) proto cols prop osed in this

pap er, w e argue purely heuristically . All statemen ts ab out securit y are implicitly



preceded b y , \W ell, it sure lo oks to us that...". An in teresting op en question is

to obtain e�cien t sc hemes based on w ell kno wn hardness assumptions.

The ab o v e construction ac hiev es three of our desired features, and ac hiev es

a w eak form of the other t w o. The v alidit y of the �rst-tier iden ti�cation and

the securit y of the second-tier iden ti�cation deriv e from the corresp onding secu-

rit y prop erties of group signature sc hemes. F urthermore, the Camenisc h-Stadler

construction also ac hiev es a strong resistance to imp ersonation. The group cen-

ter cannot forge a message from a group mem b er, essen tially b ecause the group

manager nev er learns x and y ; this inabilit y extends to the issuer and the escro w

agency (ev en w orking in concert).

Guaran teed escro w of the second-tier iden ti�cation is in a sense also guaran-

teed b y the prop erties of group signature sc hemes. Ho w ev er, note that the the

escro w agency and the issuer m ust w ork in concert to rev eal the iden tit y . Th us,

if the issuer later refuses to help, or no longer exists, no second-tier iden ti�cation

ma y b e obtained. This problem ma y b e ameliorated b y ha ving the issuer con-

tin ually inform the escro w agency of the iden tit y corresp onding to eac h z . F or

some applications, this w eakness ma y b e a strength, in that it pro vides another

la y er of protection for the anon ymit y of the iden ti�er.

A w eak form of separabilit y obtained, in that the escro w agency is not in-

v olv ed with an y transaction. Ho w ev er, the escro w agency has to b e con tacted to

initialize a group. F or some applications, this ma y b e reasonable, but it is not

suitable when forming groups should b e a ligh t w eigh t op eration and the escro w

agency is to b e k ept dorman t nearly all the time.

4 A sc heme ac hieving full separation

The greatest limitation of the group-signature based sc hemes is that the issuer

and escro w agen t cannot b e completely separated - they m ust comm unicate when

the system is set up and whenev er anon ymit y m ust b e rev ok ed. It is of in terest to

see ho w m uc h separation is indeed p ossible. Using general zero-kno wledge pro ofs

for NP assertions, great 
exibilit y ma y b e obtained, though with a complete loss

of practicalit y . T o allo w p erson X in to the group, the issuer can simply sign a

message stating that X is in the group. T o iden tify itself, the iden ti�er simply

(probabilistically) encrypts this message and signature in the escro w agen t's

public k ey , and giv es a zero-kno wledge pro of that w ere the message decrypted

it w ould b e a v alid signed message authorizing en try (further details, suc h as

a v oiding resending attac ks, omitted).

W e giv e an escro w ed iden ti�cation system that is v astly more e�cien t than

the ab o v e system, but substan tially less e�cien t than the group-signature based

sc hemes. In its basic form, it allo ws for imp ersonation attac ks b y the issuer; as

recen t w ork in progress w e b eliev e w e can eliminate this attac k with a somewhat

more complex sc heme.

4.1 The proto cols

Cen tral to our proto cols is an RSA public k ey consisting of n = pq and e (rela-

tiv ely prime to � ( n )), with a secret k ey d suc h that de = 1 mo d ( p � 1)( q � 1).



In addition there is a new parameter, � , that can b e either set randomly or to a

�xed n um b er di�eren t from 0 or 1 (but m ust b e �xed throughout the execution

of the sc heme).

A certi�cate is a pair ( a; b ) suc h that a

e

� b

e

= � . Giv en d , one can easily

generate a certi�cate, ev en if a or a

e

is �xed, since b = ( a

e

� � )

d

mo d n . W e

assume that a and b are relativ ely prime to n . The structure of these certi�cates

follo ws closely the metho dology of [11] (and w as indep enden tly put forth in [20]).

Initializing the system T o set up the system, the issuer c ho oses n; e; d and

� as ab o v e, and publishes ( n; e; d ). Note that unlik e the previous sc heme, the

escro w agency has no part in setting up the system. W e only assume that an y

p oten tial escro w agen t has a public k ey .

Issuing a certi�cate The cen ter c ho oses a v alid certi�cate ( a; b ) suc h that a

e

con tains (sa y , in its lo w order bits) the name of the iden ti�er, and giv es ( a; b )

to the iden ti�er. As another securit y c hec k, a can actually con tain a compact

signature b y the issuer; an y one can v erify that only the issuer made a .

Chec king the w eak (�rst tier) iden tit y On a high lev el, the iden ti�er pro v es

that he kno ws a prop er certi�cate ( a; b ) b y a cut-and-c ho ose proto col. The iden-

ti�er and the v eri�er ma y c ho ose their escro w agen t indep enden tly during eac h

iden ti�cation session.

First, the iden ti�er c ho oses indep enden tly and uniformly at random t w o n um-

b ers a

1

; b

1

b oth relativ ely prime to n . He then sets a

2

; b

2

to b e the n um b ers

satisfying a = a

1

a

2

and b = b

1

b

2

. This partition is done to later hide the actual

v alue of a and b from the v eri�er. The iden ti�er also c ho oses uniformly and in-

dep enden tly at random t w o n um b ers x; y suc h that x and y are relativ ely prime

to n .

The iden ti�er commits to the v alues of a

1

, a

2

, b

1

, b

2

, ( a

1

)

e

, ( a

2

)

e

, ( b

1

)

e

, ( b

2

)

e

,

x , x ( a

1

)

e

, x ( b

1

)

e

, and x ( a

1

a

2

)

e

+ y , and x ( b

1

b

2

)

e

+ y . He commits to ( a

1

)

e

and

( a

2

)

e

b y probabilistic encryption, using the c hosen escro w agen ts public k ey . He

commits to the other v ariables using statistical zero-kno wledge commitmen ts.

The follo wing �v e tests are used b y the v eri�er to c hec k that the committed

v alues are correct and that the implied a = a

1

a

2

and b = b

1

b

2

satisfy a

e

� b

e

= � .

The v eri�er will pic k one of them at random and c hec k that it holds.

1. The iden ti�er op ens the commitmen ts on x , a

1

, ( a

1

)

e

, a

1

x , b

1

, ( b

1

)

e

and b

1

x ,

and the v eri�er c hec ks that all the v alues matc h their supp osed relations.

2. The iden ti�er op ens the commitmen ts on a

2

, ( a

2

)

e

, b

2

, ( b

2

)

e

and b

1

x , and

the v eri�er c hec ks that all the v alues matc h their supp osed relations.

3. The iden ti�er op ens the commitmen ts on x ( a

1

)

e

, ( a

2

)

e

, y and x ( a

1

a

2

)

e

+ y ,

and the v eri�er c hec ks that the v alues matc h their supp osed relations.

4. The iden ti�er op ens the commitmen ts on x ( b

1

)

e

, ( b

2

)

e

, y and x ( b

1

b

2

)

e

+ y ,

and the v eri�er c hec ks that the v alues matc h their supp osed relations.



5. The v eri�er op ens the commitmen ts on x , on x ( a

1

a

2

)

e

+ y , and on x ( b

1

b

2

)

e

+ y ,

and the v eri�er c hec ks that x is relativ ely prime to n and that

( x ( a

1

a

2

)

e

+ y ) � ( x ( b

1

b

2

)

e

+ y ) = � x:

Note that the tests all sim ultaneously hold only if ( a

1

a

2

)

e

� ( b

1

b

2

)

e

= � . Th us,

a c heating iden ti�er is caugh t with probabilit y 1 = 5. The error probabilit y can

b e decreased to � b y rep eating this proto col O (log (1 =� )) times; b y c ho osing

the constan t appropriately , w e ha v e that either t w o-thirds of the committed

( a = a

1

a

2

; b = b

1

b

2

) (they ma y ha v e di�eren t v alues in eac h iteration) are go o d

or the v eri�er accepts with probabilit y at most � . F urthermore, iden ti�er and the

v eri�er go through a standard pro of b y whic h the iden ti�er can sho w with high

con�dence that most of the committed v alues of a = a

1

a

2

and b = b

1

b

2

ha v e the

same v alue (details omitted).

Also, if the iden ti�er has a go o d certi�cate pair ( a; b ), then he can alw a ys

pass all tests. Last, the view of the v eri�er in eac h of the tests can b e sim ulated

e�cien tly .

Reco v ering the complete (second tier) iden tit y The v eri�er giv es the

transcript of the pro of to the escro w agen t. Since the commitmen t on the ( a

1

)

e

and ( a

2

)

e

w ere done b y probabilistic encryption, using the escro w agen t's public

k ey , the escro w agen t can read the v alue of ( a

1

)

e

and ( a

2

)

e

and th us get a

e

.

This v alue plainly rev eals the iden tit y of the user; no further consultation with

the issuer is required. One subtlet y is that there ma y b e m ultiple v alues, ei-

ther b ecause the pro v er c heated successfully in some rounds or b ecause m ultiple

iden ti�ers colluded. These are th w arted b y ha ving the equalit y c hec k; nearly all

the reco v ered a

e

's will b e the same, and will b e equal to an a from a certi�cate

kno wn to the iden ti�er.

4.2 F eatures of the iden ti�cation system

As with the group-signature based sc hemes, all of the argumen ts for the securit y

of this sc heme is heuristic; the same ca v eats ab out statemen ts of securit y apply .

Some necessary hardness assumptions that w e mak e are that it is hard to �nd a

pair ( a; b ) so that a

e

� b

e

= � mo d n (so no one can fak e an iden tit y), that giv en

( a; b ) satisfying the ab o v e, it is hard to pro duce a di�eren t pair ( a

0

; b

0

) with the

same prop ert y (so the user m ust escro w the real a

e

), and that giv en a

e

it is not

p ossible to �nd the appropriate ( a; b ) (so that the escro w agency cannot fak e the

user iden tit y). The last condition is implied b y the �rst one, since it is easy to

pro duce a

e

for an y arbitrary a . F urther discussion of this assumption is giv en in

[11].

It app ears di�cult for an outsider to mimic a group mem b er. The in teractiv e

pro of do es imply that the in truder has a v alid certi�cate. Assuming that these

are hard to generate (giv en all the side information a v ailable to an attac k er),

v alid �rst-tier iden ti�cation app ears to hold. Similarly , the zero-kno wledge pro of

implies that with high probabilit y the escro w agen t will b e able to reco v er a

e

for a v alid certi�cate, implying that the second-tier iden tit y has b een escro w ed.



Ho w ev er, without the escro w agen t, the pro of of kno wledge of a certi�cate is

zero kno wledge, so the second-tier iden tit y is secure.

The strongest feature of the proto col is its separabilit y . The escro w agen t is

completely unin v olv ed unless ask ed to rev ok e anon ymit y . Indeed, the iden ti�er

and v eri�er ha v e complete freedom of who they pic k as their agen t for an y

individual transaction. An y one with a public k ey kno wn to the iden ti�er and

v eri�er ma y b e designated an escro w agen t, with no prior in teraction required.

The w eak est feature of the proto col as it no w stands is its resistance to

imp ersonation. The issuer can forge an y pla y er's iden tit y as so on as a certi�cate

is issued. Ho w ev er, it can b e v eri�ed that kno wing ( a

1

)

e

and ( a

2

)

e

and seeing

the rest of the pro of rev eals nothing ab out b . Hence, ev en after determining

the iden ti�er's iden tit y , the escro w agency and the v eri�er cannot team up to

imp ersonate the iden ti�er. Hence, this system w orks b est when the issuer is

under high securit y and preferably is destro y ed (erases its priv ate data) when

no further certi�cates are to b e issued. W e note that since it's sole op eration is

an RSA decryption, it can b e implemen ted via group cryptograph y , increasing

the securit y of the system. W e also note as a result of this w eakness, the escro w

agen t's goal is to determine the iden ti�er, but not to pro v e this iden tit y .

4.3 Recen t enhancemen ts

W e rep ort on w ork in progress that will b e describ ed in detail in an up coming

longer v ersion of this pap er. W e b eliev e w e can mo dify the ab o v e proto col, with

some loss of e�ciency , to mak e it resistan t to imp ersonation. W e brie
y describ e

the basic tric ks in v olv ed.

First, one can ac hiev e resistance to imp ersonation in a similar manner as in

[11] b y ha ving a b e g

r

for some elemen t g 2 Z

�

n

, where the random r is c hosen

b y the iden ti�er. Care m ust b e tak en so that this discrete log problem is hard.

As part of the iden ti�cation pro cess, the iden ti�er pro v es kno wledge of r , whic h

is nev er rev ealed to an y one.

Unfortunately , this w a y of c ho osing a do esn't allo w the iden ti�er's name to b e

enco ded. So instead, three certi�cates ( a

1

; b

1

), ( a

2

; b

2

) and ( a

3

; b

3

) are generated,

suc h that the iden ti�er kno ws the discrete log of a

1

, and a

3

con tains his iden tit y .

A p oten tial imp ersonation attac k b y the issuer w ould simply substitute a

new v alue of a

1

whose discrete log is kno wn b y the issuer. Ho w ev er, giv en the

existence of space e�cien t signature sc hemes, a

3

and a

1

can b e \link ed" b y

the iden ti�er, so that only that v alue of a

1

can b e used to establish someone's

iden tit y , and only the iden ti�er can mak e suc h a link. Essen tially , a

3

con tains the

iden ti�er's signature for a

1

. Ho w ev er, it isn't p ossible to directly pro v e in zero

kno wledge that these committed pairs are link ed (they aren't normally rev ealed).

One attac k is for t w o iden ti�ers to mix their pairs, so that no link ed pairs are

reco v ered. T o th w art this attac k, a

1

; a

2

and a

3

are additionally constrained so

that a

3

= a

1

+ a

2

, and this relation is pro v en during the iden ti�cation proto col,

using standard cut and c ho ose tec hniques. The issuer can arrange things so that

for an y 3 v alid certi�cates a

3

= a

1

+ a

2

implies that a

3

and a

1

are link ed. Man y ,

man y details omitted.



5 An El-Gamal based iden ti�cation system

Giv en the rather nonstandard and quite similar assumptions used b y the previous

t w o sc hemes, one w ould lik e to mak e sure that plausible sc hemes can b e based

on alternativ e cryptographic functions. W e construct an iden tit y escro w system

using the El-Gamal signature sc heme as the underlying cryptographic primitiv e.

Unfortunately , the proto col is ev en more ine�cien t than the last, and do es not

enjo y its strengths, but serv es as evidence that iden tit y escro w do es not rely on

what is essen tially a single nonstandard assumption.

W e �rst giv e a high lev el discussion of this sc heme.

Initializing the system The issuer b egins b y c ho osing k eys for the encryption

sc heme and for the signature sc heme. F or b oth sc hemes he c ho oses a big prime p

satisfying p = 2 q + 1 for a prime q , and a random quadratic residuosit y g in Z

�

p

.

The issuer then c ho oses a secret k ey S for the signature sc heme and computes

the related public k ey P = g

S

mo d p . The escro w agen t c ho oses a secret k ey X

for its encryption sc heme and computes Y = g

X

mo d p . The issuer publishes

g ; p; P ; Y . In the sequel all op erations are done mo dulo p unless otherwise stated.

Issuing a certi�cate The v alid certi�cates will b e the set of all signatures

on the n um b er 1. Namely , legitimate iden tities will b e all pairs ( a; b ) satisfying

P

a

a

b

= g mo d p . The issuer selects a random signature of \1" whic h is a pair

( a; b ), and sends ( a; b ) to the iden ti�er. Sp eci�cally , the issuer c ho oses a random

n um b er r 2 [0 ::q � 1] and computes a = g

r

. (Note that a is a random quadratic

residue mo dulo p .) The issuer tries again if a = q ,

1

otherwise, the issuer computes

the n um b er b satisfying aS + r b = 1 mo d q . (a standard calculation in the �eld

Z

q

.) The issuer sends ( a; b ) to the iden ti�er and sa v es a to allo w it to help the

escro w agen t rev ok e anon ymit y .

Chec king the w eak (�rst tier) iden tit y W e go in to the details of this pro-

cess in Section 5.1 b elo w. But in a n utshell, in order to iden tify himself, the

iden ti�er pro vides an El-Gamal encryption of a , and then pro v es in p erfect zero

kno wledge that he kno ws a pair ( a; b ) suc h that P

a

a

b

= g mo d p and suc h that

a is encrypted in the cipher-text he pro vided.

Reco v ering the complete (second tier) iden tit y If the iden tit y of a user

has to b e rev ealed, the v eri�er sends the escro w agen t the encryption of a . The

escro w agen t decrypts it and, with the help of the issuer, determines whic h

iden ti�er had that v alue of a .

5.1 V erifying the iden tit y in zero kno wledge

Let us get in to the details of the iden tit y v eri�cation pro cess. Recall that P art y A

should not get an y kno wledge from the in teraction with U , but only b e con vinced

1

The n um b er a equals q with (negligible) probabilit y 2 = ( p � 1).



that U is a prop er user. T o this end, U commits on a few n um b ers, and b y

A 's request, U op ens a few of them. A learns nothing from seeing the op ened

commitmen ts, but if U tries to c heat, A catc hes him with a constan t probabilit y .

Th us, rep eating the pro cess O (log (1 =� )) times, A is con vinced that indeed U has

a prop er iden tit y with probabilit y 1 � � .

User U b egins b y encrypting a , i.e., selecting uniformly at random R 2 Z

q

and computing the encryption ( �; � ) = ( g

R

; Y

R

� a ), whic h he sends to A . Next,

U partitions a; b and R in to shares in the follo wing manner. F or b and for R

the user U c ho oses a random sum mo dulo q . Namely , he c ho oses uniformly at

random b

1

; R

1

2 Z

q

, and then sets b

2

= b � b

1

mo d q and R

2

= R � R

1

mo d q .

The v alue of a is partitioned in a more in v olv ed manner. User U splits it in to a

pro duct a

1

� a

2

whic h equals a b oth mo dulo p and mo dulo q . He do es this in the

follo wing manner. U c ho oses uniformly at random a n um b er a

1

2 [1 ::pq � 1] suc h

that a

1

is relativ ely prime to pq . Next, U c ho oses the unique a

2

2 [1 ::pq � 1]

satisfying a

2

= a=a

1

mo d p and a

2

= a=a

1

mo d q . This can b e done b y the

Chinese Remainder Theorem. Note that for an y �xed a (whic h is assumed to b e

relativ ely prime to pq ), a

2

(as w ell as a

1

) is randomly distributed amongst the

n um b ers in [1 ::pq � 1] whic h are relativ ely prime to pq .

W e �rst describ e the tests on a high lev el; a more detailed explanation follo ws.

W e �rst sp ecify some of the commitmen ts that U mak es. These commitmen ts

are the ones needed to state the high lev el tests, but more commitmen ts will b e

required b y the implemen tations of these tests.

Commitmen ts U commits to eac h of the follo wing v alues: a

1

, a

2

; b

1

, b

2

, R

1

,

R

2

, Y

R

1

, Y

R

2

, ( a

1

)

b

1

, ( a

1

)

b

2

, ( a

2

)

b

1

, ( a

2

)

b

2

, g

R

1

, g

R

2

, Y

a

1

, Y

a

2

.

T ests W e describ e on a high lev el a set of c hec ks. A pic ks one c hec k at random,

and U pro v es that the test holds b y op ening some of his commitmen ts. There

are 34 lo w-lev el tests whic h are describ ed in high lev el b y the follo wing 6 tests:

1. A m ultiplication test that Y

R

1

� Y

R

2

� a

1

� a

2

= � . Note that eac h of the

m ultiplicands is a random n um b er that can b e sim ulated, and g is public.

(This consists of 6 basic tests whic h are describ ed in Subsection 5.1 b elo w.)

2. A m ultiplication test that g

R

1

� g

R

2

= � . Note that eac h of the m ultiplicands

is a random n um b er that can b e sim ulated, and g and � are public. (This

consists of 5 basic tests whic h are describ ed in Subsection 5.1 b elo w.)

3. A m ultiplication test that ( P

a

1

)

a

2

� ( a

1

)

b

1

� ( a

2

)

b

1

� ( a

1

)

b

2

� ( a

2

)

b

2

= g . (This

consists of 8 tests whic h are describ ed in Subsection 5.1 b elo w.)

4. U pro v es to A that a

1

� a

2

mo d pq is a n um b er in the range 1 ::p � 1. See Section

5.1 for the details of implemen ting this test (whic h consists of 9 basic tests).

A discussion of wh y this is a crucial test app ears in the app endix of [20].

5. F or i = 1 ; 2 and for j = 1 ; 2 the user U op ens the commitmen ts on a

i

on b

j

and on ( a

i

)

b

j

and A c hec ks that indeed the v alue of the exp onen tiation is

correct. (These are 4 basic tests.)



6. F or i = 1 ; 2 the user U op ens the commitmen ts on R

i

; a

i

and on g

R

i

and

on Y

a

i

and A c hec ks that b oth exp onen tiations are correct. (These are t w o

basic tests.)

These tec hniques are quite standard, and one ma y c hec k that seeing one of

these tests is p erfectly sim ulatable. Also, if all tests hold then the m ultiplications

hold as w ell. And �nally , if the m ultiplications hold, and the user follo ws the

proto col as ab o v e, then he nev er fails to con vince A .

Implemen ting the m ultiplication tests Let us describ e the standard manner

in whic h the m ultiplication tests are implemen ted. In these tests, at most one

of the op erands is rev ealed; w e use the test in situations where this leak age

do es not p ose a problem. The �rst test w e are in terested in is a m ultiplication

test that Y

R

1

� Y

R

2

� a

1

� a

2

= � . The v alue of � is giv en to A . T o this end U

c ho oses uniformly at random and indep enden tly 4 n um b ers t

1

; t

2

; t

3

; t

4

in Z

�

p

. U

commits on the v alues of t

1

Y

R

1

, t

2

Y

R

2

, t

3

a

1

, t

4

a

2

, and t

1

t

2

t

3

t

4

all mo dulo p .

The follo wing 6 tests c hec k the m ultiplication.

1. U op ens the commitmen ts on t

1

, Y

R

1

, and t

1

Y

R

1

and A c hec ks that the

v alues matc h.

2. U op ens the commitmen ts on t

2

, Y

R

2

, and t

2

Y

R

2

and A c hec ks that the

v alues matc h.

3. U op ens the commitmen ts on t

3

, a

1

, and t

3

a

1

and A c hec ks that the v alues

matc h.

4. U op ens the commitmen ts on t

4

, a

2

, and t

4

a

2

and A c hec ks that the v alues

matc h.

5. U op ens the commitmen ts on t

1

, t

2

, t

3

, t

4

, and t

1

t

2

t

3

t

4

and A c hec ks that

the v alues matc h.

6. U op ens the commitmen ts on t

1

Y

R

1

, t

2

Y

R

2

, t

3

a

1

, t

4

a

2

, t

1

t

2

t

3

t

4

, and U c hec ks

that the m ultiplication t

1

Y

R

1

� t

2

Y

R

2

� t

3

a

1

� t

4

a

2

equals t

1

t

2

t

3

t

4

� .

In a similar manner one can construct 5 basic tests and the corresp onding com-

mitmen ts to c hec k that g

R

1

g

R

2

= � .

The second m ultiplication test should c hec k that ( P

a

1

)

a

2

� ( a

1

)

b

1

� ( a

2

)

b

1

� ( a

1

)

b

2

�

( a

2

)

b

2

= g . F or this test, U c ho oses indep enden tly and uniformly at random 5

n um b ers t

5

; t

6

; t

7

; t

8

; t

9

in Z

�

p

. U commits on eac h of these 5 v alues and also on

P

a

1

t

5

, ( P

a

1

)

a

2

� t

5

a

2

, ( a

1

)

b

1

t

6

, ( a

2

)

b

1

t

7

, ( a

1

)

b

2

t

8

, and ( a

2

)

b

2

t

9

, and on the v alue of

( t

5

)

a

2

t

6

t

7

t

8

t

9

. The follo wing 8 tests c hec k the v alidit y of the commitmen ts and

the correctness of the m ultiplication asserted.

1. U op ens the commitmen ts on t

5

, on a

1

and on P

a

1

t

5

, and A c hec ks that the

v alues matc h.

2. U op ens the commitmen ts on P

a

1

t

5

, on a

2

, and on ( P

a

1

)

a

2

� t

5

a

2

and A

c hec ks that the v alues matc h.

3. U op ens the commitmen ts on t

6

, on ( a

1

)

b

1

and on ( a

1

)

b

1

t

6

, and A c hec ks

that the v alues matc h.

4. U op ens the commitmen ts on t

7

, on ( a

2

)

b

1

, and on ( a

2

)

b

1

t

7

, and A c hec ks

that the v alues matc h.



5. U op ens the commitmen ts on t

8

, on ( a

1

)

b

2

and on ( a

1

)

b

2

t

8

and A c hec ks that

the v alues matc h.

6. U op ens the commitmen ts on t

9

, on ( a

2

)

b

2

, and on ( a

2

)

b

2

t

9

and A c hec ks

that the v alues matc h.

7. U op ens the commitmen ts on v alues of all t

5

; t

6

; : : : ; t

9

, on the v alue of a

2

and on the v alue of the pro duct ( t

5

)

a

2

t

6

t

7

t

8

t

9

, and A c hec ks that the v alues

matc h.

8. U op ens the commitmen ts on ( P

a

1

)

a

2

� t

5

a

2

, ( a

1

)

b

1

t

6

, ( a

2

)

b

1

t

7

, ( a

1

)

b

2

t

8

, and

( a

2

)

b

2

t

9

, and on the v alue of ( t

5

)

a

2

t

6

t

7

t

8

t

9

. A c hec ks that the pro duct

( P

a

1

)

a

2

� t

5

a

2

� ( a

1

)

b

1

t

6

� ( a

2

)

b

1

t

7

� ( a

1

)

b

2

t

8

� ( a

2

)

b

2

t

9

equals the pro duct � � ( t

5

)

a

2

t

6

t

7

t

8

t

9

.

T esting a range prop ert y mo dulo n = pq Let q ; p b e t w o primes suc h

that q < p . A useful to ol in our system is a zero kno wledge test whic h v eri�es

that a giv en pair of n um b ers a

1

; a

2

2 [0 ; 1 ; : : : ; pq � 1] satis�es that a

1

a

2

mo d pq

is a n um b er in the range [0 ::p � 1]. A solution to this problem, for a general

range, is giv en b y Bellare and Goldw asser [2]; for greatest e�ciency they use an

impro v emen t due to Cramer based on the tec hniques of [9]. In their scenario, the

pro v er commits on the v alue a (whic h has to b e in the righ t range) b y committing

on eac h of the bits in its binary represen tation. Ho w ev er, these and other suc h

proto cols dep end in timately on ho w the v alue is committed to; the commitmen t

metho d w e use ( a is committed to as a pro duct of committed v alues, a

1

and

a

2

) precludes the direct use of this solution. In [20], w e giv e a simple cut-and-

c ho ose t yp e pro of for this commitmen t format; whic h is omitted here due to

space limitations.

5.2 F eatures of the iden ti�cation system

The in teractiv e pro of establishes that the iden ti�er has a v alid certi�cate ( a; b )

and that he has escro w ed the v alue of a . W e kno w of no w a y of generating

v alid certi�cates, or of generating a new certi�cate from a n um b er of other v alid

certi�cates. Th us, heuristically , this argues that the �rst-tier iden ti�cation is

v alid and that the second-tier iden ti�cation has b een escro w ed. Ho w ev er, w e

note that as with the group-signature based sc heme, the escro w agen t needs the

issuer's help to rev ok e anon ymit y . Without the escro w agen t, the zero-kno wledge

pro of only rev eals the El Gamal probabilistic encryption of a v alid certi�cate, so

the second-tier iden tit y seems secure.

The proto col is w eakly separable in the same w a y as with the group-signature

sc heme: the escro w agen t m ust b e in v olv ed during the initialization and needs

the issuer's help to rev ok e anon ymit y .

The escro w agen t only sees a , but do esn't receiv e b . Ho w ev er, the issuer can

imp ersonate an y iden ti�er.

Ac kno wledgemen ts

W e thank Markus Stadler for useful discussions.
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