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Abstract. Recen tly , there has b een a surge of in terest in k ey-escro w

systems, from the p opular press to the highest lev els of go v ernmen tal

p olicy-making. Unfortunately , the �eld of k ey-escro w has v ery little rig-

orous foundation, lea ving op en the p ossibilit y of a catastrophic securit y

failure. As an example, w e demonstrate a critical w eakness in Micali's

F air Public Key Cryptosystem (FPK C) proto cols. Micali's FPK C pro-

to cols ha v e b een licensed to the United States Go v ernmen t for use with

the Clipp er pro ject, and w ere considered to b e a leading con tender for

soft w are-based k ey escro w. In the pap er, w e formally mo del b oth the

attac k and what it means to defend against the attac k, and w e presen t

an alternativ e proto col with more desirable securit y prop erties.

1 In tro duction

1.1 Bac kground

In a Public Key Cryptosystem, eac h user is assigned or c ho oses a matc hing pair

of k eys ( P ; S ), where P is the public k ey corresp onding to the pair and S is the

secret k ey . F or ease of access, as w ell as authen tication purp oses, the public k ey

for eac h user is catalogued and/or certi�ed b y a cen tral authorit y (or authorities)

so that other users in the system can retriev e the authen tic public k ey for an y

individual. Public Key Cryptosystems can b e used for man y purp oses, including

encryption and/or digital signatures. F or a surv ey of the extensiv e literature in

this area, w e refer the reader to [7 , 25, 19, 4].

One problem with a PK C (and Cryptosystems in general) is that they ma y b e

abused b y non-la w-abiding users. F or example, t w o criminals could comm unicate

using a PK C established b y the Go v ernmen t and la w enforcemen t authorities

w ould ha v e no w a y to decrypt their message tra�c, ev en if the authorities had re-

ceiv ed a court authorization to wiretap the comm unication. Suc h activit y migh t

tak e place ev en if the PK C w ere established solely for the purp oses of digital

signatures since the criminals migh t use the PK C for other purp oses suc h as

encryption.



The general issue of the need for go v ernmen t wiretaps v ersus the need for

individual priv acy has b een debated in so ciet y for decades. With the adv en t of

inexp ensiv e and fast cryptographic tec hnology , this debate has in tensi�ed. This is

b ecause wiretaps can b e e�ectiv e against encrypted tra�c only if the go v ernmen t

can gain access to the secret k ey that is used to decrypt the tra�c. In F rance, for

example, all cryptographic material m ust b e rev ealed to the go v ernmen t b efore

it can b e used. Ev en in German y , where there is great sensitivit y to go v ernmen t

monitoring of individuals, the issue of go v ernmen t escro w of secret k eys for the

purp oses of go v ernmen t wiretapping has b een under discussion for man y y ears

[1].

The simplest metho d of k ey con trol is to ha v e a trusted go v ernmen t agency

(or agencies) simply escro w the secret k ey for eac h individual. Then, in the ev en t

of the prop er authorization, the go v ernmen t can retriev e the secret k ey from

storage and decipher the in tercepted comm unications of a susp ected criminal.

In suc h a system, the go v ernmen t w ould ha v e the same p o w er that it had b efore

the adv en t of public k ey cryptograph y , and the citizens w ould ha v e no less priv acy

than b efore. (This is essen tially the prop osal made b y Beth [1 ] to the German

P arliamen t in 1990.)

As observ ed b y Blakley [2 ], Shamir [20 ], Karnin-Greene-Hellman [13 ] and

man y others, ho w ev er, it ma y b e c heap to simply store copies of the secret k eys,

but suc h a solution can b e corrupted. In an e�ort to prev en t suc h corruption,

Blakley and Shamir prop ose metho ds for splitting a secret k ey in to n shares

so that the secret can b e reconstructed from an y k of the shares. In addition,

no information ab out the secret k ey is rev ealed giv en only k � 1 shares. By

pro viding eac h go v ernmen t trustee with one share of eac h secret k ey , the c hances

for corruption of the escro w system are substan tially reduced, since the secret

k ey of an individual can b e reco v ered if and only if k of the trustees rev eal their

shares.

Since the Blakley and Shamir sc hemes w ere �rst prop osed in 1979, a wide

v ariet y of "secret sharing" sc hemes ha v e b een disco v ered (e.g., see the surv ey

pap er b y Simm ons [24 ]).

One di�cult y with the secret sharing sc hemes disco v ered b y Blakley and

Shamir is that there is no pro vision for insuring that the trustees ha v e receiv ed

v alid shares of eac h user's secret k ey . Indeed, when the trustees rev eal their shares

under a court order (sa y), the shares ma y b e found to b e useless b ecause the

criminal user did not pro vide prop er shares of his or her secret k ey . This problem

is partially resolv ed in [6], whic h in tro duced the notion of veri�able se cr et sharing

(VSS). In a v eri�able secret sharing sc heme the shares are pro vided in a w a y so

that eac h trustee can b e assured that he or she has receiv ed a v alid share of the

secret.

Man y VSS sc hemes are kno wn in the literature. T ypical VSS sc hemes pro ceed

b y ha ving the user c ho ose a secret m , and then publish an encryption E ( m ) of

m . The user then splits m in to shares for the trustees, and the trustees v erify

that they ha v e v alid shares b y c hec king against the published v alue of E ( m ).

In order to b e useful in the con text of k ey escro w, it is necessary and su�cien t



that the pair ( m; E ( m )) form a (secret k ey , public k ey) pair of the public k ey

cryptosystem that is b eing used. (This is b ecause the secret b eing shared is

the secret key of the user.) F eldman [11 ] and P edersen [18 ] describ e suc h VSS

metho ds where E ( m ) = g

m

is based on the discrete-log problem. The F eldman

and P edersen VSS sc hemes can th us b e used to share secret k eys in the Di�e-

Hellman, DSS, El Gamal, and elliptic curv e cryptosystems. Micali pro vides some

alternativ e VSS sc hemes based on discrete logarithms in [16 ], but these metho ds

are less e�cien t than the P edersen sc heme. Micali also pro vides a VSS sc heme

that can b e used to share secret k eys in the RSA system.

In [16 ], Micali prop oses the F air Public-Key Cryptosystem approac h to k ey

escro w. In the Micali FPK C approac h, eac h user shares his or her secret k ey

with the trustees using a VSS sc heme that allo ws eac h trustee to v erify that

they ha v e a share of the secret k ey for the user that corresp onds to the public

k ey for that user. A k ey claim ab out FPK Cs is that they \cannot b e misused b y

criminal organizations."

1.2 The results of this pap er

Cryptanalysis of FPK Cs Naiv ely , it migh t seem that the Micali FPK C can-

not b e misused b y criminals. The go v ernmen t-escro w ed k eys cannot b e used for

encryption without the go v ernmen t b eing able to listen in since the escro w agen ts

can collab orate to rev eal the secret k ey for an y user. While the criminals can use

alternativ e means for secure comm unication, they are not using the government

k ey escro w system except, p erhaps, for the purp oses of authen tication, and th us

the go v ernmen t escro w system has not b een \abused" p er se. Moreo v er, ev en

if criminals use the go v ernmen t k ey escro w system for authen tication purp oses

during a proto col to exc hange other secret k eys, they w ould still ha v e to go

through some for of in teractiv e secret k ey exc hange proto col prior to the initi-

ation of secure comm unications, th us losing the con v enience of a nonin teractiv e

public-k ey system.

Unfortunately , this reasoning assumes that the criminals use the same secret

k eys that w ere pro vided to the trustee. Ho w ev er, there is no reason to b eliev e

that the criminal will b e so co op erativ e. W e in fact describ e a v ery simple w a y

that criminals can exploit the Micali metho d for F air PK Cs without fear of

ea v esdropping b y the go v ernmen t.

W e exploit one of the FPK Cs adv ertised features { the abilit y of the user to

c ho ose his or her public and priv ate k eys. Indeed, the de�ning features of the

Micali FPK C are that eac h user can ha v e the securit y of selecting his or her o wn

secret k ey and that the go v ernmen t can b e assured that criminal users cannot

use the escro w ed k eys in a manner that is secure against go v ernmen t wiretaps.

W e demonstrate that it is imp ossible to ac hiev e b oth goals at the same time: an y

escro w system whic h allo ws users to select their o wn k eys can b e easily abused

b y criminal users.

De�ning securit y W e suggest a n um b er of desirable prop erties for k ey-escro w

systems. Most of these prop erties are w ell understo o d from the extensiv e w ork



on v eri�able secret sharing. Ho w ev er, w e kno w of no \standard" prop ert y that

implies imm unit y from the w eakness w e found in FPK Cs. W e giv e a simple

example demonstrating that imm uni t y from subliminal attac ks is insu�cien t

for our purp oses. W e giv e the �rst formal de�nition of b eing shadow-public-key

r esistant , i.e. b eing secure against un tappable messages.

An alternativ e k ey-escro w proto col In the pap er, w e also describ e an al-

ternativ e approac h to F air Cryptosystems that is pro v ably imm une to suc h sub-

liminal attac ks. The approac h, whic h w e refer to as F ailsafe Key Escr ow , is

c haracterized b y the use of go v ernmen t-user in teraction to select k eys. Indeed,

an imp ortan t conclusion of our w ork is that only b y ha ving in teraction b et w een

users and the go v ernmen t is it p ossible to attain the securit y features that are

desired b y b oth the users and the go v ernmen t. In particular, our proto col has

the follo wing �v e prop erties:

Prop ert y 1: Eac h user in the system should ha v e su�cien t con trol o v er his or

her secret k ey to b e sure that the k ey is c hosen securely , ev en if all the trustees

and cen tral authorities are malicious.

Prop ert y 2: The cen tral authorit y will also b e guaran teed that the secret k ey

for eac h user is c hosen securely ev en if the user do esn't ha v e access to a go o d

random n um b er generator or if the user fails to use the random n um b er gener-

ator prop erly (e.g., b y using a birthda y or phone n um b er instead of a random

n um b er).

Prop ert y 3: Eac h user will b e guaran teed that his or her secret k ey will remain

secret unless a su�cien t n um b er of trustees release their shares of the k ey to the

cen tral authorit y .

Prop ert y 4: The cen tral authorit y needs to b e assured that it can obtain the

secret k ey for a user who is susp ected of using his or her escro w ed public k ey

for encryption in the con text of illegal activities b y retrieving shares of the k ey

from a certain n um b er of trustees.

Prop ert y 5: The cen tral authorit y needs to b e assured that the escro w system

will not b e abused b y criminals in a w a y that helps them to comm unicate without

fear of court-authorized wiretapping. More precisely , if t w o criminals abuse the

FKE b y using the information con tained in their public k eys to comm unicate

using an y published public-k ey encryption algorithm, and the cen tral authorit y

is pro vided kno wledge of the criminals' escro w ed secret k eys b y the trustees, then

one of the follo wing t w o cases should hold:

1. it should as easy (at least on a probabilistic basis) for the cen tral authorit y

to decrypt the message tra�c b et w een the criminals as it is for the criminals

themselv es to decrypt that tra�c, or

2. the criminals already had a w a y to comm unicate that could not b e decrypted

b y the go v ernmen t.



One can nev er disallo w the p ossibilit y that criminals will use a completely dif-

feren t means for co v ert comm unicati on, but one do es not wish to assist them in

this pro cess.

Whereas the �rst four prop erties are w ell understo o d, the last prop ert y re-

quires a more detailed discussion. Indeed, one section of our pap er is dev oted to

making this prop ert y , whic h w e call shadow-public-key r esistanc e , w ell de�ned.

Our main theorem is as follo ws:

Theorem: F ailsafe key-escr ow is shadow-public-key r esistant.

W e note that ac hieving this prop ert y requires complications to our proto col

that w ould seem to b e extraneous without a rigorous standard. This motiv ates

further foundational w ork in this area.

In comparison, the F air Public-Key Cryptosystem (FPK C) approac h adv o-

cated b y Micali [16 ] do es not satisfy Prop erties 2 and 5, and at least one prop osed

v arian t of his FPK C do es not satisfy Prop ert y 3.

T ec hniques used Our attac k is based on the subliminal c hannel attac ks dev el-

op ed b y Simmons and Desmedt in the 1980s [21 , 22, 23 , 9 , 8, 26]. Using suc h an

attac k, a go v ernmen t-sanctioned FPK C can b e sub v erted b y criminals or other

users to form a "shado w" public k ey cryptosystem that is un tappable b y the go v-

ernmen t. In some cases, the shado w cryptosystem is ev en more secure against

the go v ernmen t than the original cryptosystem is against nongo v ernmen tal ad-

v ersaries. The shado w cryptosystem can b e set up using only publicly a v ailable

information, y et w e kno w of no w a y for the go v ernmen t to prev en t its use or to

determine who is using it.

In our proto col, w e also mak e imp ortan t use of information theoretically

secure bit commitm en ts, �rst prop osed b y Brassard, Chaum and Cr � ep eau [5].

In addition, w e require proto cols with the chamele on prop ert y . Informally , the

c hameleon prop ert y sa ys that the recipien t of a committed bit is able to op en

the bit as either a 0 or a 1. This prop ert y is necessary for our pro of of securit y to

go through. Suc h sc hemes are w ell kno wn, in particular w e can use the proto cols

of [3 ] based on the hardness of computing discrete logarithms.

Outline of the pap er The remainder of the pap er is partitioned in to sections

as follo ws. The 
a w in the Micali FPK C is explained in Section 2. W e describ e

the F ailsafe approac h to k ey escro w in Section 3. W e formalize our attac k and

sho w the resistance of F ailsafe escro w system to this attac k in Section 4. Some

applications of the new approac h are discussed in Section 5 and its limitati ons

are discussed in Section 6. W e conclude with some ac kno wledgmen ts in Section 7.

2 The Fla w in the Micali FPK C

In what follo ws, w e �rst giv e a high-lev el description of the attac k, and then sho w

ho w to apply it with v arying degrees of e�ciency to the most p opular public-k ey

cryptosystems.



2.1 Shado w public-k ey systems

Our attac k is essen tially a subliminal attac k on a giv en public-k ey cryptosystem.

A normal user generates a pair ( P ; S ), publishes P and giv es the go v ernmen t the

abilit y to reconstruct S . In the simplest form of our attac k, the attac k er instead

generates t w o k ey pairs ( P ; S ) and ( P

0

; S

0

), where ( P ; S ) is a prop er (public-k ey ,

priv ate-k ey) pair, ( P

0

; S

0

) is a shado w k ey pair, and P

0

= f ( P ) where f is an

easily computed and publicly kno wn function. The attac k er uses ( P ; S ) in the

same w a y as w ould an ordinary user, but k eeps S

0

reserv ed as his shado w secret

k ey . In order for someone to send a truly secret message (i.e., one that cannot b e

deciphered b y the go v ernmen t) to an attac k er, the sender computes P

0

= f ( P )

and then encrypts the message using P

0

. (The truly-encrypted message could

then b e sup erencrypted using P , if desired, so that it w ould app ear as if the

go v ernmen t FPK C w ere b eing used in the normal fashion.) The receiv er of the

message then decrypts it using S

0

(as w ell as S if sup erencryption b y P w as

used).

The k ey to this approac h is to �nd e�cien t w a ys of generating P ; S; P

0

and

S

0

along with an easy to compute f that generated P

0

. W e call suc h a system a

shadow public-key cryptosystem . (Note that since the attac k er generates a v alid

( P ; S ) pair, and uses it in exactly the same w a y as do es a legitimate user, the

trustee v eri�cation proto cols will not detect an y c heating.)

2.2 A shado w public-k ey system based on RSA

Our attac k is most straigh tforw ardly implemen ted against the RSA cryptosys-

tem. Recall that an RSA public k ey is of the form P = ( n; e ) where n = pq is a

pro duct of t w o primes and e is some exp onen t whic h is t ypically represen ted as

a n um b er mo d n .

3

W e �rst note that e is essen tially unrestricted. Th us, giv en

a securit y parameter k (e.g., where the k -bit pro duct of t w o k = 2-bit primes is

considered hard to factor), one can enco de k bits in e . This is already enough to

enco de the public k ey to Rabin's public-k ey cryptosystem or to public-k ey cryp-

tosystems based on discrete logarithms (suc h as the Di�e-Hellman sc heme),

using the same securit y parameter k .

As observ ed b y Desmedt [8 ], an attac k er can publish roughly k = 2 additional

bits in the escro w system b y suitably c ho osing n . Giv en a string m of appro x-

imately k = 2 bits (w e ignore small factors that will not a�ect the theoretical

analysis or practical utilit y of the attac k), an attac k er can c ho ose a random

k = 2-bit prime p , and then divide p in to 2

k = 2

m to obtain a q and r suc h that

pq + r = 2

k = 2

m and r < 2

k = 2

. If q is also prime, then c ho ose n = pq , in whic h

case m is con tained in the higher order bits of n . Otherwise, start o v er with

a new p . Making reasonable assumptions on the distribution of primes, O ( k )

iterations will su�ce to �nd a suitable n .

Th us, b y c ho osing n and e correctly , the attac k er can enco de an arbitrary

shado w public k ey of size 3 k = 2 in the RSA k ey escro w ed in the FPK C. While this

3

Mathematically , it is an elemen t of Z

� ( n )

, but this is irrelev an t to ho w it is repre-

sen ted, esp ecially since � ( n ) is secret.



isn't as man y bits as w as used to set up the RSA public k ey , it allo ws one to use

a discrete-log based sc heme or Rabin's sc heme with a higher securit y parameter

than the one supp orted b y the go v ernmen t. He can simply c ho ose an arbitrary

( P

0

; S

0

) suc h that j P

0

j = 3 k = 2, and then generate ( n = pq ; e ) to enco de P

0

,

publish ( n; d ) (where d = e

� 1

mo d � ( n )) and share e with the escro w agency .

2.3 A shado w public-k ey system based on Rabin

The preceding metho d of subliminall y placing extra bits in to the public k ey of

a user can also b e applied to the Rabin cryptosystem (where e = 2). Although

no bits can b e subliminall y enco ded in to e , w e can still enco de k = 2 bits in to n .

Alternativ ely , there is another metho d for subliminall y em b edding P

0

in to

P where P is a Rabin public k ey and P

0

is a Di�e-Hellman public k ey . In this

attac k, the criminal �nds x and y so that q

1

= g

x

and q

2

= g

y

mo d p are primes.

The criminal then sets n = q

1

q

2

. The shado w secret k ey is then P

0

= n mo d p

and the matc hing shado w secret k ey is x + y mo d p � 1.

2.4 A shado w public-k ey system based on Di�e-Hellman, DSS, or

El-Gamal

In discrete-log-based FPK Cs, a string m can b e subliminall y enco ded in the

public k ey P = g

x

b y simply trying v arious c hoices for x un til a sp eci�ed seg-

men t of the bits in g

x

matc hes the desired v alue of m . F or greater computational

e�ciency , one can c ho ose an initial v alue of x at random and then c ho ose con-

secutiv e v alues of x un til a matc h is found In this w a y , g

x

ma y b e incremen tally

computed using a single mo dular m ultiplication instead of a more exp ensiv e

exp onen tiation.

A more e�cien t tec hnique exploits the bab y-step gian t-step metho d of com-

puting discrete logarithms. In order to em b ed a short subliminal string of bits

m 2 [ R + 1 ; : : : ; R + T

2

] (where R and T are publicly kno wn), the attac k er simply

sets S = P

0

= m . A sender can reco v er P

0

= m from P = g

m

using O ( T ) mo dular

m ultipli cations, b y �rst computing a table ( g

R + T

; g

R +2 T

; : : : ; g

R + T

2

) and then

computing g

m

; g

m +1

; : : : un til one computes a pair ( i; j ) suc h that g

m + i

= g

j T

.

Note ho w ev er that in con trast to the previous, less e�cien t metho d, S is clearly

nonrandom. Also, the computational burden is then shifted to from the attac k er

to an y one wishing to send the attac k er a message. W e note that this attac k

w ould not b e considered a subliminal c hannel, since the abuse is detectable. The

p oin t is that fair cryptosystems nev er c hec k for abuse, giving us greater leew a y

in our attac ks.

Ho w big can T b e? Assuming 512-bit mo duli, one migh t exp ect to compute

1 ; 000 mo dular m ultiplicatio ns a second on the next generation of PC's. Th us,

making T = 2

20

requires less than 20 min utes on a single pro cessor and making

T = 2

30

requires less than t w o w eeks.

In discrete-log case, the n um b er of bits that can b e enco ded in a reasonable

amoun t of time is m uc h smaller than b efore. Ho w ev er, w e will sho w in what



follo ws ho w to b o ost the n um b er of bits that can b e subliminally enco ded b y

spreading a shado w public k ey across sev eral FPK C public k eys.

2.5 Bo osting the n um b er of enco ded bits

In the examples giv en ab o v e, the attac k er w as able to subliminall y enco de v arious

n um b ers of bits in to the public �le, dep ending on the underlying PK C. F or

example, if one is using Rabin's public-k ey cryptosystem, the ab o v e tec hnique

allo ws one to subliminally enco de k = 2 bits in to a public k ey , and for discrete-

log problems w e obtain smaller co ding rates. By spreading a shado w public k ey

across sev eral FPK C public k eys, ho w ev er, w e can o v ercome this de�ciency and

allo w for shado w k eys to ha v e arbitrarily high securit y . F or example, the a v ailable

subliminal space on t w o FPK C k eys can b e com bined to form a single shado w

public k ey with a securit y parameter that is t wice as large as b efore.

The opp ortunit y to ha v e m ultiple k eys is another adv ertised feature of the

Micali FPK C. In particular, in order to supp ort time-b ounded wiretapping, Mi-

cali adv o cates the use of m yriad k eys for eac h user, with one k ey for eac h in terv al

of time. Ha ving man y k eys escro w ed th us allo ws the criminal to construct a v ery

large shado w k ey .

There are also other reasons that a user migh t ha v e sev eral k eys listed in the

escro w system. F or example, curren t y ello w-pages listings allo w larger organiza-

tions to list man y phone n um b ers, one for eac h sub departmen t, and there is no

reason wh y this 
exibilit y w ould b e abandoned. Alternativ ely , if w e presupp ose

a so ciet y where businesses and other organizations insist on holding the priv ate

k eys of their emplo y ees, then individuals will need a public k ey for ev ery suc h

organization in whic h they b elong. In eac h of these scenarios, the space a v ailable

on the collection of k eys for subliminal activities is su�cien t to form a v ery large

shado w k ey .

It is w orth noting that for most of our attac ks, the \o�cial" public-k ey

generated in our attac k is still a useful and reasonably secure (except against

the escro w agen ts) public k ey . F urthermore, the secret k ey S

0

is not needed in

order to generate ( P ; S ). This facilitates the use of m ultiple-k ey attac ks, since

someone will m uc h more readily agree to \ren t" the subliminal space on their

public k ey if it do es not compromise their o wn securit y .

Also, w e note that attac k ers can mak e e�ectiv e use of few er bits than are

needed for a standard public-k ey �le. F or example, in [27 , 12], public k ey cryp-

tosystems with v ery small public-k eys are prop osed whic h ma y still tie up the

computational resources of la w enforcemen t o�cials.

3 The F ailsafe Key Escro w Approac h

The 
a w in the Micali FPK C is deriv ed from the fact that it is p ossible for a

user to c ho ose a pair of k eys ( S; P ) with the sp ecial prop erties that:

1) the trustees can b e pro vided with v alid shares of the secret k ey S , and



2) the FPK C public k ey P can b e easily con v erted in to a shado w public k ey

P

0

(using a published algorithm) for a shado w cryptosystem for whic h the user

has also precomputed a shado w secret k ey S

0

.

The criminal user can then comm unicate using the shado w cryptosystem and

the shado w pair of k eys. The cen tral authorit y (with the aide of the trustees)

can retriev e S but this will not b e useful in deciphering tra�c encrypted with

S

0

. Moreo v er, the cen tral authorit y ma y ha v e no hop e of disco v ering S

0

. Un-

fortunately , it app ears that suc h an attac k can b e moun ted against an y escro w

system in whic h the users are giv en the freedom to select their o wn k eys.

The subliminal k ey attac ks can b e a v oided b y ha ving the cen tral authorit y

or the trustees themselv es select the pair of k eys for eac h user. But sc hemes in

whic h the cen tral authorities select the secret k ey for eac h user ma y lea v e the

user with no assurance that his k ey has b een prop erly generated (so as to b e

secure). Suc h a sc heme w ould not satisfy Prop ert y 1.

Sev eral metho ds ha v e b een prop osed in the literature for o v ercoming sub-

liminal attac ks. Desmedt [8], in particular, has prop osed a general metho d for

defending against subliminal attac ks in public-k ey cryptosystems, and our meth-

o ds ha v e a n um b er of similarities to his approac h. In b oth cases, the user and

the go v ernmen t collab orate to generate a fair k ey b y a \coin-
ipping" tec hnique

(�rst prop osed b y Blum) in whic h one side precommits its half of the �nal k ey .

Ho w ev er, there are also a n um b er of di�erences: The Desmedt scenario assumes a

trusted cen ter (w arden) who can b e relied on to mak e his bits random. Whereas

w e consider a k ey-escro w setting, in Desmedt's proto col, the secret k ey is com-

pletely reserv ed b y the user. Also Desmedt's solution w orks in p olynomial time,

but is not practical. W e more e�cien tly exploit the algebraic prop erties of our

public-k ey cryptosystem to yield a practical system whic h is easily implem en table

in soft w are. Finally , and most imp ortan tly , protection against subliminal c han-

nels from the user to the outside w orld is necessary but not su�cient for our

securit y prop erties to hold. Indeed, some further tec hnical subtleties seem to b e

required to guaran tee that no attac k on our system will succeed.

3.1 Wh y abuse-freeness is insu�cien t

The attac k on the previous k ey-escro w sc heme w ork ed b y abusing the proto col

to set up a subliminal c hannel. The creation of abuse-free proto cols [8 , 10 ] is w ell

understo o d, so it is tempting to simply require that the k ey-escro w proto cols b e

abuse-free. Unfortunately , there exist abuse-free proto cols whic h are nev ertheless

vulnerable to this attac k. The example w e giv e b elo w is arti�cial, and w ould

nev er b e reasonably prop osed, but illustrates that abuse-freeness is a tec hnically

insu�cien t for our purp oses.

Giv en a canonical public-k ey cryptosystem for generating secret-k ey/public-

k ey pairs ( S; P ), w e �rst construct a new public-k ey cryptosystem as follo ws. T o

generate a pair in the new cryptosystem, one indep enden tly generates ( S

1

; P

1

)

and ( S

2

; P

2

) in the canonical system. The secret-k ey/public-k ey will b e ( S

1

; P

1

P

2

).

T o encrypt a message m according to public k ey P

1

P

2

, the sender simply en-

crypts m with P

1

in the canonical manner, ignoring P

2

.



No w consider the follo wing k ey-escro w proto col: A gen uinely trusted en tit y

1. Constructs ( S

1

; P

1

) and ( S

2

; P

2

) in the canonical manner,

2. Publishes P

1

P

2

as U 's public k ey ,

3. Shares S

1

among the escro w agen ts and

4. Sends ( S

1

; S

2

) to U .

Note that for the purp ose of this discussion, w e assume that the agen ts ha v e

com bined their shares, so Step 3 is equiv alen t to sending S

1

to G . Also, one can

replace the gen uinely trusted en tit y with a secure proto col without a�ecting our

analysis.

The ab o v e proto col is clearly abuse-free, since U cannot in
uence the output

in an y w a y . Ho w ev er, there is an ob vious shado w public-k ey system: O can

simply encrypt his message according to P

2

, whic h the go v ernmen t has no w a y of

kno wing. The p oin t is that our ultimate goal is not just to k eep information from

lea ving U but to k eep information from b eing sen t (in an un tappable manner)

to U .

3.2 An example of failsafe k ey-escro w.

In what follo ws, w e describ e one example of the general F ailsafe Key Escro w

approac h. This example is based on a Discrete-Log PK C suc h as Di�e-Hellman

or DSS. Here w e assume that a prime mo dulus Q and a generator g for Z

�

Q

are publicly kno wn. In this case the public k ey P that is escro w ed for a user is

g

S

mo d Q , where S is the secret k ey for the user. The escro w system that will

b e used in conjunction with the US Digital Signature Standard has this form.

The k eys for a user are selected as follo ws:

Step 1: The trustees and/or the cen tral authorit y select a random v alue B from

the in terv al [0 ; Q � 2] and commit to B with the user using an information-

theoretically secure commitm en t proto col with the c hameleon prop ert y .

4

One

v ery simple family of proto cols, based on the discrete-log problem is giv en in

[3]. (In fact, dep ending on the securit y desired, eac h trustee i migh t select and

commit to a B

i

, with the v alue of B b eing formed b y taking the X OR of the

B

i

's. Then only one trustee needs to b e trust w orth y for the user to b e assured

of securit y .

Step 2: The user pic ks a random secret v alue A from [0 ; Q � 2] and announces

the v alue of g

A

mo d Q to the trustees and/or the cen tral authorit y .

Step 3: The user \shares" A with the trustees using a VSS sc heme suc h as that

describ ed b y P edersen [18 ]. (The precise VSS sc heme that is used dep ends on the

degree to whic h the trustees can b e trusted to b eha v e prop erly and the degree

to whic h the users distrust the trustees.) This requires X to send the shares of

4

F or sligh tly greater e�ciency , a bit-commitmen t sc heme without this sim ulatabil it y

prop ert y ma y b e used, and w e kno w of no ma jor problems with suc h a proto col, but

a formal securit y analysis b ecomes problematic.



A to the trustees and it requires the trustees to v erify that they receiv ed v alid

shares of A .

Step 4: The trustees and/or the cen tral authorit y rev eal B to the user (who

v eri�es that it is the v alue previously committed to) and set the public k ey to

b e P = ( g

A

) g

B

mo d Q . The v alue of B is escro w ed with the public k ey for the

user. The v alue of B is not released to the public.

Step 5: The user then sets his secret k ey to b e S = A + B mo d ( Q � 1).

In what follo ws, w e sho w that Prop erties 1{5 hold for this system. F or sim-

plicit y , w e will argue Prop erties 1{4 informall y , since they are w ell understo o d.

In the next section, w e consider Prop ert y 5 in detail.

V eri�cation of Prop ert y 1: Ev ery user who follo ws the proto col can b e sure

that he or she has a randomly c hosen secret k ey . This is b ecause the user c ho oses

A at random in [0 ; Q � 2]. The authorit y c ho oses B , but do es so with no kno wl-

edge of A . In order to renege on the commitm en t, the authorities m ust break

the discrete-log problem, in whic h case they could easily break the whole system

an yw a y . This means that if A w as selected at random b y the user, then the user

can b e assured that the distribution on S = A + B mo d ( Q � 1) is indistinguish-

able from the uniform distribution on [0 ; Q � 2]. Dishonest authorities can sk ew

the distribution sligh tly b y , for example, trying to guess a discrete logarithm that

allo ws them to break the commitm en t sc heme, whic h will happ en with p ositiv e

but negligible probabilit y . Ho w ev er, this will not measurably a�ect the securit y

of the k ey .

V eri�cation of Prop ert y 2: Ev en a user who fails to select the v alue of A

correctly (e.g., b y using a birthda y instead of a random n um b er generator) will

get a random secret k ey . This is b ecause the v alue of B is selected randomly b y

the authorities and it is rev ealed to the user after the user commits to the v alue

of A . Hence, the authorities can b e assured that S = A + B mo d ( Q � 1) is a

random in teger in [0 ; Q � 2].

V eri�cation of Prop ert y 3: Eac h user can b e assured that his or her secret

k ey sta ys secret unless a su�cien t n um b er of trustees release their shares. This

is b ecause kno wledge of A can b e rev ealed only with the assen t of a su�cien t

n um b er of trustees b y the prop erties of the VSS sc heme. Ev en if B w ere to b e

public, this means that A + B mo d ( Q � 1) will remain secret unless a su�cien t

n um b er of trustees co op erate to rev eal A .

V eri�cation of Prop ert y 4: The cen tral authorit y is guaran teed to b e able to

retriev e the secret k ey of an y user pro vided that a su�cien t n um b er of trustees

rev eal their shares. This is b ecause the prop erties of the VSS sc heme assure that

a su�cien t n um b er of trustees can collab orate to rev eal A . Since B is escro w ed,

it is then a simple matter to compute S = A + B mo d ( Q � 1).

Similar proto cols can b e dev elop ed for use with other PK Cs suc h as RSA,

but the details b ecome more complicated since the authorities need to in teract

with the user to c ho ose a \random" n um b er with some sp ecial structure. F or



example, the public k eys used with RSA need to b e the pro duct of a small

n um b er of primes. (If w e relax the constrain t of ha ving to formally pro v e that

the sc heme is secure, then it ma y su�ce for the trustees to m ultiply the RSA

mo dulus supplied b y the user b y a random prime, and to add a random n um b er

to the RSA exp onen t.)

4 A formal foundation for securit y

The 
a ws in previous attempts at k ey-escro w highligh t the need to put this

area on a �rmer theoretical foundation. W e giv e a �rst step in formalizing the

subtle securit y issues that surround k ey escro w. While the issue of protecting

the user's priv acy against improp er subsets of escro w agen ts is w ell understo o d,

protecting the go v ernmen t against shado w public-k ey attac ks is somewhat more

complicated. In this section w e giv e presen t a more formal discussion of this

problem.

First, let us state a reasonable ob jectiv e. W e cannot p ossibly prev en t in-

teractiv e participan ts from agreeing on a secret-k ey that is una v ailable to the

go v ernmen t. Nor can w e guard against a user U and and outsider O from ha ving

a previously agreed up on con v en tion or secret k ey that allo ws O to nonin terac-

tiv ely send a message to U . What w e c an do is to ensure that O cannot exploit

our k ey-escro w system to nonin teractiv ely send a single un tappable message to

U , unless he c ould alr e ady do so .

4.1 Mo deling the participan ts' kno wledge

It is often useful to mo del the participan ts' kno wledge b efore and after the pro-

to col. F or example, in zero-kno wledge pro ofs the v eri�er's auxiliary input [17 ]

represen ts whatev er information he ma y ha v e had b efore the proto col b egan.

In ev en the simplest of k ey-escro w scenarios w e m ust represen t man y t yp es of

kno wledge held b y di�eren t subsets of the participan ts. F or simplicit y , w e con-

sider the case of a single outside en tit y user O who wishes to send a bit b to U

in a manner un tappable b y the com bined set of escro w agen ts, denoted G .

De�nition 1. W e de�ne a know le dge ensemble K ( k ) to b e a parameterized en-

sem ble on 4-tuples ( K

O

; K

U

; K

G

; K

P

), where K

O

; K

U

; K

G

; K

P

are of exp ected

size p olynomial in k .

The comp onen ts of the kno wledge v ector corresp ond to information held b y

the outsider, the user, the go v ernmen t (once the escro w agen ts ha v e com bined

their information) and the general public. W e consider a parameterized ensem ble

to, among other things, mo del the fact that the k ey escro w proto col is b eing run

with a securit y parameter k .

W e don't mak e an y assumptions ab out the join t distribution of the comp o-

nen ts of a kno wledge ensem ble. F or example, one legal kno wledge ensem ble is

where ( K

O

; K

U

; K

G

; K

P

) uniformly distributed o v er

f (0 ; 0 ; ; ; ; ) ; (1 ; 1 ; ; ; ; ) g ;



corresp onding to the user and the outsider p ossessing a single priv ate random

bit in common.

Running an y sort of proto col causes the kno wledge ensem ble to ev olv e. In-

deed, if U 
ips a fair coin this will cause K

U

to c hange. Giv en a k ey-escro w

proto col P , w e de�ne the kno wledge ensem ble

K

P

= ( K

P

O

; K

P

U

; K

P

G

; K

P

P

)

b y the follo wing pro cedure for sampling from K

P

. Giv en parameter k :

1. Sample ( K

O

; K

U

; K

G

; K

P

)  K ( k )

2. U , with inputs k ; K

U

; K

P

, and G , with input k , execute proto col P , gener-

ating public-k ey P . Denote b y View

U

and View

G

the views obtained b y U

and G .

3. Output ( K

O

; K

U

View

U

; K

G

View

G

; K

P

P ).

4.2 Mo deling the attac k

What do es it mean for O to send a (single-bit) message to U ? W e mo del this

b y a pair of probabilistic p olynomial-tim e pro cedures send ( b; K

O

; K

P

; k ) ! M

and receive ( M ; K

U

; K

P

; k ) ! f 0 ; 1 g . W e mo del the go v ernmen t's attempt to tap

this message b y a probabilistic p olynomial- tim e pro cedure tap ( M ; K

G

; K

P

; k ) !

f 0 ; 1 g . Giv en a securit y parameter k and b c hosen uniformly from f 0 ; 1 g , w e de�ne

( b

U

; b

G

) as the result of the follo wing op erations:

1. Cho ose ( K

O

; K

U

; K

G

; K

P

)  K ( k ),

2. Cho ose M  send ( b; K

O

; K

P

; k ),

3. Cho ose b

U

 receive ( M ; K

U

; K

P

; k ) and

4. Cho ose b

G

 tap ( M ; K

G

; K

P

; k ).

Using this notation, w e de�ne our basic concepts.

De�niti on 2. W e sa y that ( send ; receive ) is valid with resp ect to K if for b  

f 0 ; 1 g ,

P r ( b

U

= b ) >

1

2

+

1

k

c

for some constan t c and k su�cien tly large.

De�niti on 3. W e sa y that ( send ; receive ) is immune to tap with resp ect to K if

for b  f 0 ; 1 g ,

j P r ( b

U

= b ) � P r ( b

G

= b ) >

1

k

c

for some constan t c and all su�cien tly large k . Otherwise, w e sa y that tap is

successful against ( send ; receive ) with resp ect to K .

De�niti on 4. W e sa y that ( send ; receive ) is untapp able with resp ect to K if it is

immune to all probabilistic p olynomial-tim e pro cedures tap . W e sa y that K is

vulner able if there exist PPT pro cedures ( send ; receive ) that are un tappable with

resp ect to K .



Less formally , w e w an t the receiv er to receiv e some nonnegligible information

ab out the message-bit b and to learn more than the p erson tapping the line. Note

that un tappabilit y implies v alidit y , since the send-receiv e pair m ust b y imm une

against the \tapping" pro cedure that 
ips a fair coin. W e purp osefully de�ne a

v ery w eak notion of un tappabilit y , since w e will sho w that ev en this is imp ossible

using our sc heme.

Finally , w e no w giv e the k ey de�nition of resistance against shado w public-

k ey attac ks.

De�nition 5. W e sa y that proto col P is shadow-public-key r esistant if for all K ,

K

P

is vulnerable i� K is vulnerable.

W e note that K

P

is certainly vulnerable if K is. Informally , P is shado w-k ey

resistan t if running it do es not op en up an opp ortunit y for a co v ert message

where none b efore existed.

Our main securit y theorem is as follo ws:

Theorem 6. F ailsafe key-escr ow is shadow-public-key r esistant.

Pr o of. (Sk etc h) Let P denote the failsafe k ey-escro w proto col. Giv en a kno wledge-

ensem ble K suc h that K

P

is vulnerable, w e m ust pro v e that K itself is vulner-

able. Let ( send

P

; receive

P

) b e un tappable with resp ect to K

P

. W e construct a

pair ( send ; receive ) that is un tappable with resp ect to K .

W e �rst mak e a simplifying appro ximation on K

P

G

. Using the prop erties of

the underlying secret-k ey sharing proto col w e ha v e that with probabilit y exp o-

nen tially (in k ) close to 1, the secret-k ey S is computable from View

G

. All of the

tap proto cols w e describ e will only mak e use of K

G

S as opp osed to K

G

View

G

.

This simpli�cation only mak es our theorem stronger. The rare p ossibilit y that

S is not computable from View

G

will not a�ect our analysis, and for simplicit y

will b e ignored.

Next, w e consider an in termediate \idealized proto col" that generates ( S; P )

uniformly , publishes P and sends S to U and G . In an analogous manner to the

de�nition of K

P

, w e de�ne K

+

in whic h ( K

O

; K

U

; K

G

; K

P

) is transformed in to

( K

O

; K

U

S; K

G

S; K

P

P ). Our pro of ma y b e brok en do wn in to t w o parts: Sho wing

that K

+

is vulnerable i� K is vulnerable and sho wing that K

+

is vulnerable i�

K

P

is vulnerable.

K

+

is vulnerable i� K is vulnerable It is easy to sho w that K

+

is vulnerable

if K is vulnerable (engaging in a proto col only increases ones vulnerabilit y). T o

sho w the other direction it su�ces to sho w that if there exists an un tappable

( send

+

; receive

+

) pair with resp ect to K

+

then there m ust b e an un tappable

( send ; receive ) pair with resp ect to K . W e de�ne send and receive as follo ws:

send ( b; K

O

; K

P

; k ) /* un tappable send pro cedure */

1. Generate ( S; P ) according to the correct distribution.

2. Generate M

+

 send

+

( b; K

O

; K

P

P ; k ).



3. Compute M = M

+

S P .

receive ( M ; K

U

; K

P

; k ) /* un tappable receiv e pro cedure */

1. Compute b

U

= receive

+

( M

+

; K

U

S; K

P

P ; k ).

W e pro v e that ( send ; receive ) is un tappable with resp ect to K b y con tradic-

tion. Giv en a PPT pro cedure tap that is successful against ( send ; receive ) with

resp ect to K , w e construct tap

+

as follo ws:

tap

+

( M

+

; K

+

G

; K

+

P

; k ) /* tapping pro cedure */

1. Compute K

G

; K

P

and M b y the relations K

+

G

= K

G

S; K

+

P

= K

P

P and

M = M

+

S P .

2. Compute b

G

 tap ( M ; K

G

; K

P

; k ).

It is straigh tforw ard to sho w that for a giv en v alue of b , the distribution on b

U

and b

G

will b e the same (up to negligible factors) whether computed b y receive

and tap with resp ect to K or computed b y receive

+

and tap

+

with resp ect to

K

+

. Hence, if tap is successful then tap

+

will also b e successful.

K

+

is vulnerable i� K

P

is vulnerable It is easy to sho w that K

P

is vulner-

able if K

+

is. The pro of of the other direction pro ceeds along roughly the same

lines as the �rst half of the pro of, but m ust incorp orate the views obtained b y

running our actual k ey-escro w proto col. The k ey to our pro of is the follo wing

sim ulatabil it y lemma . F or an y K

U

, consider the distribution on ( View

U

; S; P )

generated b y U ( K

U

; K

P

; k ) and G . In the previous argumen t View

U

w as simply

( S; P ) and hence could b e neglected. In the case where w e use the actual pro-

to col, w e sho w that K

U

can b e statistically sim ulated giv en ( S; P ). In tuitiv ely ,

this means that w e can again neglect it in our equiv alence pro of.

Lemma 7. Ther e exists a PPT algorithm simulate that on input ( K

U

; K

P

; S; P ; k )

and having ac c ess to U as an or acle, samples fr om a distribution on View

U

that

is statistic al ly close to that of View

U

c onditione d on ( S; P ) b eing gener ate d by

U ( K

U

; K

P

; k ) and G .

Remark: Since simulate uses U as an oracle, only U has the information neces-

sary to run simulate .

Pr o of. (Sk etc h) Our pro of mak es hea vy use of the prop erties of information-

theoretic c hameleon bit commitm en ts. In suc h bit commitm en t sc hemes there is

a preliminary phase executed b et w een the pro v er (who commits to bits) and the

v eri�er. With probabilit y exp onen tially close to 1, either

{ The pro v er or v eri�er rejects at the end of this phase or,

{ An prop er information-theoretically bit commitm en t sc heme is set up for

the pro v er and the v eri�er. Ho w ev er, a presp eci�ed extr actor can, after in-

terrogating the v eri�er as a blac k b o x, pro duce some trap do or information

that will allo w one to break the bit commitm en t sc heme b y op ening a bit

commitm en t as either a 0 or a 1 at will.



F or in tuition, this means that the v eri�er kno ws ho w to break the bit commit-

men t sc heme.

W e de�ne simulate as follo ws:

simulate ( K

U

; K

P

; S; P ; k ) /* sim ulates View

U

*/

1. simulate �rst runs U ( K

U

; K

P

; k ) and G , setting up the c hameleon bit com-

mitmen t system. It then runs the extractor and reco v ers the trap-do or in-

formation needed to break the bit commitm en t sc heme. It then sim ulates

the commitm en t b y G in Step 1 of the proto col, committing to arbitrary

bits. Eliminating U 's in teraction with the extractor, simulate generates a

sim ulation of U 's view of Step 1 of the k ey-escro w proto col.

2. simulate runs G and U through Steps 2 and 3 of the proto col. Note that G is

in fact a collection of trustees that are b eing sim ulated b y simulate . It uses

the trustees to reco v er A , or sim ulates the trustees rejecting if they w ould

ha v e ab orted at this stage.

3. simulate computes B = S � A and sim ulates the bit commitm en ts from Step 1

b eing rev ealed as equal to B .

The pro of that sim ulate 's correctness is relativ ely straigh tforw ard. W e can

view View

U

in t w o parts: The view generated b y Steps 1{3 of the k ey-escro w

proto col and the view obtained when B is rev ealed. One fact w e need is that

these halv es of the view are statistically indep enden t, whic h follo ws from the

statistically-secure nature of the bit commitm en t and the uniform distribution

of B . The imp ortance of this fact is that the one can easily sim ulate the earlier

part of the k ey-escro w proto col, ignoring the p ossible conditioning caused b y

kno wing that the output if ( S; P ). More precisely , this conditioning is statistically

insigni�can t and can b e ignored.

W e sho w that if there exists an un tappable ( send

P

; receive

P

) pair with resp ect

to K

P

then there m ust b e an un tappable ( send

+

; receive

+

pair with resp ect to

K

+

. W e de�ne send

+

and receive

+

as follo ws:

send

+

( b; K

+

O

; K

+

P

) /* un tappable send pro cedure */

1. Generate M  send

P

( b; K

+

O

; K

+

P

).

receive

+

( M

+

; K

+

U

; K

+

P

; k ) /* un tappable receiv e pro cedure */

1. Compute K

U

; S; K

P

and P from the relations K

+

U

= K

U

S and K

+

P

= K

P

P .

Compute K

P

P

= K

+

P

and M = M

+

(for notational consistency).

2. Compute View

U

 simulate ( K

U

; K

P

; S; P ; k ). Compute K

P

U

= K

U

View

U

.

3. Compute b

U

= receive

P

( M ; K

P

U

; K

P

P

; k ).

W e pro v e that send

+

; receive

+

) is un tappable with resp ect to K

+

b y con tradic-

tion. Giv en a PPT pro cedure tap

+

that is successful with resp ect to ( send

+

; receive

+

),

w e construct tap

P

as follo ws:

tap

P

( M

P

; K

P

G

; K

P

P

; k ) /* tapping pro cedure */



1. Compute M

+

= M

P

, K

+

P

= K

P

P

(for notational consistency). Compute K

G

and View

G

from K

P

G

= K

G

View

G

and use View

G

to compute S . Compute

K

+

G

= K

G

S .

2. Compute b

G

= tap

+

( M

+

; K

+

G

; K

+

P

; k ).

As b efore, a straigh tforw ard analysis sho ws that for a giv en v alue of b , the

distribution on b

U

and b

G

will b e the same (up to negligible factors) whether

computed b y receive

+

and tap

+

with resp ect to K

+

or computed b y receive

P

and tap

P

with resp ect to K

P

. Hence, if tap

+

is successful then tap

P

will also b e

successful.

The formalism and pro of metho d just describ ed can also b e extended to sho w

that the FKE system pro vides securit y against collections of criminals that band

together to pro duce public k eys whic h can b e com bined to form a single public

k ey in another cryptosystem.

5 Applications

F ailsafe Key Escro w systems can b e used in conjunction with an y PK C to protect

the in terests of b oth la w enforcemen t and the users. FKE ma y pro v e to b e

particularly v aluable in the con text of the new US Digital Signature Standard

(DSS). In particular, it will b e imp ortan t to insure that criminals are not able

to use DSS k eys for the purp oses of encrypting comm unicatio ns in a w a y that

is indecipherable to the Go v ernmen t. This issue is of particular concern in the

con text of DSS since DSS k eys can b e easily adapted for encryption. The FKE

approac h describ ed in Section 3 prev en ts precisely this sort of abuse.

6 Limitations

It is also w orth p oin ting out the limitations of the F ailsafe Key Escro w Approac h.

Most imp ortan tly , the FKE approac h do es not prev en t a pair of criminals from

comm unicati ng securely using secret information or an alternativ e escro w sys-

tem, or from using other proto cols for secret k ey agreemen t. The main p oin t of

the FKE is to prev en t criminals from abusing the public k eys in the k ey escro w

system. In other w ords, b y designing the k ey escro w system in a failsafe fashion,

the Go v ernmen t can b e more assured that the escro w system will not mak e it

an y e asier for criminals to comm uni cate securely .

Our formal pro of of Prop ert y 5 also requires that the precise name (and other

header information) listed in the public �le is easily computable giv en already

publicly a v ailable information. Otherwise, one can subliminally hide information

b y declaring one's name to b e John "2134fewlr4323423423 423. .. ." Do e. Similar

restrictions m ust also b e placed on other information a v ailable in the public �le

suc h as the n um b er of k eys for an individual, etc.
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