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Abstract. W e consider the problem of extending oblivious transfers:

Giv en a small n um b er of oblivious transfers \for free," can one imple-

men t a large n um b er of oblivious transfers? Bea v er has sho wn ho w to

extend oblivious transfers giv en a one-w a y function. Ho w ev er, this pro-

to col is ine�cien t in practice, in part due to its non-blac k-b o x use of the

underlying one-w a y function.

W e giv e e�cien t proto cols for extending oblivious transfers in the random

oracle mo del. W e also put forw ard a new cryptographic primitiv e whic h

can b e used to instan tiate the random oracle in our constructions. Our

metho ds suggest particularly fast heuristics for oblivious transfer that

ma y b e useful in a wide range of applications.

1 In tro duction

Is it p ossible to base oblivious transfer on one-w a y functions? P artial answ ers

to this question w ere giv en b y Impagliazzo and Rudic h [22] and Bea v er [1].

Impagliazzo and Rudic h [22] sho w ed that a black-b ox reduction from oblivious

transfer to a one-w a y function (or a one-w a y p erm utation) w ould imply P6 =NP .

They ga v e an oracle that com bines a random function and a PSP A CE oracle

and pro v ed that relativ e to this oracle one-w a y functions exist, but secret-k ey

agreemen t is imp ossible. In other w ords, ev en an ide alize d one-w a y function (a

random oracle) is insu�cien t for constructing secret-k ey agreemen t and hence

oblivious transfer. A n um b er of pap ers ha v e con tin ued this line of researc h and

drew the limits of blac k-b o x reductions in cryptograph y , mapping the separations

b et w een the p o w er of cryptographic primitiv es in relativized w orlds [34, 15, 16,

25, 14].

It is not kno wn whether a non-black-b ox reduction from oblivious transfer

to one-w a y functions exists. Impagliazzo and Rudic h's result strongly suggests

that with the curren t kno wledge in complexit y theory w e cannot base oblivious

transfer on one-w a y functions. Ho w ev er, a remark able theorem of Bea v er [1]

sho ws that a `second-b est' alternativ e is ac hiev able { one-w a y functions are

su�cien t to extend a few oblivious transfers in to man y , i.e. it is p ossible to

implemen t a large n um b er of oblivious transfers giv en just a small n um b er of

oblivious transfers:
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Theorem 1 ([1]). L et k b e a c omputational se curity p ar ameter. If one-way

functions exist, then for any c onstant c > 1 ther e exists a pr oto c ol for r e ducing

k

c

oblivious tr ansfers to k oblivious tr ansfers.

In terestingly , Bea v er's reduction is inheren tly non-blac k-b o x with resp ect to

the one-w a y function it uses.

The results of Impagliazzo and Rudic h and Bea v er are motiv ated b y b oth

theory and practice. F rom a theoretical p oin t of view, one is in terested in the

w eak est assumptions needed for oblivious transfer, and the t yp e of reductions

emplo y ed. F rom a practical p oin t of view, oblivious transfer proto cols are based

on public-k ey primitiv es, whic h seem to require more structure than priv ate-k ey

primitiv es, and in practice are more exp ensiv e to implemen t. Alternativ e ph ysi-

cal or m ulti-part y implemen tations of oblivious transfer are also comparativ ely

exp ensiv e. Th us, it is highly desirable to obtain metho ds for implemen ting obliv-

ious transfers with (amortized) cost comparable to that of private-key primitiv es.

Bea v er's proto col sho ws ho w to implemen t most of one's oblivious trans-

fers using simple primitiv es. Th us, if public-k ey primitiv es simply did not exist,

one could implemen t a few oblivious transfers using, for example, m ulti-part y

computation, and then use one-w a y functions for the rest.

Unfortunately , Bea v er's proto col app ears to b e ine�cien t in practice. In par-

ticular it requires that op erations b e p erformed for ev ery gate of a circuit comput-

ing, among other things, a pseudo-random generator. Consequen tly , the proto col

requires w ork at least quadratic in the circuit complexit y of the pseudo-random

generator.

1.1 Oblivious T ransfer

Oblivious transfer (OT) [32, 10, 6, 23] is a ubiquitous cryptographic primitiv e

that ma y b e used to implemen t a wide v ariet y of other cryptographic proto-

cols, including secret k ey exc hange, con tract signing [10], and secure function

ev aluation [36, 19, 20, 23].

Oblivious transfer is a t w o-part y proto col b et w een a sender and a r e c eiver .

Sev eral 
a v ors of OT ha v e b een considered and sho wn equiv alen t [9, 6]. In the

most useful t yp e of OT, often denoted

�

2

1

�

-OT [10] (for the single-bit v ersion)

or ANDOS [6] (for the m ulti-bit v ersion), the sender holds a pair of strings

3

and the receiv er holds a selection bit. A t the end of the proto col the receiv er

should learn just the selected string, and the sender should not gain an y new

information. Moreo v er, it is required b y default that the ab o v e prop erties hold

ev en if the sender or the receiv er maliciously deviate from the proto col. This

notion of OT can b e con v enien tly formalized within the more general framew ork

3

In a t ypical application of OT these strings are used as k ey material, in whic h

case their length should b e equal to a cryptographic securit y parameter. Most direct

implemen tations of OT (cf. [28]) in fact realize OT with these parameters. Moreo v er,

OT of arbitrarily long strings can b e reduced to suc h OT b y making a simple use

of a pseudo-random generator (see App endix B). Hence, the follo wing discussion is

quite insensitiv e to the length of the strings b eing transferred.



of secure computation (see Section 2). In fact, OT is a c omplete primitiv e for

general secure computation [20, 23].

E�ciency is particularly crucial for oblivious transfer, due to its massiv e

usage in secure proto cols. F or instance, general proto cols for secure computation

(e.g., [36, 19, 23]) require at least one OT in v o cation p er input bit of the function

b eing ev aluated. This is also the case for more sp ecialized or practically-orien ted

proto cols (e.g., [30, 29, 17, 26, 12, 27]), where oblivious transfers t ypically form

the e�ciency b ottlenec k.

1.2 Our Results

In ligh t of the state of a�airs describ ed ab o v e, it is quite p ossible that one

cannot extend oblivious transfers in a blac k-b o x manner. It w as also p ossible, in

analogy to [22, 1], that ev en a random oracle cannot b e used to extend oblivious

transfers.W e sho w that this is not the case. Sp eci�cally , w e sho w the follo wing

blac k-b o x analogue of Theorem 1:

Theorem 2 (Main Theorem). L et k b e a c omputational se curity p ar ameter.

F or any c onstant c > 1 , ther e exists a pr oto c ol in the random oracle mo del for

r e ducing k

c

oblivious tr ansfers to k oblivious tr ansfers. A lternatively, the r andom

or acle c an b e r eplac e d by a black-b ox use of a correlation robust hash function,

as de�ne d in De�nition 1, Se ction 5.

W e note that our result for the random oracle mo del is actually stronger. F or

an y � > 0, w e can reduce 2

k

1 � �

oblivious transfers to k oblivious transfers of k -bit

strings. This reduction is essen tially tigh t, in the sense that the negativ e result

of [22] can b e extended to rule out a similar reduction of 2


 ( k )

oblivious transfers

to k oblivious transfers (assuming that the adv ersary is allo w ed p olynomial time

in the n um b er of oblivious transfers).

Contribution perspective. It is instructiv e to dra w an analogy b et w een the

problem of extending oblivious transfers and that of extending public-key en-

cryption . T o encrypt a long message (or m ultiple messages) using a public-k ey

encryption sc heme, it su�ces to encrypt a short secret k ey � for some priv ate-

k ey sc heme, and then encrypt the long message using the priv ate-k ey sc heme

with k ey � . Th us, public-k ey encryption can b e readily extended via a blac k-b o x

use of a (far less costly) priv ate-k ey primitiv e. The existence of suc h an e�cien t

blac k-b o x reduction has a signi�can t impact on our ev eryda y use of encryption.

The aim of the curren t w ork is to establish a similar result within the ric her

domain of secure computations.

Efficiency. Our basic proto col is extremely e�cien t, and requires eac h part y

to mak e a small constan t n um b er of calls to the random oracle for eac h OT b eing

p erformed. All other costs (on top of the initial seed of k OTs) are negligible.

This basic proto col, ho w ev er, is insecure against a malicious receiv er who ma y

deviate from the proto col's instructions. T o obtain a fully secure proto col, w e

emplo y a cut-and-c ho ose tec hnique. This mo di�cation increases the cost of the

basic proto col b y a factor of � , where � is a statistical securit y parameter.



Sp eci�cally , an y \c heating" attempt of a malicious receiv er will b e detected b y

the sender, except with probabilit y 2

� 
 ( � )

. Th us, in scenarios where a p enalt y

is asso ciated with b eing caugh t c heating, this (rather mo dest) cut-and-c ho ose

o v erhead can b e almost en tirely eliminated. W e also discuss some optimized

v arian ts of our proto cols, in particular ones that are tailored to an \on-line"

setting where the n um b er of desired oblivious transfers is not kno wn in adv ance.

Rela ted w ork. There is a v ast literature on implemen ting OT in v arious set-

tings and under v arious assumptions. Since OT implies k ey exc hange, all these

OT proto cols require the use of exp ensiv e public-k ey op erations. The problem of

amortizing the cost of m ultiple oblivious transfers has b een considered b y Naor

and Pink as [28]. Their result is in a sense complemen tary to ours: while the

sa vings ac hiev ed are mo dest, the amortization \kic ks in" quite early . Th us, their

tec hniques can b e used for reducing the cost of the seed of k oblivious transfers

required b y our proto cols.

1.3 On the Use of a Random Oracle

W e describ e and analyze our proto cols in the random oracle mo del. Suc h an

analysis is used in cryptograph y for suggesting the feasibilit y of proto cols, and

for partially analyzing proto cols (in particular, practical ones). Instead of making

purely heuristic argumen ts, one considers an idealized hash function, and pro v es

rigorous results in this \nearb y" v ersion of the problem. The latter approac h is

adv o cated e.g. b y Bellare and Roga w a y [3]. They suggest to analyze proto cols

with hash functions mo deled b y an idealized v ersion, implemen ted b y some magic

blac k b o x. F or example, instead of trying to analyze a proto col that uses a

sp eci�c hash function h ( x ) : f 0 ; 1 g

2 k

! f 0 ; 1 g

k

, one analyzes the system that

uses a random function H : f 0 ; 1 g

2 k

! f 0 ; 1 g

k

, c hosen uniformly from the space

of all suc h functions.

All parties b eing considered, b oth legitimate parties and adv ersaries, are

giv en access to H as a blac k b o x (or oracle). The proto col can instruct the

parties to mak e queries to H . The adv ersary attac king the proto col is allo w ed to

mak e arbitrary queries to H , at unit cost, but is b ounded in ho w man y queries it

is allo w ed to mak e (if only b y a b ound on its running time). Using the complete

lac k of structure of H and the fact that the adv ersary can explore only a tin y

p ortion of its inputs allo ws us to rigorously analyze idealized v ersions of systems

that in v anilla form resist all analysis. The heuristic leap of faith is that the real

w orld matc hes the idealized w orld insofar as securit y is concerned, i.e., that the

hash function h is su�cien tly \structureless" that the system remains secure if

it uses h in place of H .

This approac h has b een applied to man y practical systems. T o men tion just

a few, it w as used for optimal asymmetric encryption (O AEP) [5, 33], for replac-

ing in teraction in the Fiat-Shamir signature sc heme [13], and to justify hashing

metho dologies [4, 35], a metho d for basing cryptosystems on one-w a y p erm u-

tations [11], for analyzing the DESX construction [24], as w ell as RSA-based

signature sc hemes with hashing [3]. In practical implemen tations, highly e�-

cien t hash functions suc h as SHA1 or R C5 are t ypically used to instan tiate the

random oracle.



There is no rigorous metho dology allo wing one to safely replace the hash func-

tion with a cryptographic instan tiation. Indeed, Canetti, Goldreic h and Halevi

[8] giv e an explicit example of a cryptographic proto col that is secure using an

ideal random function H , but is insecure for an y p olynomial-time computable

instan tiation of H . Their coun terexample stems from the di�erence b et w een an

e�cien tly computable function and a random oracle: The e�cien t function has

a small circuit whereas the random oracle do es not. F urther researc h along these

lines app ears in [31, 21, 2].

W e w ould lik e to stress, ho w ev er, that these concerns can b e at least par-

tially dismissed in the con text of the curren t w ork. First, in our securit y pro ofs

w e treat the random oracle as b eing non-pr o gr ammable [31], i.e., w e do not al-

lo w the sim ulators used in these pro ofs to fak e the answ ers receiv ed from the

oracle. This v ersion of the random oracle mo del is more conserv ativ e, in that it

rules out some of the ab o v e coun terexamples. More imp ortan tly , w e pro vide an

alternative to the random oracle mo del b y suggesting a concrete and seemingly

natural cryptographic primitiv e that can b e used to instan tiate our proto cols.

Sp eci�cally , w e require an explicit h : f 0 ; 1 g

�

! f 0 ; 1 g so that for a random and

indep enden t c hoice of (p olynomially man y) strings s; t

1

; : : : ; t

m

2 f 0 ; 1 g

k

, the

join t distribution ( h ( s � t

1

) ; : : : ; h ( s � t

m

) ; t

1

; : : : ; t

m

) is pseudo-random. Since

this is a simple prop ert y enjo y ed b y a random function, an y evidence that hash

functions suc h as SHA1 or R C5 violate this prop ert y could b e considered a v alid

attac k against these functions.

1.4 Road Map

Section 2 con tains some preliminaries and basic to ols. W e giv e the basic v ersion

of our proto col in Section 3. This proto col is insecure against a malicious receiv er.

A mo di�ed v ersion of the basic proto col that ac hiev es full securit y is describ ed

in Section 4. In Section 5 w e describ e a primitiv e that captures a prop ert y of the

random oracle that is su�cien t for our constructions. W e conclude with some

op en problems.

2 Preliminaries

2.1 Secure Tw o-P art y Computation

It is con v enien t to de�ne our problem within the more general framew ork of

secure t w o-part y computation. In the follo wing w e assume the reader's famil-

iarit y with standard sim ulation-based de�nitions of secure computation from

the literature. F or self-con tainmen t, the necessary de�nitions are sk etc hed in

App endix A.

The use of a random ora cle. When augmen ting the standard de�nition

of t w o-part y computation with a random oracle H , w e assume that the oracle

is pic k ed at random in b oth the real function ev aluation pro cess in v olving the

adv ersary and the ideal pro cess in v olving the sim ulator. F urthermore, w e require

that the sim ulation b e indistinguishable from the real execution ev en if the



distinguisher is allo w ed to adaptiv ely mak e p olynomially man y queries to the

same H that w as used in the pro cess (real or ideal) generating its input. This

is esp ecially signi�can t when sim ulating a semi-honest (i.e., passiv ely corrupted)

part y , since this part y b y de�nition cannot mak e an y additional calls to H .

Ho w ev er, ev en when sim ulating a malicious (i.e., activ ely corrupted) part y , who

can mak e the additional calls himself, this requiremen t is imp ortan t for ensuring

that the transcripts pro vided b y the sim ulator are indeed consisten t with the

instance of H to whic h it had access. This is referred to as the non-pr o gr ammable

random oracle mo del.

Reductions. It is often con v enien t to design secure proto cols in a mo dular w a y:

�rst design a high lev el proto col assuming an idealized implemen tation of a lo w er

lev el primitiv e, and then substitute a secure implemen tation of this primitiv e.

If the high lev el proto col securely realizes a functionalit y f and the lo w er lev el

primitiv e a functionalit y g , the high lev el proto col ma y b e view ed as a secure

r e duction from f to g . Suc h reductions can b e formalized using a hybrid mo del,

where the parties in the high lev el proto col are allo w ed to in v ok e g , i.e., a trusted

part y to whic h they can securely send inputs and receiv e the corresp onding

outputs. In our case, w e will b e in terested in reductions where f implemen ts

\man y" oblivious transfers and g \few" oblivious transfers. Moreo v er, w e will

usually restrict our atten tion to reductions making use of a single in v o cation

to g . Appropriate comp osition theorems, e.g. from [7], guaran tee that the call

to g can b e replaced b y an y secure

4

proto col realizing g , without violating the

securit y of the high lev el proto col. Moreo v er, these theorems relativize to the

random oracle mo del. Th us, it su�ces to form ulate and pro v e our reductions

using the ab o v e h ybrid mo del.

Bla ck-bo x reductions. The ab o v e framew ork for reductions automatic al ly

guaran tees that the high-lev el proto col for f mak e a blac k-b o x use of g , in

the sense that b oth the proto col and its securit y pro of do not dep end on the

implemen tation of g . Th us, all our reductions in the random oracle mo del are

fully blac k b o x. F or comparison, Bea v er's reduction [1] is clearly non-blac k-

b o x with resp ect to the one-w a y function (or PR G) on whic h it relies. W e refer

the reader to [15, 16] for a more thorough and general exp osition to blac k-b o x

reductions in cryptograph y .

2.2 Oblivious T ransfer

An OT proto col can b e de�ned as a secure t w o-part y proto col b et w een a sender S

and a receiv er R realizing the OT functionalit y (see App endix A) . This de�nition

implies the prop erties men tioned in the in tro duction: the sender cannot learn

the receiv er's selection, and the receiv er cannot learn more than one of the t w o

strings held b y the sender. It is in teresting to note that this de�nition imp oses

additional desirable features. F or instance, a malicious sender m ust \kno w" a

4

Here one should use an appropriate notion of securit y , e.g., the one from [7].



pair of string to whic h the receiv er's selection e�ectiv ely applies.

5

This ma y b e

imp ortan t for using OT in the con text of other proto cols.

The most general OT primitiv e w e consider, denoted ot

m

`

, realizes m (inde-

p enden t) oblivious transfers of ` -bit strings. That is, ot

m

`

represen ts the follo wing

functionalit y:

Inputs: S holds m pairs ( x

j; 0

; x

j; 1

), 1 � j � m , where eac h x

j;b

is an ` -bit

string. R holds m selection bits r = ( r

1

; : : : ; r

m

).

Outputs: R outputs x

j;r

j

for 1 � j � m . S has no output.

The task of extending oblivious transfers can b e de�ned as that of reducing

ot

m

`

to ot

k

k

, where k is a securit y parameter and m > k . (F or simplicit y , one ma y

think of ` as b eing equal to k .) That is, w e w ould lik e to implemen t m oblivious

transfers of ` -bit strings b y using k oblivious transfers of k -bit strings. Ho w ev er,

it will b e more con v enien t to reduce ot

m

`

to ot

k

m

. The latter primitiv e, in turn,

can b e v ery easily reduced to ot

k

k

b y generating 2 m pseudo-random bits.

6

This

reduction pro ceeds b y p erforming OT of k pairs of indep enden t seeds, and then

sending the k pairs of strings mask ed with the outputs of the generator on the

corresp onding seeds. See App endix B for a formal description.

W e note that using kno wn reductions, ot

k

k

can b e further reduced to k in-

v o cations of ot

1

k

(the t yp e of OT t ypically realized b y direct implemen tations)

or O ( k

2

) in v o cations of ot

1

1

[6]. Th us, an y secure implemen tation for the most

basic OT v arian t can b e used as a blac k b o x to securely realize our high lev el

ot

m

`

proto col. W e prefer to use ot

k

k

as our cryptographic primitiv e for extending

oblivious transfers, due to the p ossibilit y for a more e�cien t direct implemen ta-

tion of this primitiv e than via k separate applications of ot

1

k

[28].

2.3 Notation

W e use capital letters to denote matrices and small b old letters to denote v ectors.

W e denote the j th ro w of a matrix M b y m

j

and its i th column b y m

i

. The

notation b � v , where b is a bit and v is a binary v ector, should b e in terpreted in

the natural w a y: it ev aluates to 0 if b = 0 and to v if b = 1.

3 Extending OT with a Semi-Honest Receiv er

In this section w e describ e our basic proto col, reducing ot

m

`

to ot

k

m

. As noted

ab o v e, this implies a reduction to ot

k

k

with a v ery small additional cost. The

securit y of this proto col holds as long as the receiv er is semi-honest. W e will later

mo dify the proto col to handle malicious receiv ers. The proto col is describ ed in

Fig. 1.

5

This follo ws from the fact that a malicious sender's output should b e sim ulated

jointly with the honest receiv er's output.

6

A pseudo-random generator can b e easily implemen ted in the random oracle mo del

without additional assumptions.



Input of S : m pairs ( x

j; 0

; x

j; 1

) of ` -bit strings, 1 � j � m .

Input of R : m selection bits r = ( r

1

; : : : ; r

m

).

Common input: a securit y parameter k .

Ora cle: a random oracle H : [ m ] � f 0 ; 1 g

k

! f 0 ; 1 g

`

.

Cr yptographic Primitive: An ideal ot

k

m

primitiv e.

1. S initializes a random v ector s 2 f 0 ; 1 g

k

and R a random m � k bit matrix

T .

2. The parties in v ok e the ot

k

m

primitiv e, where S acts as a receiv er with input

s and R as a sender with inputs ( t

i

; r � t

i

), 1 � i � k .

3. Let Q denote the m � k matrix of v alues receiv ed b y S . (Note that q

i

=

( s

i

� r ) � t

i

and q

j

= ( r

j

� s ) � t

j

.) F or 1 � j � m , S sends ( y

j; 0

; y

j; 1

) where

y

j; 0

= x

j; 0

� H ( j; q

j

) and y

j; 1

= x

j; 1

� H ( j; q

j

� s ).

4. F or 1 � j � m , R outputs z

j

= y

j;r

j

� H ( j; t

j

).

Fig. 1. Extending oblivious transfers with a semi-honest receiv er.

It is easy to v erify that the proto col's outputs are correct (i.e., z

j

= x

j;r

j

)

when b oth parties follo w the proto col.

Efficiency. The proto col mak es a single call to ot

k

m

. In addition, eac h part y

ev aluates at most 2 m times (an implemen tation of ) a random oracle mapping

k + log m bits to ` bits. All other costs are negligible. The cost of ot

k

m

is no

more than k times the cost of ot

1

k

(the t yp e of OT realized b y most direct

implemen tations) plus a generation of 2 m pseudo-random bits. In terms of round

complexit y , the proto col requires a single message from S to R in addition to

the round complexit y of the ot

k

m

implemen tation.

3.1 Securit y

W e pro v e that the proto col is secure against a malicious sender and against a

semi-honest receiv er. More precisely , w e sho w a p erfe ct sim ulator for an y mali-

cious sender S

�

and a statistic al sim ulator for R . In the latter case, the output

of the ideal pro cess in v olving the sim ulator is indistinguishable from that of

the real pro cess ev en if the distinguisher is allo w ed to adaptiv ely mak e 2

k

=k

! (1)

additional calls to H .

W e let TP denote the trusted part y for the ot

m

`

functionalit y in the ideal

function ev aluation pro cess.

Sim ulating S

�

. It is easy to argue that the output of an arbitrary S

�

can b e

p erfectly sim ulated. Indeed, all S

�

views throughout the proto col is a k -tuple of

uniformly random and indep enden t v ectors, receiv ed from the ot

k

m

primitiv e in

Step 2. This guaran tees that the receiv er's selections remain p erfectly priv ate.

Ho w ev er, as discussed ab o v e, the OT de�nition w e are using is stronger in the

sense that it requires to sim ulate the output of the malicious sender join tly with



the output of the honest receiv er. Suc h a sim ulator for a malicious sender S

�

ma y pro ceed as follo ws:

{ Run S

�

with a uniformly c hosen random input � . Let s

�

b e the input S

�

sends to the ot

k

m

primitiv e in Step 2. Generate a random m � k matrix Q ,

and feed S

�

with the columns of Q as the reply from the ot

k

m

primitiv e.

{ Let ( y

�

j; 0

; y

�

j; 1

) b e the messages sen t b y S

�

in Step 3. Call TP with inputs

x

�

j; 0

= y

�

j; 0

� H ( j; q

j

) and x

�

j; 1

= y

�

j; 1

� H ( j; q

j

� s

�

), 1 � j � m .

{ Output whatev er S

�

outputs.

Correctness: It is easy to v erify that the join t distribution of �; s

�

; Q , the

v alues ( y

�

j; 0

; y

�

j; 1

) and all v alues of H queried b y S

�

in the ideal pro cess is iden tical

to the corresp onding distribution in the real pro cess. It remains to sho w that,

conditioned on all the ab o v e v alues, the receiv er's outputs x

�

j;r

j

in the ideal

pro cess are distributed iden tically to these outputs in the real pro cess. This

follo ws from the w a y the output of R is de�ned in the Step 4 of the proto col and

from the fact that (in the real pro cess) t

�

j

= q

j

� ( r

j

� s

�

). Note that the ab o v e

sim ulation remains p erfect ev en if the distinguisher mak es an arbitrary n um b er

of calls to H . Th us w e ha v e:

Claim. The proto col is p erfectly secure with resp ect to an arbitrary sender.

Sim ulating R . The semi-honest receiv er R can b e sim ulated as follo ws:

{ Call TP with input r . Let z

j

denote the j th output receiv ed from TP .

{ Run the proto col b et w een R and S , substituting the v alues z

j

for the kno wn

inputs x

j;r

j

of S and the default v alue 0

`

for the unkno wn inputs x

j; 1 � r

j

.

Output the en tire view of R .

It is clear from the descriptions of the proto col and the sim ulator that, con-

ditioned on the ev en t s 6= 0, the sim ulated view is distributed identic al ly to the

receiv er's view in the real pro cess. Indeed, if s 6= 0, the v alues of H used for

masking the unkno wn inputs x

j; 1 � r

j

are uniformly random and indep enden t of

the receiv er's view and of eac h other. Th us, the sim ulator's output is 2

� k

-close to

the real view. Ho w ev er, to mak e a meaningful securit y statemen t in the random

oracle mo del, w e m ust also allo w the distinguisher to (adaptiv ely) mak e addi-

tional calls to H , where the answ ers to these calls are pro vided b y the same H

that w as used in the pro cess (real or ideal) generating the distinguisher's input.

No w, if the distinguisher can \guess" the oracle query used in the real pro cess

to mask some secret x

j; 1 � r

j

whic h R is not supp osed to learn, then it clearly wins

(i.e., it can easily distinguish b et w een an y t w o v alues for this unkno wn secret).

On the other hand, as long as it do es not guess suc h a critical query , the masks

remain random and indep enden t giv en its view, and so indistinguishabilit y is

main tained. The crucial observ ation is that from the distinguisher's p oin t of

view, eac h of these m o�ending queries is (individually) distributed uniformly at

random o v er a domain of size 2

k

. This follo ws from the fact that the distinguisher

has no information ab out s as long as it mak es no o�ending query . Hence, the

distinguisher can only win the ab o v e game with negligible probabilit y . This is

formalized b y the follo wing lemma.



Lemma 1. A ny distinguisher D which makes at most t c al ls to H c an have at

most a ( t + 1) � 2

� k

-advantage in distinguishing b etwe en the output of the r e al

pr o c ess and that of the ide al pr o c ess.

Pr o of. De�ne the extende d real (resp., ideal) pro cess to b e the real (resp., ideal)

pro cess follo w ed b y the in v o cation of D on the output of the pro cess. The output

of the extended pro cess includes the output of the original pro cess along with

the transcript of the oracle calls made b y D . F or eac h of the extended pro cesses,

de�ne an o�ending query to b e a call to H on input ( j; t

j

� s ) for some 1 � j � m ,

and de�ne B to b e the (bad) ev en t that an o�ending query is ev er made b y either

R or D . It is easy to v erify that, as long as no o�ending query is made, the outputs

of the t w o extended pro cesses are p erfectly indistinguishable. Th us, the ev en t B

has the same probabilit y in b oth extended pro cesses, and the outputs of the t w o

extended pro cesses are iden tically distributed conditioned on B not o ccurring. It

remains to sho w that Pr[ B ] � ( t + 1) � 2

� k

. This, in turn, follo ws b y noting that:

(1) R mak es an o�ending query only if s = 0, and (2) as long as no o�ending

query is made, D 's view is completely indep enden t of the v alue of s . ut

Th us, w e ha v e:

Claim. As long as m = 2

o ( k )

, the proto col is statistically secure with resp ect to

a semi-honest receiv er and a p olynomial-time distinguisher ha ving access to the

random oracle.

4 A F ully Secure Proto col

In this section w e describ e a v arian t of the proto col from Section 3 whose securit y

also holds against a malicious receiv er.

W e b egin b y observing that the previous proto col is indeed insecure against

a malicious R

�

. Consider the follo wing strategy for R

�

. In Step 2, it c ho oses the

i th pair of v ectors sen t to the ot

k

m

primitiv e so that they di�er only in their

i th p osition.

7

F or simplicit y , assume without loss of generalit y that the i th bit

of the �rst v ector in the i th pair is 0. The ab o v e strategy guaran tees that for

1 � j � k the v ector q

j

con tains the bit s

j

in its j th p osition and v alues kno wn

to R

�

in the remaining p ositions. It follo ws that giv en an a-priori kno wledge of

x

j; 0

the receiv er can reco v er s

j

b y making t w o calls to H . This, in turn, implies

that giv en the v alues of x

1 ; 0

; : : : ; x

k ; 0

, the receiv er can reco v er s and learn all

2 m inputs of S .

8

T o foil this kind of attac k, it su�ces to ensure that the pairs of v ectors sen t

b y the receiv er to the ot

k

m

primitiv e are w ell-formed, i.e., corresp ond to some

7

It is in fact p ossible for R

�

to use this strategy in a completely undetectable w a y .

Sp eci�cally , it can ensure that the m v ectors receiv ed b y S are uniformly random

and indep enden t.

8

The securit y de�nition implies that the ideal pro cess can prop erly sim ulate the real

pro cess giv en any distribution on the inputs. The ab o v e attac k rules out prop er

sim ulation for an input distribution whic h �xes x

1 ; 0

; : : : ; x

k ; 0

and pic ks the remaining

inputs uniformly at random.



v alid c hoice of r and T . Indeed, the sim ulator of R from the previous section

can b e readily mo di�ed so that it sim ulates an y \w ell-b eha v ed" R

0

satisfying

this requiremen t. T o deal with an arbitrarily malicious R

�

w e emplo y a cut-

and-c ho ose tec hnique. Let � denote a statistical securit y parameter. The pla y ers

engage in � (parallel) executions of the previous proto col, where all inputs to

these executions are pic k ed randomly and indep enden tly of the actual inputs.

Next, the sender c hallenges the receiv er to rev eal its priv ate v alues for a random

subset of � = 2 executions, and ab orts if an inconsistency is found. This ensures

S that except with 2

� 
 ( � )

probabilit y , the remaining � = 2 executions con tain at

least one \go o d" execution where the receiv er w as w ell-b eha v ed in the ab o v e

sense. Finally , the remaining executions are com bined as follo ws. Based on its

actual selection bits, the receiv er sends a correction bit for eac h of its m� = 2

random selections in the remaining executions, telling S whether or not to sw ap

the corresp onding pair of inputs. F or eac h of its actual secrets x

j;b

, the sender

sends the exclusiv e-or of this secret with the � = 2 (random) inputs of the remain-

ing executions whic h corresp ond to x

j;b

after p erforming the sw aps indicated b y

the receiv er. Ha ving aligned all of the selected masks with the selected secrets,

the receiv er can no w easily reco v er eac h selected secret x

j;r

j

. This proto col is

formally describ ed in Fig. 2.

Note that the ab o v e proto col do es not giv e a malicious S

�

an y adv an tage

in guessing the inputs of R . Moreo v er, except with 2

� 
 ( � )

failure probabilit y ,

securit y against a malicious R

�

reduces to securit y against a w ell-b eha v ed R

0

. A

more detailed securit y analysis will b e pro vided in the full v ersion.

Efficiency. The mo di�cation describ ed ab o v e increases the comm unication

and time complexit y of the original proto col b y a factor of � . The probabilit y

of R

�

getting a w a y with c heating is 2

� 
 ( � )

.

9

In terms of round complexit y , the

proto col as describ ed ab o v e adds a constan t n um b er of rounds to the original

proto col.

Optimiza tions. W e did not attempt to optimize the exact round complexit y . A

careful implemen tation, using commitmen ts, can en tirely eliminate the o v erhead

to the round complexit y of the basic proto col. The length of the OT seed can b e

shortened from � k to O ( k ) via the use of a mo di�ed cut-and-c ho ose approac h,

at the exp ense of a comparable increase in the length of the input to H (and

while ac hieving roughly the same lev el of securit y). F urther details are omitted

from this abstract.

An on-line v ariant. In our default setting, w e assume that the n um b er m of

desired OT is kno wn in adv ance. Ho w ev er, in some scenarios it ma y b e desirable

to allo w, follo wing the initial seed of OT, an e�cien t generation of additional

OT on the 
y . While it is easy to obtain suc h an on-line v arian t for the basic

proto col from Figure 1, this is not as ob vious for the fully secure proto col. W e

note, ho w ev er, that the mo di�ed cut-and-c ho ose tec hnique men tioned ab o v e can

also b e used to obtain an on-line v arian t of the fully secure proto col.

9

In particular, the distance b et w een the output of the sim ulator for R

�

and the output

of the real pro cess increases b y at most 2

� 
 ( � )

.



Input of S : m pairs ( x

j; 0

; x

j; 1

) of ` -bit strings, 1 � j � m .

Input of R : m selection bits r = ( r

1

; : : : ; r

m

).

Common input: securit y parameters k ; � .

Ora cle: a random oracle H : [ � ] � [ m ] � f 0 ; 1 g

k

! f 0 ; 1 g

`

.

Cr yptographic Primitive: An ideal ot

� k

m

primitiv e.

1. F or 1 � p � � , S initializes a random v ector s

( p )

2 f 0 ; 1 g

k

and m random

pairs of ` -bit strings ( x

( p )

j; 0

; x

( p )

j; 1

), 1 � j � m . F or 1 � p � � , R initializes a

random v ector r

( p )

2 f 0 ; 1 g

m

and a random m � k bit matrix T

( p )

.

2. The parties in v ok e the ot

� k

m

primitiv e, where S acts as a receiv er with

inputs s

( p )

, 1 � p � � , and R as a sender with inputs ( t

( p ) ;i

; r

( p )

� t

( p ) ;i

),

1 � p � � , 1 � i � k . Let Q

( p )

denote the p th m � k matrix of v alues

receiv ed b y S .

3. S pic ks a random subset P � [ � ] of size � = 2, and c hallenges R to rev eal

all v alues r

( p )

and T

( p )

with p 2 P . If the reply of R is not fully consisten t

with the v alues receiv ed in Step 2, S ab orts.

4. F or 1 � p � � and 1 � j � m , S sends ( y

( p )

j; 0

; y

( p )

j; 1

) where

y

( p )

j;b

= x

( p )

j;b

� H ( p; j; q

( p )

j

� b � s ) :

5. F or all 1 � j � m and p 62 P , R sends a correction bit c

( p )

j

= r

j

� r

( p )

j

.

6. F or 1 � j � m and b 2 f 0 ; 1 g , S sends

w

j;b

= x

j;b

�

M

p 62 P

x

( p )

j;b � c

( p )

j

:

7. F or 1 � j � m , R outputs

z

j

= w

j;r

j

�

M

p 62 P

( y

( p )

j;r

( p )

j

� H ( p; j; t

( p )

j

)) :

Fig. 2. A fully secure proto col for extending oblivious transfers



5 On Instan tiating the Random Oracle

In this section w e de�ne an explicit primitiv e whic h can b e used to replace the

random oracle in our constructions.

W e sa y that h : f 0 ; 1 g

k

! f 0 ; 1 g is c orr elation r obust if for a random and

indep enden t c hoice of (p olynomially man y) strings s; t

1

; : : : ; t

m

2 f 0 ; 1 g

k

, the

join t distribution ( h ( t

1

� s ) ; : : : ; h ( t

m

� s )) is pseudo-random given t

1

; : : : ; t

m

.

More precisely:

De�nition 1 (Correlation robustness). A n e�ciently c omputable function

h : f 0 ; 1 g

�

! f 0 ; 1 g is said to b e correlation robust if for any p olynomials

p ( � ) ; q ( � ) ther e exists a ne gligible function � ( � ) such that the fol lowing holds. F or

any p ositive inte ger k , cir cuit C of size p ( k ) , and m � q ( k )

�

�

Pr [ C ( t

1

; : : : ; t

m

; h ( t

1

� s ) ; : : : ; h ( t

m

� s )) = 1] � Pr [ C ( U

( k +1) m

) = 1]

�

�

� � ( k ) ;

wher e the pr ob ability is over the uniform and indep endent choic es of s; t

1

; : : : ; t

m

fr om f 0 ; 1 g

k

.

A correlation robust h can b e used to obtain a (w eak) pseudo-random func-

tion family de�ned b y f

s

( t ) = h ( d � t ), and hence also a one-w a y function.

Ho w ev er, w e do not kno w whether correlation robustness can b e based on one-

w a y functions.

W e no w brie
y discuss the application of correlation robustness to our prob-

lem. Consider the basic proto col from Fig. 1 restricted to ` = 1, i.e., implemen t-

ing bit oblivious transfers. Moreo v er, supp ose that the �rst argumen t to the ran-

dom oracle is omitted in this proto col (i.e., H ( u ) is used instead of H ( j; u )).

10

F rom the receiv er's p oin t of view, the v alue masking a forbidden input x

j; 1 � r

j

is H ( s � t

j

), where s is a uniformly random and se cr et k -bit string and t

j

is a

kno wn k -bit string. The use of a correlation robust H su�ces to ensure that the

ab o v e m masks are jointly pseudo-random giv en the receiv er's view.

It is also p ossible to mo dify the fully secure v arian t of this proto col so that

its securit y can b e based on correlation robustness. Suc h a mo di�cation requires

the sender to randomize eac h ev aluation p oin t of H so as to prev en t a malicious

receiv er from biasing the o�sets t

j

. Th us, w e ha v e:

Theorem 3. L et k denote a c omputational se curity p ar ameter. F or any c onstant

c > 1 it is p ossible to r e duc e k

c

oblivious tr ansfers to k oblivious tr ansfers by

making only a black-b ox use of a c orr elation r obust function.

6 Op en problems

W e ha v e sho wn ho w to extend oblivious transfers in an e�cien t blac k-b o x manner

giv en a r andom function, or giv en a c orr elation r obust function. The question

10

It is not hard to v erify that as long as the receiv er is honest, the proto col remains

secure. The inclusion of j in the input to the random oracle sligh tly simpli�es the

analysis and is useful to w ards realizing the fully secure v arian t of this proto col.



whether it is p ossible to extend oblivious transfers in a blac k-b o x manner using

a one-way function is still op en. A negativ e answ er (in the line of [22]) w ould

further dilute our view of negativ e blac k-b o x reduction results as imp ossibilit y

results.

A related question whic h ma y b e of indep enden t in terest is that of b etter

understanding our notion of correlation robustness. Its de�nition (while simple)

app ears to b e somewhat arbitrary , and it is not clear whether similar v arian ts,

whic h still su�ce for extending OT, are equiv alen t to our default notion. The

questions of �nding a \minimal" useful notion of correlation robustness and

studying the relation b et w een our notion and standard cryptographic primitiv es

remain to b e further studied.
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A Secure Tw o-P art y Computation

In this section w e sk etc h the necessary de�nitions of secure t w o-part y computa-

tion.

11

W e refer the reader to, e.g., [7, 18] for more details.

A secure t w o-part y computation task is sp eci�ed b y a t w o-part y functionality ,

i.e., a function mapping a pair of inputs to a pair of outputs. A proto col is said to

se cur ely realize the giv en functionalit y if an adv ersary attac king a part y in a real-

life execution of the proto col can ac hiev e no more than it could ha v e ac hiev ed

b y attac king the same part y in an ideal implemen tation whic h mak es use of a

trusted part y . In particular, the adv ersary should not learn more ab out the input

and output of the uncorrupted part y than it m ust inevitably b e able to learn.

This is formalized b y de�ning a r e al pr o c ess and an ide al pr o c ess , and requiring

that the in teraction of the adv ersary with the real pro cess can b e simulate d in

the ideal pro cess.

The r e al pr o c ess. In the real pro cess, the t w o parties execute the giv en proto col

on their resp ectiv e inputs and a common securit y parameter k . A probabilistic

p olynomial-time adversary , who ma y corrupt one of the parties and observ e all

of its in ternal data, in terv enes with the proto col's execution. In the default case

of an active adv ersary , the adv ersary has full con trol o v er the messages sen t b y

the corrupted part y . In this case w e sa y that the corrupted part y is malicious .

Also of in terest is the case of a p assive adv ersary , who ma y only try to deduce

information b y p erforming computations on observ ed data, but otherwise follo ws

the proto col's instructions.

12

Suc h a corrupted part y is referred to as b eing semi-

honest , or honest but curious . A t the end of the in teraction, the adv ersary ma y

output an arbitrary function of its view. The output of the r e al pr o c ess (on the

the giv en pair of initial inputs) is de�ned as the random v ariable con taining

the c onc atenation of the adv ersary's output and the output of the uncorrupted

part y .

The ide al pr o c ess. In the ideal pro cess, an incorruptible trusted part y is emplo y ed

for computing the giv en functionalit y . That is, the \proto col" in the ideal pro cess

instructs eac h part y to send its input to the trusted part y , who computes the

functionalit y and sends to eac h part y its output. The in teraction of the adv ersary

with the ideal pro cess and the output of the ideal pro cess are de�ned analogously

to the ab o v e de�nitions for the real pro cess. The adv ersary attac king the ideal

pro cess is referred to as a simulator .

Se curity. A proto col is said to securely realize the giv en functionalit y if, for an y

(e�cien t) adv ersary attac king the real pro cess, there exists an (e�cien t) sim-

ulator attac king the same part y in the ideal pro cess, suc h that on an y pair of

11

The de�nitions w e pro vide here apply to a simple stand-alone mo del assuming a

non-adaptiv e adv ersary . Ho w ev er, the securit y of our reductions should hold for

essen tially an y notion of securit y , including ones that supp ort comp osition.

12

A passiv e adv ersary ma y mo del situations where an attac k er (e.g., a computer virus)

do es not w an t to b e exp osed b y disrupting the normal b eha vior of the attac k ed

mac hine.



inputs, the outputs of the t w o pro cesses are indistinguishable. The securit y is

said to b e p erfect, statistical, or computational according to the t yp e of indistin-

guishabilit y ac hiev ed. In the latter t w o cases, indistinguishabilit y is de�ned with

resp ect to the securit y parameter k . The proto col is said to b e secure against a

semi-honest (resp., malicious) receiv er, if the ab o v e securit y requiremen t holds

with resp ect to a passiv e (resp., activ e) adv ersary corrupting the receiv er. A

similar de�nition applies to the sender. W e note that in all cases the proto col is

required to compute the giv en functionalit y if no part y is corrupted.

B Reducing ot

n

m

to ot

n

k

Oblivious transfer of long strings can b e e�cien tly reduced to oblivious transfer

of shorter strings using an y pseudo-random generator. The reduction is formally

describ ed in Fig. 3.

Input of S : n pairs of m -bit strings ( x

i; 0

; x

i; 1

), 1 � i � n .

Input of R : n selection bits r = ( r

1

; : : : ; r

n

).

Common input: a securit y parameter k .

Ora cle: A PR G G : f 0 ; 1 g

k

! f 0 ; 1 g

m

.

Cr yptographic Primitive: An ideal ot

n

k

primitiv e.

1. S initializes n pairs of random k -bit seeds ( s

i; 0

; s

i; 1

).

2. The parties in v ok e the ot

n

k

primitiv e, where S acts as a sender with inputs

( s

i; 0

; s

i; 1

), 1 � i � n , and R as a receiv er with input r .

3. F or 1 � i � n , S sends ( y

i; 0

; y

i; 1

), where y

i;b

= x

i;b

� G ( s

i;b

).

4. F or 1 � i � n , R outputs z

i

= y

i;r

i

� G ( s

i;r

i

).

Fig. 3. Reducing ot

n

m

to ot

n

k

The securit y of this reduction is straigh tforw ard to pro v e. Its complexit y

o v erhead is dominated b y the cost of generating 2 m pseudo-random bits. By

com bining Step 3 with Step 2, the proto col's round complexit y can b e made the

same as that of ot

n

k

. Finally , w e note that the use of the PR G G can b e em ulated

b y standard means using calls to the random oracle H .


