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Abstract

W e consider a minim al scenario for secure computa-

tion: P arties A and B ha v e priv ate inputs x and y and

a shared random string r . A and B are eac h allo w ed to

send a single message to a third part y C , from whic h

C is to learn the v alue of f ( x; y ) for some function f ,

but nothing else. W e sho w that this mo del is surpris-

ingly p o w erful: ev ery function f can b e securely com-

puted in this fashion. If the messages are required to

b e of p olynomial size, then w e exhibit an e�cien t pro-

to col for an y function f computable in nondeterminis-

tic logspace. Using a computational notion of securit y ,

w e exhibit e�cien t proto cols for an y p olynomial-ti m e

computable function f , assuming the existence of one-

w a y functions. The ab o v e results generalize to the case

where there are more than t w o parties with priv ate in-

puts.

The minima li stic nature of our mo del mak es it easy

to transform p ositiv e results ac hiev ed in our mo del to

other more general mo dels of secure computation. It

also giv es hop e for lo w er-b ound pro ofs. W e giv e an

alternativ e c haracterization of our mo del in terms of

graph em b eddings, and use this to sho w that for most

Bo olean functions on f 0 ; 1 g

n

� f 0 ; 1 g

n

, the need to hide

just one of the input bits from C requires a comm uni-

cation o v erhead of n bits.
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1 In tro duction

Supp ose that t w o parties, Alice with input x and

Bob with input y , wish to join tly compute a func-

tion f ( x; y ) of their inputs without rev ealing more in-

formation ab out their inputs than necessary (i.e the

v alue of f ( x; y )). As stated this is an imp ossible task

for an y \in teresting" function f . F or instance, Chor

and Kushilevitz [8] sho w ed that the only Bo olean func-

tions computable in this w a y are those of the form

f ( x; y ) = f

a

( x ) � f

b

( y ). F urthermore, ev en if one is

willing to rely on cryptographic assumptions, then Kil-

ian [14 ] has sho wn that securely computing an y function

with the \im b edded or" prop ert y

1

yields the abilit y to

p erform oblivious transfer (OT). OT is a stronger (in

the sense of [12 ]) assumption than the existence of one-

w a y functions.

In this pap er w e in v estigate a \minim al " extension

of the t w o part y scenario: w e add a trusted part y Carol

who should do the computation. The comm unication

pattern is minim al : Alice and Bob agree on (or are

giv en) a secret random string; they eac h send Carol a

single message whic h is a function of their input and the

random string. Based on the t w o messages Carol com-

putes and announces the result. W e w ould lik e Carol

to b e completely in the dark as to the inputs of Alice

and Bob.

Additional motiv ation for our mo del comes from the

problem of encrypting audio conference calls [19 , 6, 11].

Heiman [11 ] studied a metho d where the bridge (i.e. the

apparatus connecting the callers) is not to b e trusted

with the secret information, but nev ertheless should de-

termine whic h participan t is \talking the loudest" and

transmit his or her encrypted v oice to the others. Carol

(the bridge) should therefore compute the max func-

tion. Suc h a scenario is captured b y our mo del. The

app endix further discusses this sp eci�c problem, and

o�ers an elegan t proto col for it.

In this pap er w e outline general principles for com-

puting arbitrary functions in our mo del. W e obtain the

follo wing results:

� An y function f can b e computed securely . The

1

A function f ( x; y ) p ossesses an im b edded or if there are
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suc h that for i; j 2 f 0 ; 1 g , f ( x

i

; y

j

) = v

i _ j
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amoun t of comm unicati on ma y ho w ev er b e exp o-

nen tial.

� Ev ery function computable in non-deterministic

logspace has an e�cient secure proto col; the

amoun t of comm unication, n um b er of random bits

and the in ternal computations are all p olynomially

b ounded.

� Assuming one-w a y functions exist there is an e�-

cien t computationally secure proto col for an y func-

tion in P .

W e also sho w a lo w er b ound on the complexit y of se-

curely computing random Bo olean functions: for most

Bo olean functions on f 0 ; 1 g

n

� f 0 ; 1 g

n

, the parties m ust

send n extra bits, ev en if they only w an t to hide one of

the input bits from Carol.

W e note that there is a v ery large gap b et w een our

upp er and lo w er b ounds. It is op en whether there exists

an y function that requires a sup erp olynomial (in the

n um b er of input and output bits) amoun t of comm uni-

cation. F or p olynomial-ti m e computable functions, it

is op en whether p erfect securit y ma y b e obtained using

p olynomial comm unication.

In the rest of this section w e surv ey related w ork,

and pro vide precise de�nition of our mo del and secu-

rit y requiremen ts. Section 2 sho ws the construction

of secure proto cols for general functions. Section 3

sho ws our e�cien t construction of secure proto cols for

non-deterministic logspace computable functions. Sec-

tion 4 pro vides the computationally secure solutions

based on one-w a y functions and Section 5 pro v es our

lo w er b ound. The app endix con tains some elegan t pro-

to cols for sp ecial functions.

1.1 Related w ork

In some resp ects, our mo del of secure computation

resem bles that of instanc e hiding [1 ]. In the instance

hiding scenario, a computationally limited part y A that

holds input x uses a computationally unlimited part y

C in order to compute f ( x ), without C learning an y-

thing ab out x (except for its length, and the v alue of

f ( x )). Th us in b oth mo dels, part y C m ust not learn

the input. Ho w ev er, in eac h mo del C is used for a dif-

feren t reason. In our secure computation mo del, parties

A and B eac h ha v e the p o w er to compute f , but they

need C b ecause neither one of them holds the whole

input. Our mo del is most in teresting and has p oten tial

cryptographic applications if f is an easily computable

function. In the instance hiding mo del, part y A holds

the input, and cannot compute f ( x ) b ecause of lac k of

computational p o w er. Hence [1 ] analyze their mo del

for the cases where f is not kno wn to b e computable

in p olynomial time. Their main result is that NP-hard

problems, suc h as SA T, do not ha v e instance hiding

sc hemes unless the p olynomial hierarc h y collapses. The

same result holds for our secure computation mo del, if

w e restrict A and B to random p olynomial time com-

putations.

The instance hiding scenario has b een extended to

the m ultiple-oracle scenario, with the surprising result

that an y function has an instance hiding sc heme with

p olynomial ly man y oracles [4 ]. The main op en question

regarding instance hiding is whether a constan t n um-

b er of oracles su�ce. It is in teresting to note that the

secure computation mo del relates to this question. If

in our mo del, all functions (within a giv en complex-

it y class) can b e securely computed with p olynomiall y

man y shared random bits and p olynomial message size

(and no restriction on the computational p o w er of A

and B ), then all functions ha v e a 3-oracle 2-round in-

stance hiding proto col. (The v eri�er splits its input

in to the sum of t w o random inputs. In the �rst round,

one oracle gets to compute M

A

and another gets to

compute M

B

. In the second round, the third oracle

computes the function, based on the messages M

A

and

M

B

.)

Our mo del is also related to the problem of fault

toleran t distributed computing [5 , 7]. Most notably ,

our e�cien t proto col for computing an y NLOGSP A CE

function can b e used in order to extend the result of [3 ],

that an y function in (algebraic) N C

1

can b e computed

e�cien tly in a fault toleran t manner in a constan t n um-

b er of rounds. (Details are omitted from the curren t

abstract.)

There are sev eral natural extensions to our mo del. In

one of them, the input is distributed among k pla y ers,

who w an t Carol to compute f for them. Our results

extend to the m ultipart y case. This issue is touc hed

up on in the app endix.

Another extension is to the case where parties are

dishonest, and try to deviate from the proto col. In our

minim al istic comm unication scenario, parties ha v e v ery

little opp ortunit y of doing so, and it is relativ ely simple

to mak e our proto cols fault toleran t (see app endix).

1.2 De�nitions

Let f b e a function A � B 7! D where A ; B and D

are �nite domains. A proto col for ev aluating f securely

consists of R , the collection of random strings, M

A

and

M

B

, t w o messages domains and three function f

A

; f

B

and f

C

where f

A

: A � R 7! M

A

, f

B

: B � R 7! M

B

and f

C

: M

A

� M

B

7! D .

F or the proto col to b e p erfe ctly se cur e it m ust ob ey

the follo wing t w o conditions :

� Correctness - for all a 2 A ; b 2 B and r 2 R :

f ( a; b ) = f

C

( f

A

( a; r ) ; f

B

( b; r )).



� Priv acy - for all pairs of input ( a

1

; b

1

) and ( a

2

; b

2

)

suc h that f ( a

1

; b

1

) = f ( a

2

; b

2

) w e ha v e that

the distribution of messages ( f

A

( a

1

; r ) ; f

B

( b

1

; r ))

where r is c hosen at random from R is iden tical to

the distribution of messages ( f

A

( a

1

; r ) ; f

B

( b

2

; r ))

where r is c hosen at random from R .

Our notion of priv acy is information theoretic. A

relaxed computational notion of priv acy is presen ted

and used in Sect. 4.

2 Securely computing an y function

W e sho w ho w to securely compute an y Bo olean func-

tion f : f 0 ; 1 g

n

� f 0 ; 1 g

n

� ! f 0 ; 1 g . This trivially

extends to k v alued functions, since eac h of the log k

output bits represen ts a Bo olean function.

Alice holds input a , Bob holds input b , and Carol

needs to compute f ( a; b ). Represen t f ( x; y ) as a bi-

partite graph G

f

, x 's on the left, y 's on the righ t, and

edge b et w een x and y i� f ( x; y ) = 1. Using a shared

random string of length 2

n

+ n , Alice and Bob mo d-

ify G

f

as follo ws. With eac h righ t hand side v ertex y ,

they asso ciate a random bit r

y

. If r

y

= 1, they com-

plemen t the edges en tering y (edges b ecome nonedges,

and nonedges b ecome edges). The lefto v er n random

shared bits, denoted b y � 2 f 0 ; 1 g

n

, are used in order

to c ho ose a cyclic p erm utation on the righ t hand side

v ertices.

Bob sends the lo cation of b in the cyclic p erm utation

( n bits). That is, M

B

= b � � (mo d 2

n

).

Alice sends the p erm uted edge pattern going out of

a (2

n

bits). That is, Alice sends the follo wing list of

bits:

M

A

= f ( a; � ) � r

�

; f ( a; � + 1) � r

� +1

; : : : ;

f ( a; � � 2) � r

� � 2

; f ( a; � � 1) � r

� � 1

(where addition and subtraction are done mo d 2

n

.)

In addition, Bob sends the one bit M

b

= r

b

.

In order to compute f ( a; b ), Carol lo oks up the M

B

th

en try in the list M

A

, and complemen ts it i� M

b

= 1.

Corr e ctness: the e�ect of Alice sending the v alues

f ( a; y ) in p erm uted order is undone b y Bob sending

b � � . The e�ect of Alice xoring the v alues f ( a; b ) with

r

b

is undone b y Bob sending M

b

.

Privacy: for an y a; b , there is a one-to-one corre-

sp ondence b et w een the random bits � and the message

M

b

, and for eac h a; b; � , there is a one-to-one corresp on-

dence b et w een the random bits r

y

and the message M

A

.

Hence the distribution of the messages M

A

and M

B

is

uniform, and completely indep enden t of the v alues of

a and b . The v alue of message M

b

is then determined

uniquely b y the v alues of M

A

, M

B

, and f ( a; b ). Hence

the distribution of messages of Alice and Bob dep ends

only on f ( a; b ), as desired.

The complexit y of the proto col: Alice sends 2

n

bits,

Bob sends n + 1 bits, and they b oth share 2

n

+ n random

bits.

W e therefore ha v e

Theorem 1 F or an y function f there exists a p erfectly

secure ev aluation proto col.

3 E�cien t solutions for a sub class of

functions

The solution giv en ab o v e for general functions f re-

quires exp onen tial-sized messages in the w orst case.

W e do not kno w of an y proto col that requires only

p olynomial -sized messages for all functions f . Using

the information-theoretic notion of priv acy , w e exhibit

a comm uni cation-e�cien t proto col for an y f \com-

putable" in nondeterministic logspace. By computable

in nondeterministic logspace, w e mean that the lan-

guage

f ( i; x; y ) j the i th bit f ( x; y ) is 1 g

is in nondeterministic logspace.

3.1 Securely computing group pro ducts

A useful sub class of functions are those that compute

pro ducts o v er �nite groups. F or this class, w e ha v e a

simple solution based on randomizing group pro ducts,

whic h serv es as the basis for our more complicated pro-

to cols. First, w e review the randomizing tec hnique of

[13 ]. Let G b e a �nite, p ossibly noncomm utativ e group,

let x = ( g

1

; : : : ; g

n

) and y = ( g

n +1

; : : : ; g

2 n

), where

g

1

; : : : ; g

2 n

2 G , and let

f ( x; y ) = g

i

1

g

i

2

� � � g

i

m

;

for some sequence i

1

; : : : ; i

m

. W e transform the se-

quence g

i

1

: : : g

i

m

in to a random sequence g

0

1

; : : : ; g

0

m

that has the same pro duct.

Let r

1

; : : : ; r

m � 1

2 G b e uniformly distributed. De-

�ne r

0

and r

m

to b e the iden tit y elemen t of G , and for

1 � j � m de�ne

g

0

j

= r

� 1

j � 1

g

i

j

r

j

:

When w e tak e the pro duct of the g

0

j

's, the r

j

terms

cancel out, yielding g

0

1

� � � g

0

m

= g

i

1

� � � g

i

m

. By an

inductiv e argumen t, one can sho w that for an y se-

quence g

0

1

; : : : ; g

0

m

and an y sequence g

i

1

; : : : ; g

i

m

suc h



that g

0

1

� � � g

0

m

= g

i

1

� � � g

i

m

, there exists exactly one con-

sisten t setting for r

1

; : : : ; r

m � 1

. Th us, g

0

1

; : : : ; g

0

m

will b e

uniformly distributed o v er all sequences with the same

pro duct as g

i

1

; : : : ; g

i

m

. F rom a kno wledge p ersp ectiv e,

g

0

1

; : : : ; g

0

m

rev eals f ( x; y ) and nothing else.

Giv en their common random bit sequence r , Al-

ice and Bob uniformly generate r

1

; : : : ; r

m � 1

in some

canonical, deterministic fashion. Alice and Bob's mes-

sages to Carol are giv en b y

M

A

= f ( j; g

0

j

) j i

j

2 f 1 ; : : : ; n gg and

M

B

= f ( j; g

0

j

) j i

j

2 f n + 1 ; : : : ; 2 n gg :

Note that M

A

dep ends only on x and r and M

B

de-

p ends only on y and r . F urthermore, for all j , g

0

j

is

presen t in either M

A

or M

B

. On input ( M

A

; M

B

),

Carol computes

g

0

1

� � � g

0

m

= g

i

1

� � � g

i

m

= f ( x; y )

3.2 The general construction

Let f ( x; y ) b e \computable" in nondeterministic

logspace as de�ned ab o v e. Without loss of generalit y

w e assume that f ( x; y ) is b o olean; otherwise w e com-

pute eac h bit indep enden tly . W e �rst reduce computing

f ( x; y ) to computing s � t reac habilit y on G

1

[ G

2

where

G

1

is a digraph that dep ends only on x and G

2

is a di-

graph that dep ends only on y . W e p erform a t w o-step

reduction from this problem to computing a pro duct of

nonsingular matrices o v er a su�cien tly large �nite �eld.

This pro duct will rev eal whether t is reac hable from s ,

but will also yield other information that w ould destro y

the priv acy of our proto col. W e then p erform some ad-

ditional matrix m ultiplicati ons to eliminate this extra

information.

It is w ell kno wn that an y language in nondeterminis-

tic logspace can b e reduced to s � t reac habilit y in a di-

rected graph. Th us, giv en a function f and inputs x and

y , w e can construct (in logspace) a digraph and no des

s and t suc h that t is reac hable from s i� f ( x; y ) = 1.

By insp ection of the standard reduction, w e note that

the instance ( G; s; t ) pro duced can b e made to ha v e the

follo wing prop erties,

1. No des s and t are indep enden t of ( x; y ), and can

b e relab eled as desired.

2. F or eac h i and j , the presence of directed edge ( i; j )

in G is either indep enden t of x and y , dep ends

solely on x or dep ends solely on y .

W e de�ne G

1

as ha ving all the edges of G that are

either indep enden t of x and y or dep end solely on x ,

and de�ne G

2

as ha ving all the edges of G that dep end

solely on y . Th us G

1

can b e computed b y Alice, G

2

can

b e computed b y Bob, ( s; t ) can b e computed b y b oth

Alice and Bob, and f ( x; y ) = 1 i� t is reac hable from s

in the graph G = G

1

[ G

2

.

3.2.1 Con v erting the graph problem to a ma-

trix pro duct

F or con v enience, w e assume that G

1

and G

2

ha v e n

no des and edge ( i; i ) is included in G

1

and G

2

(eac h

no de has a directed edge to itself ). Then if A

i

is the

adjacency matrix of G

i

, the matrix ( A

1

A

2

)

n

pro vides

all the reac habilit y information ab out G : t is reac hable

from s i� the ( s; t ) en try of ( A

1

A

2

)

n

is nonzero. Instead

of p erforming these matrix m ultiplicatio ns o v er the in-

tegers, w e treat our en tries as elemen ts of GF [ p ] for p

large enough to not in v olv e an y \o v er
o ws."

A

1

and A

2

are not en tirely suitable for our purp oses,

since for instance they migh t b e singular, so w e alter

them sligh tly . Assume without loss of generalit y that

t = n . First, w e add dumm y no des n + 1 ; : : : ; 2 n � 1

and edges

f (1 ; n + 1) ; ( n + 1 ; 1) ; (2 ; n + 2) ; ( n + 2 ; 2) ; : : :

; ( n � 1 ; 2 n � 1) ; (2 n � 1 ; n � 1) g

to G

1

and G

2

. Note that w e do not add edges of the

form ( n + i; n + i ). W e then delete all edges of the

form ( t = n; i ) for t 6= i , but lea v e in ( t; t ). Finally ,

for con v enience w e canonically relab el the no des of G

1

and G

2

so that s = 1 and t = N = 2 n � 1. Denote the

new graphs obtained b y G

0

1

and G

0

2

, their adjacency

graphs b y A

0

1

and A

0

2

, set prime p > N

N

, and de�ne

H = ( A

0

1

A

0

2

)

N

, where all op eration are o v er GF [ p ]. F or

the rest of our discussion, w e will use the follo wing facts

ab out these matrices, and suppress all other details.

1. There is a path from s to t i� H [1 ; N ] is nonzero.

This is true since the dumm y no des do not c hange

the reac habilit y structure of the original no des.

2. A

0

1

and A

0

2

are nonsingular. This is true since their

ro ws can b e rearranged so as to mak e them lo w er

triangular, with 1's along the diagonal.

3. Ro w N of H is all 0 except for H [ N ; N ], whic h

is 1. This can b e sho wn b y induction, and comes

from the fact that no de t = N is only able to reac h

itself.

4. H is nonsingular, since it is the pro duct of non-

singular matrices. The N � 1 � N � 1 upp er-left

submatrix of H is also nonsingular, whic h follo ws

b y the sp ecial nature of ro w N .



3.2.2 Remo ving information from the matrix

pro duct

Kno wing H , one can reconstruct f ( x; y ), but one migh t

also obtain more information. W e therefore m ultiply

H b y t w o other randomly generated matrices that will

obliterate all information but whether H [1 ; N ] = 0. Let

Q

0

b e generated as follo ws:

1. F or 1 � i � N , c ho ose Q

0

[ i; i ] uniformly from

GF [ p ] � 0,

2. F or 2 � i � N � 1 c ho ose Q

0

[ i; N ] uniformly from

GF [ p ], and

3. Set all other en tries of Q

0

to 0.

Let Q

00

b e generated as follo ws:

1. Cho ose the N � 1 � N � 1 upp er-left submatrix of

Q

00

uniformly from the set of nonsingular matrices.

2. F or 1 � i � N � 1 set Q

00

[ i; N ] = Q

00

[ N ; i ] = 0.

3. Set Q

00

[ N ; N ] = 1.

One can v erify that Q

0

and Q

00

are nonsingular. The

follo wing lemma sho ws that Q

0

H Q

00

yields exactly the

desired information.

Lemma 1 Let Q

0

; Q

00

and H b e de�ned as ab o v e, and

let H

�

= Q

0

H Q

00

. Then H

�

is distributed as follo ws:

1. The upp er-left N � 1 � N � 1 submatrix of H

�

is

distributed uniformly o v er all nonsingular matri-

ces.

2. If H [1 ; N ] = 0 then H

�

[1 ; N ] = 0, and if H [1 ; N ] 6=

0 then H

�

[1 ; N ] is distributed uniformly and inde-

p enden tly o v er GF [ p ] � 0.

3. F or 1 � i � N � 1, H

�

[ N ; i ] = 0.

4. H

�

[ N ; N ] is distributed uniformly and indep en-

den tly o v er GF [ p ] � 0.

5. F or 2 � i � N � 1, H

�

[ i; N ] is distributed uni-

formly and indep enden tly o v er GF [ p ].

Lemma 1 implies that one can easily reconstruct

f ( x; y ) from H

�

but obtain no other information ab out

( x; y ).

Pro of: (Sk etc h) Let H

0

= H Q

00

. The N � 1 � N � 1

upp er-left submatrix of H

0

is equal to the N � 1 � N � 1

upp er-left submatrix of H , whic h is nonsingular, m ul-

tiplied on the righ t b y a uniformly distributed nonsin-

gular matrix, and hence is also a uniformly distributed

nonsingular matrix. The N th column of H

0

is equal

to the N th column of H . Finally , for 1 � i � N � 1,

H

0

[ N ; i ] = 0.

No w consider H

�

= Q

0

H

0

. The �rst ro w of H

�

is

equal to the �rst ro w of H

0

m ultiplied b y Q

0

[1 ; 1], a

random elemen t of GF [ p ] � 0. The last ro w of H

�

is

equal to the last ro w of H

0

m ultiplied b y Q

0

[ N ; N ], a

random elemen t of GF [ p ] � 0. The remaining ro ws 2 �

i � N � 1 of H

�

are equal to the corresp onding ro w of H

0

m ultipli ed b y Q

0

[ i; i ] (a random elemen t of GF [ p ] � 0)

plus the last ro w of H

0

m ultipli ed b y Q

0

[ i; N ], a random

elemen t of GF [ p ].

Therefore w e can conclude that: (i) The N � 1 � N � 1

upp er-left submatrix of H

�

is a random nonsingular

matrix o v er GF [ p ] (ii) H

�

[1 ; N ] is 0 if H

0

[1 ; N ] =

H [1 ; N ] = 0 and a random elemen t from GF [ p ] � 0, in-

dep enden t of the rest of the matrix, otherwise. (iii) By

a straigh tforw ard calculation, H

�

[ N ; i ] = 0 for 1 � i �

N � 1. (iv) H

�

[ N ; N ] is equal to H

0

[ N ; N ](= 1) times

Q

0

[ N ; N ], a uniformly distributed elemen t of GF [ p ] � 0,

and will th us b e a uniformly distributed elemen t of

GF [ p ] � 0. (v) F or 2 � i � N � 1, H

�

[ i; N ] =

H

0

[ i; N ] + H [ N ; N ] � Q

0

[ i; N ] = H

0

[ i; N ] + Q

0

[ i; N ]. this is

the only en try in
uenced b y Q

0

[ i; N ] and will therefore

a uniformly distributed elemen t of GF [ p ] indep enden t

of the rest of the matrix.

3.2.3 The �nal proto col

Giv en the ab o v e discussion, the proto col for Alice, Bob

and Carol is straigh tforw ard. Using their common ran-

domness r , Alice and Bob generate Q

0

and Q

00

as dis-

cussed ab o v e. They then uniformly sample matrices

R

0

; : : : ; R

2 N +1

from the set of N � N nonsingular ma-

trices o v er GF [ p ]. On input x , Alice computes A

0

1

and

constructs her message

M

A

=

�

( Q

0

R

� 1

0

) ; ( R

0

A

0

1

R

� 1

1

) ; : : : ; ( R

2 N � 1

A

0

1

R

� 1

2 N

)

�

:

On input y , Bob computes A

0

2

and constructs his mes-

sage

M

B

=

�

( R

1

A

0

2

R

� 1

2

) ; : : : ; ( R

2 N

A

0

2

R

� 1

2 N +1

) ; ( R

2 N +1

Q

00

)

�

:

Finally , Carol computes H

�

= Q

0

( A

1

A

2

)

N

Q

00

and out-

puts 1 i� H

�

[1 ; N ] 6= 0. By our previous argumen t,

Carol learns nothing aside from the actual pro duct H

�

,

whic h b y Lemma 1 rev eals nothing but f ( x; y ). There-

fore w e ha v e

Theorem 2 F or ev ery function f ( x; y ) computable in

nondeterministic logspace there is an e�cien t p erfectly

secure proto col. In general, if a function f is com-

putable in N S P AC E ( s ) and s is 
(log n ), then there

is a p erfectly secure proto col for ev aluating f where the

length of the messages is 2

O ( s )

).



4 A computationally secure proto col

Under a computational notion of priv acy , w e ex-

hibit a comm unication-e�cien t proto col for an y f com-

putable in p olynomial time. Due to space limitations,

w e giv e only a high lev el discussion of our proto col,

and omit the pro of of correctness. W e restrict our dis-

cussion to the case where the parties are honest. W e

sho w a general metho d for obtaining resiliency in the

app endix.

De�nitio n 1 Let D b e a non uniform p olynomial time

algorithm (i.e., a circuit family). W e sa y that D is

a distinguisher for an in�nite family of input pairs

(( x

1

; y

1

) ; ( x

2

; y

2

)) if for some c ,

j pr

r

( D ( f

A

( x

1

; r ) ; f

B

( y

1

; r )) = 1)

� pr

r

( A ( f

A

( x

2

; r ) ; f

B

( y

2

; r )) = 1) j >

1

n

c

;

where n is the size of x

1

; y

1

; x

2

; y

2

.

De�nitio n 2 A proto col is c omputational ly private if

there is no D and in�nite family of (( x

1

; y

1

) ; ( x

2

; y

2

))

with f ( x

1

; y

1

) = f ( x

2

; y

2

), suc h that D is a distin-

guisher for the family .

Remark: Another approac h to de�ning computation-

ally priv ate proto cols includes a unary securit y param-

eter k , and allo ws one to a v oid considering in�nite fam-

ilies of inputs. One can em b ed suc h a notion in the one

w e presen t b y a padding argumen t: giv en a function

f ( x; y ), consider the function f

0

( x 01

k

; y 01

k

) = f ( x; y ).

Priv ately computing f

0

on the in�nite family of inputs

f ( x 01

k

; y 01

k

) g is analogous to computing f ( x; y ) with

an in�nite family of securit y parameters f k g .

W e no w outline a computationally priv ate proto col

based on one-w a y functions in whic h A and B run in

time p olynomial in n . The proto col is based on the

\garbled circuit" construction in tro duced b y Y ao [21 ].

This construction is based on the existence of crypto-

graphically secure pseudo-random generators, whic h in

turn can b e based on the existence of one-w a y functions

[10 ]. W e will use this construction as a blac k-b o x, and

summarize it as follo ws.

Let f C

n

( X ; Y ) g b e a circuit family of size m

n

that computes function F

n

: f 0 ; 1 g

n

� f 0 ; 1 g

n

!

f 0 ; 1 g , and let f b e a one-w a y function. Assuming

the existence of a one-w a y function (against non uni-

form adv ersaries), there exist random p olynomial

time algorithms scramble ( C

n

; r ) ; simula te ( C

n

; r )

and ev alua te (

^

C

n

;

^

X ;

^

Y ) with the follo wing prop erties.

1. Giv en random string r , scramble ( C

n

; r ) ran-

domly computes a garble d cir cuit

^

C

n

and garbled

input pairs (( Q

0

; Q

1

) ; ( R

0

; R

1

)), where

Q

b

= Q

1 ;b

; : : : ; Q

n;b

and

R

b

= R

1 ;b

; : : : ; R

n;b

for b 2 f 0 ; 1 g . F or X = ( x

1

; : : : ; x

n

) 2 f 0 ; 1 g

n

and

Y = ( y

1

; : : : ; y

n

) 2 f 0 ; 1 g

n

w e de�ne

Q

X

= Q

1 ;x

1

; : : : ; Q

n;x

n

and

R

Y

= R

1 ;y

1

; : : : ; R

n;y

n

:

2. ev alua te (

^

C

n

; Q

X

; R

Y

) = C

n

( X ; Y ).

3. Giv en random string r , simula te ( C

n

; b; r ) ran-

domly computes a simulate d garble d cir cuit

C

�

n

and sim ulated garbled inputs Q

�

b

; R

�

b

. If

C

n

( X ; Y ) = b then the distributions (

^

C

n

; Q

X

; R

Y

)

and ( C

�

n

; Q

�

b

; R

�

b

) are computationally indistin-

guishable to non uniform adv ersaries. Here w e im-

plicitly assume that w e ha v e an in�nite family of

circuits and inputs ( C

n

; X ; Y ).

A detailed, rigorous discussion of Y ao's garbled cir-

cuit tec hnique can b e found in [18 ].

Giv en

the ab o v e abstraction, w e de�ne ( M

A

; M

B

)[ C

n

; X ; Y ]

as follo ws. Giv en circuit C

n

and shared random string

r , A and B compute

scramble ( C

n

; r ) =

^

C

n

; (( Q

0

; Q

1

) ; ( R

0

; R

1

)) :

Then M

A

and M

B

are de�ned b y

M

A

=

^

C

n

; Q

1 ;x

1

; : : : ; Q

n;x

n

and

M

B

= R

1 ;y

1

; : : : ; R

n;y

n

:

On input M

A

; M

B

, C writes M

A

=

^

C

n

; Q

X

and M

B

=

R

Y

and computes

C

n

( X ; Y ) = ev alua te (

^

C

n

; Q

X

; R

Y

) :

W e omit the analysis of this proto col. Roughly , cor-

rectness of the proto col follo ws from the de�nition of

ev alua te . The priv acy of the proto col follo ws from

the existence of the simula te proto col. ( M

A

; M

B

)

is equiv alen t to (

^

C

n

; Q

X

; R

Y

). If C

n

( X

1

; Y

1

) =

C

n

( X

2

; Y

2

) = b then

(

^

C

n

; Q

X

1

; R

Y

1

) and (

^

C

n

; Q

X

2

; R

Y

2

)

will b oth b e indistinguishable from the output of

simula te ( C

n

; b; r ), where r is uniformly distributed.

Hence, they will b e indistinguishable from eac h other.



5 The lo w er b ound

W e lo w er b ound the c ommunic ation c ost , c =

max

x;y ;r

[ j f

A

( x; r ) j + j f

B

( y ; r ) j ], for p erfectly secure

computation. Note that without priv acy requiremen ts,

8 f ; c � 2 n , and with priv acy , 8 f ; c � 2

n

+ n + 1 (see

Sect. 2). W e pro v e a mo dest lo w er b ound of c � 3 n � 4,

whic h holds for almost an y function f . This lo w er

b ound only requires the follo wing minima l priv acy as-

sumption, that the last bit of x remains priv ate.

Minimal privacy: If f ( x; y ) = f ( x ; y ), where x de-

notes x with its last bit 
ipp ed, then for an y messages

z and w ,

P r

r

[( f

A

( x; r ) = z ) and ( f

B

( y ; r ) = w )]

= P r

r

[( f

A

( x; r ) = z ) and ( f

B

( y ; r ) = w )]

5.1 F air em b eddings

Represen t the function f b y a bipartite graph G

f

.

The 2

n

left-hand side v ertices of G

f

eac h represen ts

a single p ossible input x , and the 2

n

righ t-hand side

v ertices of G

f

eac h represen ts a single p ossible input

y . V ertices x and y are connected b y a white edge if

f ( x; y ) = 1, and b y a blac k edge if f ( x; y ) = 1. Repre-

sen t pla y er C b y a bipartite graph G

C

. The left-hand

side v ertices of G

C

eac h represen ts a single p ossible

message z , and the righ t-hand side v ertices of G

C

eac h

represen ts a single p ossible message w . If f

C

( z ; w ) = 1

then ( z ; w ) is a blac k edge in G

C

, and if f

C

( z ; w ) = 0

then ( z ; w ) is a white edge E

G

C

(and if f

C

( z ; w ) is un-

de�ned then ( z ; w ) is not an edge at all).

T o simplify notation, w e treat eac h shared random

string r as a function in the follo wing sense: r ( x ) de-

notes f

A

( x; r ), and r ( y ) denotes f

B

( y ; r ). F rom the

c ompleteness prop ert y it follo ws that eac h r induces an

emb e dding of G

f

in G

C

. That is, ( x; y ) is a white (blac k)

edge in G

f

i� ( r ( x ) ; r ( y )) is a white (blac k, resp ectiv ely)

edge in G

C

. Observ e that for almost all functions f ,

an y corresp onding em b edding r m ust b e one-to-one, as

it is unlik ely that there exist x

1

; x

2

suc h that for all y ,

f ( x

1

; y ) = f ( x

2

; y ).

All the random strings r collectiv ely induce a fam-

ily of em b eddings. F rom the privacy prop ert y of the

proto col, it follo ws that the family is fair . That is,

for an y white edge e 2 G

C

, and for an y white edges

e

1

; e

2

2 G

f

, jf r j r ( e

1

) = e gj = jf r j r ( e

1

) = e gj , and

similarly for blac k edges. W e shall use the term fair

emb e dding as abbreviation for the term \fair family of

em b eddings".

Th us w e transformed our original question on se-

cure computation to the follo wing problem in extremal

graph theory: what is the minim al size of G

C

so that

bipartite graph G

f

has a fair em b edding in to G

C

?

5.2 Univ ersal graphs

W e start b y analyzing the case that C do es not kno w

f . That is, G

C

is a univ ersal graph that dep ends on n

alone but not on G

f

. In Sect. 2 w e sho w ed that c �

2

n

+ n + 1 su�ces in order to compute an y function, and

that x , y , and f , are k ept priv ate b y this computation.

It is not hard to sho w that if C do es not kno w f in

adv ance, the ab o v e b ound on comm unicatio n is nearly

tigh t, ev en without an y priv acy requiremen ts.

Claim 1 Pla y er A receiv es x and f , pla y er B receiv es

y and f , and they w an t C to compute f ( x; y ) (ev en

without hiding f , x , and y ). Then c � 2

n

, assuming

�xed length enco ding of messages.

Pro of: Since no priv acy is required, the optimal pro-

to col for the pla y ers is deterministic. Let N = 2

n

. F or

an y f , the graph G

f

is em b edded in G

C

. There are 2

N

2

p ossible graphs G

f

. Let U b e the n um b er of v ertices on

the left side of G

C

, and let V b e the n um b er of v ertices

on its righ t side. T o address v ertices of G

C

, A needs

to send log U bits, and B needs to send log V bits (w e

assume �xed length enco ding of messages). There are

U

N

V

N

p ossible w a ys of mapping the v ertices of G

f

to

the v ertices of G

C

. It follo ws that ( U V )

N

� 2

N

2

, or

log U + log V � N = 2

n

.

5.3 Hiding a single bit

W e return to the question of em b eddings when G

C

dep ends on G

f

, for G

f

a random bipartite graph. W e

pro v e our lo w er b ound on the n um b er of comm unica-

tion bits under the minim al priv acy assumption: that

C do es not learn the least signi�can t bit of x . C is al-

lo w ed to learn all other bits of x , and all bits of y (and

A , B , and C , kno w f in adv ance).

De�niti on 3 F or v ertex x , let x denote the c omple-

ment v ertex obtained b y 
ipping the least signi�can t

bit of x . A colored edge ( x; y ) is danger ous if it is of

the same color as its complemen t edge ( x; y ).

Observ e that for a random function f , ab out half the

edges of G

f

are dangerous.

De�niti on 4 G

f

has a family R = f r

i

g of em b eddings

in to G

C

. Consider t w o em b eddings r

i

and r

j

, and a

dangerous edge ( x; y ) 2 G

f

. A trivial match of r

i

and

r

j

on ( x; y ) o ccurs if r

i

( x; y ) = r

j

( x; y ). A nontrivial

match o ccurs if r

i

( x; y ) = r

j

( x; y ).



Lemma 2 F or most bipartite graphs G

f

on 2 N v er-

tices, for an y t w o em b eddings r

i

and r

j

, the n um b er of

non trivial matc hes is at most 2 N .

Pro of: As noted earlier, w e can assume that b oth

r

i

and r

j

are one-to-one. The non trivial matc hes are

formed b y r

i

and r

j

agreeing on where in G

C

to map

a subset Y 2 G

f

of y v ertices, and b y agreeing where

in G

C

to map a subset X 2 G

f

of x v ertices (where r

i

maps X and r

j

maps the complemen t of X ). There are

2

N

p ossible w a ys of c ho osing X , and 2

N

w a ys of c ho os-

ing Y . Observ e that to ha v e 2 N non trivial matc hes,

j X j � j Y j � 2 N . No w w e use a probabilistic argumen t.

Decide on a random truth table for f . Eac h non triv-

ial matc h has probabilit y 1 = 2, indep enden tly , of b eing

dangerous. If it is not dangerous, then either r

i

or r

j

do not form a legal em b edding. Hence the probabilit y

that an y particular c hoice of X and Y is legal is at most

2

� 2 N

.

Lemma 3 F or an y k � j R j , there exists R

0

� R of size

j R

0

j = k , suc h that the total n um b er of trivial matc hes

induced b y mem b ers of R

0

is smaller than the total

n um b er of non trivial matc hes induced b y mem b ers of

R

0

.

Pro of: Consider an arbitrary colored edge e 2 G

C

,

and an arbitrary dangerous edge ( x; y ) 2 C

f

. By the

minim al priv acy prop ert y , if there are t mem b ers of R

that map ( x; y ) on to e , then there are t mem b ers of R

that map ( x; y ) on to e . No w select R

0

at random, and

for an y x; y ; e compute the exp ectation E [ � ], where � is

the n um b er of non trivial matc hes induced b y ( x; y ) and

( x; y ) on e , min us the n um b er of trivial matc hes induced

b y either ( x; y ) or ( x; y ) on e . It is not hard to see that

as eac h new mem b er of R

0

is c hosen, the exp ectation

E [ � ] increases. Then, b y linearit y of exp ectation

E

R

0

[

X

x;y ;e

� ] � 0

and hence for some c hoice of R

0

the lemma holds.

Lemma 4 The n um b er of colored edges in G

C

is at

least N

3

= 16.

Pro of: W e b ound j E

C

j b y using the fact that em-

b eddings ha v e small non trivial in tersections (Lemma

2), and ev en smaller trivial in tersections (Lemma 3).

Clearly , j R j � 1. Pic k at random r

1

. Since ev ery

edge of G

C

that is an image of a dangerous edge of

G

f

has to con tain a non trivial matc h, and since an y r

i

con tributes at most 2 N non trivial matc hes, it follo ws

that j R j � N = 4 (b y the assumption that G

f

has N

2

= 2

dangerous edges).

Consider R

0

em b eddings c hosen from R , where

j R

0

j = N = 8. By lemmas 2 and 3, and using the �rst

t w o terms of the inclusion-exclusion form ula, w e lo w er-

b ound E

0

C

, the n um b er of edges in G

C

that are images

of dangerous edges of G

f

under an em b edding r

j

2 R

0

.

j E

0

C

j � N

2

j R

0

j = 2 � 2 N j R

0

j

2

� N

3

= 16.

Remark: If x and y are required to b e hidden from

C , then the argumen t can b e extended to sho w that the

n um b er of random bits shared b y A and B is at least

(3 n � 5), since eac h colored edge of G

C

m ust b e co v ered

N

2

= 2 times.
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APPENDIX:

Securely computing the maxim um of t w o

n um b ers: This problem arises in the con text of secure

audio teleconferencing. Heiman [11 ] studied a metho d

where the bridge (i.e. the apparatus connecting the

callers) is not to b e trusted with the secret information,

but nev ertheless should determine whic h participan t is

\talking the loudest" and transmit his or her encrypted

v oice to the others. Carol (the bridge) should therefore

compute the max function. It is clear that in this prob-

lem it is v ery imp ortan t to k eep the comm unicatio n

pattern as simple as p ossible and also to minim i ze the

amoun t of bits eac h participan t m ust send. T o this end

Heiman adopts a solution of [6 ], whic h is e�cien t, but

do es rev eal partial information (the di�erence b et w een

the t w o v oice signals) to Carol. Heiman asks if there

is a more secure metho d of comparing encrypted n um-

b ers. W e presen t an elegan t (though not necessarily

practical) solution.

The inputs to pla y ers A and B are x

A

; x

B

2 f 0 ; 1 ; 2 g

and they w an t to determine whic h of the t w o n um b ers

is larger. Consider the comparison function:

C O M P ( x

A

; x

B

) =

8

<

:

1 if x

A

> x

B

� 1 if x

A

< x

B

.

0 if x

A

= x

B

.

The random string that A and B agree on consists of

( r

1

; r

2

) where 0 � r

1

< 7 and r

2

2 f 1 ; 2 ; 4 g . Pla y er

A computes and sends M

A

= r

1

+ r

2

� x

A

(mo d 7)

and pla y er B comm utes and sends M

B

= r

1

+ r

2

� x

B

(mo d 7). Carol determines the result according to the

follo wing:

C O M P ( x

A

; x

B

) =

8

<

:

0 if M

A

� M

B

= 0

1 if M

A

� M

B

mo d 7 2 f 1 ; 2 ; 4 g

� 1 if M

A

� M

B

mo d 7 2 f 3 ; 5 ; 6 g

Correctness follo ws b y noting that M

A

� M

B

=

r

2

( x

A

� x

B

) mo d 7. The quadratic residues mo d 7

are f 1 ; 2 ; 4 g . Hence r

2

( x

A

� x

B

) mo d 7 is a quadratic

residue i� x

A

� x

B

is a quadratic residue mo d 7.

Inciden tly

2

this happ ens precisely when x

A

> x

B

. Se-

curit y follo ws b y noting that for ev ery x

A

6= x

B

and

ev ery pair of messages M

A

; M

B

yielding the righ t re-

sult there is a unique r

1

; r

2

that maps x

A

and x

B

to

M

A

and M

B

.

Securely computing the logical and of k bits:

This problem arises when w e extend our mo del to k

parties who w an t to securely compute a k input func-

tion.

The pla y ers agree of a prime p > k , on r , 0 < r < p ,

and on r

1

, ... , r

k

, suc h that

P

i

r

i

= 0 (mo d p ). Eac h

pla y er sends m

i

= r (1 � x

i

) + r

i

(mo d p ). C decides 0

i�

P

m

i

= 0 (mo d p ).

(Pro of of correctness and priv acy omitted.)

This can b e used in order to securely compute an y k -

input function, b y reduction to the t w o part y proto col

of Sect. 2. One pla y er pla ys the role of A , and the other

k � 1 pla y ers join tly comprise pla y er B , who needs to

compute a p oin ter M

B

. This is done b y not represen t-

ing the p oin ter as a binary string, but as an indicator

function (one 1-en try among a long list of 0-en tries,

indication the lo cation to whic h the p oin ter p oin ts).

Computing eac h en try reduces to computing logical and

of k � 1 bits, where eac h bit sp eci�es if the input of the

corresp onding pla y er allo ws this en try to b e the correct

one. The bit M

b

can b e computed as b y taking bit wise

and of the indicator v ector with a v ector of the y

b

.

Ac hieving resilien ce against malicious adv er-

saries: W e address here the t w o part y case. In this

case, nothing can b e done if t w o of the pla y ers form a

coalition in order to c heat. Hence w e remain with t w o

p ossible forms of c heating.

As our mo del is stated, C cannot activ ely violate

the proto col since she is not supp osed to send an y mes-

sages. Ho w ev er, in a natural extension of the proto col,

w e ma y require C to announce the result. W e w ould

lik e to mak e it imp ossible for C to announce a wrong

result. This can ac hiev ed b y ha ving A and B secretly

agree on some random authen tication co de for the out-

put, and requesting C to compute the function f com-

p osed with the function represen ting the authen tication

2

This is not true in general of course, ho w ev er if w e w an t to

compare t w o elemen ts from a domain of size k , then b y W eil's

Theorem for a su�cien tly large prime p w e will ha v e a stretc h of

k quadratic non-residues follo w ed b y k quadratic residues mo d p

and th us w e can run an algorithm similar to the one describ ed

here.



co de. Observ e that in all our constructions, C do es not

learn whic h function she is computing, and hence the

authen tication co de remains secret. The is negligible

probabilit y that C w ould guess a v alid co dew ord (other

than the true output) to announce as the result.

Neither A nor B can unfairly receiv e an y informa-

tion, since they do not receiv e an y messages. Ho w ev er,

either A or B can con trol the v alue of f ( x; y ) com-

puted b y C b y giving a v alue of M

A

or M

B

that do es

not corresp ond to a legal input. Note that C cannot

determine this b y herself, since she do es not kno w A

and B 's shared random string.

First, w e note that b y a simple rearrangemen t of the

bits in M

A

and M

B

, all of our proto cols can b e put in to

the follo wing form:

1. Based on random string r , b oth A and B can com-

pute strings

( A

0

1

; A

1

1

) ; : : : ; ( A

0

n

; A

1

n

) and

( B

0

1

; B

1

1

) ; : : : ; ( B

0

n

; B

1

n

) :

2. If X = x

1

; : : : ; x

n

and Y = y

1

; : : : ; y

n

, then

M

A

= A

x

1

1

; : : : ; A

x

n

n

and

M

B

= B

y

1

1

; : : : ; B

y

n

n

:

Th us, for example A kno ws that B should send either

B

0

i

or B

1

i

, and w an ts C to ab ort if he receiv es some

other string. Ho w ev er, A do esn't w an t C to obtain an y

information ab out the v alue of the string that B did

not send. Giv en a securit y parameter k , w e sho w ho w

A ( B ) can ensure that B ( A ) will b e disco v ered with

probabilit y 1 � 2

� k

if he sends an incorrect message.

The v alue of k m ust b e decided on ahead of time, and

causes a pol y ( k ) o v erhead in the message sizes of our

proto cols.

W e use a \�ngerprin ting" tec hnique reminiscen t of

[17 ] and v ery similar to that in [13 ]. T o represen t

a bit b , randomly construct a sequence of pairs

~

b =

(( b

0

1

; b

1

1

) ; : : : ; ( b

0

k

; b

1

k

)) suc h that b = b

0

i

� b

1

i

for 1 � i � k .

Giv en a bit sequence c = ( c

1

; : : : ; c

k

) 2 f 0 ; 1 g

k

, de-

�ne the �ngerprin t f

c

(

~

b ) as the sequence b

c

1

1

; : : : ; b

c

k

k

.

By a straigh tforw ard probabilit y argumen t, if

~

b and

c are c hosen uniformly , and one do es not kno w c , if

one generates a legal represen tation

~

b

0

for 1 � b , then

f

c

(

~

b ) 6= f

c

(

~

b

0

) with probabilit y 1 � 2

� k

. By legal, w e

mean the eac h pair in

~

b

0

sums to the same v alue mo d

2. W e represen t a string B = b

1

; : : : ; b

m

b y c ho osing

~

b

i

as b efore and setting

~

B =

~

b

1

; : : : ;

~

b

k

. W e de�ne

f

c

(

~

B ) = f

c

(

~

b

1

) ; : : : ; f

c

(

~

b

m

).

Using their shared randomness, A and B compute

(

~

A

0

1

;

~

A

1

1

) ; : : : ; (

~

A

0

n

;

~

A

1

n

) and (

~

B

0

1

;

~

B

1

1

) ; : : : ; (

~

B

0

n

;

~

B

1

n

) :

A c ho oses c

a

2 f 0 ; 1 g

k

and s

a; 1

; : : : ; s

a;m

2 f 0 ; 1 g us-

ing priv ate coins (not kno wn b y B ). Similarly , B uses

priv ate coins to c ho ose c

b

2 f 0 ; 1 g

k

and s

b; 1

; : : : ; s

b;m

2

f 0 ; 1 g . W e no w de�ne our messages b y

M

A

=

~

A

x

1

1

; : : : ;

~

A

x

n

n

; ( f

c

a

(

~

B

s

a; 1

1

) ; f

c

a

(

~

B

1 � s

a; 1

1

)) ; : : : ;

( f

c

a

(

~

B

s

a; 1

n

) ; f

c

a

(

~

B

1 � s

a;n

n

)) ; c

a

M

B

=

~

B

y

1

1

; : : : ;

~

B

y

n

n

; ( f

c

b

(

~

A

s

b; 1

1

) ; f

c

b

(

~

A

1 � s

b; 1

1

)) ; : : : ;

( f

c

b

(

~

A

s

b; 1

n

) ; f

c

b

(

~

A

1 � s

b;n

n

)) ; c

b

:

C tests eac h message purp orting to b e

~

A

x

i

i

b y �rst

c hec king that it is a legal enco ding for a string and

then computing f

c

b

(

~

A

x

i

i

) and c hec king to see that it

is equal to either f

c

b

(

~

A

s

b;i

i

) or f

c

b

(

~

A

1 � s

b;i

i

). If it passes

this c hec k, then C computes A

x

i

i

. C pro cesses

~

B

y

i

i

anal-

ogously .

With the ab o v e mo di�cation, neither part y can send

C an in v alid string without b eing caugh t with proba-

bilit y 1 � 2

� k

. Ho w ev er, A (symmetrically B ) can giv e

incorrect �ngerprin ts that will cause C to improp erly

ab ort the proto col with a probabilit y that dep ends on

B 's input. This ma y indirectly allo w A to learn infor-

mation ab out B 's input (if C publicizes his decision to

ab ort) and can b e used to unfairly in
uence the output

of the proto col. F or example if C is to compute x � y ,

then A can mak e C ab ort i� x � y = 1. Ho w ev er, there

is an easy tric k for dealing with this problem (cf. [13 ]).

Giv en a function f ( x

1

; : : : ; x

n

) (w e don't distinguish

b et w een eac h part y's input bit), consider the function

f

k

(( x

1 ; 1

; : : : ; x

1 ;k

) ; : : : ; ( x

n; 1

; : : : ; x

n;k

))

that computes x

i

= x

i; 1

� x

i;k

and then computes

f ( x

1

; : : : ; x

n

). Eac h part y randomly and priv ately ex-

pands eac h of their input bits in to an exclusiv e-or of

k bits, and then securely ev aluates f

k

. One can sho w

that no matter what strategy a malicious pla y er uses,

the probabilit y that C will ab ort will v ary b y an amoun t

O ( n 2

� k

) regardless of eac h part y's original input.


