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Abstract. In one prop osed use of digital w atermarks, the o wner of a

do cumen t D sells sligh tly di�eren t do cumen ts, D

1

; D

2

; : : : to eac h buy er;

if a buy er p osts his/her do cumen t D

i

to the w eb, the o wner can iden tify

the source of the leak. More general attac ks are ho w ev er p ossible in whic h

k buy ers create some comp osite do cumen t D

�

; the goal of the o wner is

to iden tify at least one of the conspirators.

W e sho w, for a reasonable mo del of digital w atermarks, fundamen tal

limits on their e�cacy against collusiv e attac ks. In particular, if the

e�ectiv e do cumen t length is n , then at most O (

p

n= ln n ) adv ersaries

can defeat an y w atermarking sc heme.

Our attac k is, in the theoretical mo del, oblivious to the w atermarking

sc heme b eing used; in practice, it uses v ery little information ab out the

w atermarking sc heme. Th us, using a proprietary system seems to giv e

only a v ery w eak defense.

Keyw ords: w atermarking, in tellectual prop ert y protection, collusion resis-

tance

1 In tro duction

1.1 The General Problem

The v ery prop erties that ha v e made digital media so attractiv e presen t di�cult,

not clearly surmoun table, securit y problems. The abilit y to c heaply cop y and

transmit p erfect copies of text, audio, and video op ens up new a v en ues b oth

for electronic commerce and for electronic piracy . The adv en t of ubiquitous high

sp eed net w orks and net w ork cac hing algorithms further ampli�es this problem.

An y one will ha v e the capabilit y to c heaply distribute an y mo vie, song, b o ok, or

picture (whic h w e will generically call a do cument ) in their p ossession to an y one

else on the planet. The c hallenge is to main tain in tellectual prop ert y in this

en vironmen t.
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There are a n um b er of approac hes to this problem; w e concen trate on meth-

o ds related to digital w atermarking, also kno wn as digital �ngerprin ting. In one

general approac h, the media to b e distributed is altered so that it con tains a

hidden \do not cop y" signal (the \w atermark"). Most or all of the hardw are

for viewing, cop ying, or transmitting the media lo ok for this signal and prev en t

illicit use. Tw o ma jor problems with this approac h are prev en ting the construc-

tion of illicit hardw are that ignores the safeguards and prev en ting the erasure

of the hidden signal. The latter problem is aggra v ated b y the fact that one has

to e�ectiv ely distribute oracles (e.g., cop ying mac hines) that giv e feedbac k as to

whether the signal can still b e detected.

W e kno w of no suc h w atermarking sc heme that has surviv ed a serious attac k.

Indeed, with one commercially distributed sc heme for w atermarking images, the

mark w as so delicate that o wners w ould acciden tally destro y it themselv es (suc h

as b y resizing the image prior to selling it).

A less am bitious use of w atermarking is to iden tify pirates after the fact.

That is, nothing prev en ts a pirate from anon ymously p osting ones in tellectual

prop ert y to the w eb, but one should b e able to iden tify who did so. The general

approac h is to, giv en a do cumen t D , p erturb it in an unobtrusiv e manner to

generate do cumen ts D

1

; D

2

; : : : , giving eac h buy er a distinct cop y . If the i -th

buy er p osts D

i

to the w eb, the do cumen t o wner can iden tify him/her as the

pirate.

Inn umerable sc hemes ha v e b een prop osed for b oth uses; w e refer to [3] for a

discussion of man y of these sc hemes.

1.2 Mo deling Collusion A ttac ks

Of course, a pirate ma y not b e so co op erativ e as to simply p ost its do cumen t

unc hanged. It ma y attempt to alter it or, p erhaps in concert with others, com bine

sev eral do cumen ts to pro duce a do cumen t that cannot b e link ed with an y of the

\original" mark ed do cumen ts.

The �rst theoretical mo deling and treatmen t of collusion of attac ks w as giv en

b y Boneh and Sha w [1]. W e instead use a mo del suggested b y Co x et. al. [3]. W e

refer to [3, 5] for a more extensiv e in tro duction to this mo del, describ ed brie
y

b elo w.

First, w e mo del a do cumen t D as a sequence of real n um b ers h D

1

; : : : ; D

n

i .

This should not b e though t of as a literal and complete description of the do cu-

men t, but as an indication of the v alues of \critical v alues" that migh t b e c hanged

b y the w atermarking pro cess. F or example, they ma y b e co e�cien ts in a w a v elet

decomp osition of an image or audio stream. In [3], it is p osited that these should

b e orthogonal, indep enden t attributes; [5] primarily analyzes the case where they

are uniformly distributed. W e do not mak e an y suc h assumptions.

W e mo del collusion attac ks as follo ws. First, w e mo del a w atermarking sc heme

as a pair of functions Ma rk and Detect . Ma rk ( D ; m ) de�nes a distribution on se-

quences D

1

; : : : ; D

m

, where m is the total n um b er of do cumen ts pro duced; Ma rk

ma y b e view ed as a randomized pro cedure for pro ducing D

1

; : : : ; D

m

.



A t -collusion attac k er is mo deled b y a probabilistic p olynomial time pro ce-

dure A ttack , and a distribution on distinct i

1

; : : : ; i

t

. In all of our discussions w e

assume that i

1

; : : : ; i

t

is c hosen uniformly from all t -elemen t subsets. On input

( i

1

; : : : ; i

t

; D

i

1

; : : : ; D

i

t

) ;

A ttack generates a distribution on its output, D

�

.

On input D ; D

1

; : : : ; D

m

; D

�

, Detect returns a distribution on its output i 2

[1 ; m ] [ ; . Returning an index indicates an accusation; returning ; indicates that

no one has b een caugh t. F or notational simplicit y , w e omit the D ; D

1

; : : : ; D

m

argumen ts when they are �xed or clear, writing simply Detect ( D

�

).

W e no w sp ecify our requiremen ts for Ma rk , Detect , and A ttack . First, w e

consider the �delit y of the mark ed do cumen ts and the attac k ed do cumen ts. W e

require that d ( D

i

; D ) � �= 2, where d denotes the Euclidean metric. W e require

a successful attac k to ac hiev e d ( D

�

; D ) � �

0

= 2; the closer �

0

is to � , the b etter

the attac k. In tuitiv ely , �= 2 indicates the degree to whic h the w atermarking

algorithm is willing to distort D , and �

0

= 2 indicates the amoun t of distortion

past whic h the do cumen t is no longer w orth stealing or protecting.

(W e use �= 2 instead of � to simplify the analysis. By the triangle inequalit y ,

our condition enforces that d ( D

i

; D

j

) � � ; this turns out to b e the more natural

condition to consider.)

Next, w e consider the e�cacy of the detection algorithm. Detect succeeds if

it returns an i 2 f i

1

; : : : ; i

t

g . Detect can fail in t w o w a ys: (i) The o wner can

fail to iden tify an y of the pirates b y returning ; (a false negativ e), or (ii) the

o wner can falsely conclude that an inno cen t p erson is a pirate (a false p ositiv e).

A false negativ e is unfortunate; a false p ositiv e is catastrophic. If one fails to

catc h a pirate 90% of the time, the 10% ma y deter some (but not all), but if

one misiden ti�es an inno cen t p erson 1% of the time one ma y not b e able to ev er

credibly accuse an y one of piracy .

1.3 Our Result

W e sho w a generic attac k pro cedure A ttack that defeats all w atermarking sc hemes

for the ab o v e mo del. It is oblivious to the Ma rk and Detect sc hemes. It has the

follo wing prop erties:

1. The attac k uses t =

�

�

p

n= ln n do cumen ts, where � is a parameter (the

larger the parameter, the more e�ectiv e the attac k), and � con trols the �delit y

of the attac k (w e ignore in teger rounding issues).

2. With high probabilit y , it pro duces an attac k do cumen t D

�

suc h that d ( D

�

; D ) �

( �= 2)(1 + 2 �

2

+ o (1)).

3. Supp ose Detect succeeds with probabilit y ab o v e, sa y 2 =

p

ln n , then it m ust

incur a false p ositiv e probabilit y of 
 ( n

� c

), for some c , where c dep ends on

� . More general tradeo�s are implied b y our analysis.



1.4 Related W ork

Boneh and Sha w in tro duced the �rst formal mo del of collusion resistance. They

consider a more abstract mo del in whic h one ma y insert a sequence of marks in to

a do cumen t; eac h mark has a v alue asso ciated with it (most usually b o olean) .

They assume that if for all the do cumen ts a v ailable to the attac k er, the i -th mark

has the same v alue, then the attac k er cannot remo v e this mark. If, ho w ev er, t w o

of the do cumen ts disagree on the v alue of the i -th mark, the attac k er can c hange

its v alue as it sees �t. In this mo del, they sho w upp er and lo w er b ounds for the

collusion resistance as a function of the n um b er of marks. F urther impro v emen ts

and additions to their basic sc heme app ear in [9, 10, 8].

It is imp ossible to directly compare this mo del and its mo dels with that of

Co x et. al . The mo del of [3] giv es a more lo w-lev el mo del for w atermarking. One

pleasing asp ect of our result is that it essen tially matc hes to within a constan t

factor some lo w er b ounds on collusion resistance pro v en b y [5]. F or the case where

m = n

O (1)

, they sho w that one can ac hiev e collusion resistance of 
 (

p

n= ln n ),

giv en a v ery sp ecialized assumption ab out the distribution of D (or giv en a v ery

restricted class of attac ks). Our b ounds sho w that this is essen tially the b est one

can hop e for, regardless of the assumptions one mak es ab out the distribution of

the do cumen ts. In con trast, there is a substan tial gap in the upp er and lo w er

b ounds kno wn for the Boneh-Sha w mo del.

Along a similar v ein, Chor, Fiat, and Naor [2] in tro duce tr aitor tr acing

sc hemes. In their scenario, a large amoun t of data is broadcast, or made publicly

a v ailable (sa y b y D VD disks) in encrypted form; k eys allo wing the data to b e

decrypted are individually sold. Subsequen t w ork in this area includes [6, 7]; a

further t wist on k ey protection is giv en in [4]. In one resp ect, these mo dels ha v e

a similar 
a v or to the scenario w e consider, in that one wishes to iden tify those

who publish or resell their k eys. This w ork, ho w ev er, is in tended for the regime

where the plain text is so large that it is hard to (re)broadcast it. W atermarking

hop es to protect m uc h smaller data (h undreds of kilob ytes).

1.5 Road Map

In Section 2 w e describ e our attac k. In Section 3 w e analyze its e�cacy . In

Section 4 w e presen t conclusions and op en problems.

2 The A ttac k

Our attac k is parameterized b y a collusion parameter t and a noise parameter

� . W e will analyze the case where t = ( �=� )

p

n= ln n , � is some (t ypically con-

stan t) parameter, and � = ��= (2

p

n ), where n is the length of the attac k ed

do cumen t; i.e., the dimension of D , and � is a (t ypically small constan t) pa-

rameter. Let N ( �; �

2

) b e the Gaussian (normal) distribution with mean � and

standard deviation � .



Describ ed in w ords, the colluding attac k is to a v erage the t v ectors and

p erturb with a random Gaussian noise at eac h comp onen t. � is to b e determined

later.

A ttack

t;�

( i

1

; : : : ; i

t

; D

i

1

; : : : ; D

i

t

)

1. First, compute D

�

=

1

t

t

X

j =1

D

i

j

, where the sum is p erformed co ordinate-wise.

That is, eac h co ordinate of D

�

is set to b e the a v erage of the corresp onding

v alues of the sample do cumen ts.

2. Let n denote the length of D

�

. Cho ose R = h r

1

; : : : ; r

n

i b y c ho osing r

j

indep enden tly according to N (0 ; �

2

), for 1 � j � n . Compute D

�

= D

�

+ R .

Observ e that in the abstract mo del, A ttack uses no information ab out Ma rk ,

except for � . W e discuss more practical issues in Section 4.

There is a tension in our c hoice of t and � . As w e will see, the larger the v alues

of t and � , the more e�ectiv e the attac k. Ho w ev er, w e w ould lik e to minimize

the n um b er t of adv ersaries (do cumen t copies) needed, and increasing � w eak ens

the �delit y of the attac k ed cop y .

3 Analysis

W e analyze the e�cacy of A ttack as a function of the parameters t and � . First

w e analyze the �delit y of the attac k, and then w e sho w, for an y c hoice of Detect ,

a tradeo� b et w een the probabilit y that it generates a false p ositiv e and the

probabilit y that it generates a false negativ e.

3.1 The Fidelit y of the A ttac k

F or the rest of our discussion, high probabilit y mean with probabilit y 1 � o (1)

as n gro ws large.

Lemma 1. Supp ose that � = ��=

p

n . Then with high pr ob ability, d ( D ; D

�

) �

( �= 2)(1 + 2 �

2

+ o (1)) .

Pr o of. (Sk etc h) Consider the triangle formed b y D ; D

�

, and D

�

. Let a = d ( D ; D

�

),

b = d ( D

�

; D

�

), and c = d ( D ; D

�

). Let � b e

6

D D

�

D

�

. Then c

2

= a

2

+ b

2

�

2 ab cos � . First, b y the con v exit y of the Euclidean norm, it follo ws that a � �= 2

( D

�

is the cen troid of p oin ts all within �= 2 of D ). No w, b

2

= h r

2

1

; : : : ; r

2

n

i (where

r

i

is as in A ttack ); hence, b

2

is a �

2

distribution with mean �

2

n = �

2

�

2

. Using

simple b ounds on the tail of �

2

distributions, w e ha v e that with high probabilit y ,

b

2

� (1 + o (1)) �

2

�

2

. It remains to b ound the magnitude of cos � . By the spheri-

cal symmetry of the distribution on R , � has the same distribution as the angle

b et w een t w o random unit ra ys from the origin. F or this case, it is w ell kno wn

that j cos � j is O (ln n=

p

n ) with high probabilit y . Hence, with high probabilit y ,

c

2

� ( �= 2)

2

+ (1 + o (1)) �

2

�

2

+ O ( ��

2

ln n=

p

n ) :

The lemma follo ws.



3.2 A T radeo� b et w een Errors

A ttack ignores the v alues of i

1

; : : : ; i

t

. T o simplify our notation,w e assume with-

out loss of generalit y that the attac king coalition is 1 ; : : : ; t .

Supp ose on D

�

Detect outputs a v alid v alue of i 2 f 1 ; : : : ; t g with probabilit y

at least � , where the probabilit y is tak en o v er the randomness used b y A ttack and

an y randomness used b y Detect . Assume without loss of generalit y that Pla y er 1

is the pla y er most often detected. Th us, Detect ( D ; D

1

; : : : ; D

m

; D

�

) = 1, with

probabilit y � �=t . The idea is to pro duce another do cumen t D

0

with a sligh tly

di�eren t colluding set that do es not include Pla y er 1. When t is su�cien tly

large, D

�

and D

0

cannot b e reliably distinguished b y Detect (or an y other dis-

tinguisher). Hence Detect will output i = 1, yielding a false p ositiv e, with an

unacceptably large probabilit y .

Consider the output of A ttack on D

2

; : : : ; D

t +1

. W e de�ne D

0

and D

0

b y

D

0

=

1

t

t +1

X

i =2

D

i

; and

D

0

= D

0

+ N (0 ; �

2

)

n

:

That is, D

0

is distributed according to the output of A ttack . Note that D

1

is not

part of the set that pro duces D

0

.

Fixing, D ; D

1

; : : : ; D

m

, w e consider D

0

and D

�

as de�ning probabilit y mea-

sures on the do cumen t space. W e claim that Detect ( D

0

) still outputs 1 with

unacceptably high probabilit y if Detect ( D

�

) outputs 1 with a reasonably large

probabilit y .

W e no w pro ceed to sho w that there is a tradeo� b et w een the false p ositiv e and

false negativ e probabilities. First w e de�ne a parameterized set of problematic

do cumen ts for whic h the false p ositiv e probabilit y is lo w.

De�nition 1. Given pr ob ability me asur e D

0

and D

�

, and a p ar ameter 
 , we

de�ne the bad set B




by

B




= f x j Pr

x  D

0

[ x ] � 
 Pr

x  D

�

[ x ] g :

This set is bad for the attac k er, b ecause Detect can safely output 1 without

incurring to o large a probabilit y of pro ducing a false p ositiv e. Lemma 2 b ounds

the probabilit y that Detect mak es a false p ositiv e as a function of 
 .

Lemma 2. Pr

x  D

0

[ Detect ( x ) = 1] � 
 �

�

�

t

� Pr

D

�

[ B




]

�

.

Pr o of. W e ha v e

Pr

x  D

�

[ Detect ( x ) = 1 ^ x 62 B




] � Pr

x  D

�

[ Detect ( x ) = 1] � Pr

x  D

�

[ x 2 B




]

�

�

t

� Pr

x  D

�

[ x 2 B




] :



Th us,

Pr

x  D

0

[ Detect ( x ) = 1] � Pr

x  D

0

[ Detect ( x ) = 1 ^ x 62 B




]

� 
 � Pr

x  D

�

[ Detect ( x ) = 1 ^ x 62 B




]

� 
 �

�

�

t

� Pr

x  D

�

[ x 2 B




]

�

: ut

W e no w obtain, for some reasonable setting of parameters, a lo w er b ound on the

false p ositiv e probabilit y .

Lemma 3. L et t �

�

�

p

n= ln n and � = ��= (2

p

n ) . If Pr

x  D

�

[ Detect ( x ) = 1] �

�=t , for 1 =� = o (ln n ) , then

Pr

x  D

0

[ Detect ( x ) = 1] �

�

�

�n

� � � 1 = 2

p

ln n;

wher e � = (2 =� )(1 + 1 =� ) and n is su�ciently lar ge.

Pr o of. F or the pro of, w e set some of the parameters in the expression giv en in

Lemma 2 and use the lemma to lo w er b ound the probabilit y of a false p ositiv e.

The v alue of 
 > 0 m ust b e c hosen to balance b et w een t w o comp eting consider-

ations imp osed b y the 
 term and the �=t � Pr

x  D

�

[ x 2 B




] term. In tuitiv ely ,

when 
 is close to 1, then x is often in B




, but this is not so adv an tageous for

the Detect ; when 
 is small, it is indeed go o d for Detect to ha v e x 2 B




, but

this hardly ev er happ ens.

W e will c ho ose 
 suc h that Pr

D

�

[ B




] � �= (2 t ); 
 will b e n

�

for some constan t

� . Since Pr

x  D

�

[ Detect ( x ) = 1] � �=t , Pr

x  D

�

[ Detect ( x ) = 1 ^ x 62 B




] �

�= (2 t ). Then the probabilit y of a false p ositiv e for do cumen t instances from D

0

,

will b e at least 
 �= (2 t ).

Although eac h p oin t x w e consider is an n -dimensional quan tit y , w e can ex-

ploit the spherical symmetry of n -dimensional Gaussian distributions as follo ws.

Giv en a p oin t x , let x

k

denote the pro jection of x on to the line L connecting

D

�

and D

0

. W e de�ne d

k

( x ) to b e d ( D

�

; x

k

) if D

�

is b et w een x

k

and D

0

, and

� d ( D

�

; x

k

) otherwise. W e de�ne d

?

( x ) to b e the distance from x to L .

No w, b y the spherical symmetry of Gaussian distributions, w e ha v e

Pr

x  D

�

[ x ] = c

n

exp

�

� d

2

( x; D

�

)

2 �

2

�

and

Pr

x  D

0

[ x ] = c

n

exp

�

� d

2

( x; D

0

)

2 �

2

�

:

where c

n

is some normalization constan t, dep ending on n . Let � = d ( D

�

; D

0

);

note that � � �=t . By the Pythagorean theorem and elemen tary geometry , w e

ha v e

d

2

( x; D

�

) = d

2

k

( x ) + d

2

?

( x ) and

d

2

( x; D

0

) = ( d

k

( x ) + � )

2

+ d

2

?

( x ) :



Hence,

Pr

x  D

�

[ x ] = c

n

exp �

 

d

2

k

( x ) + d

2

?

( x )

2 �

2

!

and

Pr

x  D

0

[ x ] = c

n

exp �

�

( d

k

( x ) + � )

2

+ d

2

?

( x )

2 �

2

�

:

Let b ( x )

def

=

Pr

x  D

0

[ x ]

Pr

x  D

�

[ x ]

= exp

� (2 d ( x

k

) � + �

2

)

2 �

2

: By de�nition, B




= f x j b ( x ) �


 g . Let � = ��= (2

p

n ), where � is to b e determined later. Th us, � � 2 �

p

n= ( �t ),

hence

b ( x ) � exp �

�

2 d ( x

k

)

p

n

t��

+

2 n

�

2

t

2

�

:

If b ( x ) � 
 , w e get

d ( x

k

) � �

�

�t

2

p

n

ln

1




�

p

n

�t

�

:

Th us, w e can b ound Pr

x  D

�

[ B




] as

Pr

x  D

�

[ B




] �

Z

d ( x

k

) � �

�

�t

2

p

n

ln

1




�

p

n

�t

�

1

p

2 � �

exp

� x

2

2 �

2

;

whic h is upp er b ounded b y

1
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2 �

�
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@

1
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�

p

n

�t

1

A

exp �
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�
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�

p

n

�t

�

2

;

when

�t

2

p

n

ln

1




�

p

n

�t

> 0 . Here, w e are exploiting the spherical symmetry of our

n -dimensional Gaussian distribution: pro jecting on to a line giv es a 1-dimensional

Gaussian distribution.

W e are in terested in the case when this is at most �= (2 t ). No w, t =

�

�

p

n= ln n .

Set 
 = n

� �

. Then, the ab o v e b ound is at most

1

p

2 � ln n

�

1

�

��

2

�

1

�

�

� n

�

1

2

(

��

2

�

1

�

)

2

:

If w e set � = (2 =� )(1 + 1 =� ), then for large enough n this is less than

1

p

2 � n ln n

<

�

2 t

;

for � = 1 =o (ln n ).

W e m ust also ensure that

�t

2

p

n

ln

1




�

p

n

�t

> 0 :

When t =

�

�

p

n= ln n , for a giv en � , our c hoice of � = (2 =� )(1 + 1 =� ) > 2 =�

2

guaran tees �� = 2 � 1 =� > 0.



3.3 The Final Calculation

Lemma 3 giv es a criterion for when the output of

A ttack ( i

1

; : : : ; i

t

; D

i

1

; : : : ; D

i

t

)

will cause Detect to ha v e a high false p ositiv e rate; ho w ev er, these bad indices

ma y b e v ery uncommon, and almost nev er encoun tered b y the Detect pro cedure,

since w e assume the adv ersary receiv es a uniformly c hosen subset. It remains to

b ound ho w lik ely it is for suc h a bad i

1

; : : : ; i

t

to b e c hosen. There are man y

w a ys of doing so; a v ery simple argumen t will mak e our p oin t.

First, w e sho w a high false p ositiv e rate under a di�eren t distribution of

indices, de�ned b y the follo wing pro cedure.

1. Cho ose I = i

1

; : : : ; i

t

uniformly ,

2. Determine the j maximizing the probabilit y that, after A ttack pro duces D

�

,

Detect returns i

j

.

3. Remo v e i

j

from I and replace it with a new elemen t, c hosen at random

(without replacemen t), giving I

0

.

The sets I ; I

0

are completely analogous to f 1 ; : : : ; t g and f 2 ; : : : ; t + 1 g in the

previous analysis. Lemma 2 implies that whenev er Detect catc hes the colluders

(correctly) on set I with probabilit y � , for � > 1 =

p

ln n (and n su�cien tly large),

it will falsely accuse someone with probabilit y at least �� , where

�

def

=

�

�

n

� � � 1 = 2

p

ln n

when the attac k is based on set I

0

. Note that the 1 =

p

ln n term can b e replaced

b y an y function f ( n ) where 1 = ln n = o ( f ( n )).

By a simple probabilit y calculation, if Detect is successful with probabilit y

q (catc hes a correct colluder), when I is c hosen uniformly (as in the pro cedure

ab o v e), it will mak e a false accusation with probabilit y ( q � 1 =

p

ln n ) � on sets

c hosen according to the distribution of I

0

in the pro cedure ab o v e.

W e next observ e that for an y t -set I

�

, Pr [ I

0

= I

�

] � t Pr [ I = I

�

]. That is,

the distribution on I

0

assigns at most t times the w eigh t to some subset than

w ould the uniform distribution. T o see this, note that for an y I

�

there are at

most t ( m � t ) v alues of I in the ab o v e pro cedure suc h that I

0

could p ossibly b e

equal to I

�

(there are that man y w a ys of sw apping an index out). F or eac h of

these p ossibilities, the probabilit y that I

0

is indeed equal to I

�

is either 0 (when

the index that needed to b e sw app ed out w as not the maximally accused index)

or exactly 1 = ( m � t ) (the probabilit y of sw apping the righ t index in).

By the \
atness" prop ert y w e ha v e sho wn for I

0

, it then follo ws that if the

false p ositiv e rate is ( q � 1 =

p

ln n ) � when the sets are c hosen according to I

0

,

then the false p ositiv e rate is at least ( q � 1 =

p

ln n ) �=t when the sets are c hosen

uniformly .



4 Conclusion and Op en Problems

W e ha v e sho wn that in the framew ork of [3], O (

p

n= ln n ) adv ersaries su�ce to

break the w atermarking sc heme. Within this framew ork, the attac k is essen tially

oblivious to the actual w atermarking metho d. In practice, a real do cumen t con-

sists of m uc h more than the n -v ector assumed for the theoretical mo del; the

relationship b et w een a do cumen t and its corresp onding n -v ector ma y b e more

obscure. As so on as this corresp ondence (and a w a y of computing in v erses) is

�gured out, our attac k is applicable.

An in teresting op en question is to generalize our result for a general class of

metrics. One criticism of the Euclidean distance is that it is not alw a ys a go o d

measure of �delit y; one w ould lik e to c ho ose ones notion of �delit y .

A more imp ortan t op en question is to prop erly mo del the \do not cop y"

problem for w atermarking. Whereas for the problem w e consider, the question

is what the righ t b ound for the adv ersaries should b e, for the other problem it

is unclear whether there is a theoretically defensible solution at all.
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