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Abstract. Cryptographic tec hniques ha v e b een used in tensiv ely in the

past to sho w ho w to pla y m ultipart y games in an adv ersarial scenario.

W e no w in v estigate the cryptographic p o w er of a dec k of cards in a

solitary scenario. In particular, w e sho w ho w a p erson can select a random

p erm utation satisfying a certain criterion discr e etly (without kno wing

whic h one w as pic k ed) using a simple dec k of cards. W e also sho w ho w

it is p ossible using cards to pla y games of partial information suc h as

POKER, BRIDGE and other cards games in solitary .

1 In tro duction

It's nearly Christmas time and y ou ha v e to buy presen ts for y our family and

friends. Indeed, among certain families there is a more economical approac h to

this situation than buying one presen t p er p erson: eac h mem b er of a group pic ks

the name of another mem b er and b ecomes resp onsible for buying that p erson

a presen t. That w a y ev eryb o dy gets something but eac h p erson buys a single

presen t. T raditionally , the one p erson eac h mem b er is resp onsible for is allo cated

at random using the \names-in-the-hat" tec hnique: eac h p erson puts its name

in a common hat and then ev eryb o dy pic ks a name at random from the hat. If

b y acciden t one pic ks his o wn name, he puts it bac k, otherwise he is resp onsible

for the presen t of the p erson he pic k ed. T o put it abstractly , the goal is for the

n p ersons in v olv ed to pic k a random p erm utation � in a w a y that eac h of them

p

i

kno ws nothing but � ( i ).

Indeed the \names-in-the-hat" tec hnique leaks some information since par-

ticipan t p

i

who pic ks his o wn name learns that p

1

; :::; p

i � 1

did not pic k his name.

In order for this tec hnique not to leak information whatso ev er, it is necessary

to start from scratc h eac h time someone pic ks his o wn name. One can c hec k

fairly easily that a random p erm utation of n elemen ts will ha v e no �xed p oin t

with probabilit y roughly

1

e

. Therefore, a completely secret p erm utation should

b e found after roughly e trials.

?

This w ork w as p erformed while visiting NEC Researc h Institute in the spring of 1992.



No w consider the scenario where the mem b ers of this family cannot b e gath-

ered in a ro om to do the \names-in-the-hat" tec hnique, for instance if some of

them liv e abroad in sev eral di�eren t coun tries. Ho w can suc h a p erm utation b e

c hosen lo cally , for instance b y a single p erson without that p erson kno wing the

c hosen p erm utation but kno wing that it has no �xed p oin t?

1.1 Related W ork

Cryptograph y and card pla ying ha v e a long history of connections. There has

b een substan tial w ork on implemen ting card games using cryptograph y [SRA81,

GM82 , BF83 , FM85 , Y un85, Cr � e86 , Cr � e87 , GMW87, CCD88 , BOGW88 , RB].

Con v ersely , a n um b er of researc hers ha v e considered mec hanisms for implemen t-

ing cryptographic primitiv es based on card games. Winkler [Win81a , Win81b,

Win83 ] sho ws ho w t w o bridge pla y ers can securely comm unicate during the bid-

ding pro cess. More recen tly , Fisc her, P aterson and Rac k o� [FPR91 ] and Fisc her

and W righ t [FW92, FW93] giv e a n um b er of secret-k ey exc hange proto cols based

on random card deals. Den Bo er [den90 ] giv es a proto col b y whic h t w o parties

ma y securely compute the AND function, based on the abilit y to mak e an obliv-

ious cut on a dec k of cards. W e also base our proto col on oblivious cuts, and use

a mo di�ed form of the secure AND proto col as a subroutine.

The no v el con tribution of our w ork is to pro vide a new scenario of a single

p erson using cryptographic tec hniques as building blo cs for pla ying sophisticated

solitary games.

1.2 The Scenario

W e consider this question in an honest but non-oblivious scenario. One p erson is

going to b e resp onsible for pic king this p erm utation and will do this follo wing

a proto col w e describ e (it do es not mak e m uc h sense to try to prev en t someone

to c heat himself ). A t no p oin t this p erson will b e ask ed to forget information

it has seen or can deduce from what it sa w. Nev ertheless w e assume that an

op eration suc h as c ho osing a secret random cyclic shift of a set of ob jects (y ou

ma y think of randomly cutting a dec k of cards) is a v ailable to that p erson in

order to create (unkno wn) randomness in his data. W e will sho w ho w this p erson

can pic k a random p erm utation on the n um b ers 1 ; 2 ; :::; n and v erify that it has

no �xed p oin t, learning no information whatso ev er ab out whic h p erm utation w as

c hosen. W e qualify this pro cess of \discreet". W e also generalize this problem to

the exten t that w e sho w ho w an y \solitary game" can b e pla y ed \discreetly" as

long as there exist some p olynomial size circuit to describ e it.

W e w ork with the follo wing alphab et (eac h v alue can b e though t as a suit in

a dec k of cards):

n

| ; ~ ; } ; • ; ?

o

The v alue ? represen ting an y of the �rst four but face do wn on the table. W e

assume that all copies of one of these 5 elemen ts are indistinguishable from one

another. W e de�ne t w o notations on the basic elemen ts for the rest of this pap er:



De�nition 1 ( c

1

c

2

:::c

k

) . F or an y sym b ols c

1

; c

2

; :::c

k

, w e write ( c

1

c

2

:::c

k

) to rep-

resen t the elemen ts of f c

1

c

2

:::c

k

; c

2

c

3

:::c

k

c

1

; :::; c

k

c

1

:::c

k � 1

g , that is an y cyclic

p erm utation of c

1

c

2

:::c

k

.

indeed ( c

1

c

2

:::c

k

) is the equiv alence class of strings equiv alen t up to a cyclic

p erm utation.

De�nition 2 h c

1

c

2

:::c

k

i . F or an y sym b ols c

1

; c

2

; :::c

k

, w e write h c

1

c

2

:::c

k

i to ex-

press the fact that this string is obtained b y a random cyclic shift, meaning that

it is replaced b y a random elemen t of ( c

1

c

2

:::c

k

).

for instance,




~ | } •

�

! } • ~ | :

2 A Solution to the \no-�xed P oin t" Problem

F or the solution to our �rst problem w e use the follo wing trivial co ding:

| = 0 ; ~ = 1 :

A sequence of n bits is asso ciated to eac h participan t p

i

. Initially , to p

i

asso ciate

the sequence of n | except in p osition i where it is a ~ .

p

1

: ~ | ::: | ::: | |

p

2

: | ~ ::: | ::: | |

.

.

.

p

i

: | | ::: ~

|{z}

i

::: | |

.

.

.

p

n

: | | ::: | ::: | ~

Then construct a long sequence b y putting eac h of these sequences side b y side,

separated b y mark ers made of

n

2

} 's follo w ed b y

n

2

• 's

~ | ::: | ::: | |

mar k er

z }| {

} } } ::: • • • | ~ ::: | ::: | |

mar k er

z }| {

} } } ::: • • • :::

::: } } } ::: • • •

| {z }

mar k er

| | ::: ~

|{z}

i

::: | | :::

::: } } } ::: • • •

| {z }

mar k er

| | ::: | ::: | ~ } } } ::: • • •

| {z }

mar k er

Apply them a random cyclic shift

D

? ? ::: ? ::: ? ? ? ? ? ::: ? ? ? ? ? ::: ? ::: ? ? ? ? ? ::: ? ? ? :::



::: ? ? ? ::: ? ? ? ? ? ::: ? ::: ? ? :::

::: ? ? ? ::: ? ? ? ? ? ::: ? ::: ? ? ? ? ? ::: ? ? ?

E

If the �rst elemen t of the result is a ~ or a | then hide it and generate another

random cyclic shift un til y ou �nd a } or • . When the �rst elemen t is a } then

op en v alues forw ard un til y ou sho w

n

2

• 's and then enough v alues bac kw ards

to sho w

n

2

} 's. When y ou �nd a • �rst, pro ceed in the rev erse order.

} } ::: • • •

� (1)

z }| {

? ? ::: ? ::: ? ? ? ? ? ::: ? ? ? :::

::: ? ? ? ::: ? ? ? ? ? ::: ? ::: ? ? ? ? ? ::: ? ? ? :::

::: ? ? ::: ? ::: ? ? ::: ? ? ? ::: ? ? ? ? ? ::: ? ::: ? ? }

Get rid of the mark er and extract the random en try for � (1) lo cated in the n

v alues follo wing the op ened mark er and asso ciate it to p

1

.

p

1

:

� (1)

z }| {

? ? ::: ? ::: ? ?

Apply the same pro cess to the remaining v alues

D

? ? ? ::: ? ? ? ? ? ::: ? ::: ? ? ? ? ? ::: ? ? ? :::

::: ? ? ? ::: ? ? ? ? ? ::: ? ::: ? ? ? ? ? ::: ? ? ? ? ? ::: ? ::: ? ?

E

in order to select a random en try for � (2).

• •

� (2)

z }| {

? ? ::: ? ::: ? ? ? ? ? ::: ? ? ? ? ? ::: ? ::: ? ? ? ? ? ::: ? ? ? :::

::: ? ? ? ::: ? ? ? ? ? ::: ? ::: ? ? } } } ::: •

Asso ciate this random en try to p

2

p

1

:

� (1)

z }| {

? ? ::: ? ::: ? ?

p

2

: ? ? ::: ? ::: ? ?

| {z }

� (2)

Rep eat this pro cess n � 2 more times an obtain v alues for � (3) ; :::; � ( n ) and

asso ciate eac h � ( i ) to eac h p

i

.



p

1

: ? ? ::: ? ::: ? ?

p

2

: ? ? ::: ? ::: ? ?

.

.

.

p

i

: ? ? ::: ? ::: ? ?

.

.

.

p

n

: ? ? ::: ? ::: ? ?

and c hec k that the p erm utation � generated has no �xed p oin t b y op ening the

diagonal of this table and c hec king that it con tains only | 's

p

1

: | ? ::: ? ::: ? ?

p

2

: ? | ::: ? ::: ? ?

.

.

.

p

i

: ? ? ::: |

|{z}

i

::: ? ?

.

.

.

p

n

: ? ? ::: ? ::: ? |

After doing so, y ou can put eac h sequence of v alues in an en v elop e and mail

them out to the participan ts, telling them the corresp ondence b et w een the n

p ossible sequences and the p eople. Y ou kno w for sure that nob o dy will get its

o wn name and y ou kno w nothing at all ab out the p erm utation except for that

fact.

3 A More Elab orate Problem: No Short Cycles

W e no w generalize the \no-�xed p oin t" problem in non-trivial w a ys that will

lead us to dev eloping a general theory ab out what can b e done discreetly b y

oneself.

Supp ose that in order to mak e the exc hange more div ersi�ed w e disallo w

short cycles of length at most k in the p erm utation, for some constan t k . This

constrain t mak es the problem m uc h more complicated. W e �rst deal, in an ad

ho c fashion, with the case k = 2 and build to ols useful in the general scenario

with k > 2.

It is v ery easy to see that for an y k < n the probabilit y that a random

p erm utation will ha v e no cycle of length at most k is at least

1

n

. This is b ecause

the n um b er of p erm utations with a single cycle of length n is ( n � 1)!, while the

total n um b er of p erm utations is n !. Therefore w e can generate p erm utations with

no cycles up to length k simply b y pic king a random p erm utation and c hec king

it. On a v erage, after at most n trials, one will w ork.



3.1 Detecting Tw o-Cycles

The basic observ ation is that w e w ould lik e, for eac h pair i; j , to c hec k whether

� ( i ) = j and � ( j ) = i without learning these v alues, of course. Basically , what

w e need is to b e able to p erform the logical \AND" of p ositions ( i; j ) and ( j; i )

from the table ab o v e without learning them. This is p ossible using den Bo er's

\Matc h Making" tric k [den90 ]. T o use this w e m ust c hange our co ding to

~ | = 0 ; | ~ = 1 :

This do es not c hange m uc h ab out what w e did so far, except that w e use t wice

as man y v alues to do the same job. Wherev er, | 's and ~ 's w ere used in the

past to represen t 0's and 1's, w e use our new co ding instead (w e also double the

size of the mark ers). F or instance to c hec k for �xed p oin ts no w in v olv es op ening

t w o v alues p er en try

p

1

: ~ | ? ? ::: ? ? ::: ? ? ? ?

p

2

: ? ? ~ | ::: ? ? ::: ? ? ? ?

.

.

.

p

i

: ? ? ? ? ::: ~ |

| {z }

i

::: ? ? ? ?

.

.

.

p

n

: ? ? ? ? ::: ? ? ::: ? ? ~ |

DenBo er's tric k is used as follo ws to compute the logical \AND" of t w o secret

bits co ded as ab o v e.

Let b

0

and b

1

b e t w o secret bits for whic h w e w ould lik e to �nd out their

logical \AND". Put b

0

, b

1

and a | side b y side

? ?

| {z }

b

0

? ?

| {z }

b

1

|

After hiding the | , sw ap b

1

's v alues and randomly shift the 5 v alues cyclically .

D

? ?

*

)

z }| {

? ? ?

E

If the resulting sequence has its t w o ~ 's side b y side,

�

| ~ ~ | |

�

it means

that b

0

= b

1

= 1 and otherwise

�

| ~ | ~ |

�

it means that at least one of

them w as a 0. W e can use this tric k in order to c hec k whether � ( i ) = j and

� ( j ) = i



.

.

.

p

i

: ? ? ? ? ::: ? ? :::

b

0

z }| {

? ?

| {z }

j

::: ? ? ? ?

.

.

.

p

j

: ? ? ? ? :::

b

1

z }| {

? ?

| {z }

i

::: ? ? ::: ? ? ? ?

.

.

.

Unfortunately , doing so for a single pair i; j will destro y the data in a non-

reco v erable w a y . Therefore w e need a mec hanism to duplicate a bit in order to

compare copies of bits and sa v e some cop y for further use.

3.2 Cop ying a Bit

Here is ho w one can mak e secret copies of a bit: Starting from a bit b at the left,

put an alternation of 6 ~ 's and | 's to its righ t.

? ?

| {z }

b

~ | ~ | ~ |

After hiding the 6 righ tmost v alues, apply a random cyclic shift to them.

? ?

D

? ? ? ? ? ?

E

Because of the alternation that w as put there in the b eginning y ou kno w that

eac h of the 3 pairs on the righ t represen t a same bit b

0

, but no longer kno w the

v alue of b

0

b ecause of the random cyclic shift.

? ? ? ?

| {z }

b

0

? ?

| {z }

b

0

? ?

| {z }

b

0

No w randomly shift the 4 leftmost v alues.

D

? ? ? ?

E

? ? ? ?

Op en the 4 leftmost v alues; if the sequence y ou see is alternating then it means

that b = b

0

and therefore the 4 righ tmost v alues form 2 copies of b .

�

~ | ~ |

�

| {z }

b = b

0

? ?

| {z }

b

? ?

| {z }

b



Otherwise, when the sequence y ou see is not alternating it means that b 6= b

0

and therefore the 4 righ tmost v alues form 2 copies of

�

b .

�

~ ~ | |

�

| {z }

b6 = b

0

? ?

| {z }

�

b

? ?

| {z }

�

b

In order to get copies of b , simply sw ap the v alues in eac h of the 2 righ tmost

pairs.

�

~ ~ | |

�

*

)

z }| {

? ?

| {z }

b

*

)

z }| {

? ?

| {z }

b

3.3 Detecting k -Cycles

In order to detect cycles longer than 2, it is necessary to p erform more compli-

cated computations on the secret bits. Indeed, it is nice to b e able to ev aluate

\AND" gates but, as it is, w e cannot ev en use the result of suc h a gate in a

further secret computation b ecause the answ er is not in the same format as the

data (a bit represen ted b y a pair of v alues). Therefore w e no w sho w another to ol

to compute a pair of v alues (discreetly) that will satisfy some relation with t w o

original pair of v alues (for instance the later represen ts the \AND" of the for-

mer). Equipp ed with suc h a to ol, w e can easily c hec k for k -cycles of an y length

simply b y designing a circuit that c hec ks the length of all the cycles is at least

k . (this is at most an n

3

algorithm)

3.4 Ev aluating Logical Gates

Starting with t w o secret bits b

0

; b

1

, w e sho w ho w to create a new secret bit for

b

0

^ b

1

. First, b y the result of section 3.2 w e can easily mak e copies of b

0

; b

1

whic h

w e will use later in order to preserv e the originals. Call x

0

; y

0

; x

1

; y

1

the v alues

of copies of b

0

and b

1

as follo ws:

b

0

z }| {

?

|{z}

x

0

?

|{z}

y

0

b

1

z }| {

?

|{z}

x

1

?

|{z}

y

1

Then, generate a set of 4 closed v alues as an alternation of } and • :

} • } •

D

? ? ? ?

E

?

|{z}

c

0

?

|{z}

d

0

?

|{z}

c

1

?

|{z}

d

1

and build t w o dec ks as follo ws:



?

|{z}

x

0

?

|{z}

c

0

?

|{z}

y

0

?

|{z}

d

0

and ?

|{z}

c

1

?

|{z}

x

1

?

|{z}

y

1

?

|{z}

d

1

~ | :

After random cyclic shift of the �rst four

D

? ? ? ?

E

t w o p ossibilities ma y o ccur when op ened:

�

~ } | •

�

or

�

~ • | }

�

:

Rep eat random cyclic shifts of the second dec k

D

? ? ? ? ? ?

E

un til the �rst v alue on top is the same as the v alue follo wing the ~ in the �rst

dec k:

} ? ?

| {z }

b

0

^ b

1

? ? ?

in the �rst case or

• ? ?

| {z }

b

0

^ b

1

? ? ?

in the second case. The next t w o v alues after that will con tain b

0

^ b

1

.

Similar tec hniques will also w ork to build other gates. T o do \OR" gates

replace

?

|{z}

c

1

?

|{z}

x

1

?

|{z}

y

1

?

|{z}

d

1

~ |

b y

?

|{z}

d

1

?

|{z}

x

1

?

|{z}

y

1

?

|{z}

c

1

| ~

and for \X OR" gates b y

?

|{z}

d

1

?

|{z}

x

1

?

|{z}

y

1

?

|{z}

c

1

?

|{z}

y

1

?

|{z}

x

1

:

These op erations com bined with negation (
ipping the v alues represen ting a

bit) will su�ce to sim ulate discreetly our circuit to c hec k k -cycles.



3.5 Prop ert y V eri�able with P oly-size Circuits

It is clear that an y similar prop ert y that can b e describ ed as an easy to ev aluate

circuit can b e applied to a random p erm utation. Our tec hniques therefore allo w

us to generate discreetly p erm utations satisfying a certain condition C as long

as

� there is a non-negligible probabilit y of pic king a random p erm utation satis-

fying C

� C can b e describ ed as an easy to ev aluate b o olean circuit.

4 General Results

The to ols that w e ha v e dev elop ed in section 3 are indeed v ery p o w erful. W e no w

explain some of the things w e can do with them.

4.1 Generating P erm utations

Let's �rst fo cus on our earlier problem of generating p erm utations with a sp eci�c

prop ert y .

4.2 Prop ert y Constructible with P oly-size Circuits

An extension of the result of the previous section is that it is p ossible to generate

p erm utations satisfying certain prop erties as long as w e can �nd a probabilistic

b o olean circuit that will output suc h a p erm utation with the correct distribution.

What w e suggested in the previous section is a particular case of this tec hnique.

In order to accomplish this w e need one last simple to ol: secret random bits.

(Generating a random bit is simple: apply a random cyclic shift to a pair of

hidden | and ~ .)

4.3 Pla ying Games

Finally , w e observ e that an y games suc h as POKER, BRIDGE and other card

games can b e pla y ed in solitary b y describing the strategies of one's opp onen ts as

(probabilistic) b o olean circuits. The strategies of the opp onen ts can therefore b e

applied discreetly and pla y ed against as if pla ying with real opp onen ts without

learning extra information.

Of course, w e do not exp ect an yb o dy to really implemen t this idea with cards

since it w ould tak e a tremendous amoun t of cards... and time...



5 Remarks and Op en Questions

{ A t w o-sym b ol alphab et su�ces to ac hiev e our result.(with a more complex

construction)

{ W e ha v e considered more general primitiv es suc h as shu�ing but conjecture

that the same result is imp ossible in that mo del.

{ Another question is ab out the minimal n um b er of v alues that m ust b e ran-

domly shifted through our proto cols. W e b eliev e 4 su�ce (ev en with a t w o-

sym b ol alphab et).

{ Sev eral of the tec hniques used in section 3 and 4 are Las V egas: it ma y tak e

man y iterations b efore the prop er condition is met. This can b e a v oided

at the price of using m uc h longer sequences. (more details a v ailable in the

�nal pap er) One last op en question is to ac hiev e the same result k eeping

ev erything e�cien t.
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