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Abstract

A useful paradigm in studying cryptographic scenarios is that of pr oto c ol minimalism . That is,

giv en a cryptographic mo del, one wishes to determine the simplest proto cols one needs in or-

der to b e able to implemen t secure proto cols in general. In the standard cryptographic mo del,

this approac h allo ws one to encapsulate ones cryptographic assumptions. In other, nonstan-

dard scenarios, the approac h can greatly simplifying the task of dev eloping proto cols without

cryptographic assumptions.

Oblivious transfer proto cols, �rst in tro duced b y Rabin[R], are conceptually v ery simple, y et

can b e used to implemen t a wide v ariet y of proto cols([EGL],[BCR1],[K]). The v ersatilit y of these

games amply motiv ates a wider study of the p o w er of simple t w o-part y games.

In this pap er, w e presen t some general tec hniques for establishing the cryptographic strength

of a wide v ariet y of games. As case studies, w e analyze some \w eak ened" v ersions of the standard

forms of oblivious transfer. W e also consider v arian ts of oblivious transfer whic h are motiv ated b y

co ding theory and ph ysics. Among our results, w e sho w that a noisy telephone line is in fact a v ery

sophisticated cryptographic device. W e also presen t an application to quan tum cryptograph y .

1 In tro duction

Our w ork is motiv ated b y a recen t trend in cryptographic researc h. Proto col problems that

ha v e previously b een solv ed sub ject to in tractabilit y assumptions are no w b eing solv ed
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without these assumptions. Examples of this trend include a new completeness theorem

for m ultipart y proto cols[BGW,CCD], and a proto col for b yzan tine agreemen t using pri-

v ate c hannels[FM]. These breakthroughs illustrate b oth the strengths and the w eaknesses

of using the cryptographic mo del. Devising �rst a proto col that uses cryptographic as-

sumptions can giv e p o w erful in tuition that later allo ws one to create a proto col that w orks

without assumptions. Ho w ev er, there is a danger that the cryptographic assumptions one

uses can b ecome inextricably b ound up in the proto col. It ma y tak e y ears b efore these

assumptions can b e ironed out of the �nal proto col.

One w a y to k eep a �rm grasp on ones cryptographic assumptions is to compartmen talize

them in to a small set of relativ ely simple primitiv es. One then attempts to build proto cols

on top of these primitiv es, without using an y cryptographic assumptions in the high lev el

design. The problem of eliminating cryptographic assumptions from the proto col is then

reduced to that of implemen ting the primitiv es without cryptograph y .

In this pap er, w e explore a particularly useful set of primitiv es, kno wn as oblivious

tr ansfers . First in tro duced b y Rabin, oblivious transfer proto cols are games in whic h

one pla y er, Sam(the sender), can impart some information to another pla y er, Rac hel(the

receiv er), without kno wing precisely what information he has imparted. Oblivious transfers

come in a wide v ariet y of 
a v ors, and are not ob viously reducible to eac h other. F ollo wing

the w ork of Brassard, Cr � ep eau, Rob ert[BCR2], and Cr � ep eau[C], w e dev elop tec hniques for

establishing equiv alences b et w een a wide v ariet y of oblivious transfers.

Wh y study oblivious transfer?

A comp elling reason to study oblivious transfer proto cols is their connection to the problem

of oblivious cir cuit evaluation . Oblivious circuit ev aluation can b e describ ed as follo ws:

Tw o pla y ers, Sam and Rac hel, p ossess secrets i and j resp ectiv ely . Sam w ould lik e to help

Rac hel compute some function f ( i; j ), where f can b e computed b y a p olynomial sized

circuit. Ho w ev er, Sam do es not w an t to giv e Rac hel an y more information ab out i than is

con v ey ed b y kno wledge of f ( i; j ), and Rac hel do es not w an t Sam to gain an y information at

all. The v alue of oblivious circuit ev aluation as a primitiv e in the design of cryptographic

proto cols is clear.

Y ao [Y] dev elop ed the �rst proto col to p erform oblivious circuit ev aluation. This pro-

to col used a p o w erful form of oblivious transfer called 1-2 oblivious tr ansfer (de�ned in

Section 2), whic h w as implemen ted using cryptographic assumptions. Unfortunately , the

use of cryptographic assumptions o ccurred elsewhere in the proto col as w ell. A more re-

cen t proto col, due to Kilian[K], reduces oblivious circuit ev aluation to 1-2 oblivious transfer

without an y cryptographic assumptions.

1

Cr � ep eau[C] has reduced 1-2 oblivious transfer

to a w eak er form of oblivious transfer, whic h w e refer to as standard or ordinary oblivious

transfer(de�ned in Section 2). Th us, one only has to implemen t oblivious transfer in order

to ha v e the full p o w er of oblivious circuit ev aluation at ones disp osal.

1

Goldreic h-V ainish ([GV]) indep enden tly disco v ered a reduction for the case where b oth parties are

honest.

2



A motiv ation from the study of ordinary circuits.

An analogy can b e made b et w een the study of oblivious circuit ev aluation and ordinary

circuit ev aluation. One of the v ery trivial but extremely imp ortan t prop erties of circuits

is that they can b e brok en up in to extremely simple computational en tities, suc h as NOR

gates. A non trivial prop ert y of secure t w o-part y proto cols is that they can b e brok en up

in to extremely simple secure proto cols.

In studying the �ner p oin ts of the reduction from circuits to gates, man y natural

questions arise, t w o of whic h ha v e direct b earing to this pap er. These are:

� What t yp es of gates are su�cien t for circuit computation?

� Can unreliable gates still b e used in circuit computation?

These t w o questions ha v e b een largely answ ered. Concerning the �rst question, w e kno w

that a wide assortmen t of gates can also b e used in place of NOR gates. Concerning the

second, w e kno w that gates whic h giv e the wrong answ er almost half the time ma y still b e

used to p erform reliable computations, giv en a suitable in terpretation of what constitutes

the output of the circuit.

Giv en that w e kno w ho w to reduce secure t w o-part y proto cols to a simple proto col, w e

can ask the follo wing analogous questions.

� What primitiv e proto cols are su�cien t to p erform oblivious circuit computation in

general?

� Can proto cols whose securit y guaren tees ma y b e unreliable still b e used to ac hiev e

oblivious circuit computation?

In this pap er, w e explore b oth these questions. Considering the �rst question, for

instance, w e in v estigate the prop erties of an ordinary noisy c hannel. By a noisy c hannel,

w e mean a comm unication line in whic h a transmitted bit is 
ipp ed with a certain �xed

probabilit y . This mo del has b een extensiv ely studied in co ding theory , but relativ ely little

w as previously kno wn ab out its cryptographic capabilities. W e sho w that a noisy c hannel

can b e used to implemen t t w o-part y cryptographic proto col without an y in tractabilit y

assumptions. W e also study a transfer mec hanism w e refer to as quan tum transfer. This

mec hanism abstractly mo dels a transfer mec hanism based on quan tum mec hanics.

Considering the second question, w e study w eak er v arian ts of t w o of the more standard

forms of oblivious transfer. W e in v estigate scenarios in whic h the securit y prop erties

guaren teed b y these mec hanisms ma y b e almost completely violated. W e sho w that in

man y of these scenarios, it is still p ossible to ac hiev e the full p o w er of ordinary oblivious

transfer.
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Statemen t of our Main Results.

Our results ma y b e summarized as follo ws. Before reading these theorems, w e refer the

reader to Section 2 of the pap er, whic h pro vides the necessary terminology .

Theorem 1: � -1-2 sligh tly oblivious transfer is as p o w erful as 1-2 oblivious transfer.

Theorem 2: Noisy transfer is as p o w erful as 1-2 oblivious transfer.

Theorem 3: � -sligh tly oblivious transfer is as p o w erful as 1-2 oblivious transfer.

Theorem 4: Quan tum transfer is as p o w erful as 1-2 oblivious transfer.

Outline of the P ap er

In Section 2, w e de�ne the t w o most common forms of oblivious transfer. W e then de�ne

t w o less standard forms of oblivious transfer, and t w o w eak ened forms of the standard

oblivious transfers. Finally , w e conclude with a discussion of what w e mean b y reducing

one proto col to another. In Section 3, w e sho w ho w to ac hiev e oblivious transfer using � -

1-2 oblivious transfer. In Section 4, w e presen t a fairly general tec hnique for strengthening

our reductions. In Section 5, w e apply this tec hnique, sho wing ho w to ac hiev e oblivious

transfer using � oblivious transfer. In Section 6, w e sho w that noisy transfer is equiv alen t

to ordinary oblivious transfer. In Section 7, w e sho w ho w to ac hiev e oblivious transfer

using quan tum transfer as a building blo c k.

2 De�nitions.

In this section, w e describ e the v arious forms of information transfer mec hanisms w e will

b e considering. W e de�ne the t w o standard mec hanisms, t w o nonstandard transfer mec h-

anisms, and t w o w eak ened v ersions of the standard forms of oblivious transfer. W e then

de�ne what w e mean b y reducing one form of oblivious transfer to another.

2.1 Standard forms of oblivious transfer.

There are t w o standard forms of oblivious transfer. W e refer to these mec hanisms as

oblivious tr ansfer and 1-2 oblivious tr ansfer .
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Oblivious T ransfer: In this proto col, Sam has a secret bit, b . A t the end of the proto col,

one of the follo wing t w o ev en ts o ccurs, eac h with probabilit y

1

2

.

1. Rac hel learns the v alue of b .

2. Rac hel gains no further information ab out the v alue of b (other than what Rac hel

knew b efore the proto col).

A t the end of the proto col, Rac hel kno ws whic h of these t w o ev en ts actually o ccurred, and

Sam learns nothing.

Less formally , w e can view this proto col as one in whic h Sam sends a letter to Rac hel,

whic h arriv es exactly half the time.

1-2 Oblivious T ransfer: In this proto col, Sam has t w o secret bits, b

0

and b

1

. Rac hel has

a selection bit, s . A t the end of the proto col, the follo wing three conditions hold.

1. Rac hel learns the v alue of b

s

.

2. Rac hel gains no further information ab out the v alue of b

1 � s

.

3. Sam learns nothing ab out the v alue of s .

Less formally , Sam has t w o secrets. Rac hel can select exactly one of them, and Sam do esn't

kno w whic h secret Rac hel selected.

2.2 Tw o nonstandard transfer mec hanisms.

W e will consider t w o nonstandard transfer mec hanisms, one motiv ated b y co ding theory ,

the other b y quan tum cryptograph y .

Noisy T ransfer: In this proto col. Sam has a secret bit, b . Rac hel has no information

ab out b . A t the end of the proto col, Rac hel receiv es a bit b

0

. With probabilit y 3 = 4, b

0

= b ,

otherwise b

0

= b . Sam learns nothing.

This proto col ma y b e though t of as sim ulating a noisy comm unication c hannel, in whic h

a bit is 
ipp ed with probabilit y 1 = 4. W e can parameterize the ab o v e de�nition b y replacing

the 3 = 4 with a probabilit y � . W e call this � -noisy tr ansfer . In this pap er, w e only consider

the \standard" noisy transfer, where � = 3 = 4.

Quan tum T ransfer: In this proto col, Sam and Rac hel ha v e real n um b ers, � and �. A t

the end of the proto col, Rac hel receiv es a v alue whic h is 0 with probabilit y cos

2

( � � �),

and 1 otherwise. Sam learns nothing.

Dirtier Notions of Oblivious T ransfer.
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In describing oblivious transfers, w e mak e t w o distinct sp eci�cations. First, w e sp ecify

what information is b eing transferred. Second, w e imp ose a set of securit y conditions,

sp ecifying what information eac h part y is guaran teed not to kno w at the end of the proto col,

and sp ecifying that certain ev en ts cannot b e con trolled b y either part y . The de�nitions

of oblivious transfer and 1-2 oblivious transfer are particularly stringen t in their securit y

conditions. In oblivious transfer, Sam has no con trol o v er whether Rac hel receiv es b . In

1-2 oblivious transfer, Sam gains no information ab out Rac hel's selection s . W e w ould lik e

to b e able to handle cases in whic h a malicious Sam can, thorough some form of c heating,

violate these securit y conditions. This motiv ates the follo wing de�nitions.

� -Sligh tly Oblivious T ransfer: This proto col is the same as oblivious transfer, except

that instead of Rac hel learning bit b with probabilit y

1

2

, she learns it with probabilit y p . If

Sam is nonmalicious, p =

1

2

. If Sam is malicious, he ma y c ho ose an y v alue of p he wishes,

sub ject to 1 � � � p � � .

� -1-2 Sligh tly Oblivious T ransfer: This proto col is the same as 1 � 2 oblivious transfer,

except that at the conclusion of the proto col, a malicious Sam can guess Rac hel's selection

bit s with probabilit y � .

In b oth these de�nitions, the in teresting range for � is

1

2

� � < 1.

Note that in these de�nitions, there is a careful distinction made b et w een the p o w ers

of a malicious Sam v erses the p o w ers of a nonmalicious Sam. Since a malicious Sam is

alw a ys more p o w erful than a nonmalicious Sam, it w ould at �rst seem natural to simply

assume that Sam is malicious. Ho w ev er, w e require that the proto cols w e build on top

of these primitiv es meet the follo wing t w o requiremen ts: They m ust w ork when Sam is

nonmalicious, and they m ust main tain their securit y conditions when Sam is malicious. So,

for example, if one is building a proto col using a 3 = 4-sligh tly oblivious transfer subproto col,

one c annot require Sam to send 1000 bits, ha ving at least 600 get through to Rac hel. A

malicious Sam could easily do this, but a nonmalicious Sam could not.

2.3 Our notion of reductions.

In the remainder of this pap er, w e will consider reductions from the standard oblivious

transfers to the four nonstandard transfer mec hanisms describ ed ab o v e. W e no w brie
y

describ e what w e mean b y a cryptographic reduction.

Essen tially , our reduction is a blac k-b o x reduction. If w e are reducing transfer mec ha-

nism Q to transfer mec hanism R , w e assume that w e ha v e a blac k b o x whic h implemen ts

proto col R . F or instance, if w e reduce to noisy transfer, w e assume the existence of a blac k

b o x whic h tak es a bit from Sam, complemen ts it with a certain probabilit y , and sends the

resulting answ er to Rac hel. In order to reduce Q to R , w e sp ecify a proto col whic h uses

the blac k b o x for R , and tak es an additional input, k , written in unary . W e refer to k

as the se curity p ar ameter for the proto col. W e require that the n um b er of steps tak en b y

eac h part y during the execution of the proto col b e p olynomial in k .
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Unlik e computational notions of cryptographic reduction, w e require our reductions

to b e information theoretic. Th us, in analyzing the securit y of our proto cols, w e assume

that b oth Sam and Rac hel are in�nitely p o w erful, and th us able to break an y form of

encryption. F or the execution of our proto cols, ho w ev er, w e assume that Sam and Rac hel

are probabilistic p olynomial-time in teractiv e T uring mac hines.

Ho w ev er, w e do adopt a common notion from cryptograph y , that of statistic al indistin-

guishability . By this, w e mean that w e are willing to sligh tly relax our information transfer

and securit y conditions. F or instance, in the ideal form of 1-2 oblivious transfer, Rac hel

alw a ys reco v ers b

s

, and gets no information ab out b

1 � s

. F or the purp oses of our reductions,

w e allo w Rac hel to fail to reco v er the correct v alue of b

s

, but this ev en t m ust o ccur with

probabilit y less than k

� c

for an y constan t c . Lik ewise, w e allo w Rac hel to ha v e some edge

o v er c hance at guessing b

1 � s

, but this adv an tage m ust also b e small. Whereas in the ideal

mo del, Rac hel could guess b

1 � s

with probabilit y no greater than 1 = 2, w e merely require

that Rac hel not b e able to guess b

1 � s

with probabilit y greater than 1 = 2 + k

� c

, for an y

constan t c .

If w e mak e k su�cien tly large, then the sim ulated 1-2 oblivious transfer will b e ef-

fectiv ely indistinguishable from the ideal transfer. Th us, for example, w e can use the

sim ulated transfer mec hanism in place of the ideal one without compromising securit y .

3 Reducing 1-2 oblivious transfer to � -1-2 oblivious

transfer.

In this section, w e sk etc h the reduction from 1-2 oblivious transfer to � -1-2 oblivious

transfer, pro ving Theorem 1. In other w ords, w e are giv en a proto col in whic h Sam has

t w o secrets, b

0

and b

1

, and the follo wing conditions hold.

1. Rac hel learns b

s

.

2. Rac hel learns nothing ab out b

1 � s

.

3. Sam can predict s with probabilit y at most � , assuming that he had no a priori

kno wledge of s .

Using this proto col as a subroutine, w e construct a proto col where Sam cannot predict s

with probabilit y signi�can tly greater than

1

2

.

Supp ose Sam has t w o secrets, b

0

; b

1

. Consider the follo wing proto col:
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1: Sam c ho oses ( r

0 ; 1

; r

0 ; 2

; :::; r

0 ;n � 1

) a list of n � 1 random bits, and c ho oses r

0 ;n

=

b

0

L

n � 1

M

i =1

r

0 ;i

.

2: Sam selects a second list of bits de�ned b y r

1 ;i

= r

0 ;i

L

b

0

L

b

1

for 1 � i � n .

3: Sam transfers one bit out of eac h pair ( r

0 ;i

; r

1 ;i

) to Rac hel for 1 � i � n using their

� -1-2 oblivious transfer.

4: Let c

i

b e the random v ariable sp ecifying that Rac hel receiv ed the bit r

c

i

;i

at round i .

5: Rac hel uses the bits she receiv ed to compute:

b

C

n

= B

n

where

C

n

=

n

M

i =1

c

i

and B

n

=

n

M

i =1

r

c

i

;i

to get one of b

0

; b

1

.

Using a simple argumen t, w e can sho w that if Sam can predict c

i

with probabilit y no

b etter than � , he can predict C

n

with probabilit y no b etter than

1

2

+ (2 � � 1)

n

/2. Th us,

w e can ac hiev e, with exp onen tial closeness, pure 1-2 oblivious transfer using only n calls

to an � -1-2 sligh tly oblivious transfer proto col. This simpli�cation of our earlier proto col

is due to Brassard.

Note that Sam can c ho ose some r

i;j

whic h do not ob ey the constrain ts giv en. Ho w ev er,

this p ossible strategy giv es him no further information ab out s , and ma y only serv e to

randomize Rac hel's �nal answ er. Ho w ev er, w e cannot force Sam to giv e a w a y his secrets in

the �rst place, so this do es not giv e him an y more p o w er than if he abided b y the proto col.

4 Making honest reductions more robust.

In this section w e dev elop a simple tec hnique for strengthening some of our reductions.

Using this tec hnique, w e can write simple reductions whic h dep end on the receiv er b eing

honest, and in a fairly routine fashion, con v ert them to proto cols whic h are robust against

c heating b y the receiv er. This tec hnique will b e crucial in our reductions from 1-2 oblivious

transfer to � -oblivious transfer and noisy transfer.
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4.1 The general scenario.

W e consider transfer mec hanisms with the veri�able obliter ation prop ert y . By this w e mean

that the transfer mec hanism o ccasionally giv es the receiv er a v alue whic h is uncorrelated

with the bit sen t, and for whic h the v eri�er kno ws this fact. Tw o examples of suc h

mec hanisms are ordinary oblivious c hannel and � -oblivious transfer. Our in termediate

goal is to implemen t some form or another of 1-2 oblivious transfer. Ha ving accomplished

this, w e then try to apply the tec hniques of Section 3 to implemen t standard 1-2 oblivious

transfer.

If the receiv er is honest, the total obliteration prop ert y of the c hannel mak es it v ery

easy to design proto cols for some form of 1-2 oblivious transfer. F or instance, to reduce

1-2 oblivious transfer to ordinary oblivious transfer, w e can use the follo wing proto col.

Proto col Honest-Reduce ( k )

1: Let b

0

; b

1

b e Sam's secret bits, let s b e the bit Rac hel wishes to see, and let k b e

the securit y parameter. Sam uniformly selects bits c [1] ; : : : ; c [ k ], and transfers them

through the oblivious transfer c hannel.

2: Rac hel randomly pic ks i

0

; i

1

suc h that she receiv ed c [ i

0

], and didn't receiv e c [ i

1

](for

k large, i

0

; i

1

will exist with high probabilit y). She sends i

s

; i

1 � s

to Sam.

3: Sam sends b

0

� c [ i

s

] ; b

1

� c [ i

1 � s

] to Rac hel.

Remark: When w e talk ab out the pla y ers sending messages to eac h other, w e mean

through a clear c hannel. By using trivial redundancy sc hemes (e.g. sending the same bit

man y times in succession), it is p ossible to sim ulate a clear c hannel using an y of our noisy

c hannels.

If Rac hel is b eing honest, she will b e able to reconstruct b

s

and ha v e no information

ab out b

1 � s

. Here is where the total obliteration prop ert y is so useful: Rac hel can arrange

to ha v e the secret she do esn't wish to receiv e encrypted with bits she has no information

ab out.

Of course, in the ab o v e example, Rac hel can easily learn b oth of Sam's secrets b y

pic king i

0

; i

1

suc h that she receiv ed b oth c [ i

0

] and c [ i

1

]. In order to mak e our proto col

more robust, w e need a mec hanism b y whic h Rac hel can v erify that she really do esn't

kno w one of these bits. As a �rst step, w e mo dify Steps 2 and 3 of the ab o v e example,

and include a c hec king phase whic h Sam ma y run instead of Step 3. Our mo di�ed phases

are as follo ws,
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2': Rac hel randomly pic ks i

0

; i

1

suc h that she receiv ed c [ i

0

], and didn't receiv e c [ i

1

](for

k large, i

0

; i

1

will exist with high probabilit y). She pic ks a random bit, r and sends

i

r

; i

1 � r

to Sam.

3': Rac hel sends r � s to Sam, who sends b

0

� c [ i

s

] ; b

1

� c [ i

1 � s

] to Rac hel.

Our c hec king step is as follo ws: Rac hel sends r to Sam, and tries to predict c [ j ] for

all j 6= i

1

. Sam computes the n um b er of correct guesses b y Rac hel. W e note that going

through the c hec king step giv es Sam absolutely no information ab out s .

The in tuition b ehind this c hec king step is that Rac hel is allo w ed to select one of the

t w o indices she ga v e to Sam, and sa y , \I didn't receiv e this bit." She then giv es evidence to

supp ort this claim b y trying to guess the v alues of the other bits. No w if Rac hel excludes

a bit she didn't receiv e, she will score b etter than if she excludes a bit she did receiv e. But

if b oth of the indices she sen t to Sam refer to bits she receiv ed, she will ha v e to exclude

one of these bits, and th us lo w er her exp ected score b y 1 = 2.

Since the exp ected scores of an honest Rac hel and a c heating Rac hel are only sligh tly

di�eren t, the ab o v e test ma y not seem v ery useful. Ho w ev er, w e can amplify its e�ectiv eness

with the follo wing tric k. W e ha v e Sam and Rac hel run Steps 1 and 2 of the proto col Q

times in parallel, where for concreteness w e set Q = k

10

. Sam and Rac hel then uniformly

select a n um b er M 2 [1 ; Q ]. This is easily accomplished using commital proto cols. They

run the c hec king step on all the games but the M th, and Sam ab orts if Rac hel's com bined

score is less than

3

4

k

11

� k

6

;

Otherwise, they pla y out the third step of game M . the k

6

term is a fairly arbitrary

quan tit y whic h is m uc h more than the standard deviation for the n um b er of bits receiv ed,

and m uc h less than the n um b er of rounds. The �nal proto col is as follo ws.
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Proto col Reduce ( k )

1: Let b

0

; b

1

b e Sam's secret bits, let s b e the bit Rac hel wishes to see, and let k b e

the securit y parameter. Set Q = k

10

. F or j 2 [1 ; Q ], Sam uniformly selects bits

c

j

[1] ; : : : ; c

j

[ k ]. He transfers thse bits to Rac hel.

2: F or j 2 [1 ; Q ], Rac hel randomly pic ks i

j

0

; i

j

1

suc h that she receiv ed c

j

[ i

0

], and didn't

receiv e c

j

[ i

1

](for k large, i

j

0

; i

j

1

will exist with high probabilit y). She pic ks a random

bit, r

j

and sends i

j

r

; i

j

1 � r

to Sam.

2.5: (Chec king P art) Sam and Rac hel c ho ose a random M 2 [1 ; Q ]. F or j 2 [1 ; Q ] ; j 6= M ,

Rac hel sends r

j

and, for i 2 [1 ; k ], sends her guesses for c

j

[ i ]. If she didn't receiv e

c

j

[ i ] she just guesses, and otherwise she sends the v alue she receiv ed. If the total

n um b er of correct answ ers is less than

3

4

k

11

� k

6

;

then Sam ab orts the proto col.

3: Rac hel sends r

M

� s to Sam, who sends

b

0

� c

M

[ i

M

s

] ; b

1

� c

M

[ i

M

1 � s

] to Rac hel.

If Rac hel ob eys the proto col, she will reco v er one bit, and learn nothing ab out the

other. W e no w argue that ev en if she c heats, the probabilit y that she gets information

ab out t w o bits is small (though not neglible).

Lemma 4.1: In proto col reduce the probabilit y that Rac hel receiv es information ab out

b oth b

0

and b

1

is at most O (1 =k

3

).

Pro of: (Sk etc h) W e sa y that Rac hel che ats in game i if she receiv ed b oth c

M

[ i

M

0

] or

c

M

[ i

M

1

]. Clearly , Rac hel gets no information at all ab out b

0

; b

1

un til Step 3 of the proto col,

so if Sam ab orts in Step 2.5, she will get no useful information whatso ev er. F urthermore,

if Rac hel did not c heat in round M , and hence did not receiv e c

M

[ i

M

0

] or c

M

[ i

M

1

], she will

get information ab out at most one of b

0

; b

1

. Let cheat b e equal to the n um b er of games in

whic h Rac hel c heats. Therefore, the probabilit y that Rac hel successfully c heats is b ounded

ab o v e b y

cheat

k

10

� pr ob (Sam ab orts in Step 2.5) :

No w if cheat is less than k

7

, the lemma follo ws immediately , so w e need only consider the

case where cheat = 
( k

7

). With probabilit y exp onen tially close to 1, Rac hel will receiv e

at most

1

2

k

11

+ k

6

;

bits. Therefore, with high probabilit y , Rac hel will b e ha v e receiv ed

1

2

k

11

� 
( k

7

)

11



bits whic h she did not \diso wn" in Step 2.5. By standard tec hniques, w e ha v e that with

probabilit y exp onen tially close to 1, her �nal score will b e at most

3

4

k

11

� 
( k

7

) :

Ho w ev er, this will cause Sam to ab ort. The lemma follo ws. 2

It should b e noted that this 1 =k

3

c hance of Rac hel successfully c heating is not insignif-

ican t. Ho w ev er, it is not hard to use this c hannel to implemen t a c hannel in whic h Rac hel

has only a neglible c hance of successfully c heating.

5 Reducing 1-2 oblivious transfer to sligh tly oblivious

transfer.

Using the mac hinery of the previous section, w e can sk etc h our tec hnique for pro ving

Theorem 3. W e essen tially p erform a three step reduction from 1-2 oblivious transfer

to � -oblivious transfer. W e sho w that if w e run our reduce proto col, using � -oblivious

transfer as a subproto col, w e implemen t a sligh tly m utated v ersion of � -1-2 sligh tly obliv-

ious transfer. As men tioned in the previous section, an additional securit y condition is

w eak ened in that Rac hel ma y ha v e a sligh t c hance of learning b oth secrets. Also, Sam

ma y receiv e additional information ab out ho w go o d his prediction of Rac hel's selection

bit s is. Ho w ev er, despite these di�erences, w e can use the same proto col that con v erts

� -1-2 sligh tly oblivious transfer to 1-2 oblivious transfer, to get a 1-2 oblivious transfer

proto col in whic h Rac hel has a sligh t c hance of learning b oth secrets. Finally , it is then

straigh tforw ard to eliminate Rac hel's c hance of learning b oth secrets. F or this extended

abstract, w e outline only the �rst result.

Lemma 5.1: If w e run proto col reduce ( k ), using � -oblivious transfer as a subproto col,

w e get a proto col with the follo wing prop erties.

1. Rac hel learns b oth b

0

; b

1

with probabilit y at most O (1 =k

3

).

2. Sam can predict Rac hel's selection, s , with probabilit y at most

�

2

�

2

+ (1 � � )

2

:

Pro of: (Sk etc h) Prop ert y 1 follo ws from

Lemma 4.1. T o pro v e prop ert y 2, w e �rst note that Sam only receiv es information ab out

s from game M . In the v ery b est case for Sam, one of the t w o bits, c

M

[ i

M

j

], w as sen t

with probabilit y � , and the other bit, c

M

[ i

M

1 � j

], w as sen t with probabilit y 1 � � . In this

12



case, Sam should guess that s = j . Using elemen tary probabilit y theory , the conditional

probabilit y that s = j is giv en b y

pr ob ( s = j ) =

�

2

�

2

+ (1 � � )

2

:

The lemma follo ws. 2

6 The p o w er of noise.

In this section w e consider the cryptographic p o w er of an ordinary noisy comm unication

c hannel, i.e. one whic h in v erts a transmitted bit with some �xed probabilit y . In this

section w e sk etc h p ortions of the pro of that this family of transfer mec hanisms can b e

used to implemen t 1-2 oblivious transfer, and hence a wide v ariet y of secure t w o-part y

proto cols.

6.1 A philosophical remark.

Noisy c hannels ha v e b een extensiv ely studied in the �eld of co ding theory , and it is in terest-

ing to see ho w our p ersp ectiv e di�ers from the more traditional one. Co ding theory adopts

the viewp oin t that noise is a bad thing, to b e eliminated as e�cien tly as p ossible. Giv en a

noisy c hannel, a co ding theorist tries to sim ulate a pristine, noiseless comm unication line.

F rom our p oin t of view, an ideal comm unication line is a sterile, cryptographically

unin teresting en tit y . Noise, on the other hand, breeds disorder, uncertain t y , and confusion.

Th us, it is the cryptographer's natural ally . The question w e consider is whether this

primordial uncertain t y can b e sculpted in to the more sophisticated uncertain t y found in

secure t w o-part y proto cols. The result outlined in this section answ ers this question in the

a�rmativ e.

6.2 An outline of our reduction.

Our reduction consists of four main parts. W e �rst sho w ho w to use a noisy transfer

c hannel to sim ulate a v ery dirt y transfer c hannel whic h has the total obliteration prop ert y .

This allo ws us to start applying the tec hniques of Section 4. Using these tec hniques, w e

can sho w ho w to implemen t a v ersion of 1-2 oblivious transfer similar to the one dev elop ed

in Section 5. W e can then use the pro of of Theorem 1 to get an almost pure 1-2 oblivious

transfer c hannel. This c hannel ma y b e used to sim ulate a pure 1-2 oblivious transfer

c hannel.

13



6.3 Using noise to implemen t a v ery dirt y oblivious transfer.

The main di�cult y of using a noisy c hannel to implemen t oblivious transfer is that when-

ev er Sam sends Rac hel some bits, Rac hel has no idea whic h bits w ere probably correct,

and whic h ones w ere not. T o giv e Rac hel a �gh ting c hance, w e can adopt the con v en tion

that Sam sends eac h bit t wice in succession. If Rac hel receiv es t w o bits, bb , that are the

same, she considers this a \go o d" transmission, and that she receiv ed bit b . If she receiv es

t w o di�eren t bits, then she treats this as a \bad " transmission. Bad bits con v ey no in-

formation ab out the bits whic h w ere originally sen t, hence the total obliteration prop ert y

holds for this sim ulated c hannel.

Of course, this con v en tion is not ideal for a n um b er of reasons. First, Sam can c heat,

b y sending illegal bit sequences, i.e. 01 an 10. These bits will b e in terpreted b y Rac hel

as \bad," with probabilit y 10 = 16(w e assume that bits are 
ipp ed with probabilit y 1 = 4), as

\go o d" 1's, with probabilit y 3 = 16, and as \go o d" 0's, with probabilit y 3 = 16.

Ev en if Sam follo ws the con v en tion, other problems will arise. A transmission of 11

will b e correctly in terpreted with probabilit y only 9 = 16. With probabilit y 6 = 16 it will

b e receiv ed as \bad," and with probabilit y 1 = 16 it will b e in terpreted as a \go o d" 0.

Undaun ted b y these problems, w e call the c hannel sim ulated b y this con v en tion \v ery

dirt y oblivious transfer." In v ery dirt y oblivious transfer, Sam ma y send one of three

v alues, 0(equiv alen t to sending 00), 1 (equiv alen t to sending 11), or \bad"(equiv alen t to

sending 01 or 10). Bits receiv ed are classi�ed as 0 ; 1 or \bad."

6.4 The reduction for the case of honest parties.

F or motiv ational purp oses, w e �rst sk etc h a proto col whic h w orks in the case where b oth

parties are honest. They will ob ey the proto col, but afterw ard will try to glean extra

kno wledge from their record of the con v ersation. W e denote Sam's t w o secrets as b

0

and

b

1

, and assume that Rac hel wishes to kno w the v alue of b

s

.

14



Proto col Honest-Noise-Reduce ( k )

1: Sam pic ks bits C = c

1

; : : : ; c

k

5

uniformly , and sends them to Rac hel via a v ery dirt y

oblivious c hannel. W e denote the bits Rac hel actually receiv ed as C

0

= c

0

1

; : : : ; c

0

k

5

.

2: Rac hel pic ks a set of indices I

s

sub ject to the constrain ts,

1. j I

s

j = k

2. F or all m 2 I

s

, c

0

m

2 f 0 ; 1 g :

She then pic ks a set of indices, I

1 � s

, sub ject to

1. j I

1 � s

j = k

2. F or all m 2 I

1 � s

, c

0

m

is \bad."

Rac hel sends I

0

; I

1

to Sam, o v er a clear c hannel.

3: W e write I

m

= f i

1

m

; : : : ; i

k

m

g . F or m 2 f 0 ; 1 g , and 1 � j � k , Sam sends Rac hel the

v alues

b

j

m

= b

m

� c

i

j

m

:

Rac hel computes her guess for b

s

, b

0

s

, according to the form ula

b

0

s

= maj or ity ( f b

j

s

� c

i

j

s

j j 2 [1 ; k ] g ) :

Remark: It should b e noted that this proto col is essen tialy the same as the proto col

giv en in Section 4. the main di�erence is that sets of indices are used instead of single

indices. This sligh t mo di�cation is necessary b ecause Rac hel do es not kno w with complete

certain t y the v alue of an y of the bits sen t her.

If k is c hosen reasonably large, then b

0

s

will equal b

s

with high probabilit y . The v alues

of b

j

1 � s

yield no information to Rac hel, since she has no information ab out c

i

j

1 � s

. Sam

gets absolutely no information ab out s , since he has no information ab out whic h bits w ere

prop erly transmitted.

6.5 Making the honest proto col robust against c heating.

The proto col describ ed ab o v e do es not w ork against activ e attac ks b y either Sam or Rac hel.

The proto col coun ts on Sam to nev er send \bad" in an y of his transmissions. Whereas he

has no a priori reason to b eliev e that some bit c

j

2 f 0 ; 1 g w as more lik ely to b e receiv ed

as \bad" than an y other bit sen t, a bit c

j

=\bad" is more lik ely to b e receiv ed as \bad."

Th us, if he sends ev en one \bad" bit, and it sho ws up in set I

j

, then s = 1 � j with

probabilit y greater than

1

2

. By sending a large n um b er of \bad" bits, Sam can determine

s with v ery high probabilit y .
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Lik ewise, the proto col coun ts on Rac hel to insure that c

0

i

j

1 � s

=\bad." If Rac hel violates

this condition ev en once, she can gain information ab out b

1 � s

.

6.5.1 Constraining Sam's information.

If w e could ensure that Sam do esn't transmit an y `bad" bits, then he could not get an y

information ab out s . W e can't meet suc h a rigid requiremen t, but w e can meet a somewhat

w eak er one. Sp eci�cally , w e can ensure that the fraction of \bad" bits sen t b y Sam is

manageably small. This is done b y simply ha ving Rac hel c hec k that no more than a certain

n um b er of the bits she receiv es are \bad." If Sam sends k

5

bits, all either 0 or 1, then with

high probabilit y , only (6 = 16) k

5

+ o ( k

3

) of them will b e receiv ed as \bad." Ho w ev er, if k

3

of the bits initially sen t are bad, then with high probabilit y , (6 = 16) k

5

+ (4 = 16) k

3

+ o ( k

3

)

of the bits receiv ed will b e \bad." Hence, w e can ha v e Rac hel reject whenev er su�cien tly

man y of her bits are bad.

Once Sam is constrained to making only k

3

of his bits \bad," then w e can b ound

his c hance of predicting s a w a y from 1. This assertion follo ws from the fact that with

probabilit y b ounded a w a y from 1, none of the bits indexed in I

0

; I

1

will ha v e b een sen t as

\bad." This su�ces to implemen t � -1-2 oblivious transfer, for some � < 1.

6.5.2 Dealing with a malicious Rac hel.

Dealing with a malicious Rac hel is somewhat tric kier. Essen tially , w e w an t some w a y of

testing that Rac hel do esn't kno w an ything ab out the bits indexed in ones of her I

j

's. This

is essen tially the same problem w e dealt with in Section robust. W e brie
y describ e b elo w

the mo di�cations w e mak e to our proto col.

1. Stages 1 and 2 of the algorithm are run N times in parallel, where N is a su�cien tly

large p o w er of k . W e denote the bit sets sen t and receiv ed as C

i

= c

i

1

; : : : ; c

i

n

, and

C

i

0

= c

i

0

1

; : : : ; c

i

0

n

resp ectiv ely , for 1 � i � N . Lik ewise, w e denote the index sets as

I

i

0

; I

i

1

.

2. Rac hel do esn't send I

i

0

; I

i

1

in Step 2 of the proto col, but rather I

i

r

i

; I

i

1 � r

i

, where

r

i

2 f 0 ; 1 g is c hosen at random.

3. W e add a c hec king stage b et w een Steps 2 and 3. First, Sam and Rac hel c ho ose some

random M b et w een 1 and N . Then, for j 6= M , Rac hel rev eals r

j

� s . Giv en r

j

� s ,

Sam kno ws whic h of the index sets sen t to it corresp onds to I

j

1 � s

, without getting

an y information ab out s . Finally , Rac hel giv es her v alues of c

j

0

a

, for all a 62 I

j

1 � s

.

Sam c hec ks that c

j

0

a

= c

j

a

su�cien tly often, and ab orts otherwise.

No w, if man y sets I

j

1 � s

indexed bits that w ere not \bad," then this w ould lo w er the

a v erage n um b er of bits not referred to b y the sets I

j

1 � s

whic h w ere prop erly receiv ed. W e
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then emplo y esen tially the same argumen t as in Section 5. W e can sho w that if, for more

than a relativ ely small set of i 's, Rac hel has I

i

1 � s

refer to an y bit she receiv ed, she will b e

caugh t with high probabilit y .

6.6 Prop erties of the �nal proto col.

Com bining the �xes discussed ab o v e, w e ha v e something v ery close to � -1-2 sligh tly obliv-

ious transfer. Our proto col has the prop erties that

1. Sam learns s with probabilit y b ounded a w a y from 1.

2. Rac hel can predict b

1 � s

with probabilit y at most

1

2

+ 1 =k

c

, for an y �xed c w e wish.

This c dep ends on the v alue of N c hosen.

Using the tec hnique for reducing 1-2 oblivious transfer to 1-2 sligh tly oblivious transfer,

w e get a proto col in whic h Sam has no information ab out s , and Rac hel can predict b

1 � s

with probabilit y at most

1

2

+ 1 =k

c

0

, for some other constan t c

0

dep ending on c . By c ho osing

our parameters correctly , w e can mak e c

0

as large as w e wish. Finally , it is not di�cult to

reduce this probabilit y to something exp onen tially close to

1

2

.

7 Reducing oblivious transfer to quan tum transfer.

In this section w e describ e ho w the basic oblivious transfer proto col can b e ac hiev ed using

the prop erties of p olarized ligh t. This w ork relies on some ideas �rst describ ed in [BBBW],

a pap er ab out quan tum cryptograph y . W e consider an ideal mo del where the parties can

transmit single p olarized photons. W e also assume that the p olarization can b e set to

some exact real angle � determined b y its creator. The same holds for the angle of the

\reading" device. Also w e assume that the b eha vior of the photons corresp ond exactly to

the equations of quan tum mec hanics.

Let us abstract the prop erties ac hiev ed b y the photons. Sam can c ho ose an y real v alue

of an angle � . The quan tum c hannel is a device through whic h the v alue of � can b e

transfered with the prop erties that:

� The only thing Rac hel can learn ab out � is the output of the random predicate


 ( � ; �) suc h that P r ob ( 
 ( � ; �) = 0) = cos

2

( � � �) where � is c hosen b y her.

� She can get the v alue of this predicate only once.

The details of the ph ysics in v olv ed in the actual implemen tation of this c hannel can b e

found in [BBBW] and in the forthcoming [BB].

The main thing to notice is that 
 ( � ; �) = 0 when � = � and P r ob ( 
 ( � ; �) = 0) =

1

2

when j � � � j =

�

4

.
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7.1 Proto col with honest participan ts.

Assume Sam w an ts to send a bit b . F rom the facts ab o v e w e can deduce a v ery simple

oblivious transfer proto col when b oth parties are honest:

1: Sam c ho oses a random � in f 0 ;

�

4

g

2: Rac hel c ho oses a random � in f 0 ;

�

4

g

3: Rac hel gets a bit b

0

= 
 ( � + b

�

2

; �) using the quan tum c hannel with Sam.

4: Sam tells Rac hel what � w as.

The fundamen tal prop ert y used in this proto col is that for all angle � and bit b w e ha v e

that

P r ob ( b

0

= b j b = 1)

= P r ob ( 
 ( � +

�

2

; �) = 1)

= 1 � cos

2

( � +

�

2

� �)

= sin

2

( � +

�

2

� �)

= cos

2

( � � �)

and

P r ob ( b

0

= b j b = 0)

= P r ob ( 
 ( � ; �) = 0)

= cos

2

( � � �)

Therefore

P r ob ( b

0

= b ) = cos

2

( � � �)

Note that P r ob ( � = �) =

1

2

, so with probabilit y

1

2

Rac hel will get b

0

= b and kno w that

she did since she learned � in the last step. Also, P r ob ( j � � � j =

�

4

) =

1

2

. When this case

o ccures, Rac hel learns nothing ab out b .

No w the trouble is, w e don't kno w what Rac hel is doing. She can use an y angle � to get

the bit b

0

. A t the end of the proto col she can mak e sure that she gets "something" ab out b

in eac h case. By using � =

�

8

, for example, she gets that P r ob ( b

0

= b ) = cos

2

(

�

8

) � 0 : 8536

whether � = 0 or � =

�

4

.
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7.2 Dealing with a bad Rac hel.

The k ey insigh t is that for whatev er angle � Rac hel uses, the follo wing holds:

P r ob (1 � cos

2

(

�

8

) � cos

2

( � � �) � cos

2

(

�

8

)) =

1

2

This is b ecause � is c hosen at random among f 0 ;

�

4

g (Notice that 1 � cos

2

(

�

8

) = cos

2

(

3 �

8

)).

Therefore

P r ob (1 � cos

2

(

�

8

) � P r ob ( b = b

0

) � cos

2

(

�

8

)) =

1

2

;

whic h means that for some constan t � , 0 < � < 1, w e ha v e

P r ob (1 � � � P r ob ( b = b

0

) � � ) =

1

2

Assume Sam w an ts to send bit b. Our b etter oblivious transfer proto col is the follo wing:

1: Sam pic ks r

1

, r

2

, r

3

,... r

n

for some large n to b e determined.

2: Sam and Rac hel use the ab o v e proto col to transfer r

1

, r

2

, r

3

,..., r

n

. Rac hel gets r

0

1

,

r

0

2

, r

0

3

,..., r

0

n

.

3: Rac hel pic ks t w o disjoin t subsets U; V of size

n

3

from the set f 1 ; 2 ; :::; n g suc h that

she receiv ed eac h of the bits r

u

for eac h u 2 U.

4: Rac hel tells Sam what U and V are in a random order.

5: Sam c ho oses one of these sets (call it X) and tells Rac hel whic h one he selected.

6: Sam computes b

L

m and sends it to Rac hel, where m =

M

x 2 X

r

x

7: If X = U then Rac hel can compute m and get b , otherwise X = V and Rac hel

cannot learn an ything signi�can t ab out b.

7.3 Wh y do es this w ork?

The reason wh y this proto col w orks is that, with v ery high probabilit y , Rac hel will not b e

able to compute with certain t y

M

x 2 X

r

x

for at least one of X = U or X = V . This is b ecause

U and V together include

2 n

3

elemen ts, whereas the exp ected n um b er of i 2 f 1 ; 2 ; :::; n g

suc h that 1 � � � P r ob ( r

i

= r

0

i

) � � is only

n

2

. In fact, with v ery high probabilit y , at least
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n

6

of the elemen ts j in U

S

V are suc h that 1 � � � P r ob ( r

j

= r

0

j

) � � . Therefore one of

U or V most include at least

n

12

of them. The X OR of these

n

12

bits is almost completely

unpredictable and th us wip es out an y information that migh t b e obtained from the global

X OR for that subset. A detailed analysis is ommitted from this extended abstract; w e

refer the reader to [C] for a detailed exp osition of a v ery similar analysis.

This result can b e easily extended to a more general case as long as the probabilit y

that P r ob ( b = b

0

) is b ounded b y a constan t less than 1, for some constan t fraction of the

time.

Another thing that Rac hel could do is w ait un til she learns the v alue of � b efore

ev aluating the predicate 
 , making sure that she mak es her measuremen t with the righ t

angle. The solution to this problem is for Sam to c hallenge Rac hel's honest y in her reading

step. Instead of step 4, in the original proto col, Sam asks Rac hel to \commit" to the v alues

of b

0

and � she used and randomly decides to go on as b efore rev ealing � or asks her to

rev eal the v alues of b

0

and � she used. If Rac hel is sa ving photons without reading them

she has probabilit y

1

4

of b eing clearly wrong. The details of this argumen t are ommitted

from this extended abstract.

7.4 What ab out Sam?

But what ab out if Sam tries to c heat? W e argue that in this case there is nothing he can

get. Basically he do es not get an ything useful bac k from Rac hel during the proto col. His

judgmen t ab out whether Rac hel got the bit or not is equiv alen t to the kno wledge of the

v alue � whic h he nev er learns for the bits that are actually used in the proto col.

8 Ac kno wledgmen ts.

W e w ould lik e to ac kno wledge Gilles Brassard, Ernie Bric k ell, Iv an Damg � ard, Cyn thia

Dw ork, Joan F eigen baum, Sha� Goldw asser, and Silvio Micali for their v aluable commen ts,
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